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1.1

1.2

1. O6émme cBenenang o PEJI OC

Onucanme m 06J1acTb NPUMEHEHs OIIEPAIIMOHHON CUCTEMBbI

PEJI OC aBisieTcss MHOTOITOJIB30BaTEIBCKOM, MHOTO3a1aqH0it OC, KoTOpas mpeio-
craBygeT mwrardopMy YHUDHUITTPOBAHHON (DYHKIIMOHAIBHON YHUBEPCAIBHON JT0BE-
PEHHOIT CpeJibl JIs BBIOJTHEHNS ITPUKJIAIHOTO TPOTPAMMHOIO 00ECTIeICHUS.

PEJL OC na ypoBHe gpaiiBepoB 1oJIJIep:KUBaeT IMUPOKUIl llepedeHb 000Dy I0BaHUS
aKTyaJIbHBIX Bepcwuii, goctymnHoro Ha perake CBT, a Tak ke 06opymoBanus CHITOTO €
[IPOU3BOJICTBA, HO TOEPKUBAEMOTO ITPOU3BOIUTEISIMU.

B PEJI OC nomiepkuBaeTcst HHCTAJLISAIUS € ONITUIECKUX HOCUTE el HHMOPMAIINH,
durer-HakonuTeE NI, PA3/IeI0B JOKAJBHOTO KECTKOTO JINCKA, & TaK YKe YCTAHOBKA, 110
CeTH Tepe/iadn JTaHHbIX.

OcnoBunie pyukiuu PEJL OC

PEJL OC mozxker obecriednBarh 06CIyKUBaHHE OT OJHOIO JIO HECKOJbKUX [TOJIH30-
BaTeseit oniHoBpeMenHo. [locsie yemernHoro BXoga B CUCTEMY TOJIB30BATEIN UMEIOT
JIOCTYII B TJIABHYIO BBIUHUCIUTETBHYIO CPE/LY, TIO3BOJISIONLYIO 3AIYCKATH [I0JIb30BATE b=
CKUe TPUJIOKEHNUs, CO3/IaBaTh U MOJIy4YaTh JOCTYN K (bailjiaM, 3a/1aBaTh TUPEKTUBLI
II0JTb30BaTe/ I Ha ypoBHE 000109k KoMmaHtHOTo mporeccopa. PEJI OC mpemocras-
JIZET aJIeKBaTHbIE MEXaHU3MBbI JIJI Pa3TPAaHUYCHUs MOJIb30BaTe el U 3alUThl UX
nannbix. Vcnosmb3oBanne NpUBMIErMPOBAHHBIX KOMAHJ| OIPAHUYEHO U JIOCTYITHO
TOJIBKO 8 IMUHUCTPATUBHBIM TOTH30BATEIISIM.

PEJL OC koudurypupyercs 1o yMOJYaHUO Jjisd pabOThl B PEXKUME JINCKPEIMOH-
Horo ympasienus jgocrynom (DAC).

JI1060it moIb30BaTE b € POJIBIO, KOTOPAs MO3BOJISET BBIIOJIHAThH aMUHUCTPATHB-
HbIE JIEHCTBUSA, CAUTACTCH aJIMUIHACTPATUBHBIM I10JIb30BaTeieM. Kpome Toro, PEJI
OC mo/iepKUBaeT TUIIBI, KOTOPBIE MOT'YT OBITH CBA3aHBI ¢ OObEKTaMU, U JIOMEHBI,
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KOTOPBIE MOT'YT OBITH CBSI3aHBI C TIpolieccaMu. Pojii ompeie/isiiorest JoMeHaMu, K KO-
TOPBIM OHU UMEIOT JIOCTYIL. [Ipemonpeneénnnlit daill MoJNTUKN, KOTOPBI SBIISETCS
qacTbio KoHburyparmuun PEJI OC, onpenensier npaBuia MexK1y JOMEHaAMN W THTIa-
Mu. C BBIEH3JIOKEHHBIM OIIPeIe/IEHIeM POJieil U IIpaB JOCTYIIA, MOIPa3yMeBaeMbIX
unuByayagbHbIMu posisimu, PEJL OC peimosiHsier TpeboBaHusI pOJIEBOrO JIOCTYIIA.

PEJI OC npeanasnadena it paboThl B CETEBOM OKPYYKEHUHU C JIPYTUMU SK3EM-
wisgpamu PEJ[ OC, a takke ¢ UHBIMU COBMECTUMBIMUA CEPBEPHBIMEU U KJIUCHTCKIMUI
CHCTEMaMU OJTHOTO U TOTO K€ yIIPaB/ISIeMOro JIOMeHa. Bee 9Tu cucTeMbl TOTXKHBI KOH-
durypupoBaThCsi B COOTBETCTBUU C OIPEJICTIEHHON OOl MOTMTUKON 6€301IaCHOCTH.

PEJI OC pasperiraer ucoib30BaHne MHOTHMHE [TOJIH30BATEISIMI OJTHOTO UJTH DOJTee
IIPOIECCOPOB, MTPUCOETMHEHHBIX BHENTHUX W 3aIlOMUHAIOIIINX YCTPONCTB JIJIsT BBITTOJTHE-
HUS pa3sHo00pa3HbIX (DYHKINMA, TPEOYIOMNX YIIPABIAEMOr0 PACIpeIeIeHHOTO JT0CTYIIa
K JIAHHBIM, XPAHUMBIM B cucTeMme. Takue MHCTAUIANMNA TUIIAYHbI JIJI BHIYUCTATE b
HBIX CHCTEeM PabOUMX TPYII WK IPEIIPUATHI, K KOTOPBIM OOPAIAITCS JIOKAJIbHBIE
I0JT30BATE N, U KOMIBIOTEPHBIX CHCTEM C WHAYE 3alUIIEHHBIM JOCTYIIOM.

[Ipeamosraraercsi, ITO OTBETCTBEHHOCTD 3a COXPAHEHUE JTAHHBIX, 3aIUIIAEMbIX
PEJI OC, moxer genernpoBatbest mosb3oBaresnsm PEJI OC. Bee mannbie Haxomgarcst
o1, yupasienneMm Mexannsmor OesonacuHoctu PEJI OC. /lanable cOXpaHAIOTCS B
nonMeHoBaHHBIX o0bekTax, 1 PEJl OC moxker cBsgA3aTh ¢ KaxKIbIM ITOMMEHOBaH-
HBIM OOBEKTOM OIMCAHUE IPaB JOCTyIa K 3TOMY O00beKTy. BeeM mosb3oBaTe siM
HA3HAYAIOTCS YHUKAJIbHBIE UICHTU(DUKATOPBI. DTOT UIACHTU(PUKATOD TOJIH30BATEIS
HCIIOJIB3YETCS BMEeCTe ¢ aTpuOyTaMy U POJISIMU, HA3HAYEHHBIMHI T0JIb30BATENTI0, KaK
OCHOBaHUe s pereHnit mo yupasjenuio gocrymnom. PEJI OC moxrsep:kiaer mo-
JINHHOCTD TIPEIbBIEHHOTO UIEHTH(MUKATOPA MOJIb30BATEISI 0 TOTO, KaK pa3penarhb
eMy BBIIOJIHATE AaJibHeiimme neiicteust. PEJI OC BHyTpu cebst colpoBOXKIaeT Ps,
UJICHTH(DUKATOPOB, CBSI3aHHBIX C IMIPOIECCAME, KOTOPBIE TIOJIYYA0TCd U3 YHUKAJIHHOTO
UJIeHTHOUKATOPA TOJIB30BATE/ISI, TPEIbsIB/ISIEMOrO IpK BXo/e B cuctemy. Hekoropsre
13 9TUX WJIEHTH(MUKATOPOB MOT'YT M3MEHSIThCA BO BPEMsl BBITIOJHEHUS ITPOIECCaA
coryiacHo mostuTuke, peajuzyemoit PEJT OC.

PEJI OC npenocrasisier Takue Mepbl 6€30MaCHOCTH, TIPU KOTOPBIX JOCTYI K
00beKTaM JAHHBIX OCYIINECTBJISAETCS TOJBKO B COOTBETCTBUU C OTPAHUYEHUIMU Ha
JIOCTYII, HAJOYKEHHBIMU HA 3TOT OOBEKT €ro BJIaJIe/IbIEM, aJIMUHUCTPATUBHBIMUI
[I0JTb30BATE/IIMEI U TUIIOM 00bekTa. [IpaBa BiiajieHus Ha TONMEHOBAHHBIE OOBEKTHI
MOTYT IT€PEIABATHCS 0T KOHTPOJIEM MOJUTUKN YIIPABIEHUS JTOCTYIIOM.

Ha 00bekThl JaHHBIX MOTYT OBITh HA3HAYEHBI JUCKPEIMOHHBIE TIpaBa JOCTYIIA
(HampuMep, YTeHue, 3alKCh, BBINOJHEHNE) CyObeKToB (mosb3oBareeii). Kak ToabKo
CyObEKTY HPEJIOCTABIISIETCS JJOCTYII K 00BEKTY, €ro CoJieprKaHue MOXKeT ObITh CBOOOIHO
UCIIOJIB30BAHO JIJIsi BO3JEHCTBYS Ha JIPyTrUe JOCTYIIHbIE 9TOMY CyObeKTy OObLEeKTHI.

PEJI OC mmeer cylecTBeHHBIE PACITHPEHUs 9JIEMEHTOB 6€30IIaCHOCTH 110 CpaBHe-
HUIO CO cTaHapTHbIMU cucremamu UNIX:

CIIUCKH YIPABIEHUS JIOCTYTIOM;

peain3aIuio JJOMEHOB U TUIIOB;

JKypHasmpyemasi daiiyioBasi cucrema (ext4);

HoJIKJIIoUaeMble Moty in ayrearudukaruu (PAM);

CIIeNUaIN3UPOBAHHAS CUCTEMA ay/InTa, KOTOpas MO3BOJIIET YIUTHIBATD KPH-
TUYIHBIE COOBITHsT OE30IMaCHOCTH U MPEOCTABIISIET aIMUHICTPATHBHOMY TIOJTH30~
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BaTe/II0 MHCTPYMEHTAJIbHbIE CPEJICTBA KOH(MDUTYPUPOBAHUS CUCTEMbBI ayuTa U
OLICHKHU 3alliCeil ayiuTa;

e 0a30Bble (DYHKIINU IPOBEPKU KOMILIEKTa 000PY/I0BAHUS TIO3BOJISIOT 110 TpeOOBa~
HUIO 8 MUHUCTPATUBHOIO TI0JIH30BATEsI IIPOBEPATD, IPABUILHO JIU 00ECIICTH-
BalOTCA OCHOBHBIE (DYHKIINK OE30I1aCHOCTHU allllapaTHBIX CPEJCTB, HA KOTOPHIE
nostaraerca OO.

Paspéprayryo OC npuMeHSAIOT B Ka9ecTBE IPOrPAMMHOMN ILJIaT(GOPMBI I pa3pa-
OOTOK BAIUIIEHHBIX CUCTEM, TPpeOOBaHUA K OE30IIACHOCTH KOTOPBIX HE IPEBBIIIAIOT
YKa3aHHBIX MOKa3areseil. B dacTHocTH, Takue TpeOOBaHUS MPETbABIIIOTCI K 3allli-
MIEHHBIM [TPOTPAMMHBIM CHUCTEMaM, pabOTAIONIUM ¢ KOH(MUIECHITNAIHHON HH(POPMAIIU-
eil 1 mepcoHaIbHLIMU JTAHHBIMU.

CocraB PE/I OC

PEJL OC cocrout u3 Habopa KOMIOHEHTOB, IIpeIHA3SHAYEHHBIX JIJIs PeaTn3allii
(bYHKIMOHAILHBIX 3a/1a4, HEOOXOUMbIX TOJIb30BaTe sIM (JOJI2KHOCTHBIM JIUIAM )
JIUIsl BBITIOJTHEHUsI OIPEJIEJIEHHBIX JIOJZKHOCTHBIMU UHCTPYKIUSIMU TIOBCETHEBHBIX
JIEHCTBUIA, U TIOCTABJIAETCS B BHJIE JUCTPUOYTUBA M KOMILIEKTA SKCILIyaTAIlMOHHON
JIOKYMEHTAIIH.

B crpykrype PEJL OC M0XKHO BbLIEIUTH Ce/rytomye hyHKIMOHATbHBIE 3JIEMeH-
ThI:
sipo OC;

CUCTEeMHBIE OUOIUOTEKH;

BCTpOeHHBIE cpencTBa 3anuThl nadopmanun (KC3);

CHCTEMHBIE ITPUJIOKEHNST;

IPOTPAMMHBIE CEPBEPHI;

[IpOYKe CepPBEPHbIE TIPOrPAMMBI;

UHTEPaKTUBHBIE pabovune Cpejibl U KOMaH IHbIe MHTEPIPETATOPHI;

[IPOYKE CUCTEMHBIE [IPUJIOXKEHUS.

KoMmILieke BCTpOEHHBIX CPeICTB 3alliThl NHMOPMAIIUHT, SBJIAETCs IIPUHAIIEKHO-
crbio onepannorHoit cpeabl PE/I OC 1 Heorbemiemoit gactoio sapa OC u cucTeMHBIX
OubIMOTEK.

Anpo OC — nporpamma (HabOp MPOrpaMM ), BEIIOIHSOMAsT (DYHKIUHN yIIPABICHUST
OC u B3anmozeiicteusg OC ¢ anmapaTHbIMEA CPEJICTBaAMU.

Cucremubie 6ubIMOTEKN — HAOOPBI TIPOrPaMM ([AKETOB MPOrPAMM ), BBIIOJIHSIIO-
IIye pa3aIndHble QyHKIMOHAIbLHbIE 33/1a91 U IIPEIHA3HAYEHHbBIE 1A UX JUHAMIIECKO-
r'o IMOAKJIIOYEHHSI K paboTaIoNUM IIpOrpaMMaM, KOTOPHIM HEOOXOIUMO BBIIIOJTHEHNE
STHUX 3a/a9.

Berpoennbie cpeicTBa 3aluThl HHMOPMAaIIU — CIIEIUAJIbHbIE TaKeThl IIPOrPaMM
OC, Bxomgmue B cocraB siipa OC u cucTeMHBIX OMOINOTEK, TpeIHA3HAUCHHDBIE IS
sanurbl OC 0T HECAHKIIMOHUPOBAHHOIO JIOCTYIAa K 0OpabaThiBaeMoil (XpaHsIieiics)
urdopmarn Ha DBM.

CucremMHBIE IPUIOKEHHST — TO IPUJIOYKEHUs (IIporpaMMbl, HAGOP MIPOrpamm),
[pe/IHa3HAYEHHBIE JJTsI BBIIOJHEHNsI (OKa3aHUsl) CHCTEMHBIX YCJIYT TIOJIb30BATEIO
[IPU PEIIeHNN MM OIIPEJIeIeHHBIX (PYHKITMOHAIBHBIX 3a/1a1d B paboTe ¢ OmeparmoHHOi
cpesioit m 00eCTIeIMBAOIINE UX BBITOTHEHHE.
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[IporpamMubIe cepBEPBI — CIENUAIbLHBIE TTPUIOKEHN, ITPeIHa3HaYeHHbIe JIJTs
IIPEIOCTABJIEHNS TT0JIH30BATEIO OIPEJIEIEHHBIX YCIYT U 00eCcIednBaloIie MX BBIIOJ-
HCHUE.

K mpoumm cepBepHBIM ITporpaMMaM OTHOCATCS MPOTPAMMBI, TPETOCTABJISTIOIIIE
I0JIB30BATE/IIO PA3IMIHbBIE YCJIYTH 110 00paboTKe, Iepeiatie, XpaHeHUI0 NH(MOPMAIITN
(cepBepbI TPOTOKOJIOB, TIOYTOBBIE CEPBEPHI, CEPBEPHI MPUJIOYKEHHI, CEPBEPHI MEeIaTH
U TPOUIHE).

Unrepakrusabie paboune cpeipr (MPC) — mporpammbl (makeTsl mporpamm),
npeaHa3HavdeHHbIe 1711 paboThl nob3oBarensa B PEJL OC u mpegocraiisiorniue emy
ya00HbIN nHTEpdeiic ajs obiennsd ¢ Heil. Komanabie pabodne cpejibl BKIYAT B
CBO#l cOCTaB KOMaH/HbIE HHTEPIIPETATOPHI.

KomantHbIe HHTEPIIPETATOPBI — CIIENUATBHBIE TIPOIPAMMBI (TEPMUHABI ), TPE]I-

Ha3HAYEHHBIE JJIsT BBITOJHEHNS Pa3JIUIHBIX KOMAaH/I, 110/IaBAaeMbIX TOJIb30BaTEIEM
upu pabore ¢ PEJI OC.

[Ipoune cucreMHble TPUIOKEHUST — MPUJIOKEHUsI (IPOrPAMMBI), OKa3bIBAIOIIIE
MIOJTb30BATE/TIO JIOMOJTHUTEIbHBIE CUCTeMHBIE yeayTu npu padbore ¢ OC.
B coctas PEJI OC BKJ/II0YeHBI CJIEIYIONIHE JTOMOJTHUTEIbHBIE CUCTEMHBIE TTPUJIO-
JKEHUsI:
apPXUBATOPHI;
npuaoXKeHus 1 ynpasjaennsg RPM-nakeramu;
NPUJIOXKEHUST MOHUTOPUHTA CHUCTEMBI;
MPUJIOYKEHUS i1 pabOThI ¢ daitiamu;
HNPUJIOXKEHUST JIJIsT HACTPONKU CUCTEMBI;
HACTPOITKa IapaMeTpoB 3arpy3Ku;
HaCTpoiika 00OPYIOBAHUS;
HaCcTpOMKa ceTu.

1.4 JlokyMeHTaIisi B COCTaBe

B cocrase PEJI OC mnpejcraBiena ciaeayiomas JTOKyMeHTaIlNs:

e DJIeKTPOHHAs, KOHTEKCTHO-3aBICHMAsl CIIPABOYHAS CHCTEMA;
e DJIEKTPOHHBIE CIPABOYHUKY (man).

1.5 TpebGoBanusi K mepconasry (aJMUHUCTPATOPY)

1.5.1 OO6mue moJI0XKeHusI

Avunaucrparop PEJL OC nomken numers:

e Oaszosble HaBbikn avuarcTpupoBanus OC cemeiicTBa Linux;

® HABBIKA KOHMDUIYPUPOBAHUS U HACTPONKHU MpOrpaMMHubIX TPoayKToB u OC;

® OIBIT pabOTHI CO CTAHJIAPTHBIMU dJIEMEHTaMU rpaduieckoro naTepdeiica mpu-
JIO?KCHUI;

® HABBLIKU MOJJIEPY)KAHUA B PAaOOTOCIIOCOOHOM COCTOSTHUM TEXHUYIECKUX CPEJICTB

IIK.
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O6s13aHHOCTH HOHBSOBaTeHeﬁ, oripeaeJideMble ITpeaIoJIO2KEHNAMU 6e3omac-
HOCTHN

IIpenonpenenénnoe ucnosbszoBanne PEJL OC

Hoctyn agvuanctparopo Kk PEJI OC po/mkeH ocymecTBIsITbCS TOIBKO U3 CAHK-
IINOHUPOBAHHBIX TOUYEK JIOCTyTa — PAOOYNX MECT, PA3MEIIEHHBIX B KOHTPOJNPYEMOit
30He, 0BOPY/IOBAHHON CPeJICTBAMU M CUCTEMAaMU (DU3MUECKOil 3alUThl U OXPAHbI (KOH-
TPOJIst U HAOJIIOJIEHNST) U UCKJTFOUAIOMIEH BOBMOXKHOCTh GECKOHTPOJIBHOTO MTPEOBIBAHST
MMOCTOPOHHUX JIUII.

s ipetloTBpalienns HeCAHKIIMOHMPOBAHHOTO JIOCTYTIA K CUCTEMHBIM KOMIIOHEH-
tam nosib3oBareseit PEJL OC axMubncTpaTopsl 00si3aHbI TPEIOTBPAIIATH U BBISIBJISITH
YCTaHOBKY U 3aIlyCK BCTPOEHHBIX MPOTPAMM OTJIA K.

AvuHucTpaTophl 063aHbI TPOM3BOIUTH YCTAHOBKY TOJIHKO IMTATHBIX IPOIDAMM-
HBIX CPEJICTB, HE MMO3BOJISIONINX OCYIIECTBUTH HECAHKIIMOHNPOBAHHYIO MOIU(UKAIIIO
00.

[Ipu B3anMozeiicTBUN ¢ BHENTHUMEU UH(MOPMAIMOHHBIMU CUCTEMAMU aJIMIHUCTPA~
Topsl, 1pu nomoru cpegacts PEJ OC, no/KHBL OCYIIECTBIISATH HACTPORKY B3aUMO-
JIECTBUS TOJIBKO € JloBepeHHbIME cucteMamu, [IB koropbix ckoopaunuposans ¢ 115
pacemarpuBaemoit PEL OC.

[Ipu BosumkHOBeHun cboeB u orkazoB CBT wmum PEJ OC agmuauCTpaToph!
00sI3aHbI TPEIPUHIMATH MePbI, HallpaBJIeHHbIE HA BOCCTAHOBJIEHUE OE30MacCHOrO
cocTosinUs IporpaMMuoro u armmaparaoro obecnedenns PEJIL OC, B coorsercTBuu ¢
JnaHHBIM PyKoBO/ICTBOM.

Veranoska, kondurypuposanue u ynpasieane PEJ OC nomkHBI ocylecTs-
garbea aamuaIcTparopoM PEJI OC, B cooTBeTCTBUN ¢ HACTOSIIUM JTOKYMEHTOM.
CamocrosTe/IbHbIE JEHCTBUS 110 YCTAHOBKE, KOH(DUTYPUPOBAHUIO W YIIPABICHUIO
MIOJTH30BATESIM He JIOCTYIHBI M OrPAHIMYIEHBI TPABUIAMU PA3TPAHUIEHUS JTOCTYIIA

PEJL OC.

Ilopsinok oGecrieuenus cpeapl pyHknunonuposanus PEJL OC

A MuUHECTPATOPBI JIOJIZKHBI UCIOIB30BaTh (DYHKINN, TpeocTaBisembie PEJT
OC, B paMKax BBIIIOJIHEHUsT CBOUX JIOJIKHOCTHBIX O0S3aHHOCTEH, OIPE/Ie/ICHHBIX B
JIOJI?KHOCTHO MHCTPYKIIMKM COOTBETCTBYIONINX KATErOpUil MOJIb30BaTeell.

A MuHECTPATOPBI 00s13aHBI TTPOU3BOIUTHL HACTPOIKY obopymoBanus CBT wu
[PEJIOTBPAIIATH HECAHKITMOHUPOBAHHYIO (PU3NIECKYIO MOIUMPUKAIIIIO AIIAPATHOTO
obecrieuenusi, Ha KoropoM Boinosasercss PEJL OC.

[IpaBa mo/b30BaTesel JIjId TMOTYyIeHUs JOCTYIIa U BBIIOJTHEHUS 00pabOTKN MH-
dopmarun B PEJI OC ocHOBBIBatoTCsI Ha OMHON WM O0JIee POJIAX U HA3SHATAIOTCS
agmuauctparopom PEJI OC. Pomm momszosaresneit 8 PEJI OC orpaxkaror 1mpo-
M3BOJICTBEHHYIO (DYHKITHIO, OOS3aHHOCTH, KBAJIN(MUKAIIIO U/ U KOMIIETEHTHOCTH
[I0JIb30BaTe el B PAMKAX OPraHU3AIIIH.

[To Bcem Bompocam ajmunucrpupoanus PEJL OC nosib3oBaress obs3an oOpa-
matbesd K agmuaucrparopam PEJT OC, koTopbie sB/ISI0TCS KOMIIETEHTHBIMU, XOPOIIIO
OOYYEHHBIMU U 3aC/IYKUBAIOIINMU JTIOBEPUSI.

[Ipenmonaraercss magnane (OAHOro mWim 0oJsiee) KOMIIETEHTHBIX JIHI] (& IMIHI-
CTPATOPOB), KOTOpPbIe HA3HAYAKOTCs Jisi yiupasieHus 6esomacHoctbio PEJL OC u
urdopmarun B HeM. OHE HECYT OTBETCTBEHHOCTD 38, CJCIYIONe (OyHKITHIN:
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® CO3JaHUE W COIMPOBOXK/JICHUE POJIE;

® YCTAHOBJIEHNE W COIPOBOXKJIEHNE OTHOIIEHWH MEXK/Iy POJISIMU;

e Ha3HAYECHUE W aHHYJIUPOBAHHE POJIEil, HA3HAYAEMBIX MTOJIb30BATEIAM.

Kpowme Toro, sTu jura (B KauecTse BJIAJIEIBIEB BCEX KOPIOPATUBHBIX JTAHHbIX ), Ha-
Py ¢ BaaIeabllaMiu 00beKTa, JTOJKHBI UMETh BO3MOKHOCTH Ha3HAYATH U OTMEHATH
IpaBa JIOCTYIa poJieil K 00 beKTaM.

[Tonb3oBarenn, B coorBercrBun ¢ HazHavdeHHbiMu B PEJI OC nognoMounsavu
POJIIMHU, UMEIOT IIpaBa CO3/laBaTh HOBbIE OOBEKTHI JJAHHBIX, BJIAJIC/IbIIAMUA KOTOPHIX
OHHU CTAHOBATCH.

[Tepconas, orBeTcTBeHHBIH 3a BhINoHeHNEe agmunancrpupoBanus PEJI OC, xon-
JKeH IPONTH MPOBEPKY Ha OJIarOHAIEKHOCTDh M B CBOEH AeATeIbHOCTH JOJIZKEH PYKO-
BOJCTBOBaThCs HokymenTanueit Ha PEI OC.

V1o ITHOMOYEHHBIE TT0JIb30BaTE/ M 00J1aaI0T HeOOXOINMBIM pas3pelieHneM Ha J10-
cryn B PEJI OC, mo kpaiineit mepe, Kk gactu uadopmannn, yrpasasgemoit PEJL OC,
U COIJIACOBAHHO JIEHCTBYIOT B OJIANOIIPUSTHON cpejie.

A iMEHECTPATOPHI B 06s13aTEILHOM TOPSIJIKE JIOJZKHBI ObITh O3HAKOMJIEHBI C Ha-
CTOSIINM PYKOBOJCTBOM U JOJI2KHBI OBITh O0YYEeHbI IPUMEHEHUIO PYHKIIMOHAIbHBIX
BO3MOKHOCTEI OE30ITaCHOCTH, IIPEIOCTABJISIEMBIX OIEPAIIMOHHON CHCTEMOI.

A IMUHICTPATOPHI JIOJIZKHBI BBIIIOJIHATH TPYIIIIBI 38/1a9, CBI3aHHBIX CO CBOMMMU
CIIy2KeOHBIMU TIoJTHOMOUYnAMU, B Oe3oracuoit I'T-cpejie ¢ nmpuMeHneHueM IMOJTHOTO
yIpPaBJICHUS CBOUMU JIAHHBIMU.

A MUHECTPATOPBI HOJIZKHBI OCYIIECTBIISTH PErYJIAPHBI KOHTPOJIb ITOJTHOTHI 1
JIOCTATOIHOCTH Mep I10 obeciiedeHnio nH(MOPMAIIMOHHON 6e3011acHOCTH Ha 00bEKTaxX,
ucnosib3ytomux PEJT OC.

IIpnémka 1mocTaBJI€HHOTO Cpe/ICTBA

st korTpouis kadectsa u npuéMku PEJL OC cunamu norpeduresis Ipon3BoaaTCs
UCIIBITAHUS TTOJTYYeHHOTrO u3/iesns. [I[pu sToM mpon3BouTes MpoBEpKa KOHTPOJIBHBIX
cymm puctpudbytuBa PEJ OC. Cuarue KC 10/2KHO OCYIIECTBIISTHCS € UCIIOTB30Ba~
aem [10 PCII-Konrposs sepcun 2.0, o agropurmy 'OCT 34.11-2012 (256 6ur).
[onyuernsie KC pomkubr coorBercrBoBath 3TaaonabiM KC PEJT OC, npupenéHHbIM
B popmyJIsipe.

CocTaB 1 10CJIe/I0BATEIbHOCTD UCITBITAHUI:
[Iposepka obmux TpedbOBAHMUIL.
[IpoBepka KOMILIEKTHOCTH.
[IpoBepka MapKUPOBKH U YIIAKOBKH.
[Iposepka JOKyMeHTAIIH.
[IpoBepka HOCUTEICl JTAHHBIX.

Jtst TTpoBEPKH KOMILJIEKTHOCTH HEOOXOMMO OCYIIIECTBUTH CBEPKY COCTaBa MPEb-
SIBJIEHHOTO Ha WCIIBITAHUS W3/IEUsI ¢ KOMILIEKTHOCTHIO:

e PEJ/I OC. Tuctpubyrus,

e PEJI OC. [lonostHUTEIBHBIN JTUCK,

e PEJI OC. ®opmyisp,

e Kommsa ceprudpurara PCTIK Poccun,
IIPEeJICTABIEHHBIX Ha (PU3NIECKIX HOCUTENAX WU B BUJE JIEKTPOHHBIX (ailioB.

Crl e
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Nznenue canraercss COOTBETCTBYIOMNUM TPEOOBAHUSIM, €CJTH COCTaB MPEIbABICH-
HOT'O Ha WCIBITAHWS U3JETUs COOTBETCTBYET YKAa3aHHONW KOMILIEKTHOCTH.

B kauecrBe HOCuTesneit qucrpubyruBHoro Komiuiekta PEJ] OC na dusmaeckux
HOCHUTEJISIX JIOJI?KHBI UCIOJIB30BaThes 1 poBble MHOrOIMeesbie qucku (DVD), ne
UMEIOTINE BUJIMMBIX MEXAHUIECKUX TIOBPEXKJICHUN, OTPUIATETLHO BJIUSIONIUX HA PO~
1iecchl Bocupouspenenns nadopmarun. Hocurenn PEJ] OC cauratorcst mpormeaimmamMn
IIPOBEPKY, €CJIU YCTAHOBJIEHO, ITO OHU COOTBETCTBYIOT YKA3aHHBIM TPEOOBAHMSM.

B cocras nokymentamuu PE/I OC 10/KHBI BXOIUTD JTOKYMEHTHI:

e Omnepanmonnas cucrema «PEJI OC» ®opmyap. RU.29926343.02.01-01 30;

e Omnepanmonnas cucrema «PEJ OC» PykoosicrBo ajmuHucTpaTopa.

RU.29926343.02.01-01 32 1-1;
e Omnepamnnonnas cucrema «PEJI OC» PykoBomcTBO mosib30BaTe sl
RU.29926343.02.01-01 34 1-1.

JlokymeHTaINS cUUTaeTCd TPOIIe/Ieil TPOBEPKY, €CIIN €€ COCTaB COOTBETCTBYET
YKa3aHHBIM TPEeOOBAHUSIM.

[udpossie muoromnesessie jaucku (DVD) ¢ pasmeménnoii na nux PEJL OC mosmk-
HbI OBITH IPOMaPKUPOBAHBI U yITaKOBaHbI. MapKupoBKa 1MudPOBBIX MHOTOIEIEBBIX
mucKoB ¢ pasmeriénnoit Ha Hux PEJ] OC moskHa HAHOCHTHCS HA BHEITHIOKW (Hepa-
60UYI0) TOBEPXHOCTH JIUCKA U 00sI3aTeJIbHO COJIEPKATh HAUMEHOBAHUE U3JIEJIHsT 1
cepuiiHblii HOMep, Mmo3BoJIsonue oguo3nadno ugentudunuposars PE/ OC. Cep-
TuUIUPOBAHHBIE 00PA3IILI JIOJI2KHBI OBITH MAPKUPOBAHDI CIIEIIUATHLHBIM 3aIUTHBIM
snakoM Cucrembr ceprudukarmn C3U mo tpeboBanmsivM H6e30macHOCTH HHPOPMAITT
Ne POCC RU. 0001.01BM00, nHanocumbim B pasaese 8 @opmyssipa RU.29926343.02.01-
01 30. Jljxa mpoeepku MmapkupoBku u yrnakoeku PEJ] OC HeoOXommMo y10cTOBEpUTHCST
B UX COOTBETCTBUU YKA3AHHBIM TPEOOBAHUSIM.

Ecnu B nporiecce ucnibitanuii 6y1eT 00HAPYKEHO HECOOTBETCTBUE XOTs ObI OJTHOMY
TpeboBanuio, To npuanMaembiii sx3eMiLiap PEJI OC cunraercs He BbIIEpPKABIIIM
HCIBITAHUST ¥ BO3BPAIAETCS JIJsT BBISIBJIEHUs TIPUIUH J1€(DEKTOB.

PEJL OC cunraercst oKOHIATETLHO MPUHSITON, €CJIM OHA COOTBETCTBYET TpeboBa-
HUSM ¥ YCIIENTHO MPOIILIA UCIIBITAHW.






2. PaznoBuanoctu pailjioBbIX CUCTEM

2.1 TllomnaepxkuBaemMbie (pailjIoOBbIe CUCTEMBI

B mumerpubyTuBe nojgepxuBarorcs ciejytomme daitiosbie cucrembl (PC):

e KypHaiupyeMas daiijioBas cucreMa extd;

e KypHaaupyemasi aitioBast cucrema extd;

e (aiioBas cucrema 1SO 9660 st HaKOIUTEEH I ONTHIECKUX MATHUTHBIX
JINCKOB.

2.1.1  Vruautsbl ajisg paboTsl ¢ ¢dailjIoBBIMU CHCTEMaMU

Ob1ree Ha3HAYEHUE YTUINAT:

e mkfs — cozmanue HOBOIT (aiioBoil cucrembl (make filesystem);

e fsck — npoBepka aitsoBoii cucrembl Ha omubku (filesystem check);

e df — dpopmupyeT OTIET O JOCTYITHOM U UCHOJIB30BAHHOM JUCKOBOM ITPOCTPAH-
ctBe Ha dailoBbix cucremax. bes aprymentos df BeiaétT oTUET 110 TOCTYIIHOMY
1 MCIOJIb30BAHHOMY IIPOCTPAHCTBY I BeexX (ailioBbIX cucTeM (BCeX THIIOB),
KOTOpbIE CMOHTHPOBAHBI B JaHHBIN MOMeHT. B mporuBHOM cirydae, df Ha Kaxk-
JIBIi (baiisl, 3a/laHHbIl KaK apryMeHT, BbIJIaéTcs oTYET 110 (bailioBoil cucreme,
KOTOPasi €ro COJIEepPIKUT;

e du — dopmupyeT OTIET 06 UCIOJIB30BAHIH JIMCKOBOI'O IIPOCTPAHCTBA 38, JaHHBIMI
(baﬁﬂa,MH, a TaK>Ke KazK/IbIM KaTaJIOI'OM HepapXHnu II0JKaTaJIOIOB KazKJI0T'O
YKa3aHHOTO KaTaJjora. 3/1ech 10/ UCIOJb30BAHHBIM JIMCKOBBIM ITPOCTPAHCTBOM
MMOHMMAETCs IIPOCTPAHCTBO, UCIOJIB3YeMOe IJIsT BCell mepapXuu IMOKATAJIOIOB
YKa3aHHOI'O KaTaJora. JallylneHHas 6e3 apryMenToB KoMaHa du BBIJIAET OTUET
O JINCKOBOM IIPOCTPAHCTBE JIJIsI TEKYIIEro KaTaJjora.

Jlns paznudenus: pail/IoBbIX CUCTEM HUCIIOJIB3yeTCs YKa3aHue Tura (paitJioBoit

CHCTEMBI TI0CJIe TTapaMerpa -t Wi B Ka4ecTBe KOMIIOHEHTa UMEHU YTHIATHI, HAIIPHU-
Mep:
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mkfs -t ext2 /dev/sdal
fsck.ext2 /dev/sda2

s mpeobpaszoBanust (hailIoBoii cucTeMbl U3 ext2 B ext3 He0OXOIMMO BBITIOJIHUTH
KOMaH/Ty:

tune2fs -j /dev/sdX

st obpaTHOTO TIPeobpaszoBaHust HEOOXOAMMO CMOHTHPOBATEH STOT Pas3jiesl Kak
ext2.
st Toro, atober coxpannTh Koo aucka (rampumep, CD-ROM), veobxomnmo
CHIENIATh CJIEYIONIEe:
e yOeIUThCA B HAJIUYIUU B TEKYIIEM KaTajore J0CTaTOYHOIO KOJIMIeCTBa CBOOOI-
HOT'O MeCTa;
® BLIIOJHUTHL KOMaHILY:

dd if=/dev/cdrom of=cdrom.iso bs=1M

® 1I0CJIE€ TOr0 MOXKHO ITPOCMOTPETH cojep:kumoe daitia cdrom.iso, CMOHTHPOBaB
ero, HallpuMep, TakK:

I mount -o loop cdrom.iso /mnt/cdrom

B kadecTBe MCXOHOTO YCTPOWCTBA JId KOIMUPOBAHUSA TAKZKE MOXKET BBICTYIIATD
JI060e JINCKOBOE YCTPOMCTBO, HAIIPUMED, JUCKETa WIN KECTKUil jnck. Kpome Toro,
nostyausruiics 0opaz CD-ROM wmozkuo 3amucars wa marpuiry CD-R/RW ¢ ucross-
3oBaHneM KoMmam bl cdrecord, T.K. (aiis cdrom.iso gBJIeTCsI MOJHBIM 00pa30M
JIACKA.

CrupaBogHuk HamboJjiee 9acTO UCIOJIb3YEMbBIX YTUIUT JJIsT PAOOTHI ¢ (hailIoBOIt
CUCTEMOIL:

CucremMHbIit
BLISOB Haznagyenue
mount MOHTHPOBaHMe (PailJIOBbIX CUCTEM
umount pa3MoHTHpOBaHue (hailIOBBIX CHCTEM
find OUCK (hailjioB B JTUPEKTOPUAX
locate OUCK (hailjioB 1o oImpeaeIeHHOMY 00pa3Ily UMEH!
hich nouck paiisia, KOTOPBIil Oy/IeT 3allyIeH ITPU BBITOJTHEHUH JAaHHOM
whie KOMAHTbI
cd CMEeHa TEKYIIEro KaTaJjora,/ IMpeKTOPUm
pwd [OKa3aTh TEKYIUI KATAJIOT / INPEKTOPHUIO
mkdir CO3IaHme KaTajIora
Is BbIjIada nHMOPMAIU O drailiax MM KaTajaorax
cp KoImpoBanue (haiiioB
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CucreMHbIi
BLISOB Hasznauyenue
mv repeMertenue / iepenMenoBanne aitios
rm yaajienue ¢aitjioB
cat BBIBOJI, COAEPXKUMOI0 3aJaHHBIX (DailjloB Ha CTaHIAPTHBINA BBHIBO/I
more IporpaMMa IMoCTPAHUIHOIO IIPOCMOTpa (aition
In CO3/IaHNe CCBIIOK (aJIbTepHATHBHBIX UMEH) JJisd (hailion
file ompejiesieHne Tuia gaiiia
chmod U3MEHEHUe IpaB JIOCTyIa K aitiam
h CM€EHa IIpaB BJIaJCHHA (HOHBSOB&TGHBCKI/IX n prr[HOBbIX) JJIA
chown daition
umask yCTaHOBKa MaCKH IIPaB JIOCTYIIA JIJId BHOBL CO3/IaBaeMbIX (ailjioB
n3MeHeHne aTpuOyToB dailioB s dailjioBoil cucTeMbl ext
chattr (append-only, immutable, safe deletion, no atime modified, no
backup,...)
Isattr IIPOCMOTP aTpudbyTOB (haitioB s daitioBoil cucreMbl ext







3. Oomme npuamunsl padorsl PE/L OC

Pabora ¢ oneparnonHoit cpejioit 3aK/II04UaeTCsi BO BBOJIE OIPE/IeJIeHHBIX KOMAaH]
(3ampocoB) K OIepaInoHHOl Cpejie U MOJIyYeHUI0 Ha HUX OTBETOB B BHJIE TEKCTOBOTO
0TOOparKeHusI.

Huaor ¢ OC ocyIecTBsieTcst MOCPEICTBOM KOMaH/IHBIX HHTEPIIPETATOPOB C
cucteMHbIX Oubmorek. Kaxkaas cucremuast 6ubmoTeka mpejcTaB/isieT codboii Habop
MPOTrpaMM, JTUHAMWIECKN BBI3BIBAEMBIX OIEPAITMOHHON CUCTEMOT.

st ymoberBa moJib3oBaTesieil mpu pabore ¢ KOMaHIHBIMU HHTEPIIPETATOPAMEI
HCIIOJIB3YIOTCsI HHTepakTuBHbIEe paboune cpenpl (MPC), npenocrasiisiomnue moib30-
BaTesII0 yI00HBI nnTepdeiic s padorsr ¢ OC.

B camom nearpe OC PEJI OC maxoanTcst ympasisioniast mporpaMMa, Ha3biBa-
eMas AIpoM. Sapo B3amMoJelicTBYeT ¢ KOMIIbIoTepoMm u nepudepueii (jauckamu,
[PUHTEPAMU U T.J1.), PACIPEIEIAET PECYPChl U BBIIOJHsIET (DOHOBOE ILJIAHUPOBAHUE
zaganuii. Jpyrumu cioamu, sjpo OC uzosmpyer moJjib30BaTe st OT CJIOXKHOCTEH all-
apaTypbl KOMIIBIOTEPA, KOMaHIHBIN HHTEpIpeTaTop oT sapa, a IPC or komaHHOTO
MHTEPIIpeTaTopa.

3.1 IIpomeccol u aitanl

PEJL OC saBisitercst MHOTOITOJTB30BATE/IbCKOM HHTEIPUPOBAHHON CUCTEMOI. DTO
3HAYHUT, YTO OHA paszpaboTaHa ¢ pacIeéToOM Ha OJIHOBPEMEHHYIO paboTy HECKOJIbKUX
I10JIb30BaTeJICH.

[Tomb3oBaTe b MOXKeT JTMOO caM PabOTATh B CUCTEME, BBINOJIHAA HEKOTOPYIO
I0CJIE/IOBATE/IbHOCTH KOMAHI, JTHOO OT €ro UMEHU MOTYT BBIIOJHATHCS IIPUKJIAIHbIE
IIPOIIECCHI.

[Tosib30BaTE b B3aNMOIEHCTBYET C CUCTEMON Yepe3 KOMaH/IHbI WHTEPIPeTaTop,
KOTOPBIil IPeJICTaB/IAeT COOOM, KaK ObLIO CKA3aHO BBIIIE, TPUKJIAIHYIO ITPOrPAMMY,
KOTOpas IMPUHUMAET OT IOJIL30BATE/II KOMAH/IbI MJIM HAOOD KOMAaH/I U TPAHCIUPYeT
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UX B CUCTEMHBIE BBI3OBBI K SIJIPY CUCTEeMbI. VIHTepIIpeTaTop MO3BOJIAET M0JIb30BaTEII0
IpocMaTpUBaTh (hailibl, IepeIBUraThCs 110 JIepeBy (DailjioBOil CHCTEMBI, 3aIIyCKaTh
PUKJIQJIHBIE TIPOIECChl. Bee KOMaH IHbIe MHTEPIPETATOPhI UMEIOT Pa3BUTHIN KOMAH,I-
HbII A3BbIK U II03BOJIAIOT IUCATH JOCTATOYHO CJIOZKHBIE IIPOIPAMMBI, YIIPOIIAIOIIAE
HPOIECC aIMUHUCTPUPOBAHNS CUCTEMBI 1 pabOTHI ¢ Heil.

ITpoueccrr dynkimonupoBanusi PEJL OC

Bce nporpamMMbl, KOTOPbIE BBITOJIHIIOTCS B TEKYIIUH MOMEHT BPEMEHHU, Ha3bIBAIOT-
cs1 mporieccamu. [Iporiecchbl MOXKHO pa3je/inTh Ha JIBa OCHOBHBIX KJIACCa: CHCTEMHBIE
MIPOIIECCHI U TIOJIB30BATE/TbCKIE TTPOIIECCHI.

CucreMHbIE TIPOTIECCHI - TTPOTPAMMBI, perrnatoriie BayTperaue 3a1adu PE OC,
HaIlpUMeEp OPraHU3aIMI0 BUPTYAJbHON MaMATH Ha JIUCKE WA IIPEIOCTAB/IAIOIINE
[0JIb30BATEJISIM T€ UJIM UHBIE CEPBUCHI (IIPOIECCHI-CITY2KObI ).

[Tosb30BaTe/ILCKIE TTPOIIECCHI - MTPOIECCHI, 3aIlyCKaeMble MT0JIb30BaTe/IeM U3 KO-
MaHJIHOT'O WHTEPIIpeTaTopa /i PelreHns 3a/ad MOJIb30BaTe/sd WM YIIPaBIEHUS
CUCTEMHBIMU ITPOIECCAMMU.

DOHOBBII pe:kuM PabOThI MPOIECCA - PEXKIM, KOIJIa IIporpaMma MoxKeT paboraThb
6e3 B3aMMOJIEHCTBHS C IOJIb30oBaTe eM. B ciydae He0OOXOIMMOCTH MHTEPAKTUBHOI
paboTHI ¢ mosIb30BaTesieM (B OOIIeM CIydae) mporecce OyIeT «OCTAHOBJIEH» sIIPOM U
paboTa ero MpoAOJIKUTCS TOJIBKO MOCJE IIEPEBEIEHUs €T0 B «HOPMAJIBHBINY PEKIIM
paboTHI.

®DaiisoBast cucrema PEJT OC

B OC ucnosibzoBana daiiiosas cucrema, KOTOpas sABJIAETCS €IUHBIM JEPEBOM.
Kopennb sToro mepesa - KaraJjor, Ha3blBaeMblii T0ot (pyT), u 0003HAYAEMBI «/».
Yacru gepeBa (ailyloBolt CHCTEMBI MOTYT (DU3UIECKU PACIOJIATATHCS B PA3HBIX
pas/iesiax pasHbIX JUCKOB WK BOOOIIE HA JPYTUX KOMIBIOTEPAX, - JJIsI MOJIh30BaTe/ s
910 npo3padno. [Iporecc nmpucoesuuenus hailjioBoit CHCTEMBI pas3jesa K JIepeBy
HA3bIBACTCS MOHTHPOBAHUEM, VIAJCHUE - PA3MOHTUDOBAHUEM.

Hanpuwmep, daitiosas cucrema CD-ROM 8 PE/I OC mouTupyercs 110 yMOT9aHIIO
B Karajor /media/cdrom (myts B PEJI OC obo3Havgaercs: ¢ UCIIOIB30BAHEEM «/», a
He «\», Kak B DOS/Windows). Texymuii karagor obosHavaeTcst «./».

Opranuzarus $ailjioBoii CTPYKTYPbI

Cucrema JOMAIHAX KATAJOTOB MOJIH30BATEEH TIOMOTAET OPraHU30BLIBATEH O€3-
OTacHYI0 paboTy MOJIB30BaTEs el B MHOTOIIOJIb30BaTEILCKOI cucTteMe. BHe cBoero
JIOMAIITHEr0 KATAJIoTa I0JIh30BaTe b 001a/[aeT MUHIMATLHBIMU TIpaBaMu (0OBITHO
YTEHNUEe W BBINOJIHEHNE (DANIOB) U HE MOXKET HAHECTH yInepb cucreMe, HAIpUMeED,
VJIAJIUB WU U3MEHUB (paii.

Kpome dhaiiyioB, cO3MaHHBIX MTOTB30BATENEM, B €r0 JOMAITHEM KaTajore OObITHO
COJIEP2KATCS TIePCOHAIbHBIE KOH(MUT'YPAIMOHHbBIE (DAIIBI HEKOTOPBIX ITPOIPAMM.

MapmipyT (myTh) - 9T0 HOCIEIOBATEIBHOCTD UMEH KATAJIOIOB, MIPEJICTABJISIIOIINI
coboit yThb B (ailjioBoii cucreme K JJaHHOMY (ailily, IJie KaXKJ/10€e CJIe/LyIolee UM OT-
JIeJISIETCsT OT MPEJIbIIYINEro HAKJIOHHOM depToii (cimsmiem). Ecim HazBarue mapmipyra
HAYMHAETCs CO CJIdIIIA, TO IIYTh B UCKOMBIN (haill HAYnHAETCSA OT KOPHEBOTO KATaJjora
BCETO JlepeBa CUCTEMBI. B obpaTHOM citydae, ecyii Ha3BaHUEe MapIIPyTa HAUMHAETCSI
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HETIOCPE/ICTBEHHO ¢ UMeHn (aiiia, TO MyTh K UCKOMOMY (hailyly JTOKEeH HATMHATHCS
OT TEKyIIero karauora (pabodero KaTaJora).

Nma daitna MmoxKeT cojiepKaTh JIFOOble CUMBOJIBI 38 UCKIIOYEHNEM KOCOH YepThl
(/). Onnako ciemyer n3berarb IpUMEHEHUs B UMeHaX (hbailjioB GOJIBIIMHCTBA 3HAKOB
HpEeNnHAHUS U HeledaTaeMbIx cuMBOJIOB. [Ipu BeiOOpe nMen daitjioB peKoMeH IyeMm
OTPAHUIUTHCS CJIEIYIOITUMU CHMBOJIAM:

e crpounbie u [TPOIIMMCHBIE 6yksor. Ciiestyer oOpaTtnTh BHUMAHWE HA TO, 9TO

PETHCTD BCerjia nMeeT 3HAUEHUE,;

e cuMBOJI OUépKuBanus ( );

e Touka ( . ).

st ymoberBa paboThl MOXKHO HCIIOJIB30BATh 3HAK «.» (TOYKA) JJIsl OTJE/ICHUsI
uMenn aiisia oT pacimpenus daitia. /lannas BO3MOXKHOCTE MOYXKET OBITH HEOOXOTMMA

MOJTb30BATE/ISIM WM HEKOTOPBIM IIpOrpaMMaM, HO He uMeeT 3HadeHud i shell.

HNepapxudyeckasi opranusanusg (paitjioBoii cucTeMbl

Karasor /:
Karasor Onwucanme kKarajiora
/boot MeCTO, TJIe XPaHATCs (hailTbl, HeOOXOINMBIE JJIs 3arPy3KH s/Ipa
CUCTEMBI
3J1eCh pacroJiaraorcs Qailabl IuHAMIIecKuX On0In0oTeK, HeOOX0-
/lib JINMBIX JIJIsT PAOOTHI OOJIbINEN YaCTH MPUIOKEHUI, U Oy Kae-
MbI€ MOJIYJIN SIIpa
/b MUHIMAJIbHBIA HAOOpP IporpaMm, HeOOXOIMMBIX JIjisi paboThl B
in
cucreme
/sbi HabOp IporpamMMm i aJIMAHUCTPATUBHON pabOThI ¢ CHCTEMOI
sbin
(mporpaMMbl, HEOOXOMMBIE TOJBKO CYNEPHOTb30BATEIIO)
/home 3JIECh PACIIOJIATaIOTCs JIOMAITHUAE KATAJIOTH [0/ Ih30BaTe el
Jet B JJAHHOM KaTaJjore OOBIYHO XPAHATC OOIIEeCHCTEMHbBIE KOH(UTY-
etc .
parmoHHbie (PailyIbl 11 OOJIBITHHCTBA IPOIPAMM B CHCTEME
Jete/rc?.d,

/etc/init.d,
/etc/re.boot,

JINPEKTOPUU, TJIe PACIIOJIOKEHBI KOMAaH IHbIe (DailjIbl, BBITIOTHSIE-
Mble TIPH 3aITyCKe CHCTEMBI WA IIPU CMeHe ee peyKnMa pabOThI

Jete/re.d
6asa JaHHBIX T0Jb30BaTeseil, B KOTOPOil cojepKuTcst nHMOpMa-
/ete/passwd usi 06 UMEHHU T0JIb30BaTe Isl, €r0 HACTOSIIIEM MMEHU, JTUIHOM
KaTaJiore, 3anpoBaHHBIN MAPOJIb U JIDYTHUE JIAHHBIE
TeHeBast 6a3a JAHHBIX T0JIb3oBareseit. [Ipu srom undopmarus
/etc/shadow u3 aiina /etc/passwd nepemeraercs B /etc/shadow, koTopsrit
HEJIOCTYIIEH 110 YTEHUIO BCEM, KPOME IMOJIb30BATEIs TOOt
/de B 9TOM KaTajiore HaxoJisrcst daiiibl yerpoiicts. Paiiibl B /dev
v

CO3al0TCsA CEPBUCOM udev
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Karajsior Onucanue karaJjora

00BIYHO (hailioBast cuCTEMa /UST JOCTATOYHO OOJIbITIAST [0 00EMY,
TaK KakK BCe MPOrpaMMbl yCTaHOBJIEHBI UMEHHO 37ech. Best nundop-
Mallisl B KQTAJIore /Usr MOMeIaeTcs Ty/Ia BO BPeMsl yCTAHOBKU

usr
/ cucrembl. OTJIEIBHO yCTAHABIMBAEMbIE [TAKETBI IPOIPAMM U JIPY-
rue dailapl pasmeniaiorces B Karaiore /usr/local. Hekoropsie
II0/IKATAJIONY CUCTEMBbI /USI PACCMOTPEHBI HUKe
Jusr /bi IPAKTHIECKN BCe KOMAH/IBI, XOTsI HEKOTOPbIe HAaxoaATcs B /bin
usr/bin :
win B /usr/local /bin
Jusr /sbi KOMAH/Ibl, MCIIOJIb3yeMbIe TIPH aJIMUHUCTPUPOBAHUN CHCTEMBbI 1
usr/shin

HE IIpe/IHa3HaYCHHbIC JIJId Pa3MEIIEHNA B (baﬁHOBOﬁ cucreme root

34€Chb PpEKOMEHAYETCA pa3MeliaTh CbaIL/'IJII)I, yCTaHOBJIEHHbLIC 0e3 uc-
/llSI'/lOC&l IIOJIb30BaHHW A ITaKETHBIX MEHE/I>KEPOB, BHYTPEHHAA OPraHu3allnd
KaTaJIOT'OB IIPaKTUYIECKU TaKasd 2Ke, KaK 1 Yy KOPHEBOI'O KaTaJlora

/usr/man KaTaJIor, T/ie XpaHATcs (hailibl ClIPABOYHOIO PYKOBOJICTBA Man

KaTaJIor JIJIsi pa3MeIeHus oOIeJ0CTyIHbIX (aitjioB OosibImei

/usr /share )
JaCTU IPUJIO2KEHUN

Karasor /var:

Karasor Onucanue karaJjora

Jvar /log MeCTO, rJie XpaHdarcs daiyibl ayiuTa padoTbl CUCTEMBI U ITPUJIO-
var/lo

>KeHUn

KaTajor s xpaHenus ¢ailioB, HAXONAIIMXCS B OUYEpean Ha
/var /spool 006paboTKy JIjIs TOIO WJIM MHOTO TIpotiecca (ouepejib Ha 1evarh,
OTIPABKY MOYTHI U T.1I.)

/tmp BPEMEHHDIN KaTaJI0T, HEOOXOIUMbBII HEKOTOPBHIM TTPUJIOKEHISM

daiiyioBas cucrema /proc siBJsleTCsl BUPTYAJIbHO U B JIeHCTBU-
TeJIbHOCTHU He CYIIEeCTBYeT Ha JHcKe. ZIpo co3maér e€ B maMsITh
kommbiorepa. Cucrema /proc mnpejgocraisger WHGOPMAIHIO O
cHUCTeMe

/proc

3.1.5 HNmeHa JIUCKOB W pa3/ieJiOB

Bee dusmuaeckue yerpoiicTBa KOMIbIOTEPa 0TOOpazkalTcsa B Karasore /dev daii-
nosoit cucrembl PEJT OC. Hucku (B Tom guciae IDE/SATA /SCSI xectrue jucku,
USB-ucKn) uMeroT nMena:

/dev/sda - nepBbIil JHCK;
/dev/sdb - Bropoii juck u T.J1.

Hucku obozuavatorcst /dev/sdX, riae X - a,b,c,d,e,... B 3aBUCHMOCTH OT HOPSIKO-
BOI'O HOMEpa JINCKa Ha IITHHE.
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Paznen nmucka obo3HavaeTcsa IHUCIOM IIOCJIE €r0 UMEHMU.

I Hanpuwmep, /dev/sdb4 - ueTBEpThiii pas3jies1 BTOPOro JHUCKA.

Pabora ¢ naunboJjiee gyacrto HNCIIOJIb3yeMbIMHN KOMIIOHEHTaAMHN

KomangHabie 060109KU (MHTEPIPETATOPHI)

Kak 6pu10 ckazamno Boiie, /i ynpasiaenuss OC Ucnosb3yoTes KOMaHHbIE HH-
repriperaropsl (shell).

Baiifg B cucreMy, MOJIb30BATE/b YBUJIUT IIPUTJIAIIEHUE - CTPOKY, COJIEPIKAIILYIO
cuMBoJI «$» (masiee sror cumBoJl OyeT 0603HAYATH KOMAH/IHYIO CTPOKY ). IIporpaMma
OYKHUJIaeT BBOJA KOMaH/. POoJib KOMAH/IHOTO UHTEPIIPETATOPA - MEPEIaBATh KOMAHIbI
oreparonnoii cucreme. [Ipu momorm KoMaH/IHBIX HHTEPIPETATOPOB MOYKHO ITHCATDH
HeboutbIne porpaMmsbl - crieHapun (ckpuntel). B PEJI OC ucnosbsyercst koman Hast
obosiouka Bash (Bourne Again Shell). Ona Besér mcropuio KoMaH/ U IPEIOCTABIIACT
BO3MOYKHOCTH MX PEJAKTHPOBAHUS.

Y100BI TPOBEPUTH, KaKyI0 000I109KY BbI ncnosnb3yere, HabepuTe KOMaHITY:

echo $SHELL

VY Kaxk 10l KoMaHIHOH 0001049k cBolt cuaTakcnc Komana. B PEJ] OC pexomen,ty-
eTcs UCIOJIb30BaTh KOMaHIHYI0 000/109Ky Bash. JlaybHeiiiee onncanmne u mpuMepbl
OyIyT IPUBEIEHBI C UCIIOJIb30BaHUEM JTaHHON KOMAHIHON 0O0JIOUIKH.

Komanagnaga obosouka Bash

B bash umeercst HecKOIBKO IPUEMOB 1T pabOThI CO CTPOKOI KoMan 1. Hampumep,
HCIIOJIb3YsI KJIABUATYPY, MOYKHO:

Ctrl + A — mepeiiTu Ha HAYAJIO CTPOKU.
Ctrl + U — yaamuTh TEKyILyIO CTPOKY.
Ctrl + C — ocTaHOBUTH TEKYIIYIO 3a/1a4dy.

Mo2KHO HCITOJIB30BATh «;» JJI TOIO, 9TOOBI BBECTH HECKOJBKO KOMAaH/I OJIHOM
CTpOKOﬁ. K.HaBI/IH_H/I «BBEPX» U «BHU3», IIO3BOJIAIOT IIEPEMEIIATHCA 110 UCTOPUU KOMaH/I.
st Toro, 4TOOBI HAWTH KOHKPETHYIO KOMAH/Iy B CIIUCKE HAOPAHHBIX, HE IPOJITUCThIBAA
BCIO MCTOPHIO, HY?KHO HaOpaTh:

I Ctrl + R

Komanpr, mprcyTCTBYIOIIE B UCTOPUH, OTOOPAYKAIOTCS B CIIUCKE TIPOHYMEPOBaH-
HbIME. [[J1s1 TOTO, 9TOOBI 3AIlyCTUTH KOHKPETHYIO KOMaH Ty, HY2KHO HAOPaTh:

! HoMep KOMAaHH

ecaiu Oy/IeT BBEICHO:

3allyCTUTCH IIocJIeaAHAdA U3 H&6paHHbIX KOMaH/I.
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WNuorja mMena mporpamMM M KOMaH] CJAWIIKOM JIJIMHHBI, HO Bash cam moxker
zaBepmiath uMena. Harkap kimaBumry «TAB», MOXKHO 3aBepmnTh nMMs KOMAH/IBI,
IporpamMMbl Wik KaTtaJjora. [Ipe/imomoxkum, HeoOX0IMMO UCIIOIb30BATh IPOrPAMMY
Jiekomipeccun bunzip2. st 9Toro Hy>kKHO HAOPATh:

bu

zareM HaxkaTb «TAB». Eciu Hudero He mpoucxojuT, TO, BEPOSITHO, CYIIECTBYET
HECKOJIbKO BO3MOKHBIX BAPUAHTOB 3aBEPIICHUS KOMAHJIbI.

Hazxas xknasumnty « TAB» enié pas, MOKHO MOJY9UTD CIIUCOK UMEH, HATMHAIONTIXCS
¢ «bus.

Hampuwmep:

$ bu buildhash builtin bunzip2

Ecnu nanee nobasuth «n» (bunzip2 - 910 €IMHCTBEHHOE UMSsI, TPeTheil GYKBOii
KOTOPOT'O SABJISIETCS «N» ), a 3aTeM HaykaTh Kiasuiny «TAB», obomouka jgomoHuT
UM ¥ OCTa€TCs JIMIIb HAaXKaTh «Enters, 4To0bI 3aIyCTUTH KOMAH/LY.

BamMeTuM, 9TO MPOrpaMMy, BbI3BIBAEMYIO U3 KOMAaHIHOW cTpoku, Bash wurier B
KaTajiorax, omnpejensgemMbix B cucreMuoii nmepemennoit PATH. Ilo ymomruanuio, B
9TOT TepevYeHb KATAJIOTOB He BXOJUT TEKYIHil KATAJIOr, 0003HaYaeMblil «./» (Touka
coam). Tlosromy, jist 3aiycka MporpaMMbl Prog U3 TEKYIIEro Karajora, Hajo JIATh
KOMaH]Ty:

./prog

Bazosble komanapl o6osiouku Bash

Bce kKoMaH IbI, TPUBEIEHHDBIE HIZKE, MOTYT OBITH 3aIlyIIEHbl B PEXKIMe KOHCOJIH.
s nostyuenust 6os1ee 1opodbHO nHMOPMAIIUK UCIIOIB3YHTe KOMAH/LY «Iamny.

I [Ipumep: man Is

Komana «su» 1mo3BoJIIeT MOJIyIUTh IIpaBa aJMuHucTpaTopa. Korma mosb3oBa-
TeJIb HAOMPAeT «SU», 000JI0UKA 3alpalliBaeT MapoJib CyIepoab3oBaress (root).
Heobxomumo BBecTH Taposib n HazkaTh «Enters. YToObl BepHYTHCsI K TpaBaM OCHOB-
HOT'O TI0JIb30BaTE ST, HEOOXOAUMO HAOPATH «eXity.

Komanna «cd» mosBosister cmenuTh karasor. Ona paboraer Kak ¢ abCOTIOTHBIMI,
TaK 1 C OTHOCHUTCJIbHBIMU ITYTAMM. Hpe,[[‘HO.HO}KI/H\I, YTO HaXOJACh B CBOEM JOMaIlTHEM
KaTaJiore, 1oJb30BaTe b X0UeT lepeiitu B ero nojkarajor docs/. s 3roro HyKHO
BBECTU OTHOCUTEJILHBIN Iy Th:

cd docs/

Yro06bI IepeiiTu B KaTasor /usr/bin, Hy:KHO HAOPATh (A6COMIOTHBII MyTh):

cd /usr/bin/

HeKOTOpre BapruaHTbl KOMaHIbI:
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e cd .. — O3BOJISIET C/IETIATH TEKYIIMM POIUTETBCKUN KATAJIOT),

e cd - — Mo3BOJITIET BEPHYTHCA B MPEIBLIYIINN KATAJIOT,

e cd <06e3 mapameTpoB> — IEPEBOJIUT B JIOMAITHUI KATaJIOT.

Komanma «Is» (list) Boimaér crmcok daiisioB B TekyreM katasore. /e ocHOBHBIE
OTIITU:

® -a — IPOCMOTP Bcex hailjioB, BKIIIOUasd CKPBITHIE;

e -1 — orobpazkenue 60J1ee TOAPOOHON MHPOPMAIINH.

Komana «rm» ucrnosb3yercs Jiis yjaaienus (paiijios.

rm <mMA_daiina>

Y JaHHOI IPOrpaMMBbI CYIECTBYET Psl napaMeTpoB. CaMble YaCTO UCIOJIb3yeMble:

e -i — 3ampoc Ha yjajeHue daiina;

® I — PEKypCUBHOE yjiajieHne (T.e. yJajleHue, BKII0Yas MOJKATAIOTH U CKPbIThIe
daiiier).

[Tpumep:
rm -1 ~/html/*.html

Vnasnsger Bce daitab html, B karamore html.

Komangpr «mkdirs n «rmdirs. Komanma «mkdiry mosBoJisieT co3aaTh KaTaJsior,
Torja Kak «rmdiry yjajisier KaTaJior, Py YCJIOBUH, YTO OH IIYCT.

mkdir <mMsi_kaTajora>

rmdir <uMs_KaTajora>

Komanna «rmdir» gacTo 3amensiercss KoMaHI0il «rm -rf», Koropasi mo3BoJisier
yIAJIATh KaTaJord, JakKe eCju OHU He IyCThI.

Kowmanta less mo3BosisieT oCTpaHUIHO TPOCMATPUBATD TEKCT.

less <mmMa_g¢aitna>

Kpaiine nosiesno mpocmorpers aiii, mmepeji TeM Kak ero pelakTupoBarh. s
BBIXOJIa HY2KHO HaXKaTh «(».

Komanna «grep» mMeer MHOTO ONIMIT U TPEIOCTABISAET BOZMOXKHOCTH ITOUCKA
CUMBOJILHOI CTPOKU B aiie.

grep <mabmoH_momcka> <daima>

Komana «ps» oTobparkaeT CIIMCOK TEKyIuX IpoiieccoB. Kosonka KoMaH I yKa-
3bIBaET MM Tporecca, Kojaorka PID (uaentudukarop mporecca) - HoMep mporecca
(3TOT HOMEp UCIIOJIb3YeTCsl, JIJIst OIEPAIlHii ¢ TPOIECCOM, HAIPUMED UTOOBI «yOUTH»
ero komanoit «killy).

ps <apryMeHTH>

AprymeHTsr:

® -U — IIpeJaocTaBJIgeT DOJIbIe NH(MOPMAIIIH;
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® -X — IIO3BOJIAET IIPOCMOTPETH T€ TPOIECCHI, KOTOPbIE He TMPUHAJJIEYKAT MMOJTb30-
BaTeJ0 (TaKue Kak Te, YTO ObLIN 3allyIeHbl BO BPEMsI [IPOIECcca 3arpy3Kn ).
Komana «killy ucnosibzyercs, eciin mporpamma nepecrasia OTBevaTh WA 3aBUCIIA,
9TOOBI €€ 3aBEPIINTD.

kill <PID_zomep>

Unorga meobxopnmo Gymer ucrnosb3oBarh «kill -9 <PID  number>» (korma o6brd-
nag komanga «kill» me maér kemarensroro sdekra). Homep PID Boisicusiercs mpn
IIOMOTIA KOMAHJIBI «PS».

Komanma «cat» — yTunnTa, BBIBOJAINAA OCIEI0BATEIbHO YKa3aHHbIe (Dail/ibl
(nmm yerpoiicTBa), TakuM 00pa3zoM OObeMHsIA UX B €JUHbIH 10oToK. Eciin BMecTo
uMeHn paiia yKa3bIBaeTCsI «-», TO YUTAETCS CTAHIAPTHBIN BBO/I.

cat <uma_ogaitma>

Komana «sorts — yruimra jijisi BbIBOJIa TEKCTOBBIX CTPOK B OIIPEIE/IEHHOM
MOPSIKE.

sort <ommum> <paim>

Ucnonp3oBaHue MHOI'O3aJa9YHOCTN

PEJL OC - sTo muorozasiadnas cucrema. [IpomemoncrpupyeM Ha ABYX IPUMEpaX,
KaK 9TO MOXKHO HCIIOJIb30BATh.

[Tepsorit puMep - 3amyck nporpammbl B GoHOBOM pexkume. /st Toro 4Todbr 910
¢JlesiaTh, BaM HY»KHO Habparh «&» 1mocse mmeHn mporpamMMmbl. [lociie sroro 06os01ka
JTaéT BO3MOXKHOCTD 3allyCKaTh JIpyrue npuioxkenus. [lomb3oBaressb 101KeH ObITh
BHUMATE/bHBIM, TaK KaK HEKOTOPBIE MMPOrpaMMbl MHTEPAKTUBHBI, 1 UX 3allyCK B
doHOBOM pexkmMe He nMeeT CMBICTa (TI0I00HBIE TPOrPAMMBI IIPOCTO OCTAHOBATCS,
Oystydn 3aiyeHHbIMA B (GOHOBOM pexkuMme). [Tyt Toro, 4ro6bl BEpHYTH UX B OOBIYHBII
pexKuM, Habepure:

fg <uma_nporpamme>

Bropoit meToj1 mpejcTaBiisier coboil 3a1ycK HECKOJIbKUX He3aBUCUMBIX CeaHCOB. B
KOHCOJIN, Ha;kMuTe «Alty 1 OIHY M3 KJIaBUII, HAXOAAIINXCS B nHTepBaJse oT «F1» 10
«F6». Ha skpane nogBuTCS HOBOE IPUTJIAIIIEHAE CUCTEMBI, U Bbl CMOYKETE OTKPBITH
HOBBIIl ceaHC. DTOT METOJ TaKKe M03BOJIIeT BaM padoTaTh Ha JIPYToil KOHCOJIU, €C/In
KOHCOJIb, KOTOPYIO BbI UCIIOJIL30BAJIN JIO 9TOTO, HE OTBEYAET, WK BaM HEOOXOIUMO
OCTAHOBUTH 3aBUCHIYIO TTPOTPaAMMY.

Pexxumbr padorsr OC

,Z[I/IaI‘HOCTI/I"IeCKI/Ie peKNMbI p3_60TbI

C roukn 3penns pyukimonnpoparnsag OC MOXKHO BBIIEINTH 3 PEKUMA: HOPMAJIb-
HBI{i (IIITATHBIN ), AaBAPUIAHBIH 1 PEXKUM BOCCTAHOBJICHUS.
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O6braao OC HOpMATBEHO (DYHKITMOHUPYET U BBIMIOJHSIET BO3JIOYKEHHBIE Ha HEE
GYHKIMU B HOPMAJBLHOM pexKuMe. B 9ToM pekuMe Mo/ Ib30BaTe b 0Ty YaeT OXKU-
naemblit oTKIMK Ha cBou JefictBust o1 OC (B 9TOM pasjenie HOPMAaJIbHbIH PEXKUM
paccMOTpeH He OyjieT, eMy HOCBAIIEHbI OCTAJIbHbIE Pa3jiesibl pyKoBojcTBa). OHAKO B
psjie cay4aeB, ecjim B paboTe cucteMbl BOSHUKAIOT 11po0seMbl, OC MOXKET BBIIOJHUTD
3arpy3Ky B PEKUME BOCCTAHOBJIEHUS WJIM aBAPUITHOM PEXKMME C TIeJIbI0 JIMAarHOCTUKH
U UCIPABJICHUA ITPOOJIEM.

Pexxum BoccTaHOBJICHUA

Pexkum BoccTaHOBIIEHUS TIO3BOJIIET 3arPy3UTh MUHUMaJbHOe okpyzkeHune OC
¢ JIUCTPUOYTUBHOTO HOCUTEJI BMECTO 3arPy3KU C KECTKOIO JINCKA. DTOT PEXKUM
IPeJIyCMOTPEH JIJIsT BOCCTAHOB/IEHNA B ciiydae ¢b6osi. B mratHoM pexxume OC ucmosb-
3yeT ailbl Ha KECTKOM JMCKe KOMIBbIOTepa I 3aIlycKa ITPOrpaMM, XpaHEeHUs
nHMOPMAIINH U TPOYUX OMEPAITUA.

O/1HaKO He UCKJIIOYEHBI CUTYAIlNN, KOTJa HE IMOJIyYaeTCsl TOJTHOCTBIO 3AIyCTUTD
OC, aTobBI UMETh BOBMOXKHOCTDH OOparreHus K (aitiam Ha KECTKOM Jmcke. B pe-
JKIMe BOCCTAHOBJIEHUST MOYKHO TOJIYIUTh JOCTYH K dailiaM, JaxKe eciu He yIAJI0Ch
ganycrutb OC ¢ 9T0rO0 JIucKa.

Ecnu y Bac HeT BOBMOXKHOCTHU 3arpPy3UTHCS C JUCTPUOYTUBHOIO HOCUTEJISI, TO
MepeiT B PEYKUM BOCCTAHOBJIEHUST MOXKHO, BBITIOJIHUB CJICIYIONINE JIeHCTBUL:

1. Haunwure 3arpysky [IK u noxnurecs nogsienns mento GRUB. Haxxmure kiasurny
«E» g pepaktupoBanusa nmapaMeTpoB 3arpy3Ku.

2. JlobaBbTe B KOHEI[ CTPOKH, HaunHaroImeiicsa ¢ «linux /boot/vmlinuz ...», ciaeayio-
TIYIO 3aINCh:

systemd.unit=rescue.target

Ucnonb3yiite coueranue kiaasuin «Ctrl+As» (s nepexosna B HAYAIO CTPOKK) U
«Ctrl+E» (s mepexojia B KOHEI[ CTPOKH ).
3. Haxwmure «Ctrl4+X» mrs 3arpyskn OC ¢ yKazaHHBIME ITapaMeTPaM.

3arpysus cucreMmy, HeOOX0IMMO Oy/IeT OTBETUTh Ha HECKOJIBKO IIPOCTHIX BOIIPOCOB,
B YaCTHOCTH, BBIOPATH UCIIOJIb3yEMbIil sI3bIK U PACIIOJIOXKEHNE KOPPEKTHOIO 0bpas3a
BOCCTaHOBJICHUSI.

Ecnu BBI BRIOpasin 06pa3 BOCCTAHOBJIEHUs, KOTOPBIN He TPeOYyeT MOJIKIIOUEHNs K
ceTH, OYJIeT MPEeJJIOKEHO OIPEJIETUTh, XOTUTE JIM Bbl YCTAHOBUTH CETEBOE ITOJIKJIIOYUE-
uue. [logkiouenne K ceTu peKOMEHIyeTCs, eCJIn, HAIIPUMED, HYy?KHO CKOITUPOBATD
daitbl Ha JPYroil KOMIIBIOTED WM yCTAHOBUTH Kakne-To RPM-nakeTnl ¢ obiiero
CETEBOTO pecypca.

B pexkume BoccTanoBjIeHus Oy/IeT BBIIOJIHEHA MONBITKA HaiiTh yctanoBky OC u
HOJKJIIOYUTE ee B /mnt/sysimage. [locsie 310ro BbI cMOXKeTe BHECTU HEOOXOIUMbBIE
n3menenus. Haxxkmure «IIpogonkuthy. Takke MOXKHO MOJAKIIOYUTH (pailjioBbie CH-
CTEeMBI B peKUMe YTEHHsI BMECTO YTEHUSA-3aIUCU. EC/I 9TO He yIa/I0Ch, HAXKMUATE
KHOTIKY «[IpomycTuTh» 1714 mepexoga B KOMAHIHYIO 00OJIOUKY.

[Ipu BeIGOPE «IIpOmO/KUTEY CHCTEMA TTOIBITACTCS TOAK/IIOUATE (DAJIOBYIO CUCTE-
My B /mnt/sysimage. Eciin cMOHTHpOBaTEL pasjies He yJIacTcs, HOSABUTCS COOOIIEHNE.
[Ipu BBIOOpE BapmaHTa «TOJIBKO JIJISI 9T€HUs» OyJ/IeT MpeIPUHSITA TMOMBITKA TOIKIIIO-
genus bailsioBoit cucrembl B /mnt/sysimage/ B pexkume drenus. Ecin Bbl BoiGepere
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«[Iponryctuthby, daitnoBas cucrema He OyjeT nojkodena. Boibepure «IIpomyctutbs,
ecJTi cunTaeTe, 9To (hailjoBas cucTeMa MOBPEXK/IEHA.

Kak TosbKo cucTeMa 3arpy3uTcs B pe:KMMe BOCCTAHOBJIEHHS, HA BUPTYaJIbHBIX
KOHCOJIAX MOsABUTCs nipuriianienue (ucnosb3yiire «Ctrl+Alt+Fx» s nepexoia B
HYKHYIO KOHCOJIb ).

Jazke ecnu daityioBast cucTeMa MOJIK/II0UEeHa, B PEXKIMe BOCCTAHOBJIEHUS KOP-
HEBBIM PAa3/Ie/IOM 10 YMOJIAHUI0 CTAHOBUTCS BPEMEHHBIN pas3jies, a He TOT, 9TO
UCIIOJIB3YeTCsl pu paboTe B 0ObIYHOM pexkuMe. Ecym daitioBas cucrema ObLia
CMOHTHPOBAHA YCIIEITHO, MOYKHO CMEHHUTHL KOPHEBO# pas/iesl OKPYKEHHUS PEXKUMa
BOCCTAHOBJIEHIS Ha KOPHEBOI pasjest Baleil (pailjioBoil cucTeMbl, BBIITOJHUB KOMAH-

Ay

chroot /mnt/sysimage

DTO MOYKET MPUTOUTHCS JIJIsI BBITIOJHEHI KOMAH/I, TPEOYIOIINX, YTOOBI KOPHE-
BOI paszjiesi cucTeMbl ObLI HOJK/II0UeH KaK / (Takux Kak rpm). Yrobbl BT U3
OKpYyzKeHus chroot, BBIIOJTHITE KOMAHY «eXits.

[Ipu BBIOOpE «IIpomycTUTH» MOXKHO TONBITATHCA CMOHTUPOBATH pa3jiesl WJIu
jiormdeckuii Tom LVM2 BpydHyI0 B peKuMe BOCCTAHOBJIEHHS, CO3/IaB KATAJOT, K
npumMepy, ¢ umereM /foo, ¥ BBIIOJHUB CJIEIYIOILYI0 KOMAHTY:

mount -t ext4 /dev/mapper/VolGroup00-LogVol02 /foo

B npuseénnoit Boime komame /foo — cosnamneiit Bamu karasor, a /dev/mapper/
VolGroup00-LogVol02 — soruueckuit tom LVM2, KOTOPBIi BbI XOTUTE CMOHTUPOBATD.
Ecmm pazgen umeer tun ext2 mim ext3, 3amenute ext4d na ext2 mim ext3.

Ecnm BBI He 3HaeTe Ha3zBaHMII BceX (DU3NUECKUX PA3esIO0B, JJIs UX ITPOCMOTPA
UCIIOJIB3YHTEe KOMaHJLY:

fdisk -1

Ecimm BBI He 3HaeTe Ha3BaHUil BCeX BAINX CI)I/IBI/I‘IGCKI/IX TOMOB LVM2, JIOTUYIECKUX
TOMOB 1 UX I'DYIIII, UX MO2KHO y3HaTb, BBIIIOJIHUB CJICAYIOIINE KOMaH/IbI:

pvdisplay
vgdisplay
lvdisplay

B CTPOKe IpuUurjaameHmnd MO2KHO BBIIIOJTHUTH MHOXKECTBO ITIOJIESHBIX KOMaH/I, BKJIIO-
Jad CJACAYIOIHneE:

ssh, scp u ping, eciu ceTb 3allyIICHa;

dump u restore, ec/id Bbl UCIIOJIb3yeTe JICHTOYHbIC HAKOIIUTEIN;
parted u fdisk Juia ynpasiieHUs pa3nesiaMu;

rpm JijIs YCTAHOBKU M OOHOBJIEHUSI IIPOIPAMMHOIO 00eCIIeYeHMs;
Vi Jj1d peJaKTUPOBAHUSA TEKCTOBBIX (hailios.

[Tocse 3aBepieHns padoOThI ¢ TOBPEXKIEHHON CHCTEMOI, MOXKHO II€pe3arpyKaTh
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OC B HOpMAJILHOM pEKUME.

ABapuiinblii pexxum
B aBapwuitnom pexkume cuctema OyJieT 3arpyKeHa ¢ MUHUMAJIbHBIM OKPY2KEHUEM.
Kopuesas daityioBasi cucrema MoJAK/II0YACTCS B PEKUME UTEHUA U IMOYTU HUYIETO
HACTpanBaTh He Hag0. OCHOBHBIM MIPEUMYIIIECTBOM 9TOTO PEXKUMA SBJISIETCS TO, UTO
daiter init He 3arpyxkatorcs. Ecim okpyzkenune init moBpexKjieHo 1 He padOTaeT, BbI
BCE YK€ MOYKeTe CMOHTHUPOBATH (DAilJIOBbIEe CUCTEMBbI, YTOOBI BOCCTAHOBUTD JIAHHDIE,
KOTOpbIE OBLIN MOTEPSAHBI IIPH ITEPEYCTAHOBKE.
YT00bl 3arpy3uThCd B aBApUITHOM pPEXKMME, BBIIIOJHUTE CJIEIYIONINE JIeHCTBU:
1. Haunwure 3arpysky [IK u noxnurecs nogsienns mento GRUB. Haxxmure kiasurny
«E» g pepaktupoBanusa nmapaMeTpoB 3arpy3Ku.
2. JlobaBbTe B KOHEI[ CTPOKH, HaunHaroImeiicsa ¢ «linux /boot/vmlinuz ...», ciaeayio-
TIYIO 3aINCh:

systemd.unit=emergency.target

Ucnionb3yiite coueranne kiaasumn «Ctrl+As» (1ys nepexojia B HA9aI0 CTPOKU) U
«Ctrl+E» (s mepexojia B KOHEI[, CTPOKH ).
3. Haxwmure «Ctrl4+X» mrst 3arpysku OC ¢ yKazaHHBIME [TapaMeTPaMU.

Pexxumbl oTobparkeHusi mH(OpMaIuu

C Touku 3peHus mnpejcTaBieHns nHMOPMAIUH s M0JIH30BaTe/sI MOYKHO BbIJIe-
Jnth 2 pexkuma padborsl OC: rpadudecknii 1 KOHCOJTbHBII.

Komncosibio Ha3bIBaETCH COBOKYITHOCTH OCHOBHBIX YCTPOHCTB BBOJIAa MH(MOPMAIIUT B
KOMIIbIOTED (KJIaBHATypa ¥ MbIIIb) U BbiBoJIa uHdopmanuu (MoruTop). OC paboraer ¢
HECKOJIbKUMU TaK HA3bIBAEMBIMU BUPTYAJIBHBIMUA KOHCOJISIMU, U3 KOTOPBIX B KAXKIbIi
MOMEHT BPEMEeHH TOJIbKO OJIHA MOXKeT ObITh CBsizaHa ¢ peajbHOl (busmaeckoii)
KOHCOJIBIO (TO €CTh, IBJISETCS AKTUBHOIA).

Hekoropsre m3 KoHCOEH MTPeCTaBIIAI0T HHPOPMAIIIO TOJIBKO B TEKCTOBOM BHJIE
€ UCIOJIb30BAHNEM SKPAHHBIX MIPUPTOB B (hopMATaX BHUIEOCUCTEMBI KOMITLIOTEPA
— KOHCOJIBHBII pexKuM paboThl. Takme KOHCOU HA3BIBAIOTCS WHOT/A €IIE TEKCTO-
Bbimu. Cama OC ¥ OCHOBHBIE ABTOMATHYECKU 3AIlyCKaeMble MMPUIOKEHUs (TaKue
KaK KOMAHJIHBIII TIPOIECCOP) UCMOIB3YIOT B TAKMX KOHCOJIAX MHTepdeiic KOMaHIHOI
crpokn. JIpyrue npusoxenus (Hampumep, MeHezkep daitios Midnight Commander)
MOTYT UCIIOJI30BaTh OKOHHBIN MHTepdeiic, BblleJenre 00bEKTOB U BHIOOD B MEHIO 1
CIUCKAX MPU TOMOIIY MBIIIN WU KJIABUATYPHI U T.II.

Hpyrue kouconu (rpadbudeckue) npejcrapisior nHGOpMAaIuo B rpadudeckom
BHJIE, MCII0JIB3Ys [ paduaeckuii nob3oBarensekuit narepdeiic (GUI) — rpaduaeckuit
pexkum paboTel. Kak mpasusio, paboTa B TAKUX KOHCOJISIX [IPOUCXOJUT TP TOMOIII
pa3BuUTHIX rpadudeckux cpei, Takux kak MATE.

g myxn OC KOHCOIM IEePEeHYMEPOBAHbBI 1EJIBIMU [T0JIOXKUTE/IbHBIMUA UC/Ia-
mu. VIx obree KOJMIecTBO MOYXKET U3MEHATbCs B 3aBucuMoctu oT HacTpoek OC.
HeckosibKO IIepBBIX KOHCOJIEl - TeKCTOBBIE, Jajee HIyT rpadbudeckue (B CTaHIapTHOI
HACTPOIiKe - OJHA).

Eciu Bor paboraere B rpadudeckoit KOHCOJIH, JIJIg TOIO YTOOBI ¢/le/IaTh aKTUBHOI
JPYTYIO KOHCOJIb ¢ HOMEPOM N (IJie I HAXOJUTCs B MHTepBaje or 1 1o 12), Haxkmure



32 I'maBa 3. O6mme npuniunsl paborsr PE/T OC

na xkyasuiu «Ctrl4+-Alt+Fns, o ects, manpumep kinasuriu «Ctrl+Alt+F2», eciu
XOTUTE MEPEHTH B KOHCOJIb ¢ HOMepoM 2. JIj1st Toro 9Tobb! ¢1e/iaTh aKTUBHON JIPYTYIO
KOHCOJTb BMECTO TEKYIIEeH TeKCTOBOI KOHCOJIN, HaXKMHUTe Ha KiaaBuu «Alt+Fny.
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YcranoBka PE/I OC

YcranoBga PEJL OC .............






4. Ycranoka PEJI OC

4.1 HavaJjo ycTaHOBKH

s magasa yeranosku, Heobxonumo nacrpouth BIOS CBT, na koropoe mpous-
BojiuTcst yeranoBka PEJL OC, Ha 3arpy3Ky ¢ OITHYECKOTO HOCHTE IS NH(MDOPMAIIAN
(DVD-nncka), Ha KOTOPOM 3alican MucTpudyTHB. [Ijst 5T0ro HeoOX0MMO BKIIIOIATE
B BIOS CBT omrmio 3arpysku ¢ CD/DVD-npusozna. Criocob Bxona B Mmerio BIOS u
PACIIOJIOZKeHNEe KOHKPETHBIX HACTPOEK MOYKET CUIHHO OTJIMYIATHCS, B 3aBUCUMOCTH OT
HCIIOJIb3yeMOil MaTepuHCKol 1aThl obopynosarus CBT. Yarme Bcero s Bxoja B
BIOS neobxoaumo naxkath GyHKIMOHANBHYIO Kiaasuiny «Deletes na crarmonapbix
CBT wm dyskrmonansuyio kiaasuiry «Fls («F9») ma mobmibabix CBT (HOyTOY-
Kax), B MOMEHT HadaJja 3arpy3Ku Komibiorepa. st moryderns 6osiee moapoObHBIX
CBeJIEHUIT 110 HACTPOIKE HEOOXOMMO 0OPATUTHCH K JIOKYMEHTAIIMN Ha, UCIOJIb3YeMOoe
obopy/I0BaHHE.
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PeweHne npobaem

Haxmure [Tabl gna npocmoTpa Bcex onuuii MeHw.

Pucynok 4.1 — Hauasbaoe mento ycranosku PEJL OC

Barpyska ¢ yCTaHOBOYHOI'O HOCHUTEJIl HAIMHAETCs ¢ MeHIo (pucyHoK 4.1); B Ko-
TOPOM IIE€PEYUNCTIEHO HECKOIBLKO BAPUAHTOB 3arPy3KH, IPUYEM yCTAHOBKA CUCTEMBI -
9TO TOJILKO OJIHA M3 BO3MOXKHOCTel. /I3 TaHHOTO MEHIO MOYKHO:

® 3allyCTUTb TECTUPOBAHUE HOCUTE/IsI JAHHBIX M TOJBKO ITOCJIE 9TOrO MepeiTn K

nporeypam ycranoske OC;

e 1CroyIb3ys MeHIo «Perrenne mpobsieMs, 3ayCcTUTh TPOBEPKY MAMATH U JTUATHO-

CTUKY 00OPY/IOBaHUS;

e 3amnycTuTh yKe ycranosjiennyio OC Ha KECTKOM JIHCKE;

e sarpy3utrb OC B aBapuitHOM pe:kuMe.

Manunyasrop rpadudeckoii nadopmMarmn (MbIIb) Ha 9TOM JTalle YCTAHOBKU He
MOJIJIEPKIBAETCS, TIOSTOMY JIJIs BBIOOpA PAa3IMYHBIX BAPHAHTOB M OMITIIl YCTAHOBKHI
HEOOXO/IMMO BOCIIOJIH30BATHCA (PYHKITMOHAIBHBIMU KJIABUIIAME KJIABHATYPBI - CTPE-
KaMu. MOXKHO CKOPPEKTUPOBATDH ITapaMeTphl 3aIlycKa JTI000ro MyHKTa Ha9aJbHOTO
mento ycranoBku PEJ] OC, naxkaB GyHKIMOHATBHYIO KaBuily KjaaBuaTypbl « TAB».
Kpowme ycranoBKE ¢ OITHYIECKOTO HOCUTEI HWHMOPMAINK JOCTYITHO HECKOJIBKO BapHU-
AHTOB CETEBOIl YCTAHOBKU W YCTAHOBKa C (hJIel-TucKa.

Veranoska PEJI OC aBromMaTnvdeckn oCyIIecTB/IsIeTcsl B TPapUIECKOM PEXKIME
C BBIBOJIOM TEKCTOBO# MH(MOPMAIINKA HA PYCCKOM sI3bIKe. BbIOopa si3blka yCTaHOBKU
PEJ OC ue ocytectsiisiercs.

[To ymorgaHuio mMpu yCTAHOBKE MCIOJIB3YeTcst TpaduaecKuil BUIeOpe:KuM (paspe-
menne skpana) 800 wa 600 Touek Ha roiim. [Tpu Bo3HUKHOBEHHH POOJIEM 3aIlyCKa
YCTaHOBKHU B rpadudeckoM pexkume Heobxomumo nepesarpysntb CBT u nmoBropurh
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JefiCTBUS TI0 YCTAHOBKE, HO ¢ BHIOOPOM B HAYAJIHHOM MEHIO YCTAHOBKU C OOBIYHBIM
BUJICOPalBEPOM.

YT0o0bI HAYATH TTPOIECC YCTAHOBKHU, HY?KHO KJIABUIIIAMHU ITIEPEMEIEHUs KypPcopa
«BBEpX», «BHI3» BBIOpATh MyHKT MeHIO «YcTanoBuTb Red OS» n maxkars «Enters. B
HAYaIbHOM 3arpPy3vrKe YCTAHOBJIEHO HEDOIBIOEe BPEMS OXKUJIAHUS MTPOJIOIZKATE b
HOCTHIO 1 MuHyTa. Ecam B 3TOT MOMEHT He NpeIIPUHUMATH HUKAKUX JeHCTBUi, TO
Oy/leT 3arpyzKeHa Ta CUCTeMa, KOTopasl y»Ke yCTaHOBJIeHa Ha YKECTKOM jiucke. Kcim
MPOITYIIEH HYXKHBII MOMEHT, HY2KHO Iepe3arpy3uTh KOMIILIOTEP U JI0 UCTEYEHUs
YCTAHOBJIEHHOT'O BPEMEHH OXKUJIAHUS BHIOPATH HYKHBIN ITYHKT B MEHIO 3arpy34nKa.

Hadgasnbublit Tan ycraHoBku He TpebyeT BMENIATE/IHCTBA IMOJTb30BATEIA: TPOUCXO-
JINT aBTOMATHIECKOE OTIpejie/ieHrne 060pYyI0BaHUSI 1 3aIlyCK KOMIIOHEHTOB IIPOTPAMMBbI
ycraHoBKH. [IpepBarh HaYaIBHBIN ITAIl YCTAHOBKE U BEPHYThCsI B HAYAIHHOE MEHIO
ycranoBku PEJI OC moxkno HakaB kiaasunry «ESCs.

HeO6XO,HI/IMOCTb 3arpy3UuThbCsd B aBapHﬁHOM pexXXuMe MO2KET BOSHUKHYTDHL B CJICLY-
IOMUX CIyYdadx:

e HeBO3MOXKHO 3arpy3uth OC 0OBIYHBIM 00Pa30M;
® BOZHUKJIM [IPOrPAMMHBIE WJIM allllapaTHbe IPOGIEeMbI U HEOOXOANMO U3BJIEYD
BarKHbIe PailjIibl ¢ JKECTKOI'O JTUCKA.

Peskum BoccTaHOBIIEHMS TTO3BOJIAET 3arpy3uTh MuHUMaJIbHOe okpyzkeHne OC c
JUCTPUOYTUBHOIO HOCHUTEJIE BMECTO 3arpy3KH € YKECTKOIO JUCKa. B pexkume BoccTa-
HOBJIEHHS MOKHO IIOJIyYUTH JOCTYI K hailjiam, gaxke eciu He yIaJI0Ch 3allyCTUTh
OC c¢ sroro aucka.

B pexxume BoccranosjieHns OyJieT BBIIIOJIHEHA IIONBITKA HaiiTn ycraHoBky OC u
HOJIK/IIOYHATE ee B /mnt/sysimage. [locsie aToro Moo Oymer BHeCTH HEOOXOAUMBIC
u3MeHeHns. TakKe MOXKHO IOJIK/IIOUUTL (PailjIoBble CUCTEMbl B PEKMME UTeHUs
BMECTO YTEHHA-3aIIUCH.

B pexxmme BocCTaHOBJIEHHMSI TaK:Ke MMEETCS] BO3MOXKHOCTH MCIIPABUTH PabOTy
zarpy3unka GRUB, kotopblit MOT OBITH 110 OIMOKE yIaIEH, TOBPEXKICH WJIH 3aMeIEH
3arpy34UKOM JIPYTOil OlepalnnoHHONl CHCTEMBI.

B OC noMumo peknma BOCCTAHOBJIEHUS €CTh aBapUHBbIN pexkuM. Pexkum Boc-
CTaHOBJICHUsT SKBUBAJIEHTEH OJIHOIIOJIL30BATEIbCKOMY PEKUMY U TPeOyeT Mapo/ib
root. Pexkxum BoccTaHOBJIEHHS 1T03BOJISIET BOCCTAHAB/INBATH CUCTEMY B CUTYaITUSIX,
KOI'JIa OHA He MOXKeT 3aBepInTb OOBIYHBIN IIpoIecc 3arpy3ku. Pexkum BoccTaHOB-
JICHUSI TIOTIBITAETCs TOIKIIOYUTD BCE JIOKAJIbHbIE (pallJIOBbIE CUCTEMbI U 3aIlyCTUTH
HEKOTOPbIE BaKHbIE CUCTEMHbBIE CJIY?KObI, HO OH HEe aKTUBUPYET ceTeBble nHTepdeiichl
1 He pa3pelnraeT BXOJl B CUCTEMY HECKOJILKUM IO Tb30BATEISIM.

ABapuifHbIil pexkuM obecriedrmBaeT MUHUMAJIBHYIO BO3MOXKHYIO OKPY2KaIOILyIO
Cpey U IMO3BOJISIET BOCCTAHABINBATD CUCTEMY JayKe B CHUTYaIUsIX, KOIJa CUCTEMa He
MOXKET BONTH B PEKUM BOCCTAHOBJICHHS. B aBapuilHOM pexKume cucTeMa MOHTHPYeT
KOPHEBYIO (DailjIOBYI0 CUCTEMY KaK JOCTYITHYIO TOJIBKO JIJIsT YT€HUS, HE ITBITACTCS
MOHTUPOBaTb JApYyrue JiOKaJIbHbIE CbanIOBbIe CUCTEMBbI U HE aKTHUBUPYET CETEBbLIC
nHTEePdENCHI.
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AJIbTepHaTI/IBHbIe CITOCOOBI YCTaHOBKU

s mraraoit yeranoBku jguctpudbytusa PEJL OC ucnosib3ayercs 3arpy309HbIii
onruydeckuit nocuresb nadopmaryn - DVD-auck 13 KoMILieKTa mocTaBKu JIUCTpudy-
tusa PEJI OC. Eciu npousBourcst ycTaHOBKA ¢ TAKOrO JUCKA, MOXKHO MIPOITYCTUTD
9TOT pa3jes U cpa3y MepelTu K CIeAYIONeMy pasiey.

YeranoBka ¢ onrudeckoro Hocuresst uadopmanuu (DVD-aucka) - 910 Juiib
OJIMH U3 BO3MOXKHBIX c110c000B ycranoBku PEJI OC. On mogxoauT i OOJIbIITHH-
CTBa CJIy4aeB, HO He paboTaeT, HAllpUMep, B CJlydae OTCYTCTBUS Ha KOMIIbIOTEpE
HaKOIMTEJIA Ha ONTUYECKUX HocuTe sax nndopmaruu - DVD-nipusoga. s rakux
CIydaeB MOJJIEPKUBAIOTCS aJbTepHATUBHBIE METO/IBl YCTAHOBKH. BaykKHO MOHMMATH,
YTO JIJI HAYaJIa YCTAHOBKHM HEOOXOJMMO JIBE BEIlU: UMETHh BO3MOXKHOCTD 3arpy3UTh
KOMIIBIOTED U UMETD JIOCTYII K YCTAaHOBOUHBIM baitiam. B ciryuae ycranoBounoro juc-
TpudbyTuBHOoro DVD-mucka 3TH jiBe BO3MOXKHOCTHU TIPEIOCTABIAIOTCS CAMUM JIMCKOM:
OH SABJIAETCS 3arPy309YHBIM U COJEPKUT BCE HEOOXOUMBIE I YCTAHOBKU (haljIbl.
OtHaKo BIIOJIHE JOMYCTUM U TaKOW BAPUAHT: IIEPBOHAYAJIbHAS 3arDY3Ka MPOUCXOIUT
co cruennaJibHo nogrorosgeHnoro flash-ancka, a ycranoBounbie (aityibr 6epyTes ¢
FTP-cepsepa cern.

Taxum obpasoM, JIJIg YCTAHOBKH JTUCTPUOYTUBA HEOOXOIUMO:

® BBEIOPATDH CIIOCOO MEePBOHAYAIBLHON 3arpy3KN KOMITLIOTEPA;

® BBHIOpPATH UCTOYHHUK YCTAHOBKHU.

JLtst 3arpy3Kd KOMITBIOTEPA C TEJbI0 YCTAHOBKU OTIEPAIIMOHHON CUCTEMBI HEOO-
XOJIUMO BOCIIOJIb30BaThCA HOCUTEJIEM, COJIEPKAIIMM HAaYaIbHBIN 3arpy34unK. Takum
HOCHUTEJIEM MOXKET OBITh KaK CcaM 3arpDy30YHbBII ONTUYECKHIl JIUCK, TaK W, HAIIPU-
Mep, flash-Hakonure b, KOTOPBIT MOXKHO CJle/IaTh 3arPy309UHBIM, BOCIOJIH30BABIIICD
yTuuToi iso2usb.

NcTrounnku ycTaHOBKM

[Tocte mepBoHaYaIBHON 3arpy3KH C OJHOIO U3 IOAJAEP:KUBACMbBIX HOCHTEICH,
MOKHO BBIOpaTh MCTOYHUK YCTAHOBKHU - MECTO, OTKY/Ia IIPOrpaMMa yCTAHOBKH OyJieT
6paTh Bce HEOOXOMMBIE IIPH YCTAHOBKE JIAHHBIE (IIPEZK/Ie BCETO, YCTaHABIMBAEMOE
I1O). Tak Kak yCcTaHOBKA CHCTEMbI BO3MOYKHA He TOJIBKO C JIA3€PHOTO JIUCKA, TO
MOXKHO BBIOpATh OJIMH U3 TOJJICPXKUBAEMBIX aJIbTePHATUBHBIX HCTOYHUKOB YCTAHOBKU.

I/ICTO‘{HI/IKI/I YCTaHOBKH:

e CereBble:

— FTP-cepgep;
— NFS-cepgep;
— HTTP-cepsep.

e JlokaJjbHbBIE:

— 3arpy304Hblil (Jremn-JncK.

VesioBueM Jjist BCeX CIIOCOOOB YCTAHOBKHU SBJISIETCS JIOCTYITHOCTD JiepeBa (haiiyios,
AHAJIOITIHOTO COJEPKUMOMY YCTAHOBOUHOTO JUCKA.

3amnyck ceTeBoOil yCTAHOBKH

[Tepen 3amyckoM ceTeBOil YCTAHOBKU IMTPOU3BOIUTCS HACTPOUKA HA CEPBEPE CETH.
Bermonnsiercst yeranoska u nacrpoiika cepsepa DHCP.
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# dnf install dhcp

B daitn xoudurypanuu /etc/dhep/dhepd.conf BHOCsATCH ciiesyromue KoHdurypa-
1884058

subnet 10.YY.XX.0 netmask 255.255.255.0
{# mmanazsoH ip aZpecoB opraHm3aIUu
option subnet-mask 255.255.255.0;
option routers 10.YY.XX.1;

option broadcast-address 10.YY.XX.255;
option netbios-name-servers 10.YY.0.251;
option netbios-dd-server 10.YY.0.251;
option domain-name-servers 8.8.8.8;
option broadcast-address 10.YY.XX.255;
range 10.YY.XX.20 10.YY.XX.201;

+

default-lease-time 600;

max-lease-time 7200;

allow booting;

allow bootp;

option option-128 code 128 = string;
option option-129 code 129 = text;
next-server 10.YY.XX.1;

filename "/pxelinux.0";

Jlanee BBITTIOJTHAETCS 3aIyCK CEPBUCA:

# service dhcpd start

BrmmosiasieTcst ycraHOBKa 1 HacTpoiika tftp-cepsepa.

# dnf install tftp-server

B daitn koudurypanuu /etc/xinetd.d/tftp BrHOCATCS Criepyromume KoHdurypa-
IIUH:

disable = yes Ha disable = no

Brimostastem rniepesaityck xinetd:

# service xinetd restart ‘

BrimosiasgieM 11oAroToBKYy HEOOXOIMMBIX (PailjioB I HadaIbHOI 3arpy3ku. s
9TOr0 yCTAaHABJIMBAEM YTUIUTY Syslinux.

# dnf install syslinux

Komupyem neobxoiumble dailibl B KOpHEBYIO qupekTopuio tftp-cepsepa
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# cp /usr/share/syslinux/chain32.c32 /var/lib/tftpboot
# cp /usr/share/syslinux/mboot.c32 /var/lib/tftpboot

# cp /usr/share/syslinux/memdisk /var/lib/tftpboot

# cp /usr/share/syslinux/menu.c32 /var/lib/tftpboot

# cp /usr/share/syslinux/pxelinux.0 /var/lib/tftpboot

Coztaém upeKTopun i KOHMDUTYpaIud U JTUCTPUOYTHBOB:

#mkdir -p /var/lib/tftpboot/images/REDOS
#mkdir -p /var/lib/tftpboot/pxelinux.cfg

Cozmaem daiin mento /var/lib/tftpboot/pxelinux.cfg/default ¢ comep:kumbim:

default menu.c32

prompt O

timeout 30

ONTIMEQUT 1local

MENU TITLE PXE Menu

LABEL REDOS

MENU LABEL REDQOS

KERNEL images/RED0S/x86_64/6.4/images/pxeboot/vmlinuz

APPEND initrd=images/RED0S/x86_64/6.4/images/pxeboot/initrd.img
ramdisk_size=128000 ip=dhcp method=http://10.YY.X.1/images/REDOS
/x86_64/6.4/ devfs=nomount

LABEL REDOS 6 i686

MENU LABEL REDOS 6.4 i686

KERNEL images/RED0S/i686/6.4/images/pxeboot/vmlinuz

APPEND initrd=images/RED0S/images/pxeboot/initrd.img ramdisk_size
=128000 ip=dhcp method=http://10.YY.X.1/images/REDOS/ devfs=
nomount

[Ipouzsomum nogrorosky guctpudyrusoB PEJI OC pacnakoBKoit comaepKuMoro
yctarnoBouHbIX AuckoB PEJI OC B cooTBeTCTBYyOIIIE KATAJJIOIH.

g x86 64 apXuTeKTypHhI:

# mount -t is09660 -o loop REDOS-DVD1.iso /iso
# cp -vR /iso/ /var/lib/tftpboot/images/REDOS/
# umount /iso

[IpousBoanm ycraHoBKy web-cepBepa Jjist obecrieueHns: pa3gadn yCTaHOBOUHBIX
0bpaz3oB:

# dnf install lighttpd

B daiin xoudurypanuu /etc/lighttpd/lighttpd.conf BrocsiTes ciemyoniie n3me-
HEHUSI:
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var.server_root = "/var/lib/tftpboot"
server.use-ipv6 = '"disable"
server.bind = "10.YY.X.1"
server.document-root = server_root

[IpousBoium 3amyck web-cepsepa:

# service lighttpd start

[IpousBomnTes mogaroroBka K cereroit ycranoske PEJL OC na pabodeit ctanmum.
[Tpu ceTeBoii ycTraHOBKE CO CTOPOHBI KJIMEHTa (KOMIIbIOTEPA, Ha KOTOPBIA MpOu3-
BOJIUTCsI yCTAHOBKA) HEOOXOJIMMO OIIPEIE/UTh ITapaMeTpPhl COSJIMHEHUsI C CEPBEPOM
yCTaHOBKHU. B 3TOM citydae Ha 3KpaHe OYyIyT HMOSABIATHCA JUAJOTH, HAIIPUMED, C
[pPeJIOZKEHIEeM BBIOPATh CETEBYIO KapTy (ecjm MX HEeCKOJIbKO) WM yKa3aTh Tuil 1P-
ajipeca: craTHIecKuil (MoTpebyeTcs BIIMCATE €10 CAMOCTOSITETHHO) UIN JTUHAMAIECKUIT
(DHCP).

s yeranosku PEJI OC na paboueit crannun 8 BIOS CBT Boibupaem 3arpyska
o cetu: «Network Boot Agent» mim «PXE boot». Kondurypuposanne BbIIOIHIETCS
B COOTBETCTBUU C TEXHUYIECKON JIOKyMeHTaImeil Ha KOHKpeTHoe obopymoBanne CBT
paboueit cranmuu. [locte Kondurypuposanus npoussogurcs mnepesarpyska CBT u
BBITIOJIHAETCA YCTAHOBKA COIVIACHO MITATHON HPOIEyPe YCTAHOBKH.

[Toce ycreninoro coeiMHEHNs ¢ CEPBEPOM B ITAMSITh KOMIIbIOTEpa Oy/IeT 3arpyKeH
obpa3 yCTaHOBOYHOI'O JIMCKA, ITOCJIEe Uero HATHETCH YCTAHOBKA CUCTEMbI TaK YKe, KaK
U IIPU yCTaHOBKe ¢ jucTpudyTuBHoro DVD-aucka.

HOCJIG,Z[OB&TGJII)HOCTB YCTaHOBKH

Jlo Toro, kak Oymer npoussejena ycranoBka PEJI OC na xkécrkmit quck CBT,
IPOrpaMMa yCTAHOBKU paboTaeT ¢ 0Opa3oM CHCTEMBbI, 3aIPYKEHHBIM B OTIEPATUBHYTO
IIaMATb KOMIIBIOTEDA.

Ecnu naunmanuzarus obopynosanus CBT 3aBepmmiace ycnemnito, Oy/1eT 3amyiien
niceBiorpadudecknit naTepdeiic mporpammbl-ycranosiuka (anaconda). Iporece
YCTAHOBKHU PEAJN30BAH B BHJIE «MACTEPay YCTAHOBKM, KOTOPBIN IIPECTABIAET COOOM
MHTEPAKTUBHBIN rpadudeckuii naTepdeiic, B KOTOPOM IOJIL30BATEIO MIpe/Iara-
eTcsi 0TBeYaTh Ha BOIPOCHI U yKa3biBaTh Heobxoaumble omruu PEJL OC. Macrep
YCTAHOBKHM pa3/lejieH Ha IIard, KaxKJblil 11ar MoCcBsIIEH HACTPOIiKe U YCTaHOBKE
OTIPEJIETIEHHOTO cepBuca cucreMbl. [llarn Hy>KHO TTPOXOINTH TTOC/IEI0BATEBHO, TTepe-
XOJT K CJICJIYIOIIEMY Iary MpOUCXOINT 10 HaxKaTuio KHONKHU «/lasees. [Ipu momortn
KHOIKK «Hazary nmpu HeoOXOAMMOCTH MOYKHO BEPHYTBHCHA K YK€ MPOUJICHHOMY Iary
U U3MEHUTH HACTPOitku. Ha HEKOTOPBIX Tanax yCTaHOBKHM BO3MOYKHOCTH IIEPEX0JIA K
npeaplaymemMy miary orpanmndeHa TEMU IIaraMM, I'Jic HET 3aBUCUMOCTH OT JaHHDbIX,
BBEJIEHHBIX paHee.

Ecau o kKakuM-TO npuyauHaM BO3HUKJIA HEOOXOIMMOCTD ITPEKPATHTD YCTAHOBKY,
naxkmute «Reset» Ha cucremMHOM OJ10KE KOMITBIOTEPA.

Baxkno! CosepitierHo 6e30macHO TpeKpariaTh YCTaHOBKY TOJIBKO 0 mrara «Ilogro-
TOBK& JINCKA», TIOCKOJBKY JI0 3TON0 MOMEHTa He MPOU3BOIUTCA HUKAKUX M3MEHEHU
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Ha YKECTKOM Jincke. Feym npepBarTh ycTaHOBKY Mexk 1y maramu «llogroroska jmuckas
1 «YCTaHOBKA 3aIPy34YUKay, BEPOATHO, YTO TIOCJIE ITOTO C KECTKOTO JINCKA HE CMOZKET
3arpy3UThCA HU OJIHA U3 yCTAHOBJIEHHBIX CUCTEM.

Texuudeckne cBejieHnsi O X0Jle YCTAHOBKH MOYKHO IIOCMOTPETh, HaXKaB covUeTaHue
kaapum «Ctrl+Alt+F1», Bepayrhesa K nporpamme ycranoBgu - «Ctrl+Alt+F7». Ilo
naxkatuio «Ctrl4+Alt+F2» orkpoercs ormaoanast BUpTyaabHas KOHCOJIb.

Bo Bpems ycranopku PEJ OC BBIIOJIHAIOTCS CIEAYOIIUE IIaru:

BBIOOD THna Hakomuresss CBT,

[IPUCBOEHNE UMEHN KOMIIbIOTEPa B CETH M HACTPONKA CEeTEBBIX MHTEPQENCcOB;
BBIOOP YaCOBOTO TI0SICA;

3aJIaHUe 11apoJisi 8 IMIHICTPATOPA CUCTEMBI;
[IOJITOTOBKA Pa3/e/ioB JINCKA,;

BBIOOD THIIA YCTAHOBKU: CepBEp WU pabovasi CTAHIINS;
YCTaHOBKA, CUCTEMBI;

YCTaHOBKA, 3aI'Py34UNKa;

nepesarpy3ka CUCTEMBI;

JINTIEH3UOHHBINA JI0I0BOD;

COBJIAHME CUCTEMHOTO IOJIb30BATEI;

YCTaHOBKA, JIaThl U BPEMEHH;

COXpaHeHHe HaCTPOEK;

3aBepIeHne YCTAHOBKH.

A3bIK

Asbik uaTEpdeEiica mporpaMMbl yCTAHOBKE U rpadudeckoro nnrepdeiica ycranas-
smmBaemoit PEJI OC o ymorganuto — pycckuii, He KOH(PUTYPUPYETCs U He M3MEHSIeTCsT
B nporiecce ycranoBku. lonosmnurenbubiM ga3bikoM PEJT OC apisiercs anrimuiickuit
sI3BIK. J[pyrue Jono/HuTeIbHbIE SI3bIKOBBIE ITAKETHl MOYKHO YCTAHOBUTH M3 PEIIO3UTO-
pus tocse 3aepiirenus: ycranosku PEJ] OC.

[Tepekitouenne packiiaaku Kiaapuarypbl npu ycranoBke PEJI OC u B rpadude-
ckom unrtepdeiice PE/I OC BoinosinsieTcs HaxkaTuem KOMOUHAINN (DYHKIINOHATBHBIX
kiaasuin «Shift+Alts.

O630p ycTaHOBKH

[Tocsie BeIOOpa A3bIKa HEOOXOMMO ITPOU3BECTU MEPBOHAYAIHHYIO KOHMUTYPAITHIO
YCTAHOBIIUKA W MapaMeTpoB Oy/yieii cucreMbl (pucyHok 4.2).
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OB30P YCTAHOBKM 'YCTAHOBKA RED OS MUROM-7.3
B Crpasia

PEMVIOHAJIbHBIE HACTPOIKM  MPOTPAMMHOE OBECTIEYEHVE  CUCTEMA

@ WeTounmk ycTanosKku MecTo ycTaHosKM
JloxansHeit Hocutens B Hu ogroro ancia we subparo

O e

> Vvscetuuysna
&

O Datau spemsi
Uacosoi nose Espona/Mockaa

MNONb30BATENN

Boon Hauatb ycraroaky

JIHCKN He FORBEPIHYTCH USMEHEHHSM O TEX TIOP, FIOK 851 HE HAXMETe KHOMIKY HaYana YCTaHOBKH

Pucynok 4.2 — O630p ycranoBku

B sTom okHe HE0OX0IMMO 3a/aTh pernoHaIbHbIE HACTPOWKHN, COCTaB IIPOrPaMM-
HOTO ODeCIeYeHnsT U CUCTEMHbBIE HACTPONKHU. 3/IeCh M B MOCJIEIYIONIINX OKHAX yCTa-
HOBIIMKA KPACHBIM IIBETOM BBIBOJIATCA MOJCKA3KU y TeX BKJIAJOK, KOTOPBIE JOJIZKHBI
OBITH 00sI3aTEILHO 3AIIOJTHEHBI JI0 MIEPEX0/ia K CJIEAYIONEMY Iary yCTAHOBKH.

Paccmorpum mojipobHee KaxK1yio BKJIAJIKY OKHA.

dara u Bpems

B okne HacTpoiiku JaThl U BpeMeHu (pUCYHOK 4.3) MOYKHO BBIOpATH TEKYIIHii
PErvoH U TOPOJI U YCTAHOBUTH HUCIIOJIb3yeMOe JIOKAJIbHOE BpeMs, JaTy u (popmar
BPEMEHU.

Peruon:  Espona v | Topox: Mocksa Cereacespemo #

All A

16:48

£\ Cepaep NTP e acTpoen.

Pucynok 4.3 — /lata un Bpemsa

Ecnu ycranosiiena ceTb, U €CTh JIOCTYII K TVIO0AJIBHON CETH, MOYKHO Pa3pelnTh
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aBTOMATUIECKYIO HACTPOIKY BPEMEHU C ITIOMOIIbBIO CIy:KObI Nntp — ceTeBoe BpeMsl.

JlaHHY10 HACTPOMKY MOYKHO M3MEHHUTH mocsie 3aBepirerns ycranoBku PEJ OC.
[To ymosmganuto ycranasiusaercs dacooii mosic UTC+04:00 (Espona/Mocksa).

3J1ech 1 Jlajiee BO3BpAT B IIPEJIBILYIIEE MEHIO OCYIIECTBIACTCS C TIOMOIIBIO KHOITKH
«['oToBOY.

Kanasuarypa

B okHe HACTPOWKH KJIaBHATYPBHI (PUCYHOK 4.4) MOXKHO BBIODATH HCIOJIb3YeMbIe B
OC packaagxu.

PACKJIALKA KJTABUATYPbI YCTAHOBKA RED OS A

Bri6epuTe packnanky Knasarypsi. Mepsas packnagxa s ciucke GyAeT MCNONL30BATBCS 110 YMONMaHMIO.

pycexuii (Pycexas)

Alt+Shift 4ns nepexnioueHis packnagk.

Mapaverpy

Pucynok 4.4 — Packiajka KjiaBuaTypbl

B ornenbHOM 110J1€ BBOJIA MOXKHO TTPOBEPUTH KOPPEKTHOCTH OTOOPAYKEHUS BBOJIH-
MBIX CHUMBOJIOB.

HepBaﬂ PacCKJlaJKa B CIIMCKE 6y,ILeT HCIIOJIb30BaTLCA 110 YMOJITYaHUIO.

S3pikoBasi mogaeprKKa

B okHe #3bIKOBOil MO/IEPKKH (PUCYHOK 4.5) MOXKHO 3aJ1aTh SI3bIKH, KOTOPbIE
Oy/1yT ycTaHOB/IEHBI B cucTeme. HacTpoiika u BBIOOP COOTBETCTBYIOIIErO sA3bIKA OY/IyT
JIOCTYTHBI B HACTPONKAX CUCTEMBI TIOC/IE YCTAHOBKU. TaKyKe M0C/Ie€ YCTAHOBKU CUCTEMbI
MOYKHO OyJIeT JI0OOAaBUTD JIONOJIHUTE/IbHBIE I3bIKH, KOTOPbIE HE ObLIM YCTaHOBICHDI
panee. Ilo ymosrganuio ucrnonb3yercss pycCcKuil 36K MHTEpdelica.
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A3bIKOBASI MOANEPYKKA YCTAHOBKA RED OS MUROM-7.3
Fotoso

BbibepyiTe R0MONHUTENbHbIIH H3bIK:
sawogs
RIS
B
Norsk bokmal

Nederlands

 Pycexmii (Poccus)
Pyccrati (Yxpauria)

Norsk nynorsk
[EEEEE
(EAEGARERE
Polski
Portugués
Romani
v Pycckuii

B
Slovencina
Shaip

Cpncxu
Svenska

s

Bourt>

‘ng

Tiirkge

Yipairicoxa
50l

3

a

Pucynok 4.5 — f3bIKoBas mojijiepKKa

Ncrounuk ycraHoBKu

B mento BBIGOpA HCTOYHUKOB YCTAHOBKU (PUCYHOK 4.6) MOYKHO 3a/1aTh, OTKY/Ia
cucreMa OyIeT MOTyvYaTh MaKeThl B IIPOIECCe YCTAHOBKM.

WCTOYHMK YCTAHOBKU YCTAHOBKA RED OS MU
Foroso

BbiGepHTE HCTOHHMK YCTaHOBKH

O Ossapyes eraosousse kocrrens
Ycrpoiicreo: sr0
et posepurs

®aitnIS0;

[ononHuTensHbie penosHTopu

Pucynok 4.6 — lcToynuk ycraHoBKU

WcrounnkaMn YCTaHOBKHU MOI'YyT OBITD JIOKAJILHBIE HOCUTEIN MJIM CETEBBIE MCTOU-
HHUKH.

Br16op nporpamm

B mento Beibopa mporpamm (pucyHoK 4.7) MOXKHO 3a/1aTh, Kakasi KOHMUIYyparus
u3 gucja 0a30BOro OKPYKeHHs OyJIeT yCTaHOBJIEHA:
e pabovasi CTaHIINS,
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® cepBep MUHUMAJILHBIN;
e cepBep ¢ rpadudeckum uHTEPEHCOM.

BbIBOP POrPAMM YCTAHOBKA RED OS A

Toroso

Basosoe okpyxenve [lononHuTensHOE MPOrpaMMHOe OBecriedeHite AN BIBPAHHON cpeasi
Pacumpentbie Cpeacrsa MynsTun

PagueckAM OKPYXeHMEM enva
adoueckm OkpyKesmen (MATE) GnenoTex Tau.

opuckbs

M ukTepdelicom.
Moanep
Moaaepxic

(PHKALIN € NOMOLLLHO CMpT-KPT.
BGAHOTeKM CoBMECTHMOCTH

BUBNHOTeKM COBMECTUMOC i, Coanakhbixe oc.
KonconbHbie cpencrsa MntepHera

€11CT8 AOCTYNa K VIHTEPHETY, OBBIUHO HCONb3yeMble AMMUHHCTPETOpaM M
Cpencrsa paspaorin

CrannapTHas cpena paspacoTk.

Pucynok 4.7 — Bwibop nmporpamm

JlotmoTHuTeIbHO JIJI KaxKJ10i1 13 BIOPpAHHBIX KOH(UTYpaIuii MOXKHO HACTPOUTD
IPYIIIBI TAKETOB, KOTOPBIE Oy/IyT YCTAHOBJICHBI.

B PE/I OC Bce oreparun yCTaHOBKY U yJIaJI€HUS IPOU3BOMIATCH HAJI TAKETaAMU
- OTJIEJIbHBIMEA KOMIIOHEHTaMu cuctembl. [laker u mporpaMma cOOTHOCATCS HEOJIHO-
3HAYHO: WHOT/IA OJ[HA IIPOrpaMMa COCTOUT U3 HECKOJIbKUX MAaKeTOB, MHOTJIA OJINH
MaKeT BKJIFOUAET HECKOJIBKO ITPOTDaMM.

B npomecce ycranosku PEJ[ OC 06bran0 He TpebyeTcst JeTaan3upoBaHHbIN BHIOOD
KOMITOHEHTOB Ha yPOBHE MAKETOB - 3TO TPeOyeT CIMINKOM MHOTO BPeMeHH U 3HaHUi
OT TPOBOJSAIIErO ycTaHoBKY. Tem Gojiee, 9T0 KOMILIEKTAIUS JUCTPUOYTUBA 1010~
paeTcst TaKUM 00pa30oM, 9TOObI U3 UMEIOIIUXCS IIPOrPAMM MOXKHO OBLIO COCTaBUTh
MIOJTHOTICHHYTO pabovyio Cpejly JIJisi COOTBETCTBYIOIIEH ayIUTOPUU I0JIb30BaTE e .
[Tostomy B mpornecce ycranopku PEJI OC moab3oBaTesnto mpeaaaraercst BHIOpaTh
n3 HEOOJIBINOTO CITMCKa, KOH(PUTYpAIUil, 00beIMHAIONINX TaKeThl, HEOOXOIUMbIE JI/Tsi
perenns: HanboJiee paciIpoOCTPAHEHHBIX 3a/1a4.

Pacnosioxxkenne ycranoBku

B MeH10 BBIOOpA PACIIOIOKEH ST yCTAHOBKH (PUCYHOK 4.8) MOYKHO BBIOpATh yCTPOii-
CTBO JJIfl yCTAHOBKU OIICPAIMOHHON CHUCTEMBI.
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MECTOYCTAHOBKM YCTAHOBKA RED OS N

Foroso

BuiGop ycrpoiicTs
BuibepyTe yCTPO/ICTBa 419 YCTaHOBKY ONEPALIMOHHOT CHCTeMBI. OHM He ByRYT USMEHEHb! 10 TeX IOP, 110KA Bbl HE HAXMETE KHOMKY «HaaTh YCTaHOBKY B IIABHOM OKHe.

Tlowanssie aucicn

101w 8B 544,28 Mub

ATAVBOX HARDDISK ATA VBOX HARDDISK ATA VBOX HARDDISK
sda / 1023 Kub cso6oaro sdb / 0B csooaro sdc /1,28 Mub ceoGonro

CreunanusuposanHbie 1 ceTesbie AHCKH

[l06aBuTs ANCK...

O6tiosuT.

Pucynok 4.8 — PacnoJioxkenne ycTaHOBKHI

[Iepexoa K aTOMYy IIary MOXKeT 3aHsTh HEKOTOpoe BpeMs. Bpewms oxKkujgaHus
MOXKET OBbITh Pa3HbIM U 3aBUCHUT OT IPOU3BOIUTEILHOCTA KOMIIbIOTEpa, 00bEMa 1
TUNIOB UCIIOJIb3YEMbIX HAKOIUTEJIEH, KOJINIECTBa CYIIECTBYIONNX Pa3/iesIoB Ha HUX.

Ha sTom sTamne nogarorasimBaercs miromaika g yeranosku PEJI OC, B mepsyto
odepesib - BhIJEIeTCs CBOOOJIHOE MECTO Ha JIUCKE.

MozkHO BBIOpPATh M MCIIOJIb30BaTh IIpoduin pasduenus aucka. IIpodpuib - 31o
mabJIoH pacupesesenns: Mecta Ha jucke s yecranosku PEJL OC.

MozKkHO BBIOPATH:

® CO3/aTh Pa3/e/ibl ABTOMATUICCKH;

® 51 HACTPOIO PA3/IEIbI.

[TepBoiit mpoduisb mpenoaracT aBToMaTudeckKoe pasbuenune aucka. Byer BbI-
6pano onruMmasbHoe pacrosoxkernne OC.

HeobpaTtumbie n3Menenus pasjiesioB Ha KECTKOM JINCKE TPEOYIOT MOITBEPK ICHIS
€O CTOPOHBI T0JIb30BaTed. [lociie moaTBepK IeHIs BHECEHHBIE M3MEHEHUsT COXPaHsi-
I0TCs Ha, yKecTKOM jiucke/ uckax CBT.

Ecim njig mpuMenenust oJHoro u3 npoduiieil aBToOMaTuIecKOl pa3MeTKH JIOCTYTI-
HOT'O MEeCTa OKAaYKeTCsl HeJIOCTATOTHO, OY/IeT BBIBEJIEHO COODIEHNEe O HEBO3MOXKHOCTHU
BBITIOJIHEHUS OTICPAITMN Pa30UeHUs JTUCKA.

[Ipu HEOOXOIMMOCTH MOXKHO OCBOOOJIUTH YacTh JMCKOBOI'O MPOCTPAHCTBA, JI/Is
9TOrO CJIEJIyeT BOCIIOJIB30BATbCs IpOoduaeM pa3dueHust BpydHy0. MOKHO yIAIUTh
HEKOTOPbBIE U3 CYIIECTBYIONNX PA3/Ie/I0B WU COJAepKaIuecs B HUX (ail/ioBble Cu-
crembl. [locite TOro MOXKHO €O3/1aTh HEOOXOIUMBIE PA3/Ie/Ibl CAMOCTOSITETHHO HIH
BEPHYThCH K IIary BbIOOpa 1mpoduiid. Beibop sToit Bo3aMoKHOCTH TpedyeT 3HaHM 00
YCTPOHCTBE JIMCKa W TEXHOJIOTUSIX €ro pa30oueHus.

[To naxkaruio «I'oToBO» Oy/IeT MPOU3BEJIEHA 3aIlIUCH HOBOM TAOJIUIIBI PA3/Ie/I0B
Ha JIUCK U (DOpMATHPOBAHUE Pa3/IeaoB. Pa3/iesbl, TOJBKO 9TO CO3/IaHHbIE HA JINCKE
IPOrpaMMOii yCTAaHOBKH, ITOKa HE COJEPKAT JIAHHBIX U ITO3TOMY (POPMATUPYIOTCA 6e3
HpEeIyIPEKICHIA. Y 2Ke CYIIEeCTBOBaBIINE, HO U3MEHEHHBIE Pa3JIe/ibl, KOTOPbIE OYy/IyT
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0oTOpMaTUPOBAHBI, TTOMEYAIOTCS CIEIUAIbLHBIM 3HAUYKOM B KosioHKe «DaiinoBas
cucremMay.

He ciieyer (pbopmaTupoBaTh pasjiesibl ¢ TEMU JIAHHBIMUA, KOTOPbIE HEOOXOMMO
COXPaHUTD, HAIPUMED, C TOJIb30BATEILCKUME JaHHbiMI (/home) wmm ¢ apyrumm
orteparoHHbIME cucTeMamu. C JpyToit cTOPOHBI, 0OTMHOPMATHPOBATE MOYKHO JTFOOOTT
pas/ies1, KOTOPbI HEOOXOMMO «OYUCTUTH» (T.€. YIaJUTh BCe JIAHHbIE).

CeTb u ums y3Jja

B mento BeiGOpa HACTPOKN ceT (pucyHOK 4.9) MOXKHO AKTUBHPOBATH COENHEHNE
C CETBhIO U 33/1aTh UMd Yy3JIa.

CETbUUMSY3NIA YCTAHOBKA RED OS MUR

Foroso

P Ethernet (enp0s3)
2. It Coporaon 254 EM gt EhemetConoler PRONDO0 T DesktnpAdte) é Ethernet (enp0s3) @)

7/ — Moaxnioseno

Annapathsifi aapec 08:00:27:96:07:93

cIP 192168.10108/24
Mapuwpyr o ymonuakiio 192168.101
DNS 192168101

+ | - Hacrpoute,

wayana:  localhostlocaldomain Mpimenns. Texywee wws yana: redos

Pucynok 4.9 — Cerb u ums y3ia

Ha nansoM srame HeoGXOIMMO 3a/1aTh MMs KOMIbIoTepa B cetn (xocra). [Tpu namm-
YUH CETH UM KOMITbIOTEPa UCIIOJIB3YeTCs /It OJHO3ZHAYHOIO OIPE/IEIEHUST KaXKJI0TO
KOMIIbIoTepa. VIMs KOMITbIoTEepa COCTOUT HEMOCPEJICTBEHHO U3 UMEHU KOMITHIOTEPA U
HUMEHU JOMEHa B CETH, K KOTOPOMY IIPpUHA/IJICZKUT KOMIIBIOTED. MMH KOMIIbIOTEpPa 1
M3l JOMEHA Pa3JIe/ISIIOTC 3HAKOM «.» .

HpI/I HaJIMIYUM JOMEHa CE€TH MM AOJIZKHO JaBaTbCd IIOJIHOCTDBIO. HpI/I OTCyTCTBUUA
ceTn JOMEHY TaK>Ke MOXKeT 6bITb JaHO IIPOU3BOJIbHOE MMHI.

B kagecrBe OYKB B MIMEHU KOMIILIOTEPA PA3peIaeTcs CI0JIb30BaTh TOJBKO OYKBbBI
JIATUHUIBI. B NMEHU KOMIIBIOTEPa HE JOIIYyCKacTCid HNCIIOJIb30BaHUE 3alJIaBHBIX 6YKB,
IpOOEJIOB U CIIEeIHUAIBHBIX CMBOJIOB.

Tak ke Ha JJAHHOM 3Talle MOXKHO CKOH(UTYPUPOBATH MapaMeTpPbl HACTPOWKH
ceTeBbIX MHTepP(ECOB: aBTOMaTnIecKoe BKoueHne uuarepdeiicoB, MAC-aapeca
CETEBBIX MHTEPGEICOB, MapaMeTphbl CETEBBIX ITPOTOKOJIOB.

Ba,anI/Ie IIapoJisd aIMUHNUCTPpaAaTOPa CUCTEMbI

[Tocsie Toro Kak npejBapuTe/bHasg HACTPONKA CUCTEMbI 3aBepIeHa, HAUNHACTCSA
HEIOCPeICTBEHHAS YCTaHOBKa cucTeMbl. [lapasuiesibHo ¢ yecTaHOBKO# HEOOXOTMMO
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HaCTPOUTH MapPOJb aJIMUHUCTPATOPa root U Ipu HEOOXOJAMMOCTHU CO3/aTh yIETHBIE
3aImcy noJb3osaresneil (pucynok 4.10)

OB30P YCTAHOBKM YCTAHOBKA RED OS MUROM-7.3
Hus Crpaska

PEMVIOHAJIbHBIE HACTPOKM  MPOTPAMMHOE OBECTIEYEHME ~ CUCTEMA

© Verommwycranon

B «n
pye

[o—

nogaepxa
=)

O [lata v Bpems
conoi nonc EsporMociaa

MONb30BATENN

On Maponsroot
Mapons oot sagan

Cospanue nonbsosatens

Byaer cosaan nonssosarens user

Pucynok 4.10 — Koudurypanus OC

PEJL OC - 310 MHOTOIIOIb30BaTEIbCKAST OllepallioHHas cucreMa. Ha mpakTuke
9TO O3HAYAET, UTO JIisi PAOOTHI B CUCTEME HYKHO B HEil 3apEeruCTPUPOBATELCH, T.€. JTaTh
MOHATH CUCTEME, KTO UMEHHO HaXOJUTCA 3a MOHHTOPOM U Kjiasuarypoit. Hanbosee
PACIIPOCTPAHEHHBIN CIIOCOO PErmCcTpaIui Ha, CETOIHSIIITHNN JIeHb - UCIOIb30BAHIE
cucremubix nMéH (login name) u naposieii. D10 HaJIEKHOE CPEJCTBO YOEUTHCS, YTO
¢ cucTeMoil paboTaeT TOT, KTO HY>KHO, €CJIM ITOJIb30BaTeIN XPAHIT CBOU IapPOJIA B
CeKpeTe U eCJIU MapoJib JIOCTATOYHO CJI0YKEH U He CJIUIIKOM KOPOTOK (MHAYE ero JIerko
yraJiaTh WIH HOI00paTh).

B OC Bcerja mpucyTCTBYET OJWH CHENUaIbHbIA T0JIB30BATEb - 8 IMIHACTPATOP,
OH Ke cyTiepriojib3oBareb uin aavmuaucrparop PE OC, mia nero 3apesepBupoBaHo
CTaHJIAPTHOE CUCTEMHOE UM - TOOt.

Heobxo0/1mMo 3alIOMHUATE TTAPOJIL TOOt - €10 HYKHO OyJ1eT BBOJIUTD, YTOOBI IOy YUTh
IPaBO U3MEHATh HACTPONKHN CACTEMBI C TTIOMOIIBIO CTAHJIAPTHBLIX CPEJACTB HACTPONKHN

PEJI OC (pucynok 4.11).
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NAPOJIbROOT YCTAHOBKA RED OS MUROM-7.3

Pucynok 4.11 — 3aganne napossa aamuauctparopa PEJI OC

BBos napouia 3auinés, npu Habope mapoJisi BMECTO CUMBOJIOB Ha 9KpaHe 0Tobpa-
JKAIOTCH CIelraIbHble CUMBOJIBI. UTOOBI M30€2KaTh OleYaTKN IIPU BBOJIE TAPOJIs, €ro
peJIaraeTcs BBECTHU ABaK/Ibl. K BBEJIEHHOMY MMapoJIio B PeKUMe PeaTbHOIO BpeMeHN
[PUMEHSIETCs TIOJINTUKA CJIOYKHOCTH I1apoJid, T.e. IPOU3BOJIUTCA €0 IIPOBEPKa, IPHU
CJIUIITKOM IIPOCTOM IIapOJie WM COBIAJEHUU IapOoJisd ¢ MAPOJILHON MOCJIeI0BATE/IHLHO-
CTHIO W3 CJIOBaps MapoJeil cucreMoit OyeT IpeIoyKeHO IPOU3BECTH CMEHY HapOJIs
agvuaEcTpaTopa PEJL OC.

AIMUHECTPATOP OTJIMIAETCSA OT BCEX MPOUUX MOJIB30BATEIEH TEM, ITO €My 103~
BOJIEHO MPOU3BOJIUTH JIIOObIE, B TOM YHCJIE CAMBbIE Pa3pyIINTe/IbHbIe, N3MEHEHUS
B cucreMme. [Tosromy BwIOOp naposs ammunucrparopa PEJL OC - ovennb BaxKHBIH
MOMEHT J1jIsi 6€30IACHOCTH: JIFO0OI, KTO CMOXKET BBECTU €ro IpPaBUJIBHO (y3HATH
W o00paTh), MOIYyInT HEOTPAHUIEHHbIH TocTyn K cucteme. Jlarke Barmm cob-
CTBEHHBbIE HEOCTOPOYKHBIE JIEHICTBUS OT UMEHU OOt MOTYT NUMeTh KaTacTpodIIecKne
MIOCJIEJICTBUS JIJIsI BCEH CHCTEMBI.

[Momumo ajnvuamrcTparopa PEJL OC (root) B cucremy HEOOXOIMMO J100aBUTh, IO
MEHBIIEN Mepe, 0JIHOTO OOBIYHOTO MOJIb30BaTe/ d. Pabora OT nMeHn aJIMUHUCTPATOPA
PEJ] OC cunraercs onacHoit (MOKHO 110 HEOCTOPOXKHOCTH TIOBPEUTH CHCTEMY ),
nosTomy noscenneBayio padory B PEJI OC cieayer BBITOIHATH OT UMEHH OOBITHOTO
M0JI30BATE IS, TIOJTHOMOYNS KOTOPOI'O OTPaHUYEHbI.

[Ipu nobasiieHnn mMoJIBL30BaTES IPEJJIArAeTCs BBECTH UMl yuéTHO# 3ammcu (login
name) 1oJib3oBaTe s, VMst ya€THOIN 3amnmcu Beerjia mpeJicTaBiiseT coboil 0HO CII0BO,
COCTOSIINEE TOJBKO M3 CTPOYHBIX JIATHHCKHUX OYKB (3aryiaBHbIE 3alPEIeHbl), udp u
CHMBOJIA TIOJUEPKUBAHUS « » (HpUuéM 1udpa U CUMBOJ « » He MOTYT CTOSAThH B Ha-
gajie ¢JioBa). YTobbl HCKIIIOUUTD OMEeYaTKH, HapOJib OJIb30BATEIsI BBOJUTCS JIBAKIBI.
Tax ke, kKak 1pu Bbibope naposs ajmunuctparopa PEJT OC (root), meiicrByior
TpebOBaHUS 110 CJIOKHOCTH 11aPOJIS.

B mporecce ycTaHOBKH IIpejIaraeTcsl CO3/1aTh TOJIBKO OJHY YYETHYIO 3aIUCh
OOBITHOTO TIOJIL30BATEJIA - YTOOBI OT €r0 UMEHU CHUCTEeMHbIN ajiMuHucTpaTop PEJL
OC Mor BBIIOHATH 331841, KOTOPbIE HE TPEOYIOT MPUBUICTHUIT CYIIEPIOIb30BATEIA.
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Y4ETHbIe 3alUCH JIJIs BCEX IIPOYUX M10JIb30BaTe/ell CUCTEeMBbI MOXKHO OYJIET CO3/IATh
B JIIOOOIT MOMEHT ITOCJIe €€ YCTaHOBKH.

YcraHOBKa CHUCTEMBbI

DTall yCTAaHOBKH IIPOUCXOIUT HapasIebHO ¢ 3aJaHieM MapoJsisd aJIMUHACTPATOPA
U IIPeJICTaBJIIeT COOO# yCTaHOBKY HabOpa IIporpamMM, HEOOXOIUMBIX JIId pabOThI
cucreMbl (PUCYHOK 4.12).

XOJ1 YCTAHOBKU YCTAHOBKA RED OS MUROM-7.3

Bus Crpaska

Pucynoxk 4.12 — Yeranoska nmakeros PEJT OC

[Tosryvuenune makeToB OCYIIECTBIISETCS ¢ UCTOYHUKA, BLIOPAHHOIO Ha dTalle Ha-
JasibHOM 3arpy3ku. [Ipu cerepoit ycranoske (1o nporokoiay FTP win HTTP) spems
BBITIOJTHEHUST 9TOTO ITara OyJ/ieT 3aBUCETb OT CKOPOCTH COETMHEHUsT U MOYKET OBIThH
3HAYUTE/IHHO OOJIBIITUM, Y€M IIPU YCTAHOBKe ¢ jiucTpudyTuBHoro DV D-mcka.

Hauunas ¢ sToro mrara, mporpaMma yCTaHOBKEH paboraeT ¢ dailjiaMu TOJIHKO
YTO YCTAHOBJIEHHON 6a30B0il cucteMbl. Bee moceayonine n3MeHeHnsi MOYKHO Oy1eT
COBEPIIUTH MOCJIE 3aBEPINEeHNsT YCTAHOBKU MOCPEICTBOM PEJIAKTUPOBAHUST COOTBET-
CTBYIOINX KOH(MUTYPAITMOHHBIX (ail/loB MU TIPU TTOMOIIN MOJIyJIel YIIpaBJIeHUs,
BKJIFOYEHHBIX B JTUCTPUOYTHB.

3arpy3dmk — mporpamMma, KOTopas MO3BOJIAET 3arPyzKaTh YCTAHOBJIEHHbBIE OITe-
paruonnbie cucreMbl. [Ipu aBTOMaTHYeCKOM pa3zdUeHnn Pa3/ie/ioB HAKOIUTE IS Ha
JKECTKUX JTUCKAX CPEJICTBA BBIUUC/IUTEIbHON TEXHUKU 3arPY39YUK aBTOMATHICCKU
yCTaHABIUBAETCS B HAYABHBIN pa3jes JINCKa.

Ecnu ke mmanupyercst UCmob30BaTh U JIPYTH€E OMEPAIMOHHBIE CUCTEMBI, yIKe
YCTAHOBJIEHHBIE Ha 3TOM KOMIILIOTEDE, TOIIa NMeeT 3HAUeHIe, Ha KAKOM YKECTKOM JIHC-
Ke UJIU pasjiesie Oy/ieT PACIoJIOKeH 3arpy3vunk. B OoJIbInHCTBE CilydaeB mporpaMMa
YCTaHOBKU IPABUJILHO TOJI0EPET PACIIOTIOKEHNE 3arPY3UNKa.

[Tocse Beimonnenns konupoBanus ¢aiiyioB PEJ[ OC u ycranoBku 3arpy3dunka
0JIb30BATE IO TIpearaeTcs nponssectu nepesarpy3ky PEJI OC kuomnkoit «Ilepesa-
ITDY3UTH>.
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4.8 CorJiaiieHne noJjib3oBareisi U JIMIeH3MOHHBI J10rOBOP

[Tocste ycrenmHoit mepe3arpysku U IepeJ MPOJOJIZKEHUEM YCTAHOBKU CJIEJIyeT
BHUMATEJIbHO IPOYUTATH YCJIOBHUS MMOJH30BATEIBCKOTO COrIAIeH s (PUCYHOK 4.13).

NEPBAS HACTPOWKA RED OS MUROM (7.3)
B ru

JNMLUEH3WMPOBAHWE

m WNudopmauus o nuuerzum

JIMYEeHIMA HE NPMHATE

Boxog

L% 3anonHMTe OTMeUeHHbIe CEKLUWUMK, Npexne yem I'IEpElT‘ITI.d K CnenyrLlemMy Lwary.

Pucynok 4.13 — IlepBag macTpoiika

B smunensun (pucyHok 4.14) roBopuTcst 0 mpaBax pacnpoCTPaHEHHs! U TapaHTUAX
IIPOU3BOUTEIS.
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MHdopmauus o nMLEH3NUM RED OS MUROM (7.3)

n WUEH3IWOHHOE CcornaleHue:

TNMUEH3WOHHOE COMALLEHWE HacTosuwee nuugH3MoHHoe cornawenune (fanee — eCornawwexmen)
onpenenfeT yCNoBWA, Ha KOToPbiX OBLLECTBO C OFPaHUYEHHOR 0TBETCTBEHHOCTLIO «Peg CodTr (Aanee — «PEL
CO®T») npegocTaenaeT BaM HEUCKNUUTENbHBIE NPABA HA MCNONE30BAHWE NPOTrPaMM ONA 2NMEKTPOHHbBIX
BbIMMCIMTENbHbBIX MALLKH (fanee — «3BM»), onpegenexHb B Cornawexnn. @opma CornaleHdna npu3HaeTcn
HaAnewalled B TOW CTeNeHW, B KOTOPO 3akoHoAaTenbcTeo Poccnickoi @egepalni JonycHaeT 3akaoueH e
AOroBOpa 0 Nepegaye Npas Ha MCNONb30BaHKMeE NporpaMM gna 3BM B ynpowenHom nopagke (n.5 cT.1286
uactu 4 TK Pd). Cornawenue gelcTtBuTenbHo, ecniv Bol ABNAeTECh (DUSUUECKIM UMK FOPUOWUYECKMM NIMLOM,
KOTOpOe NpHobpeno NpaBoMepHO BBEAEHHbIe B rpawaaHckuid obopoT PEL CODT unu c ero cornacuka
TPETBMMM NMLUAMK IKIEMNIAPLI NporpaMm gna 3BM, onpegenexdbx 8 Cornawexuu, B atom cnyuae Boi v PEL
CO®T asnAeTech Hagnexawmumn ctopolami Cornawexna (anee — «CTopoKbn). @AKTOM 3ATPY3KA MITA
YCTAHOBKM B MAMATE 3BM, BOCTNPOM3BENEHUA MM NHOBOW OPYTOW @ OPMBI MCMONE30BAHMA
NPOrPAMM ONA 3BM, ONPELENEHHLIX B COMMALLEHMI, Bbl YOLOCTOBEPAETE HAYANC KX
MCNONb30BAHMA, HTO O3HAYAET BALLE COMMACKME CO BCEMW TEPMIMHAMIA 1 ONPEOENEHMAMM, A
TAKHE YCNOBHUAMIA COMMALLEHMA. Ecnu Bol ABNAETECh NOKYNATENEM IHIEMNNAPOE NporpaMm ang 3BM,
onpegenexHsx 8 Cornalwexn, U He cornacksl © ycnosuaMu Cornawenus, Bel o6asyeTecs HeaaMeqIMTENsHO
BEPHYTb HEMCMONb30BAHHbIE IHIEMIMNAPDI, 3 TAKKE YOANMTb BCE KOMWKM Nporpamm ana 3BM, onpefenenHbix B
Cornawexuud, M3 namaty Baweid 3BM v gpyrux HocuTenel nidopmaumn. Ecnu Bel BeipamaeTe cornacke ¢
ycnosuaAMu Cornawenus, PEL CO®T npegocTaenaeT Bam npasa Ha ucnonb3oeaxue MNpoaykTa, B
COOTBETCTBUM C HUMECTELYHOLLMM:

An PHHHUMaHK NTHUEH3WOHHOE CornalleHWe

Pucynok 4.14 - JIunensus

[Ipu npuobperenun auctTpubyTnBa JaHHOE JUIEHINOHHOE COTJIAIIICHNE IIPUIaraeT-
cs B TIEYaTHOM BHJIE K KOIUU JIUCTPUOYTUBA HA BKJIAJIBIIIE KOMILIEKTA JIUCTPUOYTUBA.
Jluniensust ornocuTes ko Beemy guctpudytury PEJ] OC.

BaBepmeHI/Ie YCTaHOBKU

[Tocie coxpaHeHnsT HACTPOEK U TIEPE3AITYCKa CHCTEMBI TTOJIb30BATEIO TTPEI0CTAB-
JIsTeTCsI KpaH MPUBETCTBUsS W MIPUTJIAIEHNs] K aBTopu3anun. Ha 3ToM ycTaHoBKa 1
nactpoiika PE/I OC szasepmiena, u PEJ[ OC mosHOCTBIO TOTOBA K UCIIOJIB30BAHUIO.

IloaroroBuTesbHBbIE TPOIIEYPhI

[Tocse ycranosku PEJI OC He Bce dpyHKIMN 6€3011aCHOCTH BKJIIOUYEHBI 110 yMOJIIa-
HIIO. AJIMEHHCTPATOP JOJIKEH OIPEIeInTh (PYHKINOHAJIBHYIO POJIb YCTAHOBIEHHOM
ko OC, mepevdeHb pelraeMbiX 3aJad, U B COOTBETCTBUU C JEHCTBYIOIMIUMH II0O-
JINTUKAMU 0€30ITacHOCTU OPTaHU3AINN U POJIU TOJIH30BATE A, KOTOPBI ILJIAHUDPYET
ucnosb3oBaTh OC, Mpon3BecTH aKTUBAIMIO HEOOXOINMBIX CJIYKO, CEPBUCOB W HPHUJIO-
JKeHuil. A UMeHHO:

e CKOH(DUTIYPUPOBATH IEPEUEHb OTCIIEKUBAEMBIX COOBITHI O€30MACHOCTH (IIPUHU-

Masi BO BHIMAHUE TO, ITO YKYPHAJIBI ayIiTa PN OTCIEKMBAHIU BCEX CUCTEMHBIX
COOBITUI MOT'YT UMEThH OIPOMHBIN pa3Mep U OBICTPO UCYEPIIaTh CBOOOIHOE MECTO
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Ha KECTKOM JHCKe, 110 yMoadannio B OC BKIIOYEHO OTCIeKUBAHUE JIAIID OIIPe-
JIEJIEHHOTO YUCJIa KPUTHYECKU BasKHBIX COOLITHI; KAK HACTPOUTH HEOOXOINMBIE
B JIAHHBIH MOMEHT cobbiTust cM. B pazjese «Aymur 8 PEJ] OC»);

HACTPOUTD JIEHCTBUS B CIydae OOHAPYYKEHUsST KPUTUIECKH BarKHBLIX COOBITHI
6ezonacHoctn (em. paszgen «Aymaut B PEJT OC»);

HACTPOUTH JEHCTBUS JJIst IPEJIOTBPAIIEHNsT [IOTEPH JaHHBIX ayauTa (CM. OIu-
canne KoHburypanuontoro daiiia auditd.conf);

cO3JIaTh HEOOXOIMMOE KOJIMYECTBO MMOJIbL30BaTeIell, IpyII, pojeil U cBA3aTh
HOJIL30BATE el ¢ IPYIIIaMI U POJIIME, UCXO/Isl U3 HEOOXOIUMBIX UM ITOJIHOMOYMIA
(cM. mozipasiesbl « YIpaBieHne moJb3oBaTessiMuy, «SELinux» );

YCTQHOBUTH TIpaBa JOCTYIIA HA CO3/aBaeMble BHOBb Karajoru u (dailibl (cMm.
noapaszen «Ilpasa mocryna K daitiam n kaTagoram» );

OIpEJIEJINTh MPABUJIA YCTAHOBKY IIPOrPaMM U IIpaBUJIa 3allyCcKa KOMIIOHEHTOB
mporpaMMHOro obecriederust (cM. mogpasest «CucreMa yIpaBieHus MaKeTaMu
DNF», «Systemd» );

OPEJIEJIUTH U HACTPOUTH UCIIOJIb3YeMble MEXaHU3MbI UJICHTH(DUKAIIMT U &y TeH-
Tudukayn (1o yMOJTYAHUIO UCIIOIb3YEeTCs TIPOCTas MapoibHas ayTeHTU(UKA-
st 1 uaeHTHUKAINS 110 JIOTHHY TOJIb30BATENs ), CPOKU JIHCTBHS yIETHBIX
3alKceil U mapoJieii, TpebOBaHus, IPEIbABIAEMbIe K ayTeHTU(DUKAIMOHHBIM
JIAaHHBIM, 3aJaTh /I I0Jb30BaTesIeil cucreMbl He 6ojiee 4 HEyCIEIIHbIX 110-
IBITOK ayTeHTUMUKAIH, TIOCIe KOTOPBIX JIOJI?KHA BBINOJHUTHCA BPEMEHHAs
OJI0KIPOBKa, yUETHOM 3ammcy moJib3oBaress (cM. moapasdaen «PAM»);
CO3JIaTh HEOOXOIUMBIE PE3EPBHBIC KOIUK JIAHHBIX, ayIUTa 1 CUCTEMHBIX HACTPO-
€K U TIPOBOJIUTD TEPUOMIECKOe UX TECTUPOBAHUE (CM. MOJIPA3Iesbl « Y THIUTHI
JIst paboThl ¢ daiiioBeiMu cucremamuy, «Crontab», «AMTUs, «9kcmopr
JIAHHBIX TI0JIb30BaTe/Is1», « PesepBupoBanne JaHHBIX );

® HACTDOUTH JOBEPEHHBIE CepBepa TOTHOrO BpeMeHHu (cM. mogapasjes «ntpdates);
® [IPOBEPUTH MEJOCTHOCTD BasKHBIX JAHHBIX U CHCTEMHBIX (ailioB (cM. mompasiesn

«Afick»);

OpPraHn30BaTh OTKA30yCTOWYMBLIN KJIacTep MPU HEOOXOIUMOCTH 00eCTIedeH s
HOHMKEHHO# 0TKaz0ycroianBocTr (cM. mojpasest «OTKa30ycToinBbIil Kia-
crepy);

OIPEJIETUTh KBOTBI ¥ IPUOPUTETHI, BBIJIEJISIEMbIE MTOJIb30BATEsIM (CM. MojIpasie-
Jbl «lI3MeHenne mpuopuTeTa mporeccas, «YIIpaBieHne JUCKOBBIMA KBOTAMU»,
«OrpaHnaeHne pecypcoB MOJIb30BATENS» );

YCTAHOBUTH HEOOXO/MMbIE OIPAHUYEHUST Ha CEAHCHI MOJIb30BaTe el (CM. mojI-
paszzen «PAM>»);

YCTaHOBHUTH IPOJOJIZKUTETBHOCTh O€3/1eiICTBIS MTOTh30BaTEIbCKOIO CeaHca, I0-
cJie KOTOporo ceatc Gyjier 3abJI0KNpOBaH WK 3aBepiiéH (cM. noapasen «Ha-
CTpOIiKa XpaHUTesd SKPaHa, OJIOKUPOBKU M PEXKMMa SHEProcOeperKeHnsd» JTOKY-
menTa «Oneparmonnas cucrema «PEJ] OC». PykoBojcTBo nosb3oBateis» ).

Nudopmarius, npuBejéHHast B JJAHHOM PYKOBOJCTBE, JIOJIZKHA UCIIOJIHB30BATHC

COBMECTHO CO BCTPOCHHOM CIIPABOYHOI cucTeMOil man.
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BBegenmne: mmakeTbl, 3aBUCUMOCTH 1 PEIIO3UTOPUN

B PEJI OC orpomnoe 4mncjio oOIumx pecypcoB, KOTOPBIMU TOJIB3YIOTCS Cpasy
HECKOJILKO IPOrpaMM: pa3jesisieMblX OMOJIMOTEK, COIepKalluX CTaHapTHbie (DyHK-
IIIH, UCTIOJTHAEMBIX (DaiijioB, ClleHaAPHEB U CTAHIAPTHBIX YTUIUT U T.J. ¥YIaJeHue U
n3MEHEeHUe BEePCHH OJIHOI'O U3 COCTABJIAIONINX CUCTEMY KOMIIOHEHTOB MOKET IOBJIETh
HEePabOTOCIIOCOOHOCTD JAPYTHUX, CBI3aHHBIX ¢ HIM KOMIIOHEHTOB, WJIN JIayKe BBHIBECTH
U3 CTPOs BCIO cHCTeMy. B KOHTEKCTe CUCTEMHOro aJIMUHUCTPUPOBAHUA TPOOIEMbI
TaKOr0 POJjia HA3BIBAIOT HAPYIIEHNEM IEJIOCTHOCTH CHCTEMBI. 3ajiada aJIMIHUCTPa-
TOpa - 00ecednTh HAJIUIHe B CUCTEME COIVIACOBAHHBIX BEPCHUIl BCEX HEOOXOINMBIX
[POrPAMMHBIX KOMIIOHEHTOB (00ecIieueHne meJIoCTHOCTH CUCTEMbI ).

JI1s1 yeTaHOBKH, yaajieHus 1 OOHOB/IEHUS IIPOrPAMM U IO IePXKAHUST IEJIOCTHOCTH
CUCTEMDBI HUCITIOJIb3YIOTCA MEHEIZKEPDI ITaKETOB. C TOYKH 3peHUA MEHE/2KepPa ITaKEeTOB
IIporpaMMHOe obeciiedeHne peJicTaBiaseT coboii Habop KOMIIOHEHTOB - IIPOIrPaMM-
HBIX [IaKeTOB. Takue KOMIIOHEHTHI Co/lepKaT B cebe HaDOp UCIOJIHSIEMBIX ITPOIPAMM
1 BCIIOMOTaTeIbHBIX (PailjioB, HEOOXOIMMBIX JIJII KOPPEKTHON paboThl IIpOrpaMM-
HOro obecriedeHusi. MeHezKephl IIAKETOB 00JIervaloT YCTaHOBKY IIPOI'paMM: OHU
IIO3BOJIAIOT IIPOBEPUTDHL HaJIMIUE HeO6XOILI/IMbIX JIJIA pa6OTI)I yCTa,Ha,BJII/IBaeMOﬁ Ipo-
rpaMMbl KOMIIOHEHT TOJIXO/IAIIEN BEPCUU HEITOCPEICTBEHHO B MOMEHT YCTAHOBKH, &
TaKzKe MMPOU3BOAAT HEOOXOIMMBIE TIPOIEAYPhI JIJIsT PETUCTPAIAN ITPOIPAMMBI BO BCEX
OIePaIMOHHBIX CPeJax I0JIb30BaTe I CPa3y MoCje YCTAHOBKHU IIPOrpaMMa MOXKET
OBITH JIOCTYITHA TIOJIH30BATE/II0 U3 KOMAHIHON CTPOKHU U - €CJIU 9TO IIPEyCMOTPEHO -
MOSABJISIETCST B MEHIO BCeX Ipaduaecknx 000I01IeK.

Baxkno! Biaromapst MeneizKepaM MakKeTOB, MOJB30BATE0 OOBITHO HEe TpedyeTcst
HEIIOCPeICTBEHHO 00paIaThCst K YCTAHOBOYHBIM IIPOIEyPaM OTAETbHBIX TPOTIPAMM
UJTH HEIIOCPEICTBEHHO PaboTaTh ¢ KATAJIOTAME, B KOTOPBIX YCTAHOBJIEHBI HCIIOTHSIEMBIE
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baiisIbl 1 KOMIIOHEHTBI TporpamMm (00bI9HO 910 /usr/bin, / usr/share/<mms makera>)
- BCIo paboTy Jesaer MeHeKep 1makeToB. [losToMy ycTaHOBKY, OOHOBJIEHUE U YA IeHIE
IPOrpamMM OOBITHO HA3BIBAIOT YIIPABIEHUEM ITAKETAMI.

YacTo KOMIIOHEHTHI, UCMIOJIb3yeMble Pa3IMIHBIMU ITPOrPAMMaMU, BBIJIEJISIOT B
OTJIeJIbHBIE TIAKETHI U MOMedatoT, 910 s pabotsr 110, mpegocTaBisgeMoro makeTom
A, HeoOXoMMO ycTaHOBUTH HakeT B. B takowm ciryuae ropopst, 9ro maker A 3aBucuT
or makera B mam aro mex iy makeramu A u B cymmecrByer 3aBUCHMOCTD.

OmrciiexkuBaHne 3aBUCUMOCTEN MeK/1y TaKUMH ITaKeTaMU IIPEJICTaB/IgeT CODOM
CEPBE3HYIO 3aJ1a9y - HEKOTOPbIE KOMIIOHEHTHI MOTYT OBITH B3aMMO3aMEHSIEMbIMU:
MOKET OOHAPYZKHUThCSI HECKOJILKO TTAKETOB, IPEIIaralolinxX 3aTpeOOBAHHBIN pecypc.

3aj1ava KOHTPOJIA TeJIOCTHOCTU U HEIIPOTUBOPEINBOCTH YCTAHOBJIEHHOTO B CHCTEME
ITO emé cioxkuee. IlpencraBum, uro Hekue nporpaMMmbl A u B Tpebytor Hamams
B cucreme KoMmionenTbl C Bepcuu 1.0. O6HOBIEHNE Bepcun nakera A, Tpebyrolee
obHOBJIeHIsT KOMIIOHeHTHI C 10 HOBOIi, MCIIO/IB3YIONIEH HOBBIM HHTEep(dEiic T0CTyIIA,
Bepcun (ckaxkeM, 70 Bepcun 2.0), BiIedéT 3a coboil obs3aTebHOe OOHOBJIEHUE U
nporpaMmbl B.

OtHAaKO MeHe ZKePhI TAKETOB OKa3a/IiCh HECIIOCOOHBI ITPEJIOTBPATUTD BCE BO3ZMOK-
Hbl€ KOJUIM3UHU IIPU YCTAHOBKE WJIN yJIaJ€HUN IIpOrpamMM, a TeM boJiee 3(pHeKTUBHO
YCTPAHUTH HAPYIIEHUS [eJIOCTHOCTU CUCTEeMb. OCOOEHHO CHJIBHO 9TOT HEJIOCTATOK
CKa3bIBaETCA MPU OOHOBJIEHUU CUCTEM W3 IEHTPAJIN30BAHHOIO PEIIO3UTOPUS ITaKe-
TOB, B KOTOPOM TIOCJIE/IHIE MOTYT HEIIPEPBIBHO OOHOBJIATHCHA, JIPOOUTHCA Ha Oojiee
MeJIKFe U T. II. DTOT HEJIOCTATOK M CTUMYJIUPOBAJ CO3/IaHNE CUCTEM YIIPaBJIEHUS
HPOIPAMMHBIMHE ITAKETAMHU U TIOJJIEPKAHNS 1I€JIOCTHOCTH CUCTEMBI.

s apromaTuzaruu sroro nporecca B PEJI OC npumensiercs: cucrema ypasiie-
HUs TporpaMMHubIMu maketamu DNE.

OcHoBbl pabotsl ¢ RPM

RPM (Redhat Package Manager) coryzkut jjist paboThI ¢ TAKETAMH - YCTAHOBKA,
yJIaJieHne, mpoBepka u T.j1. 1Ipu ycranoBke makeTa rpm 3alucbiBaeT HHOOPMAIIUIO O
HEeM B CBOIO 6a3y JIAHHBIX, UTO U MO3BOJISIET B JATbHEHIIEM YIaIATh HAKeT, TPOCMaT-
puBaTh WH(MOOPMAIUIO O HEM U T.JI.

Taxoit mojxos K yeranoske [1O nmeer HECKOBKO JIOCTOUHCTB, B YaCTHOCTH:

e yHudUIMpoBaHHasd paboTa ¢ PA3HBIMU TAKETAMU;

® OTC/IE’KUBAHNE 3aBUCUMOCTEH MEXKJTy ITAKETAMU BBIMOJIHICTCS aBTOMATUYIECKH;

® HEIPOTHBOPEIMBOCTD MEXKJIY PA3HBIMU HAKeTaMHU.

Eciin BBI3BaTH rpm 6€3 TIapaMeTpoB, TO OH MOKAXKET KPATKUN CITHCOK KJIIOYeii.
O06brvHO 2Ke (hopMAaT BBI30BA IPM TAKOIL:

rpm —<KJIIO‘-I_pe}KI/IMa> <IOMIOJIHUTEJILHEE _KJI0Yn> <napaMeTpH>

<KJIIOY _PEXKUMA >, YKa3bIBAEMbIil TIEPBBIM, OIPEJIC/IACT PEKUM PabOTHI.
OcHOBHBIE BapUAHTHI BHI30Ba IPM:
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Komanga Onucanme KoMaH/Ibl

rpm -1 <daiin-

Yeranoska mnakera (install)
naKera >.rpm

rpm -U <dait-

maKeTas.rpm O6nonsienne nakera (Upgrage)

rpm -e <HakeT>> | YajeHue nakera (erase)

rpm -q <maket> | [lonyuenne nndopmarmn (query)

rpm -v <naker> | [IpoBepka mnakera (verify)

rpm -b Cosnanue nakera .rpm u3 .src.rpm (build)

B apryMeHTax OOBIYHO HCIIOJIB3YETCAd JIBa BapHaHTa CCBbIJIOK Ha ITaKeTDbI.

Ums <aitna-takera™.rpm Jyisi peskUMOB «-i» u «-U» — 910 mosHoe (¢ AupeKkTo-
pueit) ums daiiia.

I Hanpumep, ~ /RPMS/apache-1.3.3-1.i386.rpm.

B npunnumne, rpm nonnmaer umena ¢aitios B Buge ftp-URL, T.e.:
I ftp://<cepsep>/<nmpekropus >/ <daitn>.rpm.

[Taker — 3TO MMs y2Ke yCTAHOBJIEHHOIO ITAKETa JIJI PEKUMOB «-€», «-(» U «-Y».
OHO MOXKeT yKa3bIBATHCS KAK ¢ HOMEPOM BepChuu, Tak u Oe3 Hero.

[Ipumepsr:
acroread-3.01-4;
acroread.

Ecsin BMecTO crimcka nakeToB ykasarh KJod «-a» (all), To aro Gymer o3Hadarh
«BCe makeTwl». KpoMe Toro, kiod «-f» mossosiger BMeCTO MMEHH HAaKeTa yKa3aTb
KaKoi-1100 hailyl, IpuHAIIeKAIINNE STOMY HaKeTy.

MozkHo yKa3bIBaTh He OJiH (hailjI-1akeTa Wil ITaKkeT, a CPa3y HECKOJIbKO, pa3e/iss
ux podeaMu.

Komanma «rpm -q» Mo3BoJIgeT MOIyYaTh CJAETYIONIYI0 NH(MOPMAIIMIO O IMaKeTe:

® BepCHUIO ITaKeTa;

e crncok aitaos;

e yero TpedyeT IaKeT;

® MOYKHO y3HATh, KAKOMY IMaKeTy MPUHAJJICKUT YKA3AHHbINA (ail.

[Ipocto «rpm -q <mmsg-makeTa™» BBIJIAET MMOJHOE HA3BaHWE IAKeTa, BMECTE C
Bepcueii. Ho garre Bcero komama «rpm -q» UCHOJIL3YETCs JJIsd MOy YeHUs CITICKA
daitsioB makera.

Komanma «rpm -qi» (info) Bbmaér cBojnky mHpOpMAIWK O IaKeTe — HA3BAHMUE,
BEPCHIO, O0BEM U T.JI., TIIOC KPATKYIO aHHOTAITUIO.

s mosydenusi criimcka daitinos ucnosbsyercs kiaod «-1y (list).

[TockoJIbKy HEKOTOpPBIE TAKETHI COJIEPYKAT OYEHb DOJILIIIOE KOJTUIECTBO (hailios,
TO CTOUT OTIPABJIATH BBIBOJ OT «rpm -qly Komamie «lesss.
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J1st ostydeHunst «oJtHO» MH(MOPMAIMN O [akeTe (aHHOTAIMH 1 CIHcKa (hailios)
MOXKHO yKa3aTh KJIIOUU «-1» U «-l» OJHOBpeMeHHO.

HacTo BOBHHKAET HEOOXOMMOCTD y3HATH, KAKOMY ITaKeTy IPUHAJIJIEZKUT KaK0i-TO
daitn (mampumep, 9TOOBI 3HATH, IJle UCKATh K HeMy JOKyMeHTanuio). s sroro
MOKHO BOCITOJTIB30BaThCs Kiodom «-f» (file).

[Ipu 3TOM HaJI0 yKa3bIBaThH MOJHOE UM« haiiia - ¢ qupekTopueii. Kpome Toro,
ecsin K ailyly ecTb «HECKOJBbKO TyTeiiy (M3-3a CUMBOJIbHBIX JMHKOB Ha JIUPEKTOPUH ),
TO CJIEJIyeT YKa3blBaTh «OCHOBHOIT» (OOBIYHO TOT, KOTOPBIH 63 CUMBOJILHBIX JINHKOB),
nHaYe Irpm He CMOXKET JIaTh OTBET.

Kmoa «-R» (Requirements) mosBosisier y3HaTh, Kakie MAKETbl 1 OUOJIHOTEKN
TpedytoTces makery. OcobeHHO 9acTo 9TO TpebyeTcs mepej] YCTaHOBKO# makera. Ko-
MaHJ@ «I'pm -y» MaKeT IMO3BOJIIeT CPABHUTDH TEKyIllee cOCTosiHre (hailjioB makeTa C
uHbopMaryeil, 3aucaHioil B 0a3e TaHHBIX. JTO TPeOyeTcs, HAIIPUMED, IIPU ITPOBEPKE,
He UCIIOPYEHbI JIM KaKue-HUOY b BaXKHbIE JJIs CUCTeMbI (bailyibl (Takoe CJrydaeTcst
II0CJI€ BHE3AITHOT'O OTKJIIOYCHUA HHT&HI/IH). HpI/I HaXO2KICHUN paBJH/ILH/HU/I IregaTaecTrcd
KJIIOUeBas CTPOKa, ¢ 0003HAYECHUEM OTJINYUN U UM (ailjia, B KOTOPOM OHM HAMICHBI.

Haznauenne DNF

Qakruuecku, dnf mpejcrapisier coboit 000JI0UKY JIId rpm, 00eCIIeInBAOILY IO
pabory ¢ perosuropusimMu. Y tusuta dnf - 370 MeHeKep 1TaKeToB, KOTOPBI yMeeT
3alpallmBaTh NH(MOPMAIIUIO O MTaKeTaxX, MOJyvdaTh ITaKeThl U3 PEIO3UTOPUEB, yCTa-
HABJIUBATH U yJIAJIATh WX, UCIOJIB3Ysl aBTOMATHIECKOE pa3pelieHne 3aBUCUMOCTEN, a
TaKKe OOHOBJISITH IEJTUKOM CUCTEMY JI0 Tocae HIX Bepcuil nakeToB. DNF BbimosHser
aBTOMATUIECKOE paspeleHne 3aBUCUMOCTEH /I TTAKeTOB, KOTOPbIe OOHOBJISIOTCH,
YCTAHABJIMBAIOTCS WU YIAIAIOTCs, U, TAKUM 00Pa30M, IO3BOJISIET aBTOMAaTHIECKN
OIIpEIe/IATh, TOJIydaTh U YCTaHAB/IMBATh BCE JOCTYIIHBIC 110 3aBUCUMOCTSM IIaKe-
1. /D5t DNF MokHO HacTpouTh HOBBIE, JIONOJTHUTE/IBHBIE PEITO3UTOPUH, WUJIH, 110~
JIDYTOMY, UCTOYHUKH MAKETOB, KPOME TOTO, JIJId HETrO JIOCTYIIHBI MHOT'HE JIOTIOJTHEHUS,
KOTOPBIE YIYUIIAOT U PACUPAIOT ero Bosmokuoct. DNF 1o3BosisieT BBITIOTHATH
MHOT'He U3 3aja4, KoTopble BbimosHsgeT RPM; KpoMe Toro, MHOrue u3 OIIUU KO-
MaHIHOW CTPOKHU y Hero takzke 1mogooHb! ommussM RPM. Yrumura dnf obecieaunsaer
IIPOCTOE M JIETKOEe YIIpaBJIeHHe [MaKeTaMH Ha OJHOW MallliHe WJIA Ke Ha I'PYIIIe
MaIluH.

DNF obGecrieanBaer 6e30macHOe yIIpaBIeHAE ITaKeTaMy ITyTeM BKJIFOUEHUS ITPO-
Bepku curatyp GPG ms makeros, nomanucanubix ¢ nomornbio GPG, misa Beex
PEIO3UTOPUEB AKETOB MJIM JJIsi OTJIE/JIBHBIX PEHO3UTOpreB. B ciydae BKIIOUEHUS
nposepku curnaryp, DNF orkakercsd ycrtanapJImBaTh JII0ObIE IMaKeThl, HE ITO/ITUCAH-
Hble KOPPEKTHBIM KJIIOYOM JIJIS JIAHHOIO PEIO3UTOPHSL. DTO O3HATAET, YTO MOXKHO
JoBepATh mmakeraM RPM, KoTopble ckadmBaioTCsd U yCTaHABJIMBAIOTCS Ha MaIlldHEe
B TOM CJIydae, eC/Ii OHU IOJIyUeHbl U3 JOBEPEHHBIX UCTOYHUKOB, U OHU He ObLIN
U3MEHEHBI B IIPOIECCe IepeIadn.

DNF Tak:xe 1mo3BoJiser JIerko co3iaBarh coocTBeHHbIe pertosuTopun RPM-makeron
JUUTsT CKA9MBAHUs M YCTAHOBKU WX Ha JPYTHX MaIIUHAX.
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Ncroynuku nporpamm (perno3uTopun )

Penosuropun, ¢ koropeimu padboraer DNF, ornuaatorcss or obsranoro nadopa
[IAKETOB HaJUYUeM MeTa MH(MOPMAINHU - UHJIEKCOB ITAKETOB, COJIEPXKAIIUXCI B Pe-
MO3UTOPUNU, U CBeJlennit 0 HuX. [loaTomy, YTOOBI TTOTyYIUTH BCIO MH(MOPMAIUIO O
penosuTopuu, DNF' j1octaTodHo MOIyIuTh €ro MHJIEKCHI.

DNF moker paborarsh ¢ J0OBIM KOJUYIECTBOM PEIIO3UTOPHUEB OJHOBPEMEHHO,
dopmupys eaunyo nHGOPMAIMOHHYIO 6a3y 000 BCEX COJIEPKAININXCH B HUX [TAKETAX.
[Ipu ycranoske nakeroB DNF obparmaer BurMaHue TOJBKO Ha Ha3BAHUE ITAKETA, €I0
BEPCUIO U 3aBUCUMOCTH, & PACIOJIOXKEHNE B TOM MM MHOM PEIO3UTOPUU HE UMeeT
snadenus. Ecim nmorpebyercs, DNF B pamkax oJiHOIT orepaliiil yCTaHOBKU T'PYIIIIBI
MAKETOB MOKET TOJIb30BAThCS HECKOJIBKIMU PETO3UTOPHUIMI.

Baxkno! IIpu ucnosnbzopanun ceprudunupobannoii Bepcun OC 3ampemniaercs Ha-
CTPOMKa CJIy?KO aBTOMATHIECKOI'O0 OOHOBJIEHUsT HA MCIIOJIb30BaHUE BHEITHUX CTOPOH-
HUX PEIIO3UTOPUER OIEePAIMOHHBIX CHCTEM.

DNF nozBoJisieT B3anMoIeficCTBOBATH C PEMOZUTOPUEM C TIOMOIIHIO PA3IUIHBIX
poTOKOJI0B JlocTyna. Hanbosee nonynspusie - HT'TP u FTP, onnako cyriecTByoT
U HEKOTOPBIE JIOTIOJIHUTETHbHBIE METOJIbI.

st roro uroosl DNF Mor ucrnosbs3oBaTh TOT WM HHOM pero3uTopuii, nundopma-
M0 O HEM HEOOXOJMMO IIOMECTHTDH B marky /etc/yum.repos.d/

[Tocte Toro Kak OTpeIAKTUPOBAH CIIMCOK PEIO3UTOpUEB B sources.list, Heobxomumo
00HOBUTH JIOKaIbHYIO 0a3y maHubix DNF o mocrymabix makerax. DTo jemaercs
KOMaH IO

dnf update

[Ipu BBIOOpE MakeToB J1a ycranoBku DNF pykoBosicTByeTcss BceMu JOCTYITHBIME
PENO3UTOPUAMHI BHE 3aBUCUMOCTH OT CIIOCO0A JIOCTyINa K HUM. Tak, ecjiu B PEro3uTo-
pun, gocTymHOM 1o ceTn VHTepHeT, 0OHApyKeHa Oojlee HOBas BePCUs TPOIPAMMBI,
JeM Ha KoMmakT-jaucke, To DNF nagnér zarpykarh J1aHublil makeT us cetu VaTEpHET.

g cozmanmns peno3uTopus, CJIeIyiTe CJIELYIONIM YKa3aHUAM:

e YCTaHOBUTH NAKET createrepo:

dnf install createrepo

e CrommpoBaTh BCE MAKETHI B OJIMH KATAJIOT, HATIPUMED:
I /mnt/local repo.

e 3amycTuTh KOMaHIy «createrepo --databases, ykazas 9TOT KaraJor:

createrepo --database /mnt/local_repo

Ilouck mmakeros

Ecin nonp3oBaTesib He 3HAET TOYHOTO HA3BAHUS IIAKeTa, JJId €ro IMOUCKa MOXKHO
BOCIIOJIb30BaThCA yTUanToil «dnf searchy, koTopas mo3BosisieT UCKaTh HE TOJBKO 110
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MMEHH I1aKeTa, HO U 110 ero OIHUCaHUIO.
Komanna

dnf search <mozcTpoka>

1I03BOJIsIET HaliTU BCe MAKEeThl, B UMEHAX MWW OIUCAHUU KOTOPBIX HPUCYTCTBYET
YKa3aHHAas OJICTPOKA.

JL1st TOro 9TOOBI IOJIpOOHEE Y3HATH O KaK/IOM U3 HAlJIEHHBIX TTAKETOB 1 TPOYUTATD
ero oImcaHne, MOXKHO BOCIIOJIB30BaThCst KoMaHa0i «dnf info», koTopast mokazker
UHMOPMAIIIIO O ITaKeTe U3 PEO3UTOPUS:

# dnf info gdm-libs

YcraHoBKa nJu OOHOBJIEHUE IIaKeTa

Yeranoska nakera ¢ moMoinbio DNF BoimosHseTcss KoMaHIOi:

dnf install <uMsg_mareTa>

DNF mno3Bosisger ycraHaB/JIMBaTh B CUCTEMY IAaKeTbl, TPEOYIOIIHUe it PabOThI
JIpyTrue, ImoKa eIé He yCTaHOBJIeHHbIe. B 3ToM ciiydae OoH ompejiesisgeT, KaKue IaKe-
Thl HEOOXOUMO YCTAHOBUTDH, U YCTAHABJIUBACT UX, MOJIH3YACh BCEMU JIOCTYITHBIMU
PEIO3UTOPUSIMH.

Komana «dnf install <ums makera™» mcrmo/ib3yercst TakKe Jjisi OOHOBJIEHUST
y?Ke YCTaHOBJIEHHOT'O TTaKeTa WJIM I'PYIIbLI MakeToB. B sToM ciyaae dnf gomosanTrenn-
HO TIpOBepsieT, He OOHOBUJIACH JIM BEPCHUs IMAKeTa B PEIIO3UTOPHUHU 10 CPABHEHUIO C
YCTAHOBJIEHHBIM B CUCTEME.

[Tpu momorin DNF M0KHO ycTaHOBUTH U OT/ACAbHBIN OMHAPHBIN Ipm-I1akeT, He
BXOJISIIIMIA HU B OJIUH U3 PENO3UTOpHEB (HampuMep, mosydennsrii u3 Nnrepuer). s
9TOr0 JIOCTATOYHO BBIIIOJHUTH KOMAHTY:

dnf install <uyTs_x_daitny.rpm>

[Ipu sTom DNF mipoBesieT cranapTHyO PO ypPy TPOBEPKH 3aBUCUMOCTEH 1
KOH(JIMKTOB C y?Ke YCTAHOBJIEHHBIMI TTAKETAM.

Wnorna, B pesysbrare onepaliuii ¢ makeramu 6e3 ucrionbzopanngd DNF| meroct-
HOCTh CHCTEMBI HapyIraeTcs, n dnf oTKasbiBaeTcst BBIIOJHATE OMEPAINN YCTAHOBKH,
yJIaJIeHUsT W OOHOBJIEHNsA. B 9TOM cirydae HEOOXOMMO MOBTOPUTH OIIEPAIINIO, 33/1aB
omruio «-f», 3acraBigiontyio dnf ncrnpaBuTh HaApyIIeHHbIE 3aBUCUMOCTH, YIAJIUTD
WM 3aMEHUTH KOHMDJIMKTYIONINE TaKeThl. B 3ToM cirydae HeOOXOIUMO BHUMATETHHO
CIIeIUTh 3a coolIeHnaMr, BblgaBaeMbiMu dnf. JIoOble AeficTBHSI B 9TOM pesKIMe
003aTeIbHO TPEOYIOT TO/ITBEPKJICHUS CO CTOPOHDI TIOJTb30BATE/IS.

y,[[a.]'[eHI/Ie YCTaHOBJIEHHOTI'O IIaKeTa

,HJIH YAaJieHnud 1aKeTa UCIIOJIb3YETCA KOMaH/la:
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dnf remove <umMa_makeTa>.

Jlst Toro, 9To0OBI He HAPYIIATh MEJOCTHOCTH CHCTEMBI, OVIYT yAAJeHBbI U BCE
[IAKeThl, 3aBUCAIINE OT YAAJIAEMOI0: €CJIM OTCYTCTBYET HEOOXOIMMBII JIjIsi pabOTHI
IPUJIOYKEHNST KOMITIOHEHT (HarmpuMep, GHOINOTEKa ), TO CAMO MPUIOKEHAE CTAHOBUTCS
0OEeCIOJIE3HBIM.

OO6HOBJIeHHE BcexX YCTaHOBJIECHHBIX IIaKETOB

YT00BI TPOBEPUTD JIOCTYIIHBIE OOHOBJICHUS JIJIT BCEX CUCTEMHBIX ITAKEeTOB, HEOO-
XOJUMO BBITTOJTHUTD:

dnf check-update

Korma Bce makeTnl, ycTaHOB/IEHHBIE Ha, cepBepe, JTOKHBI OBITH OOHOBJICHBI, HEOO-
XOJMIMO UCIOJIb30BaTh KOMaH/TY:

dnf upgrade

Puppet

Puppet - 3to kpocciiardopmennast CTPYKTypa, HO3BOJIIONIAS CUCTEMHBIM a/IMU-
HUCTPATOPaM BBITIOJIHATEH OOIIE 3a/1a91 ¢ UCIO/Ib30BaHueM Koja. Koy mo3Bosisier
BBIIIOJIHATH Pa3J/IMYHbIC 3a/la9i OT YCTaHOBKKM HOBBIX IIPOI'PaMM 0 IIPOBEPKU IIPpaB
Joctyna (aitioB nan 0OHOBJIEHUN TTOJIb30BATEILCKUX YUETHBIX 3arceil. B GobImmm-
CTBe CJIydaeB puppet UCIoJIb3yeTcst B KOHMDUIYpAIlUK KJIMEHT /cepBep.

DTOT pa3jiesl MOKa3bIBaeT YCTAHOBKY M HACTPOWKY Puppet B kondwuryparun
KJIMEHT /cepBep. DTOT MPOCTOil IpUMep JIeMOHCTPUPYET Kak ycraHoButh Apache ¢
ncroJib3oBanuem Puppet.

g ycranoBku Puppet BBesuTe B TepMuHAIIE:

dnf install puppetmaster

Ha kiimenrckoii Mammue (WM MalllnHax) BBEJUTE:

dnf install puppet

[Ipexxae vem HacTpamBaTh puppet, BaM, BO3MOXKHO, IIOHAJI00UTCA JT0OABUTH
zamcb DNS CNAME mis puppet.example.com, rie example.com - 3T0 Ball J0MeH.
[To ymosraanuto kauentsr Puppet mposepsitor DNS Ha mamumame puppet.example.com
B KadecTBe mMeHu puppet cepsepa (Puppet Master).

Ecymm BB He nipejmnosraraere ncrnob3oBarh DNS, BbI MoXKkeTe [106aBUTH 3aIIUCH
B aiisn /etc/hosts Ha cepsepe u kiaumenre. Hanpumep, B daiin /etc/hosts Puppet
cepBepa J00aBbTe:

127.0.0.1 localhost.localdomain localhost puppet
192.168.1.17 meercat02.example.com meercat(02
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Ha kaxmom Puppet kimmenre nobaBbre 3ammuch s cepBepa:

I 192.168.1.16 meercat.example.com meercat puppet

[Ipumeuanue. He 3abynpre 3amenuts [P-ajipeca u jjoMeHnble nMeHa U3 IIpUMepa
Ha BAIlll aKTyaJIbHbIE aJIpeca U UMeHa cepBepa U KJIUEHTOB.

Teneps HacTpouM HeKOTOPBIE pecypesl 1tst apache2. Cozaiite daiin /ete/puppet/
code/environments/production/modules/install pkg/manifests/init.pp, comepzxa-
U CIIeAYIoNIee:

class install_pkg {
package {
’apache2’:

ensure => installed
+

service {
’apache2’:

ensure => true,
enable => true,
require => Package[’apache2’]
}

}

Ob6parute BHUMaHue, 4TO ObLI co3man kjacc «install pkgs, coBnamarommumii ¢
nMeneMm Moiyss «install pkgs. Mojysm — 3T0 BOBMOXKHOCTB UCIOJIB30BATH KJIACCHI
n ¢yuknun B puppet. Mogyab — 3T0 BCero JMIb JUPEKTOPUS C MIPEIOTPEICICHHON
CTPYKTYpPOi#l KaTtayioroB n ¢aitoB. BeirasanT crpyKTypa MOy st TPUMEPHO TakK:
<UMS_ MOJLYJIsA > /

e files/ - comepxkuT pazmuaHbe HARIH;

e lib/ - comep:kuT mIarnHBI, HApUMeEp, ocobble mepemMenubie (facts) wim Tumb!
pecypcoB (MoxKeT Bbl coznaure cBoif file yours Tum);
manifests/ - xpanuT Bce MaHU(bECTHI;
init.pp - J10/2KeH OBITH 00sI3aTE/IHHO;
<KJjaaccl>.pp;
<olpeaenadeMblil  TUII>.pp;
<kyaccl>/;
<mox_ Kaaccl>.pp;
<I10JT__ KJIacC2>.pp;
templates/ - comepKuT uCHoIb3yeMbIe MabI0HbI «*.erby;
tests/;

Obparrerre B Kojie puppet K Kjaccam OyJIeT BBITVIAIETh Kak:

<mma_mogmynsa> { ... }
<mMma_momynsa>: :<kmaccl> { ... }
<HMH_MOHynﬂ>:Z<KHaCC1>22<HOﬂ_KHaCC1> { ...}

st Toro, 9ToObI MO/ TYJIb BOOOIIE 3apaboTall JOCTATOTHO UMETD IMAIKy ¢ HMEHEM
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MOJLYJIsI, TIAIKY ¢ MaHU(ECTaMi U HAYAIbHBIM MaHupecToM «init.pp».

Tpebyercst, 9T0OBI B KaxkjI0M U3 daitjaoB <kjiaaccl> ... <moja  kjaccl> ObLI
OJTMH ¥ TOJIBKO OJIMH KJIACC C COOTBETCTBYIONTUM MMEHEM: < MMsI_ MOJLyJIsI >:: < Kjaccl>

. <HMs_ MOIyJs > <Kjaccl>:<moj_ kiaaccl>. [Ipu srom daiir init.pp jgosKeH

COJIEP2KATDH KJIACC C UMEHEM < UM MOJLYJIs > .

[MostyunTs oty K aiiiam Moyt MOXKHO, HAIIPUMED, 110 ajipecy puppet:///mo-
dules/<ums momymsi> /.

Hauee cozmaiire daiin yaa /etc/puppet /code/environments/production /manifests

/site.pp c:

node ’meercat02.example.com’ {
include install_pkg
+

Bamennre «meercat(2.example.com» Ha akTyaJbHOe nMs Barrero Puppet kimenTa.
WcnonwayiiTe 11 nMeHn HOJIbI KJto4ueBoe ¢ioBo default, ecyin HeoOXo MO IPUMEHUTH
HACTPONKU JIJIsT BCEX Y3JIOB.

DuHAIBHBIM IIIArOM JIJIsI 3TOro mpoctoro Puppet ceppepa siBjisieTcs mepe3arycK
cepBuca:

systemctl restart /etc/init.d/puppetmaster

Teneps na Puppet cepsepe Bce HACTPOEGHO U BpeMsl HACTPOUTD KJIMEHTA.
Crauajia HacTpouM cepsuc Puppet arenra jis 3amycka.
Orpenaxkrupyiire /etc/default/puppet, 3amenus 3nauenune «START» Ha «yes»:

START=yes

[asee 3amrycTure cepBuc:

systemctl start /etc/init.d/puppet

Bosppamaemca na Puppet cepsep i mojnmcu KJIMEHTCKOrO cepTudUKara ¢
IIOMOIIBI0 KOMaH/IbI:

puppetca --sign meercat(02.example.com

[Iposepbre /var/log/syslog Ha so6bie omubku Koudurypamnuu. Eciu Bee npormio
Xoportno, makeT apache2 m ero 3aBucumocTu Oy/IyT ycTaHoB/IeHbI Ha Puppet Kimenre.
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IIporpamma sudo

sudo - 9T0 mporpamMma, paspaboTaHHasi B IIOMOIIb CUCTEMHOMY aIMUHUCTPATOPY
1 ITO3BOJISIONIASA JAeJIErMPOBATh T€ WM WHbIE ITPUBUIEITPOBAHHBIE PECYPCHI TOJIb-
30BATEJISIM C BeJIEHUEM MPOTOKOIa PaboThl. OCHOBHAS Hjies - JIATh MOIb30BATEISIM
KaK MOYKHO MEHBIIIE IIPaB, HO IIPU 3TOM POBHO CTOJIBKO, CKOJIBKO HEOOXOIUMO ISt
pemeHunsd IMOCTaBJICHHBIX 3a/Ja.

Komana sudo mpejocraBiisieT BO3MOKHOCTD TTOJTB30BATE/ISIM BBITIO/IHITH KOMAaH-
JII OT UMeHu root jibo Jpyrux nosb3osareseit. [Ipasuiia, ucronbsyembie sudo i
[PUHATUS PEIeHnsT O IPEJOCTABIEHNN JOCTYTIa, Haxoaarcsa B daiiie /etc/sudoers.
Kpowme Toro, npumep mpaBuii, IpeIoCTaB/ISIONINX HOJIb30BATEISIM, SIBJIATOIIMUCST
YJICHAMU TPYIIBLI TPM, BO3MOXKHOCTD YCTAHABIUBATEH, OOHOBJIATD U YIAIATH MAKEThHI
B cucTeMe, IpuBe/IeH B daiiie/usr /share/doc/sudo-<Bepcus > /sample.sudoers.

st penaktupoBanust daiiia /etc/sudoers ciejyer UCIOIB30BATH TPOrPAMMY
visudo, KoTopasi IpoBEPsIeT CUHTAKCUC M TEM CaMbIM II03BOJIAET U30€:KaTh OMIMOOK B
MPABUJIAX.

B GosibimmHCTBE CtyvaeB rpaMOTHAsT HacTpoiika sudo jgeaer paboTy OT UMEHU
CYTIEPIIOIb30BATE T HEHY KHOM.

IP-dbuabTp iptables: apxuTtekTypa m cuHTaKCUC

Hasznauenune I[P dpunbrpa - 06paborka MoTOKa JTAHHBIX, TPOXOIANINX I€Pe3 CTEK
ceTeBbIX MPOTOKOJIOB siyipa OC 1m0 3a/JaHHBIM KPUTEPHUSIM.

QuIbTPbI COCTOAT U3 TpaBmI. Kaxkioe mpaBuiio - 3To CTPOKa, cojiep:Kaliast B cebe
KPUTEPUH, OIPEJIEISIONIIe, TO/IIaIaeT JIU MaKeT 0/1 3a/J[aHHOe MTPABUJIO, U JICCTBHE,
KOTOpPOE HEOOXO/IMMO BBITIOJIHATD B CJIydae YAOBICTBOPEHUS KPUTEPU.
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YcrpoiictBo puabTpa iptables

Jlns iptables B ob1iem Brjie IpaBujia BBITIAIAT TaK:

iptables <-t table> command <match> <target/jump>

He obsi3aresbHO cTaBuTh Onmcanue jeficTBus < target/jump > mocjeHIM B CTPO-
Ke, HO JIy4dIlle MPUJIEPKUBATHCI UMEHHO TaKOH HOTAIUU JJIsd YI000UUTAeMOCTH TIpa-
BIJI.

Ecnu B nmpaBuio ne BKIovaeTcs cuenudpuxkarop <-t table>, To mo ymoauanuio
pe/IoJIaraeTes uenosib3oanne Tabuipl «filters, ecm e mpeosaraeTcs UCIo b
30BaHUe JPYroil TabJ/uIbl, TO 9TO Tpedyercsd yka3aTh aBHO. CrerudukaTop TabIMIIbI
TaK K€ MOYKHO YKa3bIBaTh B JIIOOOM MeCTe CTPOKU IMPABUJIA, OJHAKO DOJIee Wi MEeHee
CTAH/IAPTOM CUUTAETCS yKa3aHUe TaOJIUIbI B HAYa e [IPaBUIA.

Jlasee, HEMTOCPEICTBEHHO 38 UMEHEM TaOJIUIILI JIOJI?KHA CTOATH KOMAaHIa yIIpaB/ie-
Hus puabrpom. Ecin cnerudurkaropa TabIuibl HET, TO KOMaHIa BCErJia JOIKHA
cToATh 1epBoit. Komanga onpeenser aeiictre iptables, Hapumep: BCTaBUTDH IIpa-
BUJIO, WK JI00ABUTH IIPABUJIO B KOHEI] IEMOYKH, UK yIaJIUTh IIpaBuio u T.11. Tejo
KOMAHIBI B OOIIIEM BHUJIE BLITVISINAT TaK:

<goMaHIa> <IlelIo4ykKa>

Kimou koman el yKa3bIBaeT Ha TO, YTO HYXKHO CJIe/IaTh ¢ ITPABUJIOM, HAIPUMED,
KOMaH/1a «-A» yKa3blBaeT Ha TO, UTO MPABUJIO HYXKHO J00ABUTH B KOHEIl YKa3aHHOM
[ETTOYKU.

[emmouka ykasbiBaeT B KakyIo IEMOYKY HY:KHO J100aBUTH mpaBmio. CTaHIapTHBIE
nernoukn - INPUT, OUTPUT, FORWARD, PREROUTING u POSTROUTING.
Onn HaxongaTcsa B Tabimnax ¢uabrpa. He Bce Tabimipl comepKar Bce CTaHIAPTHBIE
IETIOYK.

Paznen <match> 3ajaér kpurepun mpoBepKu, 10 KOTOPBIM OIPEIE/IAeTCs, O/
[a/Ia€T JIX MTaKeT [0/1 JIefiCTBIE TOro MpaBuIa Wik HeT. 3/1eCh MOXKHO yKa3aTh CAMBIE
pasuble Kpurepun - [P-azpec ncrounuka rmakera min ceTH, ceTeBoit nHTepdeiic u T.1.

<target> ykasbIBaeT, KaKoe JeiCTBHUE JOKHO OBITh BBIIOJHEHO P YCIOBUT
BBIIIOJTHEHNS KPUTEPHUEB B IIpaBU/Ie. 371eCh MOYKHO IEPEJATh ITaKeT B APYTYIO MEMOUIKY
IpaBuJI, «COPOCUTHY MMAKeT U 3a0bITh PO HErO, BbIJIATh HA UCTOYHUK COODIIEHUE 00
omubKe 1 T.J.

Korya naker nmpuxo/iuT Ha ceTeBOoe yCTPOHCTBO, OH 00pabaThIBAETCsA COOTBET-
CTBYIOIUM JipaiiBepoM u jasiee nepejaerca B duiabtp B sape OC. lanee naker
MPOXOJIUT PsAJI, TAOJIUI] U 3aTeM IepeaéTcs JIMO0 JIOKAJIHLHOMY ITPUJIOZKEHUIO, OO
nepenpas/igeTcsd Ha JIPYTYIO MaIluHY.

Bcrpoennbie Tabauiibl dusibrpa iptables

[To ymoraanmio uctonib3yercs Tabduia «filters. Omrus «-t» B mpaBmie yKa3bBaer
Ha UCI0JIb3yeMyto Ta0uIy. C KIIOUOM «-t» MOXKHO YKa3bIBATh CJIEIYIOIIe TaO UIbL:
«nat», «<mangle», «filters.
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Tabaura nat

Tabsuma «naty UCIOIB3yeTCs, IIABHBIM 00pa30M, JJIs TPEOOPA30BAHUS CETEBBIX
agpecoB Network Address Translation. Yepes 31y Tab/uIly POXOIUT TOJBKO TEPBbIii
naker u3 noroka. [IpeobpaszoBanus ajpecoB aBTOMATUIECKU TTPUMEHSIETCS KO BCEM
MTOC/IeTYIOIIUM TTaKeTaM. DTO OJWH u3 (aKTOPOB, MCXOJIsI U3 KOTOPHIX, HE HYKHO
OCYIIECTBJIATH KaKyIO-/IMO0 (DUIBTPAIMIO B 9TOH TadJIUIIE.

Hemouka PREROUTING ucrnonb3yercs Jjisi BHECEHHSI I3MEHEHU B ITaKeThl Ha
BXOJie B (PUJIBTP.

Herouka OUTPUT wucnionb3yercst 7jisi Tpeodpa3oBaHusl MAKETOB, CO3IaHHBIX
MPUIOKEHUSIMU BHYTPU KOMITBIOTEPA, HA KOTOPOM yCTaHOBJIEH (DUIBTD, Tepe.t pu-
HATUEM PEIIeHUs O MapIIPy TU3AIIH.

Hemouka POSTROUTING wucnobs3yercst 1j1st IpeoObpa3soBaHmsI IAKETOB Iepe/T
BblJIaY€ell UX B CETh.

Tabauiia mangle
Tabyimna «mangles ucob3yeTcs /st BHECEHUsI U3MEHEHUN B 3ar0JIOBKU [AKETOB.
[Ipumepom moxker cinyxuth u3merenne mosst TTL, TOS umu MARK.

Baxkno! B geiicrBurenbaocru nmoste MARK He m3mensiercss, HO B maMsaTH sIapa
3aBOJIUTCS CTPYKTYPa, KOTOPasi COIPOBOXKIAET JAHHBIN ITAKeT BCEe BPEMsI €0 IIPOX0XK-
JICHUS 9epe3 MAIlUHy TaK, 9TO JIPYIHe MpaBu/ia 1 IPUJIOKEHUsT Ha JIAHHON MarmHe (1
TOJIBKO HA JIAHHOW MAIlIMHE) MOI'YT MCIIOJIB30BAThH 9TO MOJI€ B CBOUX IeJIsiX. Tabsmia

nmeetT nse nenouku PREROUTING u OUTPUT.

Hemouka PREROUTING wucnosib3yercs i1t BHeCeHUsI N3MEHEHUN Ha BXOJIE B
GuabTp 1Iepe MPUHATHEM DPEIeHrs] O MapIIpyTU3AIINH.

Hermouka OUTPUT — ny1s1 BHeceHUsI m3MeHEHNI B MAKEThI, MOCTYIAOIINE OT
BHYTPEHHUX Npuioxkenuit. Tabiauna «mangles He JIO/KHA HUCIOIB30BATHCA JIJIsd
npeobpazoBanus cereBbix aapecos (Network Address Translation) nim mackapasmara
(masquerading), MOCKOJIbKY JIjisl 9TUX 1eJieil umMeeTcst Tab/Iuia «nats.

Tabaumna filter

Tabuna filter ucnosb3yercs riaaBHbIM 00pa3oM i (pUIbTpaIuu makeToB. s
npuMepa, 3xaech Mbl MozkeM BbinogauTs DROP, LOG, ACCEPT unu REJECT 6e3
KaKUX-JIM00 CJI0YKHOCTEl, KaK B ApyTrux Tadaumax. ViMeercs Tpu BCTPOEHHBIX IETIOYKN
FORWARD, INPUT, OUTPUT.

Hemouka FORWARD wucniosib3yercst st (pusibTpariuu makeToB, UAYINX TPaH3U-
TOM 1epe3 (pUILTPYIOMNA KOMIIBIOTED.

Hemouka INPUT npeanasnadena jjist 00pabOTKU BXOJANINX [TAKETOB, HAIIPaBJIse-
MBIX JIOKAJIbHBIM IPUIOKEHIAM (DUIBTPYIONIEr0 KOMIIbIOTEpA.

Hemouka OUTPUT ucnoib3yercst jiuid GUABTPAINNA UCXOJANINX TAKETOB, CreHe-
PUPOBAHHBIX JIOKAJIBHBIMHI IPUIOKEHUAMEI (DUIHTPYIONIEr0 KOMIIBIOTEPA.

Komanabsl yrusuthel iptables

HI/I)Ke IIPUBOAUTCA CIIMCOK KOMaH/ U IIpaBUJIa UX MCIIOJIb30OBaHWA. HOCpeﬂCTBOl\A
KoMam 1 coobraercs iptables, uro npeamnosaraercs ciaenarb. OOBIMHO MPEIIIOIaraeTcs
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OJIHO W3 JIBYX JIEUCTBUI - 9TO j1006aB/IEHNE HOBOTO MPABUJIA B IEMOYKY WU Y/IAJIeHUe
CYIIECTBYIOIIETO MIpaBUia U3 TOH Wjn uHoil Tabsunbl. /laiee npuBeieHbl KOMAHIHI,
KOTOpbIE UCIOJIb3YIOTCA B iptables.

Komanga

®dopmar BbI3OBa

PesyabTaT

-A, -append

iptables -A INPUT

Jlobasiisier HOBOe IIPABUJIO B KOHEIl 3a/IaHHOI
IETTOYKH.

-D, -delete

iptables -D INPUT,
-dport 80 -j DROP,
iptables -D INPUT
1

Viajenne rpapuia u3 mnernovdku. Komanmga nmeer
JiBa, hopMaTa 3aIuCH, MEPBLI - KOTJIa 3aaéTCs
KpuTepuii cpaBaenus ¢ onmnueit -D (cM. mepBbrit
pUMep ), BTOPOI - MOPsIJIKOBBII HOMED IIpaBuJIa.
Ecnn 3apaérea kpurepuil cpaBHeHUS, TO yJia-
JIZeTCd TPaBUJIO, KOTOpOe MMeeT B cebe 3TOT
KpUTEpHil, ecan 3a71a€Tcd HOMEp IIpaBUja, TO
OyJeT yJIaaeHo TPABUJIO C 3aJJAHHBIM HOMEPOM.
Cuér npaBumii B IENOYKax HaYUHaeTcs ¢ 1.

-R, -replace

iptables -R INPUT
1 -s 192.168.0.1 -j
DROP

JlanHnas KoMaH/1a 3aMeHseT OJIHO ITPABUJIO JIPY-
ruM. B OCHOBHOM OHa HUCIIOJIb3YeTCsl BO BpeMs
OTJIQJKN HOBBIX IIPaBUJI.

-1, -insert

iptables -1 INPUT
1 -dport 80 -j
ACCEPT

Bcerapiissier HOBOe NpaBUJIO B MEINOYKY. HuCII0,
cJeyIolIee 3a UMEHEM IETIOYKH, YKa3bIBaeT HO-
Mep IPaBUJa, Mepel KOTOPbIM HY?KHO BCTaBUTH
HOBOE TIPABUJIO, JIPYTUMHU CJIOBAMHU YHUCJIO 33aET
HOMED /JIjIsi BCTaBJIsIeMOTO IpaBuia. B mpume-
pe, YKa3bIBaeTCsl, UTO JAHHOE ITPABUJIO JOJI2KHO
ObITh 1-M B nemouke INPUT.

-L, -list

iptables -L INPUT

BriBoj1 crincka 1paBuil B 3a/IaHHOI 1I€II0YKe, B
JAHHOM IIPUMepe IIPeIIoiaraeTcss BbIBOJI IIpa-
B u3 nenodku INPUT. Ecim umsa nenodkn
He yKa3bIBA€TCs, TO BBIBOJUTCS CITUCOK ITPABUJI
JIsd Beex 1ienodek. PopMar BhIBOJA 3aBUCHT OT
HaJIMYUsl JIOIOJIHUTE/IbHBIX KJII0Ueil B KOMaH/Ie,
HaIpuMep -n, -V, U Ip.

-F, -flush

iptables -F INPUT

ViiaeHne BceX NPABUII U3 3a/aHHON IIEIIOYKN
(Tabsurpr). Ecin uMs 11enodkn v tabynis He
VKa3bIBAETCsl, TO YJIAIAIOTCA BCEe NPABUIIA, BO
BCEX IIENIOYKAX.
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Komanmga

®opmaTt BbI30OBa

PesyabTaTr

-7, -7ero

iptables -Z INPUT

O6ny/ieHre BCeX CIETINKOB B 3aJaHHON IEITOUKE.
Ecnan nmsa mernovkn He ykasbIBaeTcs, TO TOIpa-
3yMeBaloTcd Bce 1enovuku. [Ipu ncnonmb3oBannm
KJIIOYa -V COBMECTHO C KOMaH 101 -1, Ha BBIBOJL
OY/IyT TOJAHBI U COCTOSHUS CUETUMKOB TAKETOB,
ITOIABIIUX IO JIeiCTBHE KaxKJI0ro mnpasmia. Jo-
IyCKaeTCAd COBMECTHOE MCIOIb30BaHIE KOMAaHT
-L u -Z. B srom caydae Oyner BbIIaH cHadasIa
CIIMCOK IIPaBUJI CO CUYETUMKAMU, & 3aTeM IIPO-
n30iIET OOHYyJIEHIE CUETYNKOB.

-N,
-new-chain

iptables -N allowed

Cozmaércest HOBas IETOYKa, C 3aJaHHBIM HMEHEM B
3a/1aHHOI Tab/uiie B BbIle IpuBeIEHHOM IIPIMe-
pe co3maércst HOoBas Iernodka ¢ umeneM allowed.
Nmst mernovukn J012KHO ObITh YHUKAJIBHBIM U He
JIOJIZKHO COBIIQJIATH C 3ape3epBUPOBAHHBIMUI NMe-
namu nenovek u geiicrsuit (DROP, REJECT u
T.II.)

X,
-delete-chain

iptables -X allowed

Vianenue 3aJIaHHOM MEMOYKNA U3 3a/IaHHOM Tab-
JIATIBL. YJiajisgeMas MerovKa He JIOJIKHa UMeTh
MIPaBUJI U HE JIOJPKHO OBITH CCHLIOK U3 JPYTHUX
IENoYeK Ha YAAJIAeMYIo Iernovky. Kcam mms 1e-
[IOYKHM He yKa3aHo, TO OY/yT yJaJIeHbl BCE Iie-
MIOYKH, OIpe/Ie/IEHHBIe KOMaHI0i -N B 33/ 1aHHOI
TaOJINIIE.

-P, -policy

iptables -P INPUT
DROP

OrnpejiesisieT MOJUTUKY 110 yMOJIIAHUIO JIJIs 38~
nmanHoil nernouku. llommTwka Mo yMosdaHUio
ompejiesigeT JeficTBAe, PUMEHSEMOe K TIaKe-
TaM He TONABIINM 10T JIEUCTBUE HU OJHOTO U3
IIpaBUJI B HEIIOYKE. B KadecTBe IIOJIUTUKU IIO
YMOJTIaHUIO JIOMYCKAeTCsT ncoib3oBatb DROP,

ACCEPT u REJECT.

-E,
-rename-chain

iptables -E allowed
disallowed

Komanna -E BeImoTHSET TepenMeHOBaHME TTOJTb-
30BaTENLCKON IerovYku. B mpumepe 1emnod-
ka allowed Oymer mepermMeHoBaHa B IEHOYKY
disallowed. 9Tu nepenmenoBaHus He U3MEHAIOT
MOPSIIOK PAOOTHI, a HOCAT TOJBKO KOCMETUYe-
CKUIl Xapakrep.

Komanma momkaa ObITh yKazana Beerja. CIUCOK MOCTYITHBIX KOMAH] MOXKHO

IIPOCMOTPETH C ITOMOIIBIO KOMaH/IbI

iptables

-h

WU, 9TO, TO Ke CaMoe,
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iptables

-help

HeKOTOpre KOMaHAbl MOI'YT HMCIIOJIb30BAaTbCAd COBMECTHO C JOIIOJTHUTEJIbHBIMUA

KJITO9aMH. HI/I}KG IIPpUBOAUTCA CIIMCOK JOIIOJIHUTEJIbHBIX KJHO‘IGI7I, 1 OIINCBIBaETCA
pPE3yAbTaT UX ACHCTBUM.

Kuroun ytusutsl iptables

Korou

IIpumep

ITosicuenuna

_V,

-verbose

-list, -append,
-insert, -delete,
-replace

JIaHHBII KJII0Y UCHOIB3YETCH JIJIA TOBBINIECHUs UH-
dopmaTuBHOCTH BBIBOJIA U, KAK TPABUJIO, UCIIOTL3Y-
eTCcsl COBMECTHO ¢ KoMaH/oit -list. B cirydae ucnosib-
30BaHUs ¢ KOMaHI0#1 -list, B BBIBOJI 9TO# KOMaH/IbI
BKJIIOYAIOTCH TaK »Ke uMda uHTepdeiica, C1éTInKI
MAKeTOB U OANT JIJIs1 KaxK10ro mpasusia. PopMar BbI-
BOJIa CYETIMKOB IIPEJIIOaraeT BbIBOJ KpoMe 1udp
quesia emgé 1 cuMBoJIbHbIe MHOXKUTEeH K (x1000),
M (x1,000,000) u G (x1,000,000,000). st Toro
YTOOBI 3aCTaBUTH KOMaH1y -list BBIBOJUTD MTOJTHOE
qucsio (6e3 ynorpebsienust MHOKUTeJ€lt ), TpebyeTcs
IPUMEHSITH KJTI0Y -X, KOTOPBIN onncan HuzKe. Fc-
JIN KJIIOY -V, -verbose HCIoJIb3yeTcs ¢ KOMaHIaMU
-append, -insert, -delete unn -replace, To Ha BBIBO
OyJeT BbLIAH MOAPOOHBIH OTYET O IPOU3BEIEHHO
OTICPAITHH.

_X,

-exact

-list

JI1st Bcex 4mcesl B BBIXOJIHBIX JTAHHBIX BBIBOISITCS
UX TOYHDbIE 3HAYEHUs 0e3 OKPYIVICHHA U 0e3 IpuMe-
nenust maoxkuTteneit K, M, G.

_n7

-numeric

-list

Iptables BoiBos T [P-ajipeca n HOMepa OPTOB B
YUCJIOBOM BHJIE, TIPEJIOTBPAIAs MOIBITKHI Ipeodpa-
30BaTh UX B CUMBOJIMYECKNE UMEHA.

-line-numbers

-list

Kimou -line-numbers Bk/IIo9aeT pezkKuM BBIBOJIA HO-
MEPOB CTPOK IIPU OTOOPAXKEHUU CITMCKA MTPABUIIL.

_C7

-set-counters

-insert, -append,
-replace

ODTOT KJIIOY UCIIOJIB3yeTCs IPU CO3TAHUU HOBOT'O
IpaBuJIa JIJIs yCTAHOBKH CYETUNKOB ITAKETOB U OaiiT
B 3aJlaHHOE 3HAYEHUE.

Hamnpuwmep, kimou -set-counters 20 4000 ycranoBut
cuéTunk nakeroB = 20, a caétuuk Oaiir = 4000.

-modprobe

Jliobast KoMaH1a

Kiou -modprobe onpejienisier KoMaH 1y 3arpy3Ku
MOJLYJISI SIpA.

OcHoBHBbIE JieiicTBUsi HAJl nakeTaMu B puiibTpe iptables
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eiicTBue

Ilogacuenus

ACCEPT

[TakeT npekpaaer JIBUKEHHUE T10 METMOoYKe (U BCeM BBI3BABIIUM
[EMOYKaM, €CJIM TEeKyIasl Mernovka ObLIa BJIOKEHHOI) n cunTa-
eTcs MPUHSATHIM; TeM He MeHee, ITaKeT MPOJIOJIKUT JIBUKEHHE TI0
IEeIoYKaM B JAPyrux Tab/IuIax u MOXKeT ObITh OTBEPIHYT TaM.

DROP

OrbpaceiBaeT nmaker u iptables «3a0biBaeT» 0 €ro CyIeCTBOBAHNM.
OtOporeHHbIe TAKeThI TPEKPAIIAIOT CBOE JIBUKEHIE IIOJTHOCTHIO.

RETURN

[Ipekpariaer gBUKEeHUE ITAKETa 110 TEKYIIEH MerovKe paBul 1
MIPOU3BO/IUT BO3BPAT B BLI3BIBAIOILYIO TIEMIOYKY, €CJIU TEKYIIAsd
IenoYKa ObLIa BIOYKEHHOMN, WU, €C/IN TEeKYIIas IernovYKa JeXKUT
Ha camoM BepxHeMm yposue (Hanpumep INPUT), to k makery
Oy/leT MpUMEHEHa MMOJIUTUKA [0 yMOJIIaHUIO.

LOG

CityKut Jis )KypHAJIUPOBAHUS OTJIEJIbHBIX TAKETOB U COOBITHIA.
B cucremubril :KypHas MOryT 3aHOCUTLCs 3aroyioBku [P-niakeros
U JIpyras mHTepecylolias Bac nHMOPMAIs.

REJECT

Wcnonb3yercst, Kak MIPaBUJIO, B TEX K€ CAMBIX CUTYAIUIX, ITO
n DROP, #o B orsimane or DROP, komanna REJECT Boermzaér
coobIrenne 06 OIMuOKe Ha XOCT, IIePeIaBIInii TaKeT.

SNAT

Wcnosibayercst i1t mpeobpa3oBaHust ceTeBbIX aJjipecoB (Source
Network Address Translation), t.e. uamenenue ucxossimero [P-
ajipeca B [P-3arojioBke nakera.

DNAT

Destination Network Address Translation ncrnosb3yercs st mpe-
obpa3oBaHus ajpeca Mecra HasHadenus B [P-3arosioske makera.

MASQUER
ADE

B ocnoge cpoeii npezcrasisier To ke camoe, 910 1 SNAT To1BKO0
He uMeeT Kjoda -to -source. [lpuwamnoit ciaykut TO, 94TO Mac-
KapaJInHI MOXKeT paboTaTh, Harpumep, ¢ dialup nogkouenuem
nmu DHCP, 1.e. B Tex caygasx, korma [P-ajgpec npucBanBaercst
YCTPOMCTBY JUHAMUYECKU. EC/u MCIoIb3yeTcd JUHAMUYIECKOe
MOJKJII0OYEHNE, TO HY?KHO HCII0Ib30BaTh MacCKapaIMHT, €CJIU Ke
UCIIOJIBb3YeTCs cTarudeckoe [P-1ojik/Iiodenune, To JIydImuM BbIXO-
oM Oyrer uctosb3oBanue geiicteuss SNAT.

REDIRECT

BI)IHOJIHﬂeT IIepeHalipaBJ/JI€eHUE ITaKEeTOB W IIOTOKOB Ha ,Z];pyI‘OIU/I
MOPT TOM ke caMoil Mamuubl. K mpuMepy, MOXKHO MAKeTbl, TIOCTY-
natormue Ha HTTP nopt nepenanpasuts Ha nopt HTTP proxy.
HeitcrBue REDIRECT odenb ymo0HO /1151 BBITTOJTHEHUS «ITPO3Pat-
HOTO» NPOKCHpOBaHus (transparent proxy), Korja KOMIBIOTEDHI B
JIOKAJTLHOM CEeTH JTazke He I0JI03PEBAIOT O CYIIECTBOBAHUY ITPOKCH.
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eiicTBue Ilosicuenus

Ucnonw3yercs 11t M3MEHEHUs COAEPKUMOTO TIOJIS «BPeMs K13~
un» (Time To Live) B IP-3arososke. Qi 13 BapHaHTOB IIpHMe-
HEHHs 9TOTO JIefICTBUS - 9TO yCTaHABINBAThH 3HaYeHHe 101 Time
To Live Bo Bcex MCXOIININX HaKeTax B OJHO M TO »Ke 3HadeHue.
Ecnun ycranoButh Ha Bce makeThl 0j1HO U TO ke 3Ha4denue TTL,
TO T€M CaMbIM MOXKHO JIMIIUTH IIPOBaiijilepa OJIHOTO M3 KPUTEPUEB
OIIpe/IeJIEHUsT TOTO, YTO MOJKII0UeHe K VHTepHeTy pasessercs
MeZKJTy HEeCKOJIbKMMU KOMITbloTepaMmu. Jjis mpumepa MOXKHO TIpH-
Bectu yucyio TTL = 64, koTopoe dBJIgeTCA CTaHIAPTHBIM JIJIs
siapa OC.

TTL

6.2.6 OcHoBHBIEe KpUTEpUN NakeToB B duiabTpe iptables

Kpurepnii Ilosicaerns

Ucnonb3yerest st ykazaHus Tuiia mpoTokosia. [Ipumepamu mpo-
T0K0J10B MOTYT ObITh TCP, UDP u ICMP. Criucoxk npoTokosion
MOXKHO TIocMOTpeTh B daiise /etc/protocols. Tlpex e Bcero, B
-p, -protocol Ka4dyeCTBEe UMEHU MPOTOKOJA B JIAHHBI KPATEPUN MOXKHO IIepe-
JIaBaTh TPU BBIMIEYIIOMAHYTHIX IIPOTOKOJIA, & TaK¥Ke KJII0UeBOe
cimoo ALL. B kagecTBe mpOTOKOJI& JIOIYCKAETCsl II€peaBaTh
YUCJIO - HOMEDP ITPOTOKOJIA

[P-azspec (-a) ncrounuka makera. Apec ICTOUHUKA MOXKET YKa3bl-
BaThcd Tak - 192.168.1.1, Torma mogpasymMeBaeTcs €JIMHCTBEHHBIIMN
IP-agpec. A moxHO yKasarh ajgpec B Buje address/mask, na-
npumep kKak 192.168.0.0/255.255.255.0, nm 60siee cCOBpEMEHHBIM
criocobom 192.168.0.0/24, T.e. dbarTudecku onpeiesisis JIUAIA30H
ajipecoB. CuMBOJT «!», yCTaHOBJIEHHBIH 1IEpE/T a[pecoM, O3HAIAET
Jlorudeckoe orpunianue, T.e. -source ! 192.168.0.0/24 o3navaer
JII000It ajipec, Kkpome azpecoB 192.168.0.x.

-8, -Src, -source

IP-anpec (-a) mosy4aress. Vmeer cunrakcuc, CXOXKuUii ¢ KpuTe-
pueM -source, 3a HCKJIIOYCHHEM TOIO, YTO IIOJPAa3yMeBaeT a/l-
pec MecTa HazHadeHHs. TOUHO TaK Ke MOXKET OLPE/ICIATh KakK
equHcTBeHHbI [P-ajnpec, Tak u puanason ajgpecos. Cumsoa «!»
VCIIOJIb3YETCs JIJIst JIOTUYECKOiT HHBEPCUH KPUTEPUS.

-d, -dst,

-destination

Nurepdeiic, ¢ koroporo ObL1 mojyden makeT. Vcmonab3osa-
HHE 9TOT0 KpUTepusi JIOIMycKaeTcs ToJbKo B renoukax INPUT,

FORWARD u PREROUTING, B j1100BIX JIpyTUX CIydadx Oyer

BBI3BIBATEL coollenne o6 OImoKe.

-i, -in-interface

Ba/1aéT MM BBIXOIHOTO nHTEpdeiica. ITOT KPUTEpHil J0ImycKaer-
ca ncnoab30BaTh ToJibKO B 1enoukax OUTPUT, FORWARD u
POSTROUTING, B nporuBHOM cjiydae OyaeT TeHepUPOBATHCS
coobiienne 06 omuodKe.

-0, -out-interface
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Kpurepuii

Ilogacuenus

-f, -fragment

[IpaBuso pacmpocTpaHsieTcss Ha Bce dparMeHThl (pparMeHTH-
POBAHHOI'O TIAKeTa, KPOMe IIEPBOTO, CAEIaHO 3TO MOTOMY, UTO
HET BO3MOYKHOCTH OIPEIEUThH UCXOAIINN /BXOAANIUN TOPT JIIst
dparmenTa nakera, a g ICMP-niakeros onpegennts nx tum. C
MTOMOIIBIO0 (hparMEeHTHPOBAHHBIX TTAKETOB MOTYT TTPOU3BOIUTHCSI
aTaKM Ha MeXKCEeTEBOI KpaH, TaK Kak (pparMeHThI ITaKeTOB MOT'YT
HEe OTJIABJIUBATBLCS JPYTUMHU ITPABUIAMHU.

-sport,
-source-port

Wcxoaublii TopT, ¢ KOT«ZOPOoro OBLIT OTHpaBJeH MakeT. B KadecTBe
HapamMerpa MOXKeT YKa3bIBaThCsl HOMEpP IOpPTa MJIM Ha3BaHUe ceTe-
BO#1 C1y2KObI. COOTBETCTBIE UMEH CEPBUCOB U HOMEPOB MTOPTOB BbI
cMozkere Hafitu B daiiie /etc/services [Ipu ykazanum HOMepOB
IIOPTOB IIpaBHUJIa OTPadATHIBAIOT HECKOJILKO ObICTpee.

-dport,
-destination-port

[Topt, Ha KOTOPBIH agpecoBaH HMakeT. APryMeHTBI 33/Ial0TCs B
TOM 2Ke popmaTe, 9TO U JJIs -source-port.

-tcp-flags

SYN,ACK,FIN SYN Omupenenster macky un utarn tcp-naxera.
[Taker cuuTaeTcs yJIOBJAECTBOPSAIONINM KPUTEPUIO, €CJIH U3 IIepe-
YUCJIEHHBIX (PJIATOB B MEPBOM CIIUCKE B €JIUHUIHOE COCTOSHUE
YCTAHOBJICHBI (DJIAU U3 BTOPOTO CIMCKA. B KadecTBe apryMeHTOB
kpurepus moryT BeictynaTh dutarn SYN, ACK, FIN, RST, URG,
PSH, a Tak ke 3apesepBupoBanubie njaenTudukaropbl ALL u
NONE. ALL - saaunt BCE duarn u NONE - HU OJIVMH duar.
Tax, kpurepmnii -tcp-flags ALL NONE oznauaer, uro Bce diia-
I'M B IIaKeTe JOJIXKHBI ObITH cOpolileHbl. Kak u paHee, cuMBOJI
«!» osmauaer wmHBepcuio Kpurepus. Vmena ¢dharoB B KaxK oM
CIUCKE JIOJIZKHBI PA3/IeISIThCs 3aISITBIMUA, TPOOETTBI CITy7KaT JIJIsT
pas3iesieHus CITUCKOB.

-icmp-type

Tun coobmennss ICMP onpejiesisiercss HOMEPOM MJIM UMEHEM.
Yucnosble 3navenus onpejenaiored B RFC 792. Yrobsr nomyunts
cuucok nmeH ICMP 3navenunit BoiosinnTe KoMaH 1y iptables -
protocol icmp " ".CumBost «!»> HHBEpTHpPYeT KpUTEPHii, HAIIPUMED
-icmp-type ! 8.
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Kpurepuii Ilosicuenus

Jl1st menoJsib30BaHMs JJAHHOI'O KPUTEHPsT B IIpaBuUJe mepej -state
HY2KHO SIBHO yKa3arh - state. [IpoBepsieTcs nmpusnak cocrosinust
coemaennsd. MoOXKHO yKa3bIBaTh 4 COCTOTHUA:

INVALID, ESTABLISHED, NEW u RELATED. INVALID mo-
pa3yMeBaeT, YTO MaKeT CBA3aH C HEU3BECTHBIM ITOTOKOM WJIH
CO€JINHEHNEM W, BO3MOXKHO COJIEP?KUT OIMUOKY B JTAHHBIX WJIU B
3ar0JIOBKE.

ESTABLISHED yxkasbiBaeT Ha TO, 9TO MAKeT HPUHAJJIEXKUT YIKe
YCTAHOBJICHHOMY COEJIMHEHUIO, Yepe3 KOTOpOoe MaKeThl WIYyT B
000X HaIpPaBJ/IEHUAX.

NEW noxpasymeBaeTt, 4TO makeT OTKPBIBAET HOBOE COEJIMHEHNE
WIN TTAKeT PUHA/JIEYKUT OJIHOHAIIPABIEHHOMY OTOKY.
RELATED ykasbiBaeT Ha TO, YTO MAKeT TPUHAJIEKUT yIKe
CYIIECTBYIONIEMY COEJIMHEHUIO, HO TIPU 9TOM OH OTKPBLIBAET HOBOE
coeqmuenue. [IpumepoM ToMy MOXKET CJIyKUTH Iepejiada JTaHHbIX
mo FTP, umn Beimada coobmenus ICMP 06 omubke, koTopoe
cBazano ¢ cymecrByiomuM TCP wiu UDP coemunennem.
[Tpuznak NEW - 310 He To ke camoe, 9TO yCTAHOBJIEHHDBIN OUT
SYN B nakerax TCP, mocpencTBoM KOTOPBIX OTKPBIBAETCS HOBOE
CcOoeJIMHEeHNne, U, TIOJI0OHOTO POJia MAKeThl MOTYT ObITH MOTEHITH-
aJIbHO OMACHBI B CJIyvae, KOTJIa JIJIs 3alUThl CETH UCIOJIb3YeTCS
OJIMH CETEBOM 3KpaH.

-state

Hcnonb3oBanue dpuiibrpa iptables

PEJ OC y:xke Brjouaer B cebs mperycTanoBIeHHbIH iptables. [l ero nacTpoiiku
PEKOMEH/TYeTCsI MCII0JIb30BaTh BO3MOXKHOCTH CHCTEMbI HACTPONKH ceTr /etc/netconfig
u /etc/networks.

Aymutr 8 PE/I OC

®Daitabl u yruiautel ayaqura PEJL OC

Habop yrumur ynpasinenus PEJI OC maxoamres B rimaBHOM MeHio - «IleHTp
yupasJjenusi». BoapmumucTBo yrumT yupasienus n Koudurypuposanus PE OC
TpedytoT npuBmiteruii agmuaucrparopa PEJL OC.

Onucanne auditd.conf

B daiise /etc/audit/auditd.conf onpenensiorcs napamerpsr cayk6b! aynanTa. Ha
OJIHOIT CTPOKE MOXKeT OBITH He OOJIbIIe OJHON JUPEeKTUBbI. JIupeKkTuBa COCTOUT U3
KJIIOYEBOTO CJI0Ba (Ha3BaHWs HapaMmerpa), 3HaKa PABEHCTBa M COOTBETCTBYIOIIUX
eMy JIaHHBIX (3HadeHus napamerpa). JlomycTumMbie KFOUeBble CJIOBa IPUBEJIEHBI B
TabJIUIIE.
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Kuiroua

3HaueHue KJ4a

<log_file>

[TostHoe mMmst haitia, B KOTOPBIN CJIelyeT 3alliChiBaTh MIPO-
TOKOJI.

<log_format>

Odopmienne ganubIx B TpoToKoe. JlomycTumbl jiBa 3HA-
genust: raw u nolog. Ilpu ykazanuun RAW, nammbie 6yayT
3AIMCBIBATHCA B TOM BHUJI€, B KOTOPOM OHHU IMOJIYYAIOTCSA OT
sapa. 3uaderne NOLOG orkirovdaer 3anmch JaHHBIX 00
ayJuTe. JTOT apaMeTp He BJIUSeT Ha 00PabOTKY JIAHHBIX
JIUCIIETYEPOM COOBITUI CUCTEMBI ayIUTa.

<priority _boost>

HeoTpunareiabHnoe 4mciio, orpe/iessioliee MOBbIIIEHNe IPHO-
pUTETA BBIMOJHEHUS CJIYKObI ay/inTa. 3HAYEHHE 110 YMOT9a-
uuio: 3. [l Toro 4Tobbl HE M3MEHATH IPUOPUTET, YKAKUTE

0.

<flush>

Crparerust paboTsl ¢ JiucKOBbIM Oydepom. Homyctumbie
3HadeHus: none, incremental, data u sync. BapuanTt none,
OTKJIIOYaeT KaKnue-Ju00 JIONOJHUTEIbHBIE JCHCTBHUSA CO CTO-
POHBI CJIY2KOBI 110 cuHXpoHu3anun 0ydepa ¢ jauckom. [Ipu
3HAaYeHNH incremental 3arpocbl Ha ITepeHoC JTaHHBIX U3 Oy-
depa Ha IUCK BBIIOJIHSIOTCS ¢ 9acTOTOM, 3alaBaeMOii I1a-
pamerpoM freq. Ilpu smHavenun data namable (aitra cuH-
XPOHU3UPYIOTCA HEME IJIEHHO. 3HATEeHNe SyNC YKa3bIBaeT Ha
HEOOXOIMMOCTD HEME/IJIEHHOM CHHXPOHU3AIMH KaK JIAHHBIX,
TaK ¥ MeTaJIaHHbIX (hailia Mpu 3alucu Ha JINUCK.

<freq>

MakcumasbHOe YHC/I0 3aIuceil TPOTOKOJIa, KOTOPLIE MOTYT
xpanuTbes B Oydepe. [Ipu jocTuzkennu 3Toro 4uc/ia mpomns-
BOJIUTCA 3aIMCh OydepUoBAHHBIX JAHHBIX HA JIUCK. [[aHHbIi
mapameTp JomnyctuM, Tosibko ecm flush nveer 3navenme
incremental.

<num_ logs>

MaxkcumaJsibnoe 4ucio ¢aitjioB ¢ nporokojamu. Mcmosb-
3yercs, ecan napamerp <max log file action> mmeer
snadenue rotate. Ecim ykazano 4mcso Menbiie 2, npu Jio-
CTUKEHUU OTpaHMYeHus Ha pasMmep dailina oH 00HYIAETCS.
SHavueHne mapamMerpa He JOJKHO IpeBbimaTh 99. 3uade-
uue 1o ymosrganuio: 0. IIpu ykaszanum Gosbinoro «mciia,
MOZKeT MOTPeOOBATHCS YBEJIMUNTH OTPaHIMYeHNe Ha KOJIMYIe-
CTBO OXKHJIAIONINX 3aIIPOCOB. DTO MOXKHO ¢/lejiaTh B daiise
/ etc/audit/audit.rules.

<dispatcher>

Hucrnierdaep - mporpamma, KOTOpoit (Ha CTaHIAPTHBIH BBOJ)
OyIyT mepeaaBaThCsa KOIUU COODIIEHUI O COOBITUSIX ayInuTa.
Omna 3amyckaercs (¢ mpaBaMu aJMIHUCTPATOPA) CJIy2KO0i
ayura IIpu 3arpys3kKe MocJIeHel.
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Kuiroua

3HaueHue KJ4a

<disp__qos>

Pasperurs jin 6/10KupoBaHre IPU B3aUMOJIEHCTBUN C JINC-
nerdepoM. Jljis nepenadn mHMOOPMAINN JUCIETIEPY UCIIOIhb-
3yercst 6ydep pazmepom 128 KO. DTo 3HAUEHHE ABJIAETCS
ONTUMaJIbHBIM JIJIs1 OOJIBIIIUNHCTBA ciiydaeB. Eciu 6,10Kupo-
BaHue 3anperreHo (lossy), To Bce coOOIIeHNsT, TIOCTYIAOIITIE
pu nojHoM Oydepe, He OYIyT JOXOJUTH JI0 JIUCIIeTIepa
(3ammcn o HUX TO-TIPeKHEMY OyJIyT BHOCUTBHCs B (aiisl Ha
Jucke, ecin ToJibko <log  format> me pasro nolog). B
caydae, ecan 60kuposanue pasperero (lossless), ciayxba
ayiuTa Oy1er OXKUJIaTh IMOsIBJIEHUsT CBOOOIHOIO MECTa B OUe-
pesu, mepegaBaTh COOOIIEeHNe JIUCIIeTIEPY U TOJIBKO ITOTOM
3aIMCBIBATH €ro Ha auck. JlomycruMble 3HavUeHus:: lossy u
lossless. 3uadenue mo ymosrganuio - lossy.

<max_log file>

Orpanndenne Ha pasmep daiija TpoTokoJia B Meradairax.
JleificTBue, BBITIOTHSIEMOE TIPU JIOCTHKEHUU pa3Mepa, (aii-
Jla YKa3aHHOTO 3HAYEHUS, MOYKHO HACTPOUTH C TTOMOIIIBIO
CJIeIYIOIIEro ImapaMeTpa.

<max_log file
action>

JeitcTBue, IpeIIpUHIMAEMOe TIPU JTOCTUKEHUN PA3MEPOM
daitra mpoTokoIa MakCHMaIbLHOTO 3HadYeHus. [lomycTnMble
3HaveHnd: ignore, syslog, suspend, rotate u keep logs. Ba-
PHAHT ignore, OTKJIIOYaeT KOHTPOJIb HaJ| pa3zMepoM aiia.
[Ipu 3navenun syslog B cucteMHbIit TPOTOKOJI OY/IET BHECEHO
cooTBeTcTBYIOMIee coobtenne. [1pu 3nadenun suspend j1aib-
Helilee BeJieHne TIPOTOKOo 1a Oyter mpekparneno. Cayxkba
no-tpexkuemy oyjer paborars. [Ipu 3nadennu rotate Teky-
it aityr OyJjieT IepenMeHOBaH U I IPOTOKOJIa Oy/IeT
co3/1aH HOBBIN daiia. VMg mpeabayinero mpoToKoaa OyaeT
JIOTIOJTHEHO YHCJIOM 1, & HOMepa, JIpyTuX [IPOTOKOJIOB (eciu
OHU UMeoTcs1) OyyT yBeaudeHbl Ha eauHuily. Takum 06-
pa3oM, dem OOJIbIlle HOMED y MPOTOKOJIA, TEM OH CTapIIle.
Makcumasibaoe qnciio hailjioB onpeesisercs mapaMeTrpoM
<num_ logs> (eCTeCTBeHHO, COOTBETCTBUE €MY HOCTUTAECTCs
3a CUET yJIAJIeHUs CAMBIX CTapbIX IIPOTOKOJIOB). Takoe moBe-
JleHVe aHAJIOTMYIHO TTOBEJIEHNIO YTUINTHI logrotate. BapmanT
keep logs anajioruden mpebLIyieMy, HO IUCIO (aiiIoB
HE OI'DAHUYIEHO.

<action mail acct>

Aspec 3J1IeKTPOHHOI TOYTHI. 3HAYEHUE TI0 YMOJIAHUIO: TOOt.
Ecnu ajipec He JIOKaJIBHBIN 110 OTHOIIEHUIO K JIAHHON CH-
cTemMe, HeOOXO/IMMO YTOOBI B HEll ObLIT HACTPOEH MEXaHU3M
OTIIPABKM TOYTHI. B yacTHOCTH, TpedyeTcd HAJIUYIUE TPO-
rpammbl /usr/lib/sendmail.
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Kurou 3HaueHue KJ4a

MunauMyM €¢BOOOHOTO ITPOCTPAHCTBA B Merabaitax, mpu
<space_left> JIOCTUKEHUH KOTOPOI'O JIOJIZKHO BBITIOJIHSITHCS JIeificTBre,
OIIPE/IE/ISIEMOE CJIC/IYIONIUM TTAPaMETPOM.

JeiicTBue, mpeanpuHIMAaeMoe TIPU JTOCTUKEHUN 00HEMOM
C¢BODOTHOTO MMPOCTPAHCTBA Ha, JIMCKE YKA3AHHOIO MUHUMY-
Mma. [lomyctumblie 3nHadeHus - ignore, syslog, email, exec,
suspend, single u halt. [Ipu 3Hadenun ignore, HUKAKUX
JelicTBuit He mpowusBojuTcd. [lpu 3nadenun syslog B cu-
CTEMHBINl IIPOTOKOJI JODABJISIETCSI COOTBETCTBYIOIIAs 3a-
nuck. [Ipm 3madvenum email o ajpecy, ykazannomy B
<space_left action> |<action mail acct>, ornpasisiercss yBemomierune. [lpu
3HAUYEHNN eXec <IyTh K _IporpaMMe > 3allyCKaeTcs MIpo-
rpamMMma 1o ykazananomy myTu. Ilepenada mapamerpos He
noyiepxkuBaercd. [lpu 3nadenun suspend ciykba ayau-
Ta MPEKPATUT BECTU IIPOTOKOJ COOBITUIT HA JINCKE, HO Oy-
JIET MIPOJIO/IZKATH paboTaTh. YKaszanue single mpuBesieT K
[IepeBO/Iy KOMIBIOTEPA B OJHOMIOJIB30BATETbCKII PEYKIM.
Vkazanue halt mpuBe €T K BBIKJIIOYEHUIO KOMITHIOTEPA.

Kpurnyeckuit MunumMysm cBOOGOIHOTO TIPOCTPAHCTBA B Mera-
HaiiTax, TP JOCTUYKEHUU KOTOPOTO JOJI?KHO BBITOJIHATHCS
JieficTBue, onpeiesiseMoe ciieyonmm napavMerpom. Jlantoe
<admin _space left> | nefictBue ciiejryer paccMaTpuBaTh KakK IOCIETHIOI MepY,
IPEeANIPUHUMAEMYIO IIepes TeM, KaK 3aKOHYUTCA MECTO Ha
JiicKe. 3HadeHnne HACTOLAINEro rapaMerpa JOJKHO ObITh
MeHbIIle 3HaYeHns <space left>.

[leiicTBue, mpeanpuHIMAeMOe TIPU JTOCTUZKEHNNT 00HEMOM
€cBODOOJIHOTO TIPOCTPAHCTBA Ha JINCKE YKA3aHHOIO KPUTHU'E-
ckoro Muaumyma. Jlomyctumbie 3HadeHus - ignore, syslog,
email, exec, suspend, single u halt. [Ipu 3nagenun ignore,
HUKAKUX JIecTBUil He npousBojuTcd. [Ipu 3nadenun syslog
B CHCTEMHBII TTPOTOKOJ JTI0OABJIAETCS COOTBETCTBYIOMIAS
zanuch. [Ipu 3madenun email o ajipecy, ykazannomy B

<admin _space left . .
- —  —|<action_mail acct>, orupasisiercsa ysejgomienue. [Ipu

action>
3HAYEHUU €XeC <IIyTh K _IporpaMMme > 3aIlyCKaeTCs IpPo-

rpamMma 1o ykazanaomy myTu. llepemada mapamerpos He
nojiep:kuBaercd. [lpu 3navenun suspend ciy:kba ayiu-
Ta TMPEKPATUT BECTU IPOTOKOJI COOBITUI Ha JINCKE, HO Oy-
JIET IIPOJIOJIKATh paboTaTh. YKasaHue single mpuBeéT K
[IEPEBO/Iy KOMIIBIOTEPA B OJHOIOJIHL30BATEIbCKII PEYKUM.
VYkazanue halt mpuBeeT K BBIKJIIOYEHUIO KOMITHIOTEPA.




82 I'maBa 6. Cucrema 6e3onacaoctu PE/I OC

Kurou 3HaueHue KJ4a

[eiicTBue, npeanpuHuMaeMoe MPU OOHAPYKEHUU OTCYT-
CTBUsI CBODOJHOTO MPOCTPAHCTBA Ha Jucke. JlomycTumbie
3HadeHus - ignore, syslog, email, exec, suspend, single u halt.
[Ipu 3Havennn ignore, HUKAKUX JIEHCTBUIl HE TPOU3BOIUTCS.
IIpu 3Havennn syslog B cmcTeMHBIN MPOTOKOI J100aBJISA-
eTcsl COOTBETCTBYIOMas 3amuch. [Ipn 3unavennn email o
aJipecy, yKazanunomy B <action mail acct>, ormpasisiercs
<disk full action> |yBemomsienue. Ilpu 3HaueHnN exec < /HEKOTOPBIH IyTh>
3allyCcKaeTcs clieHapuii o ykazannomy nytu. [lepenada ma-
paMeTpOB CIIEHAPUIO He Tojjiep:KuBaercd. [Ipu 3navennn
suspend ciykb6a ayauTa MPEKPATUT BECTH IIPOTOKOJ COObI-
THIT HA JINCKe, HO OYIEeT MPOJ0JIKATH PA00TATh. Y Ka3aHue
single puBeIET K HEPEBOJLy KOMIILIOTEPA B OJHOIOJIH30Ba~
TeJILCKUIT pexkuM. YKazanue halt npuBesér K BBIKTIOUEHUIO
KOMITBIOTEPA.

JleiicTBue, IpeIIIPUHIMAaEMOe TIPU BOSHUKHOBEHUH OO~
K1 B pabore ¢ juckom. Jlomycrumbie 3HaUEeHHS - ignore,
syslog, email, exec, suspend, single u halt. IIpu 3Hauennn
ignore, nukakux jeficteuit He npoussoautcd. [Ipu 3navenun
syslog B cHCTEMHBIH ITPOTOKOJI J00ABISIETCA COOTBETCTBYIO-
magd 3anuch. [Ipu 3navenun email o ajpecy, yKazanHoMy
B <action mail acct>, ormpasisgerca yBegomienue. [Ipu
3HAYEHUN eXeC < /HeKOTOPBIH IMyTh™> 3allyCKaeTCs CIieHa-
puit o ykazannomy mytu. [lepemgada napamerposn cliena-
puio He nojyiepxkuBaercs. [Ipu 3nadenun suspend ciyxba
ayJInTa MPEeKPaATUT BECTH IIPOTOKOJI COOBITUI Ha JUCKE, HO
OyJleT IpoJIoJIzKaTh padboTarh. YKazanue single mpusesiér
K TIepeBO/Iy KOMIBIOTEPA B OJTHOTOJIb30BATEIHCKII PEYKIIM.
Ykazanne halt npuBeéT K BBIKJIIOUEHUIO KOMITHIOTEPA.

<disk error action>

st obecriedenns MOJTHOTO UCTIOIH30BAHNS pa3jiesia mapamMerpam <max_log  file>
n <num_logs> cjejlyeT IPUCBOUTH COOTBETCTBYIOIINE 3HAYCHHA. Y IUThIBaiiTe, UTO
geM Gostbine GailioB co3aaéTes Ha JUCKe (I COOTBETCTBEHHO MIEPEMMEHOBBIBACTCS ),
TeM 0OOJIbIIe BpeMeHHU OyJeT yXOJUTh Ha 00pabOTKY COOBITUN TPHU JIOCTUKEHUH
pasmepom odepeiHoro daitia makcumyMa. [lapamerpy <max log file action>
peKOMeH/TyeTcsl TPUCBOUTH 3HadeHmne keep logs.

Sunadenune <space left> mo/kHO OBITH TAKUM, KOTOPOE MO3BOJIUT 8 IMUHUCTPA-
TOPY BOBpEMsi CpearupoBaTh Ha mnpeaypexkeane. OObIMHO B YUC/IO JAeHCTBUN BbI-
MOJTHSIEMBIX IMIHICTPATOPOM BXOJIUT 3aIlyCK aureport -t m apXuBUpOBaHUE CAMBIX
cTapbIX IMPOTOKOJIOB. 3HadeHue <space left> 3aBucuT OT cuCTEMBI, B 9aCTHOCTH
OT YaCTOTHI MOCTYIJIEHUs COODOIEeHnit 0 coObITHAX. 3Hadenne <space left action>
pPEeKOMeH IyeTcsd yecTaHOBUTh B email. Ecm Tpebyercs orpaBka cOOOIEHUsT sSnmp
trap, yKaxkuTe BapuaHT eXec.

VcranoBure 3nadenne <admin space left> takum obpasom, ITOOBI XBATUIIO



6.3 Aymur 8 PEJT OC 83

CcBODOOJIHOI'O MeCTa JIJIsi COXpaHEeHUs 3alnceil O MOC/IeIyIONNX JeHCTBUAX aIMUHU-
cTparopa. 3Hadenune mapamerpa <admin _space left action> cjemyer ycraHoBuTh B
single, orpaHUYUB, TaKUM 0Opa30M, CIOCOOBI B3AUMOJIEHCTBUS C CUCTEMOM KOHCOJIBIO.

JeiicrBue, ykazannoe B <disk full action>, BbinoJiHsgeTCs1, Korja B pasjese
yKe He OCTaJI0Ch CBOOOIHOTO MecTa. JlocTylr K pecypcaM MallldHBI JOJZKEH ObIThH
IIOJTHOCTBIO IIPEKPAIIEH, T.K. HEeT BO3MOXKHOCTH KOHTPOJIUPOBATH PabOTy CHUCTEMBI.
DTO MOXKHO CJIeIaTh, YKa3aB 3HadeHue single myim halt.

Bnauenne <disk error action> ciemyer ycranoButh B syslog, single, 6o halt
B 3aBUCUMOCTHU OT COTJIAIIEHUs] OTHOCUTEIHLHO OOpaIleHuns co cOOMHBIM allrapaTHbIM
obecriegeHneM.

Cayxxkba ayaura - auditd

Cayxb6a auditd — 970 NpHUKIaIHON KOMIIOHEHT cucTeMbl ayauTa. OH BEIET IPo-
TOKOJI ayauTa Ha gucke. JIJIsi IpocMoTpa IPOTOKOJIOB IIpeIHA3HAYEHB KOMAHIHI
ausearch n aureport. Komanaa auditctl mozsosisier nHacTpanBath rnpaBuia ayauTa.
Kpowme Toro, mipu 3arpyske 3arpyzkatorcs npasuia u3 daiina /etc/audit/auditd.rules.
Hekotopblie mapameTpsl caMmoit ¢Iy»KObI MOXKHO W3MeHHUTDb B daiiie auditd.conf.

Cunrakcuc:

auditd <-f> <-1> <-n>

Onmuu:

Onmnusa Onucanue oniuyn

He 1epexoauTh B GOHOBBIN pexxuM (jist orstajaku). CoobreHust
-f pOrpaMMbl OYJIyT HAIPABIATHCA B CTAHIAPTHBIA BBIBOJL JIJIA
omubok (stderr), a e B aiir.

BKJIFOYNTH CJIEJIOBAHUE 110 CUMBOJIMIECKAM CCBIJIKAM MPHU TTOUCKE
KOH(DUTYPAITMOHHBIX (haiJIOB.

-n He co3/laBaTh JlouepHuil mporecc. i 3amycka us inittab.

CurnaJsisl:

Curnan Onucanue curHaJia

[lepesarpy3ursh koudurypamnuio - 3arpys3utb daitn Kondu-
rypanmun ¢ Jucka. Kceam B daiile He OKaxKeTcsi CHUHTaK-
CHUYEeCKUX OH_[I/I6OK, BHECCHHBbIC B HEro wMU3MCHCHUA BCTY-
nar B cumiay. Ilpm sTom B mporokon Oyger gobasiie-

SIGHUP Ha 3amuch o cobbitun DAEMON CONFIG. B mporus-
HOM cJjlydae JIeiicTBUsl CJy2KObI OyJIyT 3aBHUCETH OT Tapa-
MerpoB <space left action>, <admin space left action>,
<disk full action>, <disk error action> daitna auditd.conf.
SIGTERM MPEKPATUTH 00PADOTKY COOBITUI ay/IuTa U 3aBEPIIUTH PAbOTY, O

9EM npeaBapuTeJIbHO 3aHECTH 3allUChb B IIPOTOKOJI.
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Curnaug Omnucanue cur=aJja

cO3/1aTh HOBBIN (haiiyl JjIsd TPOTOKOJIa, IePEHyMEpPOBaB CTapble

SIGUSR1 daitibl mim yraauB 4acTh U3 HUX, B 3aBHCUMOCTH OT IIapaMeTpa

<max_log size action>.

Baxkno! /Iyt Toro 9Todbl ¢jieiaTh BO3MOXKHBIM ayJIUT BCEX ITPOIECCOB, 3aIlyIIEeH-
HBIX JI0 CJIy2KOBI ay/uTa, 100aBbTe B CTPOKY HapaMeTpoB sjipa (B KOH(MUTYpAIun
zarpysunka) audit=1. B mporuBHOM ciiydae ayjuT HEKOTOPBIX IIPOIECCOB OyJIeT

HEBO3MOZKEH.

Yruaura auditctl
Yrumura auditct] mcrob3yercst 11t KOHTPOJIA TOBEICHUs, TOJIYIeHUsT COCTOSTHUS
U 1oOaBaeHnd / yIaJIEHUs MIPaBUJI ayJInuTa, MTPeJOCTaABIIEMOrO SIPOM.

Omun:

Ormmua

3HavyeHne ONIuun

-b backlog

yCTaHOBI/ITb MaKCHUMaJIbHOE KOJIMYIE€CTBO AOCTYIIHBIX JIJId ayAuTa
6ydepos, oxumannmx 06paboTKu (3HAYEHNE B sIIpe MO YMOJI-
qauuio - 64). Ecim Bce 6ydepa 3anarsr, To diar cbos 6ymer
BBICTaBJICH POM JIJI €ro JajibHelineir 0opaboTKH.

-e [0..2]

VeranoButhb dutar 6J10KupoBKHU. «0» IMO3BOJIUT HA BPEMs OTKJIIO-
YUTH ayJIUT, BKIIOYUTH €ro 0OPATHO MOXKHO, IepejaB «l» Kak
napameTp. Ecm ycTaHOBJIEHO 3HAYEHNE ONIUU «2», TO 3aIlUTUTD
KOHMUTYPAIUIO ay/IuTa OT m3MeHeHuit. KarKipril, KTo 3axo4er
BOCITOJIB30BATHCS ITON BO3MOXKHOCTBIO, MOXKET ITOCTaBUTH 3Ty KO-
man ity nocenneit B audit.rules. [locste 9T0#t KoMaHIbI BCe TOMBIT-
KU U3MEHUTH KOHMUTYPAIUIO OY/yT OTBEPIHYTHI C YBEIOMIEHUEM
B XKypHaJIax ayauTa. B aToMm cirydae, 4ToOBI 3a/1eliCTBOBATH HO-
BYIO KOH(UTYPAIIIIO ayIuTa, HEOOXOUMO ITepe3arpy3uTh CUCTEMY
ayJIuTa.

£10..2]

YcranoButh crocod obpaborku s duara cbod. O=silent,
1=printk, 2=panic. DTa omIUs MO3BOJIAET OIPEICTUTH, KAKIM
obpazom s171po OyaeT obpabarbiBaTh KpuTudeckue ommuboku. Ha-
npumep, ¢Jar c60s BBICTABJSETCS MPU CJICIYIONINX YCIOBUSX:
OIUOKH TIePEJIatin B IPOCTPAHCTBO CJIY2KOBI ay/IuTa, IIPEBHIIICHNEe
JmMuTa 6ydepoB, oxkugaonux 06paboTKU, BHIXOJ 3a MIPEJIEIbI TTa-
MSTH s1Ipa, IPEBBIINIEHNe JUMUTAa CKOPOCTH BBIIAYN COOOIEHMII.
Suavenne 1o ymoadanuio: «ls». [ljas cucrem ¢ TMOBBIMTIEHHBIME
TpebOBaHUSIMU K OE30IIaCHOCTH, 3HAUEHHUE «2» MOXKET ObITh DoJiee
HPE/IIOYTUTETHHO.

Kparkas nmomormpb 1mo apryMeHTaM KOMAaHHOM CTPOKH.

Urnopuposarh ommbOKu IpU 9TeHUN IpaBul u3 daitia.
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Onmnusa 3HaueHue OnIuu
-1 BreiBecTn crnmcok Bcex MpaBuIl 110 OJHOMY IPaBUJIy B CTPOKE.
YVceraHoBUTH Ha TPaBUIO K04 dusbTparui. Kirod duabTparmmn
- 9TO IPOU3BOJIbHAS TEKCTOBasi CTPOKA, JJINHOM He OoJibIe 31 cum-
-k <kJrroa>

BoJia. Kitioa nmomoraer yHUKaJIbHO MACHTU(MUIINPOBATH 3AIINCH,
reHepupyeMble B XOJIe ay/InTa 3a TOUKON HAOJIFOICHUS.

-Im <TeKCT>

[Tocstars B cucremy ayauTa MIOJb30BATEILCKOE COODIIEHIE. DTO
MOKET OBITh CJE/aHO TOJBKO U3-110/ YIETHON 3alllich root.

-p [rfwlx]al

YceraHOBUTH PUIJIBTP IIpPaB JIOCTYIIA JIjIsi TOUKH HaOJII0/IeHU.
r=4uTeHue, W=3aIlUCh, X—=HUCIIOJIHEHIE, a—U3MEHEeHUe aTpudyTa.
He myraiiTe Tt mpaBa J0cTyma ¢ OOBIYHBIMU IIPaBaMU JOCTYIIA
K ailty - OHM ONPeJeIAIOT TUIIBI CUCTEMHBIX BBI3OBOB, KOTOPHIE
BBITIOJIHAIOT JIAHHBIE JIEHCTBUSA. 3aMeTbTe, CUCTEMHbBIE BBI30BBI
read u write He BKJIIOYEHBI B 3TOT HAOOP, IMOCKOJIBKY JIOTH ay/IUTa
ObLTH OBbI TIeperpy2KeHbl nHMopMaIeil 0 padoTe STUX BHIZOBOB.

-r <JacToTa>

YcTaHOBUTH OrpaHHYEHHe CKOPOCTHU BBIJIAYH COOOIICHUN B CEKYyH-
iy (0 - mer orpanndenus ). Eciu 91a gacTora He HyJeBas U OHA
IIPEBBINIAETCA B XOJe ayJuTa, djar cOosd BLICTABIACTCA SAPOM
JIIsl BBIIIOJTHEHNSI COOTBETCTBYIOMIErO JeiicTBUsA. JHa4YCHHE IO
yMmosrganuio: (.

-R <daitn>

Yurare npasuia u3 daitta. IpaBuia g10/KHBL OBITH PACIIOJIONKE-
HbBI 110 OJJHOMY B CTPOKE KM B TOM IIOPAJKE, B KaKOM OHHU HOJIZK-
HBbI UCIIOJIHATHCA. Cﬂe,[[‘yIOH_I‘I/Ie OI'paHNY€eHUsAd HaKJIaJAbIBalOTCA Ha
daitn: BaamenbieM J0/2KeH ObITh TOOt W JOCTYIT Ha YTEeHne JI0JI-
JKeH OBITh TOJTbKO y Hero. Daitr MoxKeT cojiep:KaTh KOMMEHTAPHUH,
HaYUHAIONecd ¢ CUMBOJIA «#». [IpaBuia, pacroioKeHHbIe B
daiisie, MIEHTUIHBI TEM, YTO HAOUPAIOTCA B KOMaH/IHOW CTPOKE,
0e3 ykazanusi «auditctly.

[Tostyuuts cratyc ayaura.

-a

< CIIUCOK >,

< nenicTBue >

JlobaBuTh MPABUIO C YKA3aHHBIM JIEHCTBUEM K KOHILY CITHCKA.
3ameTbTe, UTO 3alsiTas pa3je/isieT 3Tu JBa 3Hadenus. OTcyTeTBue
3angaToi BbI3oBeT omuOKy. Huzke ormmcanbl mMeHa JTOCTYITHBIX
CITUCKOB.

task

J106aBUTH IPABIIIO K CIIMCKY, OTBEYAIOIIEMY 33 IIPOIECCHI. DTOT
CIIMCOK MPABIJI MCIIOJIL3YETCsl TOJIBKO BO BPEMs CO3JIaHUs TIPOIIEC-
ca - Korjia pojnTesibeKnii mporece BoisbiBaer fork() mmm clone().
[Tpu mcoB30BaHUK ITOTO CIUCKA BBl MOXKETE HCIOJIb30BATH
TOJIBKO Te TI0JIsI, KOTOPbIe U3BECTHBI BO BPEMsI CO3/AHMUST TIPOIIEC-
ca: uid, gid u T.1.
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Onmnusa

3HaueHue OnIuu

entry

Jlo6aBUTH NPaBUIO K CIHCKY, OTBEYAIONIEMY 3a TOYKU BXOJIa
CUCTEMHBIX BBI30BOB. DTOT CIIMCOK MPUMEHSIETCH, KOTrJa HeoO-
XOJIUMO CO3/1aTh COOBITHE JIJIsI ay/IuTa, IPUBA3AHHOE K TOUYKAM
BX0/Ia CHCTEMHBIX BBI30BOB.

exit

JlobaBuTh TIpaBUJIO K CIIMCKY, OTBEYAIONIEMY 3a TOYKU BBIXO/A
U3 CHCTEMHBIX BBI30BOB. DTOT CIHCOK IIPUMEHSIETCsI, KOrIa HeoO-
XOJIMMO CO3/IaTh COOBITHE JIJIA ayJINTa, IPUBA3aHHOE K TOYKAM
BBIXOJIa U3 CUCTEMHBIX BBI30BOB.

user

Jlo6aBuTh IpaBUJIO, OTBEYAIOIIEE 38 CIUCOK (DUIHTPAIUH 101
30BaTEJIbCKUX COOOIIEHUI. DTOT CIMCOK HUCIOJIb3YETCS s/IPOM,
9TOOBI OTPUIHTPOBATH COOBITHSA, MIPUXOISIIIE U3 T0JIH30BATE b
CKOI'O IIPOCTPAHCTBA, IIepe ] TeM KaK OHU Oy/IyT IepeIaHbl CIyzKoe
ayuta. Heob6xomMo OTMETUTDh, YTO TOJIBKO CJIEJIYIONINE T10JIs
MOT'YT OBITH Hcrob30Banbn: uid, auid, gid u pid. Bee ocraibhbie
o1t Oy 1yT 06paboTaHbl, KaK €cju Obl OHM HE COBIIAJIN.

exclude

J106aBUTh MPABUJIO K CIMCKY, OTBEYAIONIEMY 3a (PUIBTPAIIIO CO-
OBITHIT ONPEJIEJIEHHOIO TUIA. DTOT CHUCOK HCIIOJIL3YETCs, ITOObI
OTUIBTPOBBIBATH HEHYKHbBIE cOObITHA. Harpumep, ecin BbI He
XOTUTE BUJETH ave COOOIIEHNUs, BbI JIOJIKHBI UCIOJIb30BATH 3TOT
crincok. Twun coobrenus 3a1aéTed B 1moJie msgtype.

Huke onmcans! JIOCTyIIHBIE JEHCTBUS JIJIsI TTPABUIL:

eiicTBue

Omnucanme neiicTBus

never

Aynut me OyneT reHepupoOBATH HUKAKHUX 3aluceil. DTO MOXKET
OBITH UCIIOJIL30BAHO JJIsI OJABIEHs TeHepaiui coobITuii. OObId-
HO HEOOXO/IMMO TIOJIABJISITh MeHEPAIINIO BBEPXY CIIUCKA, & HE BHU3Y,
T.K. COOBITHE MHUIIMUPYETCsI HA IIEPBOM COBIIABIIEM IIPABUJIE.

always

YceTaHOBUTH KOHTEKCT ayJaunuTa. BCGI‘,H& 3allOJIHATH €I'0 BO BpEMA
BXOda B CHUCTEMHBIII BBI3OB 1 BCerjJga reaepupoBaThb 3alliCb BO
BpeMd BbIXO/la U3 CUCTEMHOI'O BbI3OBa.

-A  <cumcok>,
< geicTBue >

Jlo6aBuTh IpaBUJIO C YKa3aHHBIM JIEICTBHEM B HAYaJIO CIIMCKA.

-d  <cmwmcok>,
< emicTBue >

Vi1aauTh MpaBUjIo ¢ yKa3aHHBIM JlelicTBHeM U3 ciucKa. [Ipasuiio
YIIAJIdeTCd TOJBKO B TOM CJydae, €CJN MOJIHOCTBIO COBHAJIN U
UMg CUCTEMHOT'O BBI30Ba U IOJd CpPABHEHU.

-D

VaaauTh Bce mpaBuiia U TOYKU HAOJIIOIEHMS.
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eiicTBue

Onucanue neiicTBus

-S <uMd nam HO-
Mep CHUCTEMHOIO
BBI30BA >

JI1000i1 HOMEp MM MM CHCTEMHOT'O BBI30BA MOYKET ObITH UCIIOJIhb-
30BaH. TakzKe BO3MOXKHO HCIIOJIb30BaHUE KJIIOUYEBOrO cjioBa all.
FEcnn kakoit-mmbo mporiece BBITIOJIHAET YKa3aHHbI CUCTEMHBIMT
BBI30B, TO ayJIUT I'€HEPUPYET COOTBETCTBYIOIIYIO 3aUCh. e
3HAYEHNUs MOJIell CpaBHEHWsT 3a/[aHbl, & CHCTEMHBIN BBI30B HE yKa-
3aH, [IPABUJIO OYJIET MPUMEHATHCS KO BCEM CHCTEMHBIM BBI30BAM.
B oxrom npaBuiie MoykeT OBITH 33/I1aHO HECKOJIBKO CUCTEMHBIX BbI-
30BOB - 9TO MOJIOKUTETLHO CKA3BIBAETCS HA IIPOM3BOJIUTE/ILHOCTH,
MIOCKOJIBKY 3aMeHseT 00pabOTKY HECKOJIbKUX ITPABUIIL.

-F [n=v | nl=v
| n<v | n>v |
n<=v | n>=v |

n&v | n&=vj

Baarh 1oJie cpaBHEHU /10 TpaBuia. ATpUOYTHI TOJIsT CIIeLy-
fo1ue: 0ObEeKT, ollepaliusi, 3HadeHne. Bel Mmoxkere 3a1aTh 10 64
moJieit cpaBHEHUs B OJHOII KomaHe. Kaxkaoe HOBoe IoJ1e JI0JIK-
HO HaunHATHCA ¢ -F. Ayaur Oyaer reHepupoBaTh 3allCh, €CIU
IIPOU3OIILIO COBIAJJICHUE 110 BCEM I0JIAMU cpaBHeHus. /lomycru-
MO HCIIOJIb30BaHUE OJIHOTO M3 CJICJIYIONINX 8 OIepaTopOB: PABHO,
HE PaBHO, MEHbIIe, OOJIbINe, MEeHbIIEe JTUO0 PaBHO, OOJIbIINE JITOO
paBHo, buroBast Macka (n&v) u 6urosas nposepka (n&=v). Bu-
TOBasl IIPOBEPKa BBIMIOJIHAET Ollepalnio «andy HaJi 3HaAYCHUSIMH
U IIpOBEpPsIeT, paBHBI Jii OHU. BuToBas MacKa IPOCTO BBITIOJIHSI-
er onepanuio «ands. Iloss, onepupyromue ¢ BACHTHGUKATOPOM
[I0JTh30BATE IS, MOI'YT TaK:Ke paboOTaTh ¢ MMEHEM I10JIb30BaTeIsI
- IIporpaMMa aBTOMaTUY€CKU IIOJIYy9IUT I/I‘I_LeHTI/ICbI/IKaTOp II0JIB30-
BaTesis u3 ero uMeHu. To Ke caMoe MOXKHO CKa3aTb U PO UM
IPYIIIIBL.

[Tonst cpaBHEHNS MOTYT OBITH 3aaHbI JIJIsI CJAEIYIOMNX 00bEKTOB: Y€ThIPE MIEPBBIX
apryMeHTa, [epelaHHbIX CUCTEMHOMY BbI30BY. CTPOKOBBIE apryMEHThI HE MO/ IePIKU-
BAaIOTCs. DTO CBI3AHO C TeM, 9TO sJIPO JOJIZKHO MOIYyIaTh yKa3aTeb Ha CTPOKY, &
IIPOBEPKA TOJI 110 3HAYECHUIO aJIpeca yKa3aTe/id He »KejgaTejbHa. TakuM odpasoM,
HEOOXOTUMO HCIIOIb30BATh TOJBKO UG POBbIE 3HAYCHUSI.

ITone
CpaBHEHUd

Onucanue

arch

ApxurekTypa mporeccopa, Ha KOTOPOM BBITIOJTHAETCS CHCTEMHBII
BBI30B. Vcronb3yiiTe «uname -m», 9T00bI ONPEIEIUTH APXUTEKTY-
py. Eciim BbI He 3HaeTe apXUTEKTYPy Ballleil MaIluHbl, HO XOTUTE
HCIIOJIb30BaTh TAa0JINILYy 32-X OUTHBIX CUCTEMHBIX BBI30BOB, 1 Ballla
MalluHa MOo/Iep2KUBaeT 32 6uTa, BbI MOXKETE HCII0JIb30BaTh X32.
[Too6HO 3TOMY X64 MOYXKET OBITH UCIOJIB30BAHO JIJIS UCIIOJIH30Ba~
HUs Tab/nIbl 64-X OUTHBIX CUCTEMHBIX BBI3OBOB.

auid

9To abbpesuarypa: audit uid - waeHTHGUKATOP TOJIB30BATES,
HCIIOJIb30BaHHBIN JIIsT BXO/Ia B CHCTEMY.

devmajor

[nasubiit Homep ycerpoiictBa (Device Major Number).
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Ilone
Onucanne
CpPaBHEHUS
devminor Benomoraresbubiit Homep yerpoiicra (Device Minor Number).
egid JleiicTBUTENIBHBII UJIEHTHMUKATOD TPYIIIIHL.
euid JleitcTBUTENBHBIN UIEHTHMUKATOD TOJIH30BATES.
exit Snauenne, BO3BpaIaeMOe CUCTEMHBIM BBHI30BOM ITPU BBIXO/IE.
fsgid W nentudukaTop rpyIinbl, NpuMeHsIeMblii K (ail/ioBoil cucreme.
fouid NnenTtudukarop mosib3oBaTeisd, IpUMeHIeMblil K ¢ail/ioBoit cu-
sui
cTeMe.
gid N nenTudukaTop rpyIiib.
inode Howmep.
ode k AJbTepHATHBHBIN C1IOCOO yCTaHOBUTH K04 (uibrparmun. CMoT-
inode ke
Y DU BBIITIE ONICAHUE O «-K».
Ucrnomw3yerces /1t TPOBEPKH COBIAJIEHUST C IUCTIOM, OIMCHIBAIO-
msgtype M THI cooOrienns. MoxkeT ObITh NCTOIB30BaH TOJBKO B CITUCKE
exclude.
<obj user> Nwmst nosib3oBaTesis-Biaienbia pecypea (B koarekcre SELinux).
<obj role> Pousib pecypca (B konrekcre SELinux).
<obj type> Tun pecypca (B korrekcre SELinux).

<obj lev_low>

Hwkauit yposenb pecypca (B konrekcre SELinux).

<obj lev_high>

Bepxnwuii ypoBerb pecypca (B KonTekcre SELinux).

[Tostabiit yTh K daiiry aas Touku Hadogerus. Cvorpu HE-

path JKe OIIMCaHMe OIIun «-w». MoxKeT ObITh HCIIOJIE30BaH TOJIBKO B
cImcke exit.
QuibTp npaB JocTyIa Jist (paitoBeix oneparmit. CMOTPH BBITIE

perm OIMCaHUE OIIUK «-P». MozKeT ObITh UCIIOIB30BAH TOJIBKO B CITUCKE
exit.

pers [lepconabHbBI HOMED OIEPAIMOHHON CHCTEMBL.

pid W nentudukarop mnporecca.

ppid W nentudukarop poauTeIbCKOro IPOIECCa.

<subj user>

st mostb30BaTes-BIaebIa mporecca (B Konrekcre SELinux).

<subj_role>

Pous nporecca (B konrekere SELinux).

<subj type>

Tun nporecca (B korrekcre SELinux).

<subj sen>

YyscrBuTepHOCTD mporecca (B Konrekcre SELinux).

<subj_clr>

Homyck mporecca (B korTercre SELinux).

sgid

YcTaHOBIEHHBIN MACHTU(MUKATOP TPYIIIIHI.




6.3 Aymur 8 PEJT OC 89

ITone
Onucanne
CpPaBHEHUS

Ecnu 3nadenue, Bo3BpalaeMoe CUCTEMHBIM BBI30BOM, OOJIbIIE

SUeCess 6o pasuo 0, jaHHBIT 00BEKT OyjerT paBeH «true/yes», MHa-
qe «false/no». Ilpu co3gannn npamia ucrnosab3yiite 1 BMecTO
«true/yes» n 0 Bmecto «false/no».

suid YcTaHOBJIEHHBIH UJICHTU(MDUKATOD MOJTb30BATEIA.

uid N nentudukarop mob3oBaTeIs.

JlobaBuTh TOUKY HaOJII0/IeHns 3a (PalIOBBIM 00HEKTOM, HAXOId-
IIUMCSI TI0 YKa3aHHOMY TIyTh. BBl He MOXKeTe J100aB/ISITh TOUKY
HAOJTIOJIEHNS K KaTaJory BEPXHErO YPOBHS - 3TO 3aIIPEIEHO ]I
pom. I'pymnmossie cumBosibl (wildcards) Tak:ke He MOTYT ObITH
UCIIOJTb30BAHbI, MIOTBITKUA UX UCIIOJIL30BAHNSA OYIyT T€HEPUPOBATH
npeaynpex amolInee coodienne. Buyrpenne Touku HaOJIIOIEHUAS
peaim30BaHbl Kak cjexkenne 3a inode. Takum obpa3om, ecyii BbI
YCTaHOBUTE TOYKY HAOJIIO/IEHUS 33 KaTAJIOTOM, BBl yBHINUTE daii-
-W <IyTb> JIOBbIE COOBITHS, KOTOPbIE B JEHCTBUTEILHOCTU Oy/IyT O3HAYATH
OOHOBJIEHUS METaJIAHHBIX 9TO inode, U BbI MOXKeTe HE YBUJIETH
cOOBITHII, HEITOCPEICTBEHHO CB3aHHBIX ¢ haitiamu. Ecimm Bam
HEOOXOIMMO CJIJIUTD 3a BceMU pailylaMu B KaTajore, peKOMeH-
JIyeTcs CO3/7aBaTh WHINBHUIYAJbHYIO TOUKY HAOIIOIEHUS IJIs
Kaxkoro daitia. B mpoTuBonosoXKHOCTh K MpaBUIaM ayIuTa
CUCTEMHBIX BBI30BOB, TOUKU HAOJIIOJEHUS HE OKA3BIBAIOT BJIUS-
HUA Ha [IPOU3BOJIUTETHLHOCTD, CBA3AHHYIO C KOJTMYECTBOM IIPABHII
MTOCBLIAEMBIX B SJIPO.

YaauTh TOUKy HabJogeHns 3a hailjioBbIM 00BHEKTOM, HAXO/Id-

-W <myrp>
IIUMCS TI0 YKA3aHHOMY Iy TH.

[Tpumepsr:
e YBUJIETH BCE CUCTEMHBIE BBI3OBbI, UCIIOJIb3YEMbIE OIPEJIEIEHHBIM TTPOIIECCOM:

I auditctl -a entry,always -S all -F pid=1005
e VYBuserh Bce Qailibl, OTKPHITHIE ONPEIETIEHHBIM IT0JIb30BATEIEM:
I auditctl] -a exit,always -S open -F auid=510
e VYBuJeTh HEy/Ia9HbIE TOMBITKA BBI30BA CUCTEMHON (DYHKIMH «Opens:

I auditct] -a exit,always -S open -F success!=0

Yruaura aureport

Vruimra aureport - 3To UHCTPYMEHT, KOTOPbII T€HepUPYeT UTOrOBBIE OTUYETHI
HA OCHOBE JIOI'OB CJIY2KObI ayauTa. aureport MoKeT Tak:Ke IPUHUMATDH JIAHHBIE CO
cranapTHOrO BBOsa (stdin) j0 Tex mop, moka Ha BXoje Oy/yT HeoOpaboTaHHBIE
JIAaHHBIE JIOTOB. B mramke KaXj0ro oT9éTa JjIst KayKI0r0 CTOJI0IA eCTh 3ar0JI0BOK -
9TO ObJIerdaeT MOHUMAaHNeE JAHHBIX. Bece 0TYéThI, KpoMe OCHOBHOI'O UTOTOBOIO OTYETA,
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cojep:Kar HoMmepa coObITHil ayauTa. Vcrosmb3ys nx, Bbl MOXKeTe HAHTHU TOJIHBIE
JaHHBIE O COOBITHHU C IIOMOIIBIO «ausearch -a <HOMepcoObITHSI>». Ecian B oT4uére
CJIMIIIKOM MHOTO JAaHHBIX, MOXKHO 3aJaTh BpeMs Hadaja U BpeMs OKOHYAHUS JIJISI
YTOUHEHHS BPEMEHHOTO MpoMeKyTKa. OTUIEThI, reHepupyeMbie aureport, MoryT ObITh
UCII0JIb30BaHbI KaK UCXOIHBIN MaTepraJ JJIsl oIy deHusT 0ojiee pa3sBEPHYTHIX OTIETOB.

Omun:
Onmnusa 3HauyeHUe OnIuu

-au, —-auth OTuér 0 Bcex MONBITKAX ayTeHTH(hDUKAIIN.
-a, --ave OT1uér 0 Bcex ave COOOIEHUSIX.
-¢, --config OTuér 0 M3MeHeHUIX KOH(MUIYPAIIAL.
-cr, --crypto OT49€T 0 COOBITUSAX, CBI3AHHBIX C MHU(MDPOBAHUEM.
-e, --event, OT9éT 0 COOBITUSIX.
-f, --file Otuér o daiirax.

failed st 06paboTKu B 0TYETAX BHIOUPATH TOJBKO HEYIadHbIe COOBITHUSI.
e [To ymomuanmio MOKa3bIBAIOTCA U YIAUHbIE U HEYIaTHbIe COOBITHSI.
-h, --host OTuér o xocTax.

TpancsmposaTh 4mucI0OBbIe 3HAUYEHUsT B TeKCTOBBIe. Hampumep,
nJIeHTUMUKATOD MOJIb30BaTe/Isd OYJIEeT OTTPAHCIUPOBAH B MMSI
noJib3oBaTesid. TpaHc/IdIus BBIIOJIHAETCS C UCIOJIb30BAHUEM
-1, --interpret JIAHHBIX C TOW MaIllUHBI, TJie 3amyinen aureport. T.e. ecim BbI
IIepeNMeHOBaJIN YYETHBIE 3aIIMCH 10JIb30BaTeell NI He NMeeTe
TaKNX K€ YYETHBIX 3alliceil Ha Ballleil MalllmHe, TO Bbl MOYKETe
MOJIYUUTh PE3YJIbTATHI, BBOJLIIE B 301y 2K ICHIE.

UcnonbzoBarh yKazaHHbI (daiiyi BMECTO JIOTOB ayIuTa. DTO MO-

-if, --input .
< cpaiin> JKeT OBbITH M0JIE3HO IIPU aHAJIN3€ JIOTOB C JIPYTOil MAIITMHBI WU
a1 .
NpU aHaJIM3e YaCTUIHO COXPAHEHHBIX JIOT'OB.
-1, --login OT4Y€T O MONBITKAX BXO/A B CHCTEMY.
-m, --mods OT14éT 06 N3MEHEHUSIX 0JIb30BATEIbCKUX YICTHBIX 3aIUCEH.

OT14ér 0 CcOOBITHUSAX B cHCTEMe, ODeCHeYMBaIOIIEl MaHIaTHOEe

-ma, --mac
' yupasierne gocrymnom - Mandatory Access Control (MAC).
-p, —-pid OTuér o mporeccax.
-T, --Tesponse OT4ér 0 peakIusAx Ha AHOMAJbHBIE COOBITHS.
-s, --syscall OT4YETHI O CUCTEMHBIX BBI30BAX.
Jl1s1 06paboTKu B OTYETAX BHIOUPATH TOJIBKO y/IadHbIe COOBITHSI.
--success
[To ymor9aHmIo IOKA3BIBAIOTCS W YIATHbBIE U HEYIATHbIE COOBITHSI.
[lerepupoBaTh UTOTOBBIN OTUYET, KOTOPBIA MaéT MHMOPMAIIUIO
--summary TOJTLKO O KOJIMYECTBE 3JIEMEHTOB B TOM Wi HHOM oT4ére. Takoit

PEXKUM €CTb HE Yy BCEX OTYETOB.
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Onmnusa 3HaueHue OnIuu

DTOT IapaMeTp TeHePUPYyeT OTUET O BPEMEHHBIX paMKax KarK0ro

-t, -1 ..
) 08 OT4EéTA.

Uckarh coObITUS, KOTOPbIE TIPOU3OILIN PaHbIie (UM BO BPEMs)
yKa3aHHOH BpeMmeHnHoit Touku. PopMaT aThl U BPEMEHH 3aBUCUT
OT BaIllMX PErMOHAJILHBIX HacTpoek. Kcym mara He ykazana, TO
no/[pasymMeBaeTcs TeKymii geub (today). Ecin He ykazaHo BpeMst,
TO MojipasyMeBaeTcsi TeKyiuii MmomenT (now). Mcnosb3yiite 24-
JacoByto Horanuio Bpemenu, a ne AM/PM. Hanpumep, mara
MozKeT ObITh 3ajana Kak 10/24/2005, a Bpems - kak 18:00:00.
Boer MozkeTe Takke UCIOJIb30BATH KJIIOUYEBbIE CJI0Ba: NOW, recent,
today, yesterday, this-week, this-month, this-year. today ozna-
JaeT MePBYIO CEKYH/Ty TOCJIe TOJIYHOUN TEeKYIIero JIHs. recent -
10 munyT Hazas. yesterday - mepByIO CEKyHJIy MOCJE IMOTyHOUH
npeblynero faus. this-week oznadaer nepByo cekyH/Iy 1OC/Ie
[IOJIYHOUU TIEPBOTO JIHs TEKYIEH He/e/ I, MepBhIil JeHb HeJaeu
OTIPEJIe/IAeTCS W3 BalllUX PEruOHAJbHBIX HAcTpoeK. this-month
O3HAYAEeT TEPBYIO CEKYHJIY TOCJe TOJYHOIHN [IEPBOTO IUCTIa TEKY-
niero Mecdra. this-year osnagaer mepByio ceKyH/Iy MOCJIE MOJIyHO-
YU TIEPBOrO YUC/IA [IEPBOIO MECsIa TEKYIIEro roja.

-te, --end <a-
Ta> <BpeMs >

-tm, --terminal |OT4éT 0 TepMUHAIAX.

Vckarb cobbITHs, KOTOPbIE MPOU30NLINA [ocje (WJId BO BpeMsi)
yKa3zaHHO# BpemeHHO# Touku. Popmar JaThl U BPpEMEHU 3aBU-
CUT OT BalllUX PErMOHAJILHBIX HACTPOEK. Kcim nara He yKasaHa,
TO TIOJIpa3yMeBaeTcs Tekymwii nenb (today). Ecim me ykazano
BpeMsi, TO HojpasymMeBaercs noaHoub (midnight). Vemoss3syiire
24-gacoByto HOoTanuo Bpemenu, a He AM/PM. Hanpumep, nara
MozKeT ObITh 3asana Kak 10/24/2005, a Bpems - kak 18:00:00.
Bur MokeTe TakXKe MCIOJIB30BATh KJIIOUEBBIE CJIOBA: NOW, recent,
today, yesterday, this-week, this-month, this-year. today ozna-
JaeT MePBYIO CEKYHJIy TOCJe TOJYHOYN TEKYIIero JHd. recent -
10 munyT Hazasm. yesterday - mepByIO CEKyHJIy MOCJE MOTyHOUH
npeablyero faus. this-week oznadaer nepByio cekyH/Iy 1ocse
[IOJIYHOUU TIEPBOTO JIHs TEKYIEeil Heje/H, MepBhIil JeHb HeJIeu
OTIPEJIE/IAETCS U3 BalllUX PErMOHAJIbHBIX HACTpoeK. this-month
O3HavYaeT TEePBYIO CEKYHJIY IMOC/e MOJYHOUYH IIEPBOr0 YUCIa TEKY-
mero Mecdra. this-year osHagaeT mepByio ceKyH/Iy MOCTE TMOJIyHO-
YU TIEPBOrO YUCJIA MIEPBOIO MeCsIa TEKYIIEero roja.

-ts, --start <jia-
Ta> <BpeMda>

-u, --user OT4Y€T 0 MOIBL30BATEIAX.

-V, --version BeiBecTr Bepcuio mporpaMMbl U BBIATH.

Yruaura ausearch

[Iporpamma ausearch gBjsieTCs HHCTPYMEHTOM TIOUCKA 110 XKYPHAJY ayauTa. Y TU-
JmTa ausearch MoKeT TakzKe MPUHUMATH JAHHBIE CO CTAHIAPTHOrO BBOjA (stdin) 10
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TexX 10P, ITOKa Ha BXOjie Oy yT HeoOpaboTaHHBIE JaHHBIE JOTOB. Bee ycioBus, yka-
3aHHBIC B IIapaMerpax, o0beunsiorcs jorndeckuM «y». K npumepy, npu ykazanun
«m» U «-Ui» B KadecTBe MapaMeTpoB OY/IyT MOKa3aHbl COOBITHs, COOTBETCTBYIONINE
3aJaHHOMY THILY U UJIEHTU(DUKATOPY HOJIH30BATE/IS.

CTouT OTMETUTH, 9TO KarK/Iblil CHCTEMHBIN BBI3OB sIApa U3 I0JIb30BATEIHCKOIO
MIPOCTPAHCTBA U BO3BpAIIlEHHE JAHHBIX B IMOJIL30BATE/ILCKOE TTPOCTPAHCTBO UMEET
OJIMH YHUKAJBHBIN (/7151 KazKJ0T0 CHCTEMHOTO BbI30BA) UAECHTH(MUKATOP COOBITHSI.

Pazimmanbie qacTu sijipa MOTYT JI00aB/IATH JIONOJTHUTE/IbHBIE 3anucu. Hanpumep,
B COOBITHE ayauTa JJjIsl CHCTEMHOIO BBI30Ba «opens gobasiserca 3anuch PATH c
uMeneM aiia. ausearch mokasbiBaeT Bce 3aIllUCH COOBITHS BMECTE. DTO O3HAYAET, 9TO
[IPH 3aIIPOCe OIPEJIEIEHHBIX 3alrceil pe3yabrar Moxker cojiepkarh 3amucu SYSCALL.

Taxzxe moMHUTE, YTO HE BCE THIIBI 3aIUCEHl CO/IEPKAT YKA3AHHYIO NH(MOPMAIIHIO.
Hanpuwmep, samucs PATH we comepxut numst y3ia ninm loginuid.

Omun:

Ormus 3HavYeHUe OMIIUNI

Uckathb coOBITHS € 3aJaHHBIM  UJIEHTHMUKATOPOM  COOBI-
tusg. Coobiennst OOBIYHO HAYUHAIOTCA MPUMEPHO  TakK:

-, —event audit- | dit(1116360555.320:2401771). Usenrnduxatop cobbiris

event-id
- 9TO YHUCJIO TIoCIe «:». Bee coObITHA ay/iuTa, CBI3aHHbBIE C OJTHUM
CHUCTEMHBIM BBI30BOM, UMEIOT OJIMHAKOBBIN MJICHTH(MUKATOP.
-, --comm | lckaTh coOBITHA € 3a/laHHBIM COMIN Name. comm name - uMs
comm-name ucrojHsIeMoro gaitia 3a1a4qm.

-f, --file file-name | Ickarh cobbITHsA € 3aJaHHBIM HMeHeM daiia.

-ga, --gid-all all-| MlckaTb cobbiTus ¢ 33, 1aHHBIM 3(DMEKTUBHBIM U OOBIYHBIM UJI€H-

group-id TH(MUKATOPOM TPYIIIIHI.

-ge, --gid-

effective Nckathb cobbITHS ¢ 3aJaHHBIM 3(PHEKTUBHBIM UIEHTH(OUKATOPOM
effective-group- |rpymmbl win uMeHEM T'PYIIIIHL.

id

. d d Uckarh cobbITUs ¢ 33 IAHHBIM HACHTU(MUKATOPOM TPYIIILI WU
-gi, --gidgroup-i
8h BIABTOUPIC | ferent I'PYIIIIGL.

-h, --help CupaBka.

TpanciupoBaTh YKUCIOBbIE 3HAaUEHUSA B TeKcToBble. Hampumep,
MAeHTU(MUKATOD IOJIb30BaTe sl Oy/1eT OTTPAHC/IUPOBAH B MM
noJib3oBaTesid. TpaHc/IdIus BBIIOJIHACTCSA C UCIOJIb30BAHUEM
JIAHHBIX C TOW MalllMHBI, TJie 3amyiieH ausearch. T.e. eciu BbI
IepernMeHOBAJIN YIETHBIE 3AIIUCH TI0JIb30BaTENEN NI HE NMEETe

-hn, --host host-
name

TaKUX »Ke YUYETHBIX 3aluceil Ha Ballleil MalllnHe, TO Bbl MOXKETe
IIOJIyIUTh PE3YJIbTAThl, BBOJSIINE B 3201y K IeHNIE.

Wcnonp30BaTh yKasaHHBINA (aiiyl BMECTO JIOTOB ayIuTa. JTO MO-
2KeT OBITH MOJIE3HO IPU aHAJIM3E JIOTOB C JIPYTO MAIUMHbI UK
IpU aHAJIM3€e YaCTUIHO COXPAHEHHBIX JIOT'OB.

-if, --input file-
name
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Onmnusa

3HaueHue OnIuu

-k, --key key-
string

Wckars cobbiTud 3aJlaHHBbIM KJIIOYE€BBIM CJIOBOM.

-m,  --message
message-type

| comma-sep-
message-type-
list

Hckarh cobbITHSA ¢ 38/ JaHHBIM THIIOM. BbI MO2KeTe yKa3aTh CIucOK
3HAYCHUN, PA3/IC/IEHHBIX 3anaThiMu. MOKHO yKa3aTh HECYIIECTBY-
foruit B coobitusx tutt ALL, KOTOPBIi 1103BOJISIET Oy IUTh BCE
coobrmennst cucteMbl ayauta. CIUCOK JIOIMYCTUMBIX TUIIOB 0OJIb-
ot m OyJIeT moKa3aH, ec/ii YKa3aTh 3Ty ONIUI0 063 3HAYECHUS.
Tun coobrmenust MozkeT OBITH CTPOKOI MM YucyIoM. B cncke 3na-
YEHUIT 9TOTO MMapaMeTpa B KauecTBE Pa3JIe/InTe st UCIOIb3YI0TCs
BaIAThIC U TTPOOEJIBI HEJIOMYCTUMBI.

-0, —-object SE-
Linux-context-
string

Nckarh cOOBITHA € 38 JaHHBIM KOHTEKCTOM (OOBEKTOM).

-p, --pid process-
id

Hckath coOBITHS € 3aJJaHHBIM HJIeHTH(MUKATOPOM IIPOIecca.

-pp; -—-ppid
parent-process-
id

Nckarh coOBITHS ¢ 3aJaHHBIM HACHTH(MUKATOPOM POIUTEIHCKOIO
IIPOIIECCA.

-T, --raw

Heobpaboranusriit BbiBo1. Vcnonb3yercs j1is U3BJIeUeHUs 3aIuceit
JJId JaJIbHEHIIEro aHaJIm3a.

-sc, —-success
syscall-name-or-

value

NckaTh coObITHS ¢ 3aaHHBIM CUCTEMHBIM BBI30BOM. BbI MoxKeTe
yKa3aTh ero HoMmep wian uMs. Eciu Bbl yKazaau uMsi, OHO OyzeT
MIPOBEPEHO Ha MaIluHe, TJie 3aIryilen ausearch.

-se, --context
SE-Linux-
context-string

SELinux

Nckarb cobbiTust ¢ 3aJaHHBIM — KOHTEKCTOM
(stcontext /subject mim tcontext/object).

-su, --subject
SE-Linux-
context-string

HckaTth cobbITHs ¢ 3aJaHHBIM KOoHTeKcToM SELinux - scontext
(subject).

-8V, --success
success-value

Vckarh coObITHs ¢ 3aaHHBIM (DJIArOM YCIIENIHOIO BBIIOTHEHHS.
Hormycrumble 3Hadenust: «yes» (YCIEMHO) U «no» (HEYIAaTHO).
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Onmnusa

3HaueHue OnIuu

-te, --end [end-
date| [end-time]

Uckarh coObITHS, KOTOPBIE TIPOU3OIILIN PaHbIie (UM BO BPeMs)
yKa3aHHON BpemeHnHoit Touku. PopMaT aThl 1 BPEMEHH 3aBUCUT
OT BaIllMX PErMOHAJLHBIX HacTpoek. Kcm mara He ykazana, TO
no/[pasymMeBaeTcs TeKynmii geub (today). Ecim He yrazaHo BpeMst,
TO HO/Ipa3yMeBaeTcs TeKymuii MomeHT (now). Vemomb3yiite 24-
JacoBylo HoTanuio Bpemenu, a e AM/PM. Hamnpumep, nara
MozKeT ObITh 3ajana Kak 10/24/2005, a Bpems - kak 18:00:00.

Bt MozkeTe Takke UCIOJIb30BATH KJIIOUYEBbIE CJI0Ba: NOW, recent,
today, yesterday, this-week, this-month, this-year. today ozna-
JaeT MepPBYI0 CeKYH/Iy TOC/Ie TOJIYHOUN TeKYIero JiHsd. recent -
10 munyT Hazam. yesterday - mepByIO CEKyHJIy MOCJE MOTyHOUH
npeablymero faus. this-week oznadaer nepByo cekyH/Iy 1ocse
MIOJIYHOUHU TIEPBOTO JIHs TEKYIEel Hee/u, MepBhIil JeHb HeJaeu
OIpEJIe/IAETCs U3 BAINX PErHOHATBHBIX HACTPOEK (cM. localtime).
this-month o3mavaer mepByIo ceKyH Iy mocje MoyHOYH MTEPBOro
Yrcsia TEKYIIEero Mecdra. this-year osnadaer mepByio CEKyHILY
MOCJIE TIOJIYHOUH TIEPBOT'O YUCTIa TIEPBOrO MecsIla TEKYIIero roja.

-ts, —-start [start-
date] [start-time]

Vckarb cobbITHs, KOTOPBIE MPOU30NLIN Hocje (MJId BO BpeMsi)
yKa3zaHHO# BpemeHHO# Touku. PopMmarT J1aThl U1 BPpEMEHU 3aBU-
CUT OT BAIllUX PErHOHAJbHBIX HACTPOEK. Kcju jjara He yKasaHa,
TO TIO/Ipa3yMeBaeTcs Tekymwii genb (today). Ecim me ykazano
BpeMsi, TO HojpasymeBaercs noaHoub (midnight). Vemoss3syiire
24-gacoyto HoTanuo Bpemenu, a He AM/PM. Hanpumep, nara
MozKeT ObITh 3asana Kak 10/24/2005, a Bpems - kak 18:00:00.
Bobr MozkeTe Takke UCIOJIB30BAThH KJIIOUYEBbIE CJI0Ba: NOW, recent,
today, yesterday, this-week, this-month, this-year. today ozna-
JaeT MepPBYI0 CeKYH/Iy TOC/Ie TOJIYHOUN TeKYIero JiHs. recent -
10 MmunyT Hazam. yesterday - mepByIO CEKyHJIy MOCJE MOTyHOUH
npeablymero faud. this-week oznadaer mepByio cekyHTy mocse
[IOJIYHOUU TIEPBOTO JIHs TEKYIEeil Heje/u, MepBhIil JeHb HeJaeu
OTIPE/JIe/IAETCS U3 BalllUX PErMOHAJIbHBIX HACTpoeK. this-month
0O3HAYAET TIEPBYIO CEKYHJIy TOC/e TOJTyHOIN TePBOTO TUC/Ia TeKY-
mero Mecdra. this-year osHagaeT mepByio ceKyH/Iy MOCTE MOJIyHO-
YU TIEPBOr'O YUCJIA MIEPBOTIO MeCsIa TEKYIIEro roja.

-tm, --terminal
terminal

HckaTs cobbpITHA € 3aaHHBIM TepMuHasioM. HekoTopsie cimyx-
Ob1 (Takue Kak cron u atd) UCHOIB3YIOT UMs CIy?KOBI KaK MM
TepMUHAJIA.

-ua, --uid-all all-
user-id

Uckarhb cobbITHsA, Y KOTOPBIX JI000i 13 niAeHTH(hUKATOPA HOJIb-
3oBaTess, 3PEKTUBHOIO UJICHTUPUKATOPA MTOJTH30BATE IS WU
loginuid (auid) coBmajaoT ¢ 3a1aHHBIM HACHTH(MUKATOPOM HOJIb-
30BaTEIIs.
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Onmnusa 3HaueHue OnIuu

-ue, --uid-
effective
effective-user-id

Wckarh cobbIThs ¢ 3a1aHHBIM 9P (OEKTUBHBIM HACHTIH(MUKATOPOM
[IOJIb30BaTEIA.

-ui, --uid user-id | MckaTb coObITHs ¢ 3aJaHHBIM UIEHTH(MUKATOPOM IOJIb30BATEIS.

Uckarhb cobbiTus ¢ 3a/IaHHBIM UJICHTU(MUKATOPOM I10JIH30BaATE/IS.
Bce mporpaMmbl, KOTOpbIE €10 UCHOJIB3YIOT, JOJZKHBI UCIIOTb30-
BaTh pam_ loginuid.

-ul,  --loginuid
login-id

-V, --verbose [TokazaTh BepCUIO U BBIATH.

CosBrajieHne ¢ IOJHBIM CJI0BOM. llomaepkuBaercst /it UMEHU

-w, --word . .
daiista, mMeHN y371a, TepMUHAIa 1 KOHTeKcTa SELinux.

-x, --executable

Nckarh coObIThd € 38 JaHHBIM KMEHEM UCIIOJIHIEMO TTPOrPAMMBI.
executable

Yruaura autrace

Yruaura autrace - 3To mporpaMma, KoTopas J00aB/ideT IpaBuia ayIuTa Jist
TOT'O, YTOOBI CJIEJUTDH 38 UCIOJIB30BAHUEM CHCTEMHBIX BBI30BOB B YKA3aHHOM IIPOIECCE
1o100HO TOMY, Kak 3To JiejtaeT strace. [locsie mobaBienns mpaBui oHa 3allyCcKaeT
IIPOIIECC C YKa3aHHBIMU apryMeHTaMu. Pe3ybraTsl ayaura OyayT 1100 B JIOrax ayIuTa
(ecstu ciryzkba ayauTa 3aILyleHa), Jub0 B CHCTEMHBIX JioraxX. BayTpu autrace ycrpoena
TaK, 4TO YJAJISeT BCEe IIPEJbIAyIIUe IIpaBUIa ayJIuTa Iepell TeM KaK 3allyCTUTh
YKa3aHHBII [IPOIecC U T0C/Ie ero 3aBepiiennsd. [loaToMy, B KadecTBe JIONOJHUTETHLHOM
MEPBI IPEIOCTOPOKHOCTH, IPOrpaMMa He 3aIlyCTUTCA, €CJIA TePe]], €€ NCTOJIb30BaHIEM
IpaBujia He OYIyT yAaJieHbl ¢ moMoIbio audtict]l — nmpegynpeskatoriee coodIeHne
U3BECTUT 0O 3TOM.

Omun:
Onmnusa 3HadyeHUe OnIuu
OrpaamunTh cOOp MHPOPMAIUNA O CUCTEMHBIX BBI30BaX TOJIBKO
TEeMH, KOTOpble HEOOXOMMBI JIJId aHAJIN3a UCIOJIH30BaHUS Pecyp-
-r

COB. DTO MOXKET OBITDH IIOJIE3HO IIPU MOJEIUPOBAHUN BHEIITATHBIX
CUTYyaIlnii, K TOMY K€ I03BOJISIeT YMEHBIIUTh HAIPY3KY Ha JIOTH.

[Tpumepsr:

e OOBIMHOE UCIIO/IH30BAHUE TPOIPAMMBI:

autrace /bin/ls /tmp
ausearch --start recent -p 2442 -i

e Pexxum orpanmyeHHoro cbopa nHdOpMAaIm:

autrace -r /bin/ls
ausearch --start recent -p 2450 --raw | aureport --file —summary
ausearch --start recent -p 2450 --raw | aureport --host —summary
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TI'padpuyueckass yruaura nmpocMoTpa >KypHAaJIOB ayAnuTa
[Tocyie 3amycka mporpamMMbl IIPOCMOTPa CUCTEMHBIX KYPHAJIOB 0TOOpaXKaeTcs
ciieyIomee oKHO (pucymnox 6.1).

®aiin Mpaeka Bug @WAeTpel CnpaBka

Dct 23 18:14:33 localhost journal[414]: Runtime journal
Dct 23 18:14:33 localhost systemd-journald[196]: Receiy
btmp Oct 23 18:14:33 localhost kernel: systemd: 25 output 11
Oct 23 10:14:33 localhost kernel: random: crng init don

boot.log

b cron Oct 23 18:14:33 localhost kernel: audit: type=1484 audi
dmesg Oct 23 18:14:33 localhost kernel: audit: type=1483 audi

_ Dct 23 18:14:33 localhost systemd[1]: Successfully load

» maillog Dct 23 18:14:33 localhost systemd[1]: Relabelled /dev =
v messages Dct 23 18:14:33 localhost kernel: vboxguest: loading ou

Oct 23 18:14:33 localhost kernel: vgdrvHeartbeatInit: S
UeTeepr, 4 okT Oct 23 18:14:33 localhost kernel: input: Unspecified de

Dct 23 10:14:33 localhost kernel: wvboxguest: misc devic
PHUK, Oct 23 18:14:33 localhost journal[414]: Journal started

b secure Oct 23 18:14:34 localhost systemd[1]: systemd 219 runni
Oct 23 18:14:34 localhost kernel: [drm] VRAM 04000088
spooler Oct 23 18:14:34 localhost kernel: [TTM] Zone kernel: A

Dct 23 18:14:34 localhost kernel: [TTM] Initializing po
Dct 23 18:14:34 localhost kernel: [TTM] Initializing DM
wpa_supplicant.log Oct 23 10:14:34 localhost kernel: fbcon: vboxdrmfb (fbE
Xorg.0Jog Oct 23 10:14:34 localhost kernel: Console: switching to

- Dct 23 10:14:34 localhost kernel: vboxvideo 0000:00:82.
Xorg.9.log Dct 23 108:14:34 localhost kernel: [drm] Initialized wbo
Dct 23 18:14:34 localhost systemd[1]: Detected wvirtuali

tallylog

| NPT

3525 cTpok (356,3 kB) — nocnenHee cbHoENeHWe: BT okT 23 12:00:01 2018

Pucynok 6.1 - OkHO nmporpaMMbl ITPOCMOTPA CUCTEMHBIX 2KYPHAJIOB

st jocTyna K XKypHajaM ayJinTa M0JIb30BATEe/Ib JOJIZKEH BBECTH 11apoJib aMU-
nuctparopa. [locse mepBoro 3amycka mporpaMMbl TPOCMOTPA CHCTEMHBIX JKYPHAJIOB
IPIJIOZKEHHE 110 YMOJIIaHUI0 0T06pazKaeT HeCKOIbKO (DailjioB KypHAJIOB (Takne, Kak
/var/log/messages). OTKpbITBIE JIOTH (3KYPHAJIBI) [IPEJCTABICHDBI B CIIUCKE B JICBOI
JaCTH OKHA HPUJIOKeHUs. BhIOpaHHbII U3 ClMCKa »KypHAJ 0TOOparkaeTcsi B IJIaBHOI
JaCTU OKHA IPUJIOKEHHSI.

[To ymosryanuio mporpamMma IpocMOTPa CUCTEMHBIX »KYPHAJIOB 0TOOparKaeT n3Me-
HEHUSI KaXKJI0r0 OTKPBITOrO *KypHAJIA, U JII0Oble N3MEHEHUS MOsIBISIOTCS ABTOMATH-
YeCKH B IVIABHOM OKHE.

BameTbTe, 9TO IporpamMMa IMPOCMOTPa CHCTEMHBIX YKYPHAJIOB TAKKe TO3BOJISIET
BaM OTKPBIBATH apXUBUPOBAHHBIE XKYDHAJbI (Ha3BaHust (DailloB KOTOPBIX OKAHUNBA~
I0TCS HA «.87% ).

Yr1006bI CKONMPOBATHL OJIHY WJIM OOJiee CTPOK KypHaja B Oydep oOMeHa, Ipo-
CTO BBIJIE/INTE CTPOKHU B TJIABHON YacTu OKHa u BbibepuTe IIpaBka » Konuposarh.
Eciin BbI XO0THTE KOIMPOBATH BECh »KYpHAJ B Oydep obMeHa, BHIOEPUTE €0 HOJIHO-
CTBIO, UCII0JIb3Ys HACTPOolKy IIpaBka » Boeiaenuts Bcé, 3aTeM BhiOepute IIpaBka »
Komuuposars.

Ber MoxkeTe uCIo/Ib30BaTh MPOrPpaMMy IIPOCMOTPA CUCTEMHBIX YKYPHAJIOB JJTs
MOHUTODHHTa JIOroB (2kypHaJsioB). [lo yMomdaanuio, Ko BceM KypHasaM, OTKPBITHIM
B IIporpaMmMe IIPOCMOTPa CHCTEMHBIX KYPHAJIOB, TPUMEHAIOTCS TEKYIIe M3MeHe-
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Hust. Ecim HOBBIE cTpOKH J100aBJI€HBI K KYPHAJIY, TPOCMaTPUBAEMOMY C ITIOMOIIIHIO
[IPOrpaMMbl IIPOCMOTPA CUCTEMHBIX »KYPHAJIOB, HAMMEHOBaHUE KYPHAJIa BbIIEJTUTCS
JKUPHBIM HadepTaHueM IpudTa B CIIMCKe KypHAJIOB. Ecim KypHas orodparkaercs B
HACTOSIIIEE BpeMs B IVIABHON JacTH OKHA, HOBBIE JIMHUU IOSIBATCA aBTOMATHIECKHU
B KOHIIE >KypHAaJa ¥, 110 UCTeYEeHNN IIATH CEKYH/I, HauMeHOBaHMe YKypHaJia CHOBA
BEPHETCA K OOBIMHOMY HAYEPTAHUIO B CITUCKE YKYPHAJIOB.

Nudopmarus o )kypHaJje 0ObITHO 0TOOparKeHa B CTPOKE COCTOSHUS, BKIIIOYAL:

® KOJIMYECTBO CTPOK B KYpPHAJIE;

e pasmep KypHaJia B OaiiTax;

e JlaTy TOC/IeIHEr0 OOHOBJIEHUs (M3MEHEHNSsT) YKy PHAJIA.

Crpoka cocTosiHUsT MOYXKET ObITh IMOKA3aHa WJIM CKPbITa Yepe3 MyHKT MeHio Bu
» CTpoka COCTOSTHHS.

DKCHOPT JAHHBIX AYIUTA

Jlist sKcIopTa JIAHHBIX ayuTa s jpyroro jgosepennoro MT-npoxykra mipe-
JlaraeTcsi UCIOJIb30BaTh CyKAThle apXUBHBIE (hall/ibl ¢ TTAPOJIBHON 3amuToil. ApxuB
MO3BOJIUT 3HAYUTETHHO YMEHBINTL 00beM TepelaBaeMblX JAHHBIX, a [apoJIb 3allli-
TUT OT HECAHKIIMOHMPOBAHHOI'O PACKPBITUS P Nepejade. [l1s czkaTns KypHaIoB
ayJinTa HeoOXO/IMMO HCIIOJIb30BATh YTUIUTY Zip.

Zip - 9TO yTW/InTa sl CoKATHS U YIIAKOBKHU (DAMJIOB U KATAJI0roB. UTOOBI C2KATh
draitsn mm KaTaJor ¢ IoMOIIbI0 KOMAH/IbI Zip, HabepuTe B KOMaHTHOW CTPOKE:

zip -r <umma_¢aiina>.zip <kaTamor>

B sTtom npumepe <ums _daitna>.zip — cosmaBaeMblit Bamu daiti, a <KaTaJor >
— KaTaJIor, KOTOPbI Oy/IeT MOMeniéH B HOBbIi zip-aiii. Omius «-r» yKa3blBAeT, ITO
Bce (ailJibl U3 Karajora <Karajaor>> OyJIyT BKJIIOYCHbI PEKYPCHBHO.

YcTaHOBUATH MAPOJIb HA apXUB MOYKHO C TIOMOIIBIO KJIo4da «-P», a KIod «-e»
CKpOET I1apoJib IIPU BBOJIE.

OC, pu cooTBeTCTBYIOIIEH HACTPOiTKe, POPMUPYET Psi/l XKYPHAJIOB ayauTa. THIrbl
cOOBITUI OE30MACHOCTU M MeCTa pPa3MEIIeHNs COOTBETCTBYIONINX KYPHAJIOB IIPUBEIe-
HBI B TaOJIHIIE:

CobbiTHue 2KXypHaa ayanra

Baryck u 3aBepiiieHne BbInoiHeHus1 GyHKuii ayaura | /var/log/audit/audit.log

Bammch ayura Jijist COOBITHIA, CBSI3aHHBIX C MCTEYeHU-
€M yCTAHOBJICHHOTO aIMUHUCTPATOPOM CpPOKa JjeiicrBust | /var /log/secure
apoJId

Barmck ayjura Jjist COOBITHMN, CBI3aHHBIX C MCTEIEHU-
eM YCTAaHOBJIEHHOI'O aJIMUHUCTPATOPOM Cpoka jeiicrsus | /var/log/secure
unerTndukaropa nosbzoBareas OC (yderHoit 3amnmcn)

ﬂeﬁCTBI/IH, IIpealpuanMacMbI€ B OTBET Ha BO3MOXKHBIE

HapyIIeHus 6e3011acHOCTH /var/log /maillog

Bcee momudukarun konduryparun ayanra, mpoucxo/is-

e BO BpeMs cOopa JIaHHBIX ayITa /var/log/audit/audit.log
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CobbiTHE

2Kypnan ayaura

bBrokuposanue y4uéTHOI 3anucu B pe3y/abTaTe MPEBBIIIIe-
HUS MAKCUMAJbHOTO YUC/Ia HEYCIENTHBIX TOMBITOK BXO/Ia
CUCTEMY

/var /log/secure

Bee MO,ZLI/I(bI/IKaHI/H/I IIOJINTUKHU ayduTa

/var/log/audit/audit.log

Bcee mojudukanym 3nadennii arpubyTos 6€301aCHOCTH,
HCIIOJIb3YEMbIX JIJIdd CMEHDBI HavaJIbHOM ayTeHTI/ICbI/IKaL[I/I—
onHo#t nudopmaruu nosb3osaress OC mocie oHOKpAT-
HOI'O UCIIOJTb30BaHS

/var /log/secure

Bcee momudukarmm ayrenTugUKAIMOHHON NHMOPMAIIAN

/var /log/secure

[TonHOTEKCTOBAST 3AIIUCH TPUBUJIEITPOBAHHBIX KOMAaH,T,
(KOMaHJI, YIPABJISIONINX CHCTEMHBIME (DYHKITHSIMHT)

/var/log/audit/audit.log

[Ipumenenne MexaHu3Ma BOCCTAHOBJICHUS WH(OPMaIUu

/var/log/messages

I13MeHeHne HACTPOEK MEeXaHU3MOB yHUITOXKeHHsl (CTH-
paHust) JTAHHBIX

/var/log/audit/audit.log

Coou B pabore MexXaHN3Ma U30JIAIIA IPOIIECCOB

/var /log/messages

[TombITKM yCTAaHOBKY BHEITHUX MOJLYJIEi YPOBHS si/ipa, He
POBEPEHHBIX PA3pabOTIMKOM ([IPOU3BOUTETIEM ), UJTH
BHEINTHUX MOJTyJIell yPOBHS sijipa ¢ HapYIIIEHHOM I1eJIOCT-
HOCTBIO

/var/log/audit/audit.log

[TombITKYM 3ammycka KOMIIOHEHTOB IIPOrPAMMHOTO Obectie-
YEHU, TIeJIOCTHOCTh KOTOPBIX ObLIa HAPYIIIEHA, U TIOIBIT-
KHJ 3aIlyCKa KOMIIOHEHTOB ITPOI'PAMMHOIO O0eCIIevYeHu d,
IIPOU3BEJIEHHBIX B HapPYIIIEeHNE YCTaHOBJIEHHBIX ITPaBUJI
3aIlyCKa KOMIIOHEHTOB ITPOIPAMMHOIO OOeCcTieYeHnsT

/var /log/audit/audit.log

Yrenne nadopManuy u3 3amnuceil ayura, HeyCIlenHbie
MOTIBITKY YUTATh WHMOPMAIUIO U3 3aINCeNl ayuTa

/var/log/audit/audit.log

[IpeanpunnMaemMble JIEWCTBUASA MOCTE MIPEBBIEHNS T0-
pora 3aloJIHeHHs KypHaJla ayJuTa, IpeJlIpuHIMaeMble
JieficTBus 1ipu cO6oe XpaHeHus XKypHaJIa ayIuTa

/var /log/messages

Bce 3ampocnl Ha BbINOJIHEHNE Onlepalinii Ha 00beKkTe, Ha
KOTOPBIA paclpoCcTpaHdeTCd HOJATUKA JUCKPEIMOHHOIO
WM POJICBOIO JOCTYIIa

/var/log/audit/audit.log

Bce monbITku 3KCopTUpOBaTH NHAMOPMAIIIIO

/var /log/audit/audit.log

Bce perntenus 110 3ampocaM Ha ceTeBbIe TIOTOKU ITPU MC-
110JIb30BaHNN (DUJIBTPAIIN CETEBBIX ITOTOKOB

/var /log/messages

OTKJIOHEHHE WM MPUHATHE JII000r0 IIPOBEPEHHOI'O apO-
JIsl IPU TIPOBEPKE €ro Ha CJI0KHOCTD /3a/[aHHbIe MEeTPUKH

/var/log/secure
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CobbiTHE

2Kypnan ayaura

Bce cityuan ucnosbzoBanust MexaHu3Ma ayTeHTUMOUKA-
1IN, Pe3YyIbTaT JAefiCTBUA KaxKJI0I0 aKTUBU3UPOBAHHOIO
MeXaHU3Ma BMeCTe C UTOTOBBIM PeIeHneM

/var /log/secure

Bcee ciyuan ucnonb3oBanus MeXaHU3Ma HICHTU(DUKAIIAN
110JIb30BaTEJIsI, BKJIIOYasi 1IPeJICTaBJIEHHbII 1IeHTIU(hUKA-
TOP II0JIb30BaTE S

/var /log/secure

VcrenrHoe nim HEYCIIEITHOe CBA3bIBAHNE aTpUOyTOB Oe3-
OTTACHOCTH TIOJTH30BaTE IS C CyObeKTOM

/var/log/secure

Haznauenue cpoka gefictBus Jijist arpubyTa u JefcTBUS,
IIPEJIPUHATDBIC 110 UCTCYCHUN HA3HAYECHHOI'O CPOKA.

/var/log/secure;
/var/log/audit/audit.log

Mojincbukarius rpyIis! MoJIb30BaTe el

/var/log/audit/audit.log

Vcnonb3osanue hyHKIWMii yIpaBieHus /var/log/messages
3Menennst BHYTPEHHETO MIPEJICTaBICHISA BPEMEHH /var/log/messages
BeimosiHeHre 1 Pe3yJIbTAThl CAMOTECTUPOBAHMSI /var /log/messages
Tun c6ost wm npepbiBaHust 0OCITY KUBAHUS /var /log/messages
Bce oneparuu OC, npepBanHbie n3-3a cO60st /var /log/messages

Bce nonbiTkn ncnosb3oBanus (GYyHKIUN PACIIPE/I€/ICHN
PECYPCOB C YIETOM IPHOPUTETHOCTH OOCITY>KIUBaHUSI

/var/log/audit/audit.log

Bce obpartenust K hyHKIINAM pacipeie/leHus pecypcoB

/var/log/audit/audit.log

OTKJI0HEHNE HOBOI'O CeaHCa, OCHOBAHHOE Ha OI'DaHUYICHUN
YHUCJla ITapaJlJIeJIbHBIX CCaHCOB

/var /log/secure

Bce nonbiTkn pa30/10KUpoOBaHUa MHTEPAKTUBHOTO CEAHCA

/var /log/secure

3aBepiiieHne THTEPAKTUBHOI'O CEAHCA MEXAHU3MOM 0,J10-
KHUPOBAaHUS CEAHCa,

/var /log/messages

Bamnucn >KypHAJIOB ayaInTa UMEIOT CJIeIYIOIIil BII:

2KypHasn ayaura

ITpumep 3anmucu cobbiTus G€30MacHOCTU

type=DAEMON START

/var /log/audit auid=4294967295 pid=614

audit.log

msg—audit(1505824570.753:4329): op=start ver=2.6.5
format=raw kernel=4.9.30-1.el7.x86 64

subj=system u:system r:auditd t:sO res=success
type=SERVICE START msg—audit(1505824570.773:6):
pid=1 uid=0 auid=4294967295 ses=4294967295
subj=system u:system r:init_t:s0 msg="unit=rngd
comm="systemd" exe="/usr/lib/systemd /s
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KypHaj ayaura ITpumep 3anucmu cobbiTUsi G€30MaCHOCTU
Oct 11 09:51:01 redos login[4682|: LOGIN ON tty2 BY
ivanov
/var /log/secure Oct 11 09:56:40 redos vlock[5049]: pam_unix(vlock:auth):

authentication failure; logname= uid=1001 euid=1001
tty=pts/0 ruser= rhost= user=ivanov

Oct 17 10:47:11 redos postfix/cleanup[9004|: E66AE400BE:
message-id=<20171017074711.E66 AE400BEQredos.

localdomain >

Jvar[log/maillog Oct 17 10:47:11 redos postfix/qmgr[2780]: E66AE400BE:
from=<root@redos.local domain>, size=496, nrcpt=1
(queue active)
Oct 11 09:49:38 redos systemd|l]: Starting Local File
Systems (Pre).

/var/log /messages Oct 11  09:49:38  redos systemd[l]: Mounting

/mnt /test  disk...
Oct 11 09:49:38 redos kernel: EXT4-fs (sdbl): mounted
filesystem with ordered data mode. Opts: (null)

IIpaBa noctyna K daiijtam 1 Katajgoram

PEJL OC — cucrema MHOIOIOJIB30BATEIBCKAS, TO3TOMY BOIIPOC 00 OpPTaHU3aIN
pasrpaHrdeHns JOCTyIa K dailjaM 1 KarajgoraM siBJISeTCS OTHUM U3 CyIIEeCTBEHHBIX
BOIIPOCOB, KOTOPBIE JIOJIZKHA PEIIATh ONePAIIMOHHAs CHCTEMA.

B ocnoBe MexaHM3MOB pasrpaHUYeHus JOCTYIa JIezKaT UMeHa T0/Ib30BaTe el u
umena rpymi nojb3osareseit. B PEJI OC kaxibrit mo/ib30BaTe/ b UMEET YHUKAIHLHOE
UMs, 107l KOTOPBIM OH BXOJHUT B cucreMy (jiorupyercst). Kpome Toro, B cucreme
COBJIAETCsl HEKOTOPOE YUCJIO TPYMI MTOIb30BaTe e, TPUIEM KarK bl MT0IH30BaTE b
MOZKET OBITH BKJIIOYEH B OJIHY WJIM HECKOJBKO rpytil. Co31aéT u yaaasieT IPYIIb
CYTIEPIIOIL30BATE b, OH K€ MOXKET MU3MEHSTh COCTaB YYaCTHUKOB TON WJIM WHOI
rpyibl. YyIeHbl PA3HBIX IPYIINT MOI'YT UMETh Pa3HbIE IIpaBa 10 JIOCTYIY K daiiiam,
HaIlpuMep, TPYIIa aJIMAHICTPATOPOB MOXKET MMeTh OOJIbINe IpaB, YeM T'PYIIIa
MIPOTI'PAMMUCTOB.

B uHmekcHOM mecKkpunrope Kaxkjoro gaiijia 3aicaibl UM TaK HA3bIBAEMOI'O
BJIa IeJIbITa (paiijia W TPYIILI, KOTOpas UMeeT mpaBa Ha 3ToT daiia. [lepronadanbHo,
pu CO3JaHNN (ailjia ero BIAJIeTbIIEM O0bABIIAETCA TOT MOJIb30BaTEN b, KOTOPBIi
5ToT haitin coznan. Tounee — TOT MOJIB30BATEH, OT YbEr0 UMEHH 3aIlyIIeH ITPOIECe,
cozmaroruii daita. ['pynna Toxke HazHavaercsd npu co3ganHuu daiiia — 1o uaeHTudu-
KaTopy I'PYIIIBI IIporiecca, co3jatomiero daiiyi. Biagenbia u rpyriy daiiia MOXKHO
MIOMEHSTH B XOJ€ JIaJbHeilIeil paboThl ¢ TOMOIIBIO KOMaH I «chowny» u «chgrp».

Broimostaum komany «lIs -1s. Ho 3amaum et B kadecTBe JMOTOJTHUTEIBHOIO T1a~

pameTpa UMsi KOHKpeTHOro (paiijia, Hampumep, daiiia, 3aJ1alIero camy KOMaHLy
Is.



6.4 IIpaBa mocryna K daitaMm u KaTajsoram 101

$ 1s -1 /bin/1s
-rwxr-xr-x 1 root root 49940 Sep 12 1999 /bin/ls

B nannom ciydae BiajiesbiieM daiisia siBjsieTcd 0Jb30BaTe/Ib root U Ipyliia
root. Ho Hac ceiitac B BBIBOJIe 9TOI KOMaHIbI OOJIbIIIE MHTEPECyeT IIepBoe IoJIe,
ompe/iesisiioniee TUll (paityia u mpasa JgocTyia K daitay. D9To 1moje B IpUBEIEHHOM
IIpuMepe IpeacTaBI€HO HeHO‘{KOﬁ CHUMBOJIOB «-TWXI-XI'-X». STI/I CHUMBOJIBI MOZKHO
YCJIOBHO Pa3Jle/InTh Ha 4 TPYIIIHI.

[IepBast rpyitia, cocTosiInas U3 €INHCTBEHHOIO CUMBOJIA, OIpee/deT TUIll (aiira.
STOT CHUMBOJI B COOTBETCTBUU C BOSMOXKHBIMU TUIIaMN Cbaf/,IJIOB MOZKET IMIPpUHUMATDb
TaKNe 3HAYCHUA:

e - — O0OBIUHBIN (hailr;

e d — karaJior;

e b — daitsr 6;109HOrO yCTPOHCTBA;

e ¢ — bailyl CUMBOJILHOTO YCTPOIICTBA;
e s — JiloMeHHOe THe3/10 (socket);

e D — UMEHOBaHHBIN KaHAJ (pipe);

e | — cumBosmueckas cebuika (link).

Jlastee ciieiytoT TpU TPYIIBI 10 TPU CUMBOJIA, KOTOPBIE W OIPEIesISIOT IpaBa
JocTyIa K (aiily COOTBETCTBEHHO IS BJIaJesiblla (paiiia, /1Jist TPYIIbI T0Ih30BaTe-
JIeil, KoTopasi COIocTaB/IeHa JaHHOMY baiiry, 1 JJIs BCeX OCTaIbHBIX HOJIb30BaTe et
cucreMbl. B Hamem mpuMepe mpaBa JIOCTYIA JIJIs BJIQJIEIbIA OPEIEICHBI KaK «I'WX»,
YTO O3HAYAET, YTO Biajeser] (root) nmeer npaBo Yutarh daiir (r), Ipou3BOANTH
3anuck B 9707 daili (w) u 3amyckarh daiin Ha BbimoaHeHne (X). 3aMeHa JT060ro u3
9TUX CHMBOJIOB IIPOYEPKOM OY/IeT O3HAYATh, 9TO MMOJIb30BATE b JIUIIAETCA COOTBET-
CTBYIOIIIErO IIpaBa. B ToM »Ke IpuMepe Mbl BUIUM, 9TO BCE OCTaIbHBIE TOJIb30BATE N
(BKJIFOYAsT M T€X, KOTOPBIE BOILIM B I'PYIILY root) JIMIIEHbI IpaBa 3alluCh B 9TOT
dait, T. e. He MOTYT (aiiyl peJaKTUPOBATH U BOOOIIE KAK-TO U3MEHSITh.

[IpaBa jmoctymna u nadopMalmst o Tuie aiiaa XpaHsaTcsd B WHIEKCHBIX JECKPHII-
TOpax B OTHEJBbHON CTPYKType, cocTosImeil u3 AByX OaiiToB, T. e. u3 16 6ur. Yernipe
ouTa U3 9TUX 16-TH OTBEIEHBI /I KOAUPOBAHHOM 3ammcn o tuile (aitra. Cremayromme
Tpu OuTa 3a/1a10T 0cobble CBOMCTBA MCHOJHAEMBbIX (daitio. M, HaKOHeI], ocTaBIINeCs
9 OuT onpeeNIAIOT IIpaBa JIOCTyIA K (haiiry. DTu 9 OuT pa3aeadorcs Ha 3 TPYIIIILL 10
Tpu Outa. IlepBbie Tpu OUTa 3a/1AI0T IIPaBa MOJIb30BATEId, CJICAYIONEe TP OuTa —
[paBa IPYIIIIbL, MOCIeIHIe 3 OUTa OIPeIeIsSIOT IIpaBa BCeX OCTaIbHbIX M0JIb30BaTe et
(T. e. Bcex TOJIb30BATENIEH, 38 UCKJIIOUEHIEM BJIaJIeiblla (baiiia i Tpynis! daiiia).

[Ipu 3TOM, €cim COOTBETCTBYIOIINI OUT MMeeT 3HAUEHNEe «1», TO MPaBO MPeIo-
cTaBJIseTcsd, a ecau OH paBeH «0», TO mMpaBo He mpeaocTaBisgeTcsd. B cHMBOJIBHOM
dopme 3armmcu paB eIMHUIA 3aMEHSIETCsST COOTBETCTBYIONIIUM CUMBOJIOM (T, W HJIT
X), a 0 mpeJcTaBIsieTcss IPOYEPKOM.

[IpaBo Ha urenue (r) dailaa o3HAYAET, YTO TOJIH30BATE]b MOXKET IPOCMATPY-
BaTh cojiepKuMoe dailia ¢ MOMOIIbIO0 PA3IUIHBIX KOMaH/I IIPOCMOTpa, HAIIPUMED,
KOMAaH/I0fl «more» WJIN C IIOMOIIBIO JTI0O0I0 TeKCTOBOTO pejgakTopa. Ho, moapemak-
THPOBAB cojiepKuMoe (hailjia B TEKCTOBOM P€JIaKTOPE, Bbl HE CMOYKETE COXPAHUTD
u3MeHeHusi B (pailyie Ha JIHCKe, eCJIM He UMeeTe IpaBa Ha 3aIiCh (W) B 9TOT (ail.
[TpaBo Ha BbIOJHEHNEe (X) O3HAYAET, YTO BbI MOXKeTe 3arpy3uTh (ail B maMaTh u
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MOIBITATHCS 3aIlyCTUTH €0 Ha BBIMOJTHEHNE KaK UCIOJIHIeMYIo TporpaMMy. KonedHo,
ecyi B JieiicTBuTebHOCTH hail He aBisiercs nporpammoit (miu ckpumnrom shell), To
3aIlyCTUTH 9TOT (haill Ha BBIIOJTHEHNE HE yJIACTCs, HO, C JIPYTOil CTOPOHBI, JTayKe eCIn
dair neficTBUTEIBHO SABJISIETCA TPOrPAMMOil, HO MIPABO Ha BBIMOJHEHUE JIJIs HEro He
YCTAHOBJIEHO, TO OH TOYKE He 3aITyCTHUTCH.

Ecin BemomHuTh TY 2Ke KoMaHy «ls -1y, HO B KadecTBe mocseiHero apryMeHTa
eit ykazaTh He uMmd aityia, a IMs KaTajaora, Mbl YBUJIUM, UTO JIJI KATAJIOTOB TOXKE
OTIPEJIeJIEHBI ITPaBa JIOCTYIA, MIPUIEM OHU 3a/IaI0TCI TEMU Ke CaMbIMU CUMBOJIAMU
rwx. Hamnpumep, BbinoHuB Komasy <«Is —1 /», Mbl yBuaum, 9To Karajory bin
COOTBETCTBYET CTPOKA:

drwxr-xr-x 2 root root 2048 Jun 21 21:11 bin

EcrecrBenno, 4To 1o OTHOIIEHUIO K KATaJIOraM TPAKTOBKa MOHATHI «IIpaBO Ha
YTEHUE», «IIPABO Ha 3AIUCh» U «IIPABO Ha BBIIIOJHEHUE» HECKOJIbKO U3MEHSIETCS.
[IpaBo Ha YTeHME IO OTHOIIEHUIO K KATAJIOraM JIETKO MOHATH, €CJIU BCIOMHHUTD, UTO
KaTaJIOI' — 3TO MPOCcTOo (ailsl, cojiepKalinii crucok ailjioB B JAHHOM KAaTaJIore.
CrenoBaTesibHO, €C/I BBl UMeeTe IIPABO Ha ITEHHUE KaTajora, TO Bbl MOXKETE IIPO-
CMaTpPUBATh €ro COJepKNMOoe (ITOT caMblii crucok daiiios B Katasore). [IpaBo Ha
3alliCh TOYXKE TOHATHO — HMMesl TaKoe IPaBO, BbI CMOXKETE CO3/IaBaTh M YIAJITh
dailyibl B 9TOM KaTaJore, T. €. TPOCTO JOOABJIATH B KATAJIOT WU YIAJIATH U3 HErO
3allUCh, COJIEPKAIIYIO UMs KAKOro-TO (hailia u coorBeTcTBYIONMe cchliku. [IpaBo Ha
BBITIOJTHEHNE B JIAHHOM CJIydae O3HadaeT IPaBO MEPEXO/INTh B 9TOT KaTaJor. kein BbI,
KaK BJIaJIeJIel], XOTUTE JIaTh JOCTYI JPYTUM IOJIb30BATEIAM Ha ITPOCMOTP KAaKOT'O-TO
daiisia B cBOEM KaTasore, Bbl JOJKHBI JIaTh UM IIPABO JOCTYIIA B KATAJIOT, T. €. J1aTh
UM «IIPaBO Ha BBHINIOJHEHNE KaTaioras. bojee TOro, Hajio 1aTh MOJb30BATENIO ITPABO
Ha BBIMIOJTHEHUE JIJIsI BCEX KATaJOrOB, CTOSAIIUX B JIEPEBE BBIIIE JIAHHOTO KaTasora.
[losromy B mpuHIIUIIE /I BCEX KATAJIOIOB IO YMOJYAHUIO YCTAHABINBAETCS MIPABO
Ha BBINOJHEHNE KaK JJIsl BJIaJIe/Iblla U IPYHILI, TaK U JIJIT BCEX OCTAJIbHBIX MOJIb-
zoBareseit. U, y2K ecii BbI XOTUTE 3aKPBITH JIOCTYIl B KATAJIOL, TO JIUIIIUTE BCEX
HoJib30oBaTe el (BKIII0Yas TPYIIILY ) IPaBa BXOAUTH B 9TOT KATAJIOT.

[Tocsie mpouTenust MpeabLIYIIEro ad3ala MOXKeT OKa3aThCsd, YTO ITPABO HA YTEHHE
KaTaJjora He JaéT HUYIEro HOBOT'O 10 CPaBHEHUIO C MIPABOM Ha BbImoTHeHMEe. OIHAKO
pa3HUIA B 9TUX IIPaBax BCe YKe eCcTh. Fcim 3a1aTh TOJTBKO TPABO Ha BBHITIOJTHEHUE,
BBl CMOYKeTEe BOWTHU B KATAJIOT, HO HE yBHJUTE TaM HU OfHOrO daiiyia (3ror a3ddert
OCODEHHO HAIVISIJIHO IPOSIBJIIETCA B TOM CJIyYae, €CJIM BbI MOJIb3yeTeCh KAKIM-TO
daitsioBeiM MeHeKepOM, Hanpumep, nporpammoii Midnight Commander). Ecim Bor
nMeeTe MPaBo JIOCTYTa B KAKOM-TO U3 IOJKATAJJIOIOB 3TOI0 KATAJIOTa, TO Bbl MOYKETE
nepeiitu B Hero (Koman10ii cd), HO, KAK TOBOPUTCS «BCJIEMYIO», TI0 TTAMSITH, IOTOMY
YTO crucka ailjioB U MOJKATAJIOrOB TEKYIIEro KaTaJJIora Bbl He YBUJIUTE.

AropuT™M TIPOBEPKU TIPAB MOJIB30BATE IS TIPU OOpaIieHnn K (haitiry MOKHO OTIH-
caTh caeayionmM oopazoM. Crucrema BHaYase TPOBEPSIET, COBIAIAET JIM UM [TOJIH30-
BaTeJisi C IMEHeM BJiaJiesblia (daitaa. Fean stn mvena coBnagaior (T. e. Biaesert
obparaercsi K ceoemy aiijiy), TO IPOBEPSIeTCsi, UMEET JIU BJIAJIE/Iel] COOTBETCTBY O
Iiee MpaBo JIOCTYIIa: HAa YTEHUe, Ha 3alliCh WJIM Ha BBIIOJHEHUE (HE YJUBJISIATECD,
CYIePIIOJIb30BaTe/b MOXKeT JIMIIATh HEKOTOPBIX MpaB ¥ Biaje/biia daiiia). Ecau
IPaBO TaKOe eCTh, TO COOTBETCTBYIOIIAsS OlepaIns pa3perniaercsd. Keim ke HYKHOTO
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paBa BJIaJIEJIEl] He MMeeT, TO IIPOBEPKa IPaB, MPEI0CTABISIEMBIX Ye€pe3 IPYIIILY UIn
qepe3 IpyIny arpuOyTOB JOCTYIA JJIsT OCTAJIBHBIX IIOJIb30BaTes e, yKe jJaxKe He
IIPOBEPSIIOTCSI, & MOJIb30BATE/TIO BBIIAETCsT COODITEHNE O HEBO3MOYKHOCTH BBITIOTHEHNUST
3aTPeOOBAHHOIO JIeCTBUS.

Ecnun nmsa nosb3oBaTesis, obpalmatorerocss K aiijty, He cOBHAJJIaeT ¢ MMEHEM
BJIAJIEJIbIIA, TO CUCTEMA ITPOBEPSIET, TPUHAJIEZKUAT JIM BJIAJIEIEN K IPYIIIe, KOTopast
corocTasiieHa JanHoMy daitty (fgamee OyeM MpocTo Ha3bIBATH ee IpyIIoii daiia).
Eciim npunaiesxut, To JJIst OnpejiesieHns BO3MOXKHOCTH J0CTyIa K (aily ncriob-
3YIOTCsI aTPUOYThI, OTHOCSIIECS K TPYIIIE, a Ha aTpuOyThl JJI BAAJIEIbIA U BCEX
OCTaJIbHBIX II0JIb30BaTe/ieii BHUMaHus He oOparaercd. Ecin ke mosib3oBaTe/b He
ABJIIETCA BJlaJiesiblieM baiiyia u He BXOJAUT B Ipymily daiija, TO ero mnpasa oIpe-
JIEJIAIOTCST aTprOyTaMu JI7Isi OCTAJIbHBIX TOJIb30BaTeseil. Takum oOpa3oM, TpeThst
rpyIma arpudyToB, ONPEIeIONNX IpaBa JI0CTyIa K (aily, OTHOCUTCA KO BCEM
II0JIb30BATEIIM, KPpOoMe BiaJiesblia daiiia u moab3oBaTesieil, BXOAMINX B IPYIIITY
daita.

chmod

J11s1 m3MeHeHus 1paB JI0CTyIIa K daitry ncrnosb3yercs Komanjaa chmod. Ee moxHO
HCIIOIb30BaTh B JBYX BapuaHTax. B rmepBoM BapuaHTe BbI JOJIKHBI IBHO YKA3aTh,
KOMY KaKoe MpaBo JIaéTe MJIM KOro 9TOTO MpaBa JINIIAeTe:

$ chmod wXp <umsa_odaitna>

IJIe BMECTO CUMBOJIA <W>> IOJICTABJISETCH:

e GO CUMBOJI «U» (T. €. OJIB30BATE b, KOTOPBI SBJISIETCS BJIAJIEIBIEM );

e 6o «g» (rpymma);

e 6o «0» (BCe MOJIB30BATE/N, HE BXOJAIIME B IPYIILY, KOTOPOH MPUHAJIEKHUT
JIAHHBIH hail);

e b0 «a» (BCe MOJIb30BATE/M CUCTEMBI, T. €. U BJAJEJel, U IPYINa, 1 Bce
OCTAJIbHBIE).

Bmecro <X> craBurcs:

e 6o «+» (IpemocTaBuTh MPaBo);

e 60 «—» (JHUIIUTH COOTBETCTBYIOIIETO TIPABA);

e b0 «=» (YCTAHOBUTH yKa3aHHbIE IPaBa BMECTO UMEIOIIIXCH ).

Bwmecto <p> — cuMBoJI, 0603HAYAIONINN COOTBETCTBYIOIIEE TTPABO:

e «r» (urenue);

e «w» (3ammuch);

e «x» (BBINOJIHEHUE).

Bot mHeckoabKo mpuMepoB HCIOIb30BaHusT KoMaH bl chmod:

$ chmod a+x <umMsa_daitma> — MPEIOCTABIIAECT BCEM IOJIHL30BATE/IAM CUCTEMbI
IIPaBO Ha BBIIOJHEHNE JTAHHOTO daiiia;

$ chmod go-rw <umsa_caiina> — ymassger IpaBO Ha YTEHME W 3aIUCH IS BCEX,
KpoMe BaJiestbla (aiiiia;

$ chmod ugo+rwx <umsa_caiina> — JaET BCEM IpaBa Ha YTEHHE, 3aIlCh U BbI-
IIOJIHEHHE.
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Ecim onyctuth ykazanue Ha T0, KOMy IIPEJIOCTABJIIETCS JaHHOE IIPABO, TO 10JIpa-
3yMEBAETCs, YTO PeUb UJIET BOOOIIE 000 BCEX T0JIL30BATEIAX, T. €. BMECTO:

$ chmod a+tx <umsa_odaitna>

MOZKHO 3alliucaTb IIPOCTO.

$ chmod +x <umsa_oaitna>

Bropoit BapuanT 3ajanus komasibl chmod (OH MCIOJIB3yeTcs Jaliie) OCHOBaH HA
1 PoBOM TMpejicTaBaeHun paB. st 9TOro Mbl KOIUPYeM CUMBOJI «I'» 1 poii 4,
CUMBOJI «W» — IIMPOIL 2, a cuMBOJI «X» — 1udpoit 1. {1 Toro, 91008 IPEIOCTABUTH
MIOJTb30BaTENIM KAaKON-TO HabOp MmpaB, HAJO CJIOKHUTH COOTBETCTBYIONINE ITUMPHI.
[TosyuuB, TakuM ob6pa3oM, HyzKHbBIE IU(POBbIE 3HAYEHU I BIaJesblia daiiia,
JUIsl TpyHIBL (ailia 1 /i BCeX OCTAJbHBIX MOJIb30BaTe e, 3a/1aéM 3T Tpu U@ pbI
B KauecTBe aprymenTa KoMajbl chmod (craBum 31u 1iudphl 1I0Ce UMEHU KOMAHIbI
repeJi BTOPBIM apryMEeHTOM, KOTODBIH 3a1aéT ums daiina). Hampumep, ecan wamo
JIaTh BCe TpaBa Baaiesbity (4+2+1=7), mpaBo Ha uTeHue u 3ammch — rpyrme (4+2=6),
U He JIaBaTh HUKAKNX IIPaB OCTAJIbHBIM, TO CJIeyeT 1aTh TaKyl0 KOMAaH/Y:

$ chmod 760 <ums_daitna>

Ecnu BbI 3HAKOMBI C JIBOMYHBIM KOJIMPOBAHUEM BOCHBMEPUYHBLIX UMD, TO BbI
moiiMére, UTO MudPHI MOC/Ie UMEHN KOMaHbI B 9TO# (hopMe ee TIpejicTaB/IeHus €CTh
HU YTO MHOE, KAaK BOCHBMEPUYIHAs 3AIUCh TeX CaMbIX 9 OUT, KOTOpBIE 3a/IaI0T IIpaBa
JII BIaJIesIbIla (paiisia, rpynisl daiiia u i BceX MoJIb30BaTe e,

BreimoyiHgTh cMeHy IpaB JiocTyna K (aiiy ¢ IoMOIIbio KoMaH bl chmod mozxker
TOJIBKO caM BJjaJesier] dailja min Ccyneproab3oBareib. [lasg Toro, 4Todbl UMeThH
BO3MOKHOCTb M3MEHUTH [IPaBa I'PYIIILI, BJIJIEIEll JI0JZKEH JIOMOJTHUTETBHO OBbIThH
“WJIEHOM TOH TPYIIIbI, KOTOPOil OH XOYeT JIaTh [paBa Ha JIAHHBIH (daill.

Hano pacckazarh emi¢ o Tpéx BO3MOXKHBIX aTpubyTax daiiyia, ycTaHaABIMBAEMbIX
¢ TIOMOIIBIO TOM Ke KoMaH ikl chmod. 910 Te cambie aTPUOYTHI JIJIST UCIIOTHIEMbBIX
daitioB, KOTOpbIe B MHJIEKCHOM JiecKpunTope daiiia B AByX0aifiTOBOI CTPYKTYypE,
ompesiedIoNneil pasa Ha daii, 3aHIMaIOT TO3UIMH 5-7, cpal3y IOocje KOJa TUIa
daiina.

[IepBbiit u3 5TUX aTpPUOYTOB — TaK HA3BIBAEMBIN «OUT CMEHBI UJIEHTHMOUKATOPA
1oJib3oBaTe isi». CMBICJI 9TOr0 OUTa COCTOUT B CJIEIYIOIIEM.

OO6bI1HO, KOTJIa MTOJIH30BATEb 3AIIyCKAET HEKOTOPYIO IIPOrPaMMy Ha BBLIIIOJTHEHUE,
9Ta [porpaMma MoJIydaeT Te ¥Ke IpaBa J0CTyla K dafijgaM u Karajaoram, KOTOpbIe
UMeeT T0JIb30BaTe b, 3AIlyCTUBIINN TIporpaMmy. Ecm ke ycranoBjien «O6uT cme-
HBI WJIECHTU(MUKATOPA TOJIb30BATE s>, TO MpOrpaMMa MOJYYUT IpaBa JOCTyNIa K
daitiiam 1 KaragoraMm, KOTopble UMeeT Biajeser] dpaiiaa mporpaMmbl (TakuMm obpa-
30M, PACCMATPHUBAEMBIil aTpUOYT JIydIllle Ha3bIBATh «OMTOM CMEHbI UJIEHTHUMOUKATOPA
BJIAJIE/IBIAY ). DTO TIO3BOJISIET PEIIATh HEKOTOPBIE 3a/ia4ul, KOTOpble MHavYe ObLIO Obl
TPY/IHO BBITOJHNTE. CaMblit XapaKTePHBIN TPUMep — KOMaH/a CMEHbI TTapoJist passwd.
Bce nmaposin nosib3oBatesieit xpanares B daiie /etc/passwd, BraiesbIieM KOTOPOro
SIBJIFETCS CyleprnoJib3oBaTesab root. [losTomy mporpammel, 3amynieHHbIE OOBITHBIMEI
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ITOJI30BATEJISIMIA, B TOM YHCJIe KOMaH1a passwd, He MOI'YyT IIPOU3BOIUTE 3AIUCh B
9ToT haita. A 3HAUMUT, TOJIB30BATEIb KaK Obl HE MOXKET MEHATH CBOI COOCTBEHHBIIT
naposib. Ho ms daitna /usr/bin/passwd ycranoBiien «6ur cMeHbl njieHTHhUKATOPA
BJIAIEJIBIIA», KAKOBBIM SIBJISETCS I10JIb30BaTes b root. CiemoBaTeibHO, IIPOrpaMMa
CcMeHBbI ImapoJist passwd 3allycKaercsl ¢ ImpaBaM# root U IoJIydaeT IpaBO 3alliuCh B
daiin /etc/passwd (yxke cpejcrBaMu camoii nmporpaMMbl 00eCIieanBaeTcst TO, ITO
[OJIb30BATEb MOYKET M3MEHUTh TOJIBKO OJ[HY CTPOKY B 9TOM baiise).

YVcTaHOBUTH «OUT CMEHBI UJIeHTU(MUKATOPA BJIaJIC/IbIIay MOXKET CYIIePIOIb30Ba-
TeJIb C TOMOIIBIO KOMAaHIbI

# chmod +s <uma_g¢aitna>

AnajorngabiM 06pa3oM paboraeTr «OUT CMeHbI HIeHTH(MUKATOPA TPYIIIILI».

Eme oaun Bo3MoxKHbIH aTpuOyT ucnosnsgeMoro daitjaa — 910 «OuT coxpaHeHus
sajiauny win «sticky bity (J0CI0BHO — «OUT TPUIMITIUBOCTHY ). DTOT OUT yKa3bIBAET
CUCTEMe, UTO IOC/Ie 3aBEPIIeHNs] TPOrPaMMbl HAJO COXPAHUTH €€ B OlEePaTUBHO
maMsiTh. Y 100HO BKJIFOYUTH TOT OUT J/Tst 3a/1a9, KOTOPBIE YaCTO BBI3BIBAIOTCS HA
BBITIOJTHEHNE, TAK KAK B 9TOM CJIydae SKOHOMUTCH BPeMs Ha 3arPy3KY MPOTPaMMBI
[pU KarkJIOM HOBOM 3aIlyCKe. DTOT aTpuOyT ObLT HEOOXOIUM Ha CTAPBIX MOJIEJISAX
KOMITbI0TepOB. Ha coBpeMeHHBIX ObICTPOAEHCTBYIONNX CUCTEMAaX OH HCIIOJIb3YeTCs
PEJIKO.

Ecin ucnonibdyercd mudpoBoii BapuaHT 3a/laHnd aTpudyToB B KoMan e chmod, To
G poBoe 3HAYUEHIE STUX ATPUOYTOB JIOJIZKHO MPEIIECTBOBATE IIMPaM, 33 A0TIIM
IpaBa MOoJIb30BaTEJs:

# chmod 4775 <uma_gaitma>

[Ipu sTOM Beca 9TUX OUTOB JJIs MMOJyIE€HAsT HY?KHOT'O CyMMapPHOT'O PE3yJIbTaTa
3a/AI0TCS CJIEIYIOIIM 00Pa30oM:

e 4 — «OuT cMeHbl UACHTU(MUKATOPA TOJIb30BATEIS»

e 2 — «OUT cMeHBbI WICHTHMUKATOPA TPYIIIBI» ;

e | — «Our coxpanenus 3a1a4au (sticky bit)».

Ecim kakme-To U3 9TUX TPEX OMTOB YCTAHOBJIEHBI B 1, TO HECKOJIBKO M3MEHSIETCS
BBIBOJ, KOMaHJbI «ls -1» B wacTm oroOpakeHuWs yCTaHOBJIEHHBIX aTPUOYTOB IIPaB
jgoctyna. Eciu ycranoBiien B 1 «6UT cMeHBI MJICHTH(MUKATOPA ITOJIHE30BATE >, TO
CUMBOJI «X» B T'pYIIIIE, OIpeIe/IsIonieil mpaBa Bajeblia daiijia, 3aMeHIeTCs CUMBO-
JIoM «S». Ilpmaém, ecoiu Biiajiesien] MeeT IpaBo Ha BBIOJIHEHNE (aiiia, TO CHMBOJI
«X» 3aMeHdAeTCsl Ha MaJIeHbKOEe «S», a €CJIU BJIaJIesIel] He NMeeT IIpaBa Ha BBIIOJHEHUEe
daitra (Hanpumep, daitsn BooOIIe He UCIIOTHSIEMBIH ), TO BMECTO «X» CTaBHTCS «S».
AHnajiornaHbIe 3aMeHbI UMEIOT MECTO TP 3a/[aHNH «OuTa CMEHbI MIeHTH()UKATOPA
I'PYIIIBI», HO 3aMEHSIETCS CUMBOJI «X» B TPYIIIE aTPUOYTOB, 33/ 1aI0IUX IIPaBa I'PYIIIIHL.
Ecsin pasen 1 «6ur coxpanenus 3ajaqu (sticky bit)», To 3amensiercss cuMBOJI «X»
B I'PyIIe aTpudyTOB, ONPEAEIsIONeil IpaBa JIJIsI BCeX OCTAJbHBIX II0JIb30BaTE/ eI,
IPUIEM «X» 3aMEHSIETCsI CUMBOJIOM «t», €CJIM BCe II0JIb30BATE/IM MOTYT 3aIlyCKATh
daiis Ha BBITIOJIHEHNE, T CUMBOJIOM «'I'», €CJTM OHU TaKOro IpaBa He UMEOT.

Takum obpazomM, XOTd B BBIBOJIE KOMaH,IbI «Is -1 He IpeycMOoTpeHo OTae/IbHBIX
MO3UIUI 1711 0TOOparkeHns 3HAYEHN OUTOB CMeHbI nIeHTH(MUKATOPOB U OUTa coxXpa-
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HEHUS 33/1a91, COOTBETCTBYIONAsA NH(MOPMAIMA BHIBOAUTCA. BoT HEOOBINOI TpuMep
TOr0, KaK 9TO OYJET BBITJISIIETh:

# 1s -1 priml
-rwSrwsrwl 1 kos root 12 Dec 18 23:17 priml

umask

umask (or anrr. user file creation mode mask — macka pexmma coszmanus
0JI30BaTEILCKIX (aiiioB) — dyHkIms cpeapl POSIX, nsmensiomnias mpasa 1ocryna,
KOTOPBIE TIPUCBAMBAIOTCS HOBBIM (haitiaM U JUpeKTOpusaM o ymosrdanuio. [Ipasa
Joctynia GailyioB, CO3JaHHBIX P KOHKPETHOM 3HAYEeHUHW Umask, BBIMHUCISIOTCS
IPU TIOMOIIHU CJIEIYIONMX TOOUTOBBIX oreparuii (umask 0ObIMHO yCTAHABINBACTCS B
BOCBMEPUYHON CHCTeMe CUnc/ieHus ): moburoBoe «M» Mexiry yHApHBIM JIONOJIHEHHEM
aprymenTa (ucrosb3ys noburopoe «HE») u pexkumoM motHOro gocryia.

QakTudeckn, umask ykaszbiBaer, KakKue OUTHI CIelyeT COPOCUTb B BBICTABJISIEMbBIX
npaBax Ha ail/l — KaxKIblil ycTaHOBJIEHHBIN OUT umask 3amperaer BbIcTaBIeHIE
COOTBETCTBYIOIIEro Ourta mpas. VckiouenneM u3 3Toro 3alpera sBJIAETCA OUT UC-
MOJIHIEMOCTH, KOTOPBIN /IS OOBIYHBIX (hailJIoB 3aBUCUT OT CO3/IAIOINICH TPOrPAMMBL
(TpaHCIATOPBI CTABAT OMT HUCIIOJHSIEMOCTH Ha CO3jaBaeMble Gailiibl, pyrue mpo-
rpaMMbl — HET), a JIJId KaTaJoroB cyefyer odieMy mpasmiy. umask 0 o3xHagaer, 9o
caestyer (MOXKHO) BBICTABUTH BCe OMTHI IpaB (rwxrwxrwx), umask 777 samperaer
BBICTABJIEHUE JIIOOBIX TTPAB.

Hormryctum, uro 3nadenue umask paBusiercss 174, Torga KaxKblit HOBbIN daitn
Oyaer nuMeThb npasa jocryna 602, a Kaxkjag nosad gupekropus 603.

chown

chown (ot anri. change owner) — yruianra, U3MeHSIIONIAsT BIAJEIbIA U/ AT
IpYIIY JUId yKa3aHHBIX dailioB. B kKadecTBe nMeHN Biajesbla/ rpynibl 6epéTcs
IIEPBBIil apIYMEHT, He sIBJIIoIuiics omipeil. Ecin 3a1aH0 TOJIBKO UMsl T10/Ib30BaTe s
(mtn ImeII0BO# HAEHTHMOUKATOD TIO0JIB30BATEIS ), TO TAHHBI T0IH30BATE/b CTAHOBUTCS
BJIQJIEJIBIIEM KaKJIOTO U3 YKa3aHHBIX (Dailyios, a rpymia 31ux (HaiioB He U3MEHAEeTCsl.
Ecsn 3a nMeneM no/b30BaTesis 4epes JBOCTOUHe CJIe/yeT UMt TPYIIbI (M/IH 9HCI0BOl
nieHTudUKATOP TPYyNbl), 63 MpobesoB MEXK/Ly HUME, TO U3MEHSETCs TaKXkKe W
rpyiiia daitia.

Hcnonb3oBanue:

chown [-cfhvR] [--dereference] [--reference=rfile] <momb30BaTeEIL>
[:<rpymma>] <dafin>...

Omnmuu:

Ormus 3HayeHUe OnIuu

[ToapobHO omnuchIBaTh jeficTBue Juid Kaxk1oro daiiia, Biajesierr

-¢, --changes .
KOTOPOT'O JEUCTBUTE/JIbHO U3MEHACTCH.

-f, He BormaBaTh cooOrennust 00 ommbKax it pailaos, deil Biaiesrerr
--silent, --quiet |He MOKeT OBITH M3MEHEH.
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Onmnusa 3HaueHue OnIuu

L PaboraTth ¢ camMuMu cUMBOJIBHBIMU CCBIJIKAMU, & He ¢ aitaamu,
’ Ha KOTOpbIe OHU YKa3bIBaIOT. JlaHHAasd ONIHMSA JTOCTYIIHA TOJBHKO

--no-dereference B
€CJIN UMEEeTCs CUCTEMHBIN BbI30B lchown.

PeKprI/IBHOG nsMeHneHnue BJIaJIC/IbIla KaTaJIOI'OB U UX COAEP2KUMO-

-R, --recursive
ro.

[ToapobHoe onucanue jeficTBust (MM OTCYTCTBUS JIEHCTBUS) IS

-v, —-verbose .
Kaxkjioro aiisa.

U3menuTs Bajesblia daiiia, Ha KOTOPBIl yKa3bIBA€T CHMBOJIb-
Hasd CCBhLIKA, BMECTO CAMOU CUMBOJILHOU CCBHLIIKU.

--dereference

NsmenuTsh Baajebia daiijia Ha TOro, KOTOPBI sABJISETCA BJia-

--reference—rfile N
neabieM daiiia.

ACL

ACL (Access Control List - Crnucox Konrposs locryna) nmpegocrabiiser pac-
IITUPEeHHbI 1 0oJiee THOKUIT MeXaHW3M pacipe/ieneHus npas ¢aitaoBbix cucrem. OH
peJIHa3HAYEeH /Il paciiuperns npas Joctyna K gaitaam. ACL mosposiser ycranasim-
BaTh pa3pelleHns JI0ObIM TI0/Ib30BaTe/IsIM WK I'PYIIIaM I Pa3/JnIHbIX (hailIoBbIX
pPecypcoB.

Yrobwr Brioanth ACL, daitioBast cucrema 10/12KHa OBITH CMOHTHPOBAHA C OIIHeH
«acly. Ucnonbayiite «fstab» 1 mocTOSHHOrO MOHTHPOBAHUS C JAHHON OIITUEN.

g m3menenus npas ACL ucnonb3yiite komamay «setfacls.

JobaBuTh pasperienns Jjisi T0JIb30BaTe s (< USer > 3/1eCh UMsl T10JIb30BaTe s U
ero ID):

# setfacl -m "u:<user>:permissions" <file/dir>

HobaBuTh pasperenust Jijisi TPYIIbL (< group™> 3jech uMsi rpymibl uam eé [D):

# setfacl -m "g:<group>:permissions" <file/dir>

Bce daitner u karajgorn npu co3ganun OyayT HacaeqoBarh 3amucu ACL posn-
TEJIbCKOI'O KaTaJjora;

# setfacl -dm "entry" <dir>

Vnamuts onpenenénnyio ACL 3ammch:

# setfacl -x "entry" <file/dir>

Ynanurs Bce ACL zanmcu:

# setfacl -b <file/dir>

[TocmoTpers ipaBa ACL:
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# getfacl <file/dir>

Ynanenne Bcex 3anmceit paciupenus ACL:

# setfacl -b abc

[IpoBepka pasperienmii:

# getfacl abc

BHak «+»(maoc) B BBIBOJIe KOMaH bl «Is -1, Koropslit cieayer 3a npasamu Unix,
yKasbiBaer Ha ncnosb3opanne ACL.

$ 1s -1 /dev/audio

crw-rw----+ 1 root audio 14, 4 nov. 9 12:49 /dev/audio
$ getfacl /dev/audio

getfacl: Removing leading ’/’ from absolute path names
# file: dev/audio

# owner: root

# group: audio

user: :rw-

user:solstice:rw-

group: :rw-

mask: :rw-

other::---

[Touck daiios ¢ npasamu ACL:

getfacl -R -s -p <dir> | sed -n ’s/"# file: //p’

[lanmas KOMaH/a UIIEeT B yKa3aHHOM KaTaJjore U ero mojkarasorax sce dailibl u
nmpekTopun, Kotopbie nmeroT mpasa ACL.

6.4.5 Chattr u Isattr

chattr — m3menser aTpudyThl daitioB Ha (BailIoBhIX cucremMax ext3d, extd.
Cunrakcuc:

chattr [ -RV ] [ -v <sepcus> ] [ <aTpubyte> ] <daitmsr>. ..

Onmnusa 3HayeHUe OnIuu

PekypcuBaOo n3mensaTh arpubyThl KATAJIOTOB U UX COJACPXKUMOTO.

-R
Bce naiiienable CHMBOIMYIECKTE CCHLIKH OYIyT UTHOPUPOBATHCSI
v BuiBojuT 6ojiee MOJTHYIO BBIBOJUMYIO WH(MOPMAIUIO U BEPCHIO
nporpaMmbl chattr
-f OTKII0OYUTH BBIBOJ, OOJIBITAHCTBA, OIMIOOK

-p <IpOeKT> YcTaHOBUTH HOMED NTPOEKTa,
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Onmnusa

3HaueHue OnIuu

-v <Bepcus>

YcranoBUTH HOMED Bepcuu/TeHeparn (daitia

(DOpMaT CUMBOJIBHOI'O pEeKUMa.:

+-=[ASacDdIijsTtul

Omnepatop «+» obo3Ha1IaeT obaB/IeHNe YKAa3aHHBIX aTPUOYTOB K CYIIECTBYIOIIIM;
«-» 0DO3HaYAET UX CHATHE; «=» O0DO3HAYACT YCTAHOBKY TOJILKO 3THUX ATPUOYTOB

daitaam.

CumBosiel «ASacDdijsu» yka3bIBaloT Ha HOBbIE aTpUOyTHI (hailIoB:

CumMBoJl

3HaueHUe cUMBOJIA

a (append only)

Daits MOKET OBITh OTKPBIT TOJIBKO B PEXKUME JI0 3aIUCH.

atime

A (no
updates)

He o6rOBIsITE NOJIE atime (Bpemsi mocJieiHero jgocryia) daiia.
YMeHbIIaeT KOJIMIecTBO Olepaliuii 3aucu Ha yCTPOCTBO.

¢ (compressed)

®Daii1 3anmcad Ha JAUCK C HUCIIOJIb30BaHUEM CXKaTHA.

C (no copy-on-
write)

Orxkirouenne pexknma «Copy-on-writes s yKasaHHOTO haiia.

d (no dump)

Orkirogaer co3jaHne apxXuBHON Komuu aifaa mporpaMmoii
dump.

D (synchronous
directory
updates)

Bkitogaer cMHXPOHHYIO 3allUCh U3MEHEHN B JIAHHOM KaTaJIore.
910 9KBUBaJIEHTHO ormiuu dirsync npu MoHTUpOoBaHUU (HailIoBoil
CUCTEMBI.

e (extent format)

Bxirouaer mcnosnb3oBanmue extent 1pu BbIJIEJIEHUN MecTa Ha
ycTpoiictBe. ATpuOyT He MOXKeT ObITh OTKJIIOYEH C MOMOIIBIO
chattr.

ATpubyT 3KCIepuMeHTaIbHBIX METOJI0B CKaTus. ATpudyT He
MOKeT ObITh YCTaHOBJIEH MJIM CHSAT C TIOMOIIBIO chattr.

i (immutable)

VkazbiBaeT, uTo aiil 3alldilneH 0T U3MeHeHN: He MOXKeT ObIThb
VJIAJIEH WU [IePENMEHOBaH, HUKaKas CChlIKa (KECTKas) He MOKET
OBITH cO3/1aHa Ha 3TOT (bail/l, HUKaKue JaHHbIe He MOT'YT ObITh
3aImcanbl B (ait.

VYKa3bIBaeT 9To yKaBaHHI:IfI KaTaJior ITpOUHJIEKCUPOBaH C IIOMO-

hierarchy)

I
IIBIO XeIll-JIepeBa.
Bce nammbie daiiia 1epej 3ammuchbio OygayT IMOJHOCTHIO 3a-
] (data|mucanbl B KypHad ext3/ext4, HecMOTpsi Ha OIIUM MOHTH-
journalling) poBanmst «data=—ordered» mam «data=writeback». B pexume
«data=journal» GeccmbIciieH.
P (project | YkasbiBaeT, 9TO KATAJOr C BJIOKEHHBIMHU (bailjlaMu sIBJISETCS

HepapXuveCcKOi CTPYKTYPOI IIPOEKTA.
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CumBoJ 3HadyeHUEe CUMBOJIA
s (secure | ArpubyT 3amuIménHoro yaanenust daiijia, nepes yiaajJeHneM Bee
deletion) cojiepxkMoe aitsia moaHOCThIO 3aTupaeTcs «00».
S (synchronous | ATpubyT cHHXpPOHHOII 3anucu Jiist JaHHOTO (baiilia, aHAJIOTHIeH
updates) OIIIUY MOHTUPOBAHUS «SYNC» (DAJIOBOil CUCTEMBL.
t (no  tail- : . .
. Orkirogaer Meros tail-merging s daitra.
merging)
T (top  of
directory VKa3bIBaeT 9TO KATAJIOT ABJISIETCS T'OJIOBOM MEPApXUK KaTAJIOrOB.
hierarchy)

u (undeletable)

YKa3pIBaeT CUCTEMe, UTO IPU yjajgeHnn dailjia ero comepxKu-
MO€e JIOJIZKHO OBITh COXPAHEHO C BO3MOXKHOCTBIO JTaJbHEHIIIero
BOCCTAHOBJICHU.

Isattr - BeIBO/IUT aTpubyTH dailna pacmupenHoit (ailoBoil cuCTeMbI.

Cunrakcuc:

lsattr [ -RVadv ] <daitmsr>

Isattr BbIBOMT aTpubyThl bailna, KOTOpble MOIJIM ObITh YCTAHOBJIEHBI paHee

KoMaH10i1 chattr.

Omun:
Onmnusa 3HayeHUe OnIuu

-R PekypcuBHO BBIBOIHUT aTpuOYTHI KATAJIOTOB U UX COACPXKUMOTO.

-V BruisosuT BepcHio mporpaMMb.

o Buisojiut nndopmanuio mo Bcem daiiyiaMm B KaTajorax, BKIOYas
CKPBITBIE (hail/Ibl, YbU UMEHa HAYUHAIOTCI C «.».

q OrobparkaeT nMeHa KaTajJoroB TaK Ke, KaK U OCTaJbHbIE 00bIU-

) Hble (baiibl (B3aMeH BBIBOJIA CIIMCKOB UX COJIEPIKUMOTO).

-V BruiouT Bepcuio mim HOMEP MOKOJICHHS haiiia.

6.5 Systemd — ympaBsienue kommoHentamu OC

Systemd — mMeHezKep cucTeMbl U cepBUCOB B oneparmonnoii cucreme PEJL OC.

Systemd peasiuzyer kontenuio oHUTOB systemd. FOuuTh mpescraBiensr Konu-
IyPAIMOHHBIMU (pailjiaMu, Pa3MeNEéHHbIMU B OJIHON U3 JTUPEKTOPUIA:

e /usr/lib/systemd/system/ — rOHUTBI U3 yCTAHOBJIEHHBIX TakeToB RPM;

e /run/systemd/system/ — [OHWUTBI, CO3IAHHBIE B paHTaiiMe. DTOT KATAJOT HPH-
OpUTETHee KATAJIOra ¢ yCTAHOBICHHBIMU IOHUTAME U3 [aKETOB;

e /etc/systemd/system/ — IOHUTBI, CO3JaHHBIE U YIPaBJIAEMbIE CUCTEMHBIM
AJIMMHUCTPATOPOM. DTOT KATAJIOI IPHOPUTETHEE KATAJIOTa IOHUTOB, CO3JAHHBIX
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B paHTaimMme.

FOuuth! copepkar nHMOOPMAIINIO O CUCTEMHBIX CEPBUCAX, IPOC/IYINBACMbBIX COKE-
TaX, COXPAHEHHDBIX CHAIIIOTaX COCTOTHUIN CUCTEMBI U JIPYTUX 00BEKTaX, OTHOCATIINXCS
K CUCTeMe MHUITUAJIN3AITUN.

Tuner ronuToB systemd:

.Service — CUCTEeMHBIII CepBUC;

target — rpymnmna onutos systemd;

.automount — Toyka aBTOMOHTHPOBaHUA (DAJIOBOI CUCTEMBI;
.device — daiisr ycTpoiicTBa, pacrmo3HaHHOTO SIPOM;

.mount — ToYKa MOHTHUPOBaHUS (PaMJIOBOI CHCTEMBI;

.path — daitn nn gupekropus B dailIoBoil cucreme;

.Scope — IPOoIlecC, CO3/IaHHbII U3BHE;

slice — rpynmna mepapxudecKu OpraHu30BaHHBIX IOHUTOB, YIPABJSIONIAs CHU-
CTEMHBIMU IIPOIIECCAMU;

.snapshot — coxpanénnoe cocroguue MenejKepa systemd;
.socket — cokeT MEKIIPOIECCHOIO B3aMMOIEHCTBA,

.SWap — CBaIl-yCTpOiicTBO min cBar-daiia (haila mogKadkn);
timer — Taitmep systemd.

Bo Bpewms 3arpysku systemd mpociyimBaeT COKETHI JIJIsi BCEX CHCTEMHBIX CEPBHU-
COB, TIOJIJIEP?KUBAET STOT TUIl AKTUBAIMHU U MEPEIAET COKETHI STUM CEPBUCAM CPA3y
[I0CJIe CTApTa CEPBUCOB. DTO MO3BOJIAET systemd He TOJBKO 3aIlyCKATh CePBUCHI T1a-
pasIeIbHO, HO TAKKe JIACT BO3MOYKHOCTH MEPE3allyCKaTh CEPBUCHI €3 MOTepu JIIOOBIX
OTTIPABJIEHHBIX UM COOOITEHN, TOKA CEPBUCHI ObLIN HeJOCTYIHBI. COOTBETCTBYONTUIL
COKET OCTaeTCsl JIOCTYIHBIM U BCE COOOIEHUsT BBICTPAUBAIOTCS B OUY€PE/Ibh.

Cucremuble cepBuUCHI, ucnosb3yonme D-Bus /11t MeKIIpoIieccHOro B3anMo,ieli-
CTBUS, MOTYT OBITH 3aITyIIEHBI 110 TPEOOBAHUIO, KOIJIa KJIUEHTCKOE ITPUIOKEHHE
IBITACTCH CBA3ATHCA C HUMM.

CucreMHbIe CEepBUCHI, MOJICPKUBAIONINE aKTHBAIIUIO, OCHOBAHHYIO Ha YCTPOI-
CTBaX, MOTYT OBIThH 3aIlyIEHbI, KOTJa ONPEeIeIEHHBIN TUIT 000PY/IOBAHUST TIOTKTFOTa-
eTCs WM CTAHOBHUTCS JOCTYITHBIM.

CucreMHbIe CEPBUCHI MOT'YT MOJIJICP?KUBATE STOT BU/T AKTUBAIIH, €CJIN U3MEHSIETCS
COCTOSTHIE TIAIKW WU JTUPEKTOPUM.

CucremMa MOXKET COXPaHATh COCTOSHUE BCEX IOHUTOB M BOCCTAHABJIUBATH ITPEJIbI-
JIyIIiee COCTOSTHUE CUCTEMBI.

Systemd oTciexKuBaeT u yrnpas/isgeT TOYKaAMU MOHTUPOBAHWUS W ABTOMOHTHUPOBa-
HUS.

Arpeccunas nmapajutenu3anus Systemd 3amycKaeT CHCTeMHBIE CEPBUCHI ITapaJi-
JIEJIbHO M3-3a MCIOJIb30BAaHMsT aKTUBAIINN, OCHOBAHHON Ha cokeTax. B kKomOuHammm ¢
CEepBUCAMHU, TOJJIEPKUBAIOIIIMA aKTHBAIIIO 10 TPEOOBAHUIO, TapasIe/bHast aKTHBa-
1S 3HAYUTEIHLHO YMEHBIIAET BPEMS 3arPY3KU CHCTEMBI.

Jlo akTuBanuu m JleaKTUBAINN OHUTOB systemd BBIYMC/ISIET WX 3aBUCUMOCTH,
CO3/Iae€T BPEMEHHYIO TPAH3aKIINIO U IIPOBEPSET MEJOCTHOCTD 9TON Tpan3akiuu. Ecm
TpaH3aKIus He IeJIoCTHasdA, systemd aBTOMATHYECKU IbITACTCS WMCIPABUTH €€ U
VJIQJIUTH He TPeOYIOIIyecs 3a/aHus u3 Hee J10 (GOPMUPOBAHUST COOOIIEHMS 00 OIHOKe.

SystemD mostHOCTBIO TTO/IEPKUBAET CKPUIITHI HHUIHAIU3AIIE SYSV | KakK OMUCaHO
B cnerudurarmu Linux Standard Base (LSB), uro ynporaer nepexosn na systemd.
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[To crroco0y mcroIb30BaHus CEPBUCHBIE IOHUTHI .SeTvice HAIIOMUHAIOT CKPUTITHI
uHuIaan3anuu. g mpocMoTpa, crapTa, OCTaHOBKH, IIepe3arpy3KH, BKIIOUYCHUS
UJTV BBIKJIIOUEHWS CUCTEMHBIX CEPBUCOB UCIOIb3yeTcsd KoMaH ia systemctl. Komanbr
service u chkconfig no-mpe:knemy BK/IIOUEHBI B CUCTEMY, HO TOJILKO 110 COOOPaYKEHUSIM
COBMECTHUMOCTH.

[Ipu ucnosibzoBanum systemctl ykasoiBaTh paciupenue aitia He 00s3aTeTbHO.

OcuoBHbIe KOMaH 1Bl Systemctl:

systemctl start name.service — 3aIlyCK cepBHCA,

systemctl stop name.service — OCTaHOBKa CEPBUCA,

systemctl restart name.service — Iepe3allyCK CepBUCA,

systemctl try-restart name.service — Iepe3allyCK CEepBUCA TOJILKO, €CIIU
OH 3alryIIeH,

systemctl reload name.service — mepesarpyska KOH(MUTYPAIUA CEPBUCA,

systemctl status name.service — IIPOBEPKa, 3allyIIEH JIU CEPBUC C JleTajIb-
HBIM BBIBOJIOM COCTOSAHUS CEPBUCA,

systemctl is-active name.service — IIPOBEPKa, 3aILyIEH JI CEPBUC C IIPO-
CTBIM OTBeTOM: active mu inactive,

systemctl list-units --type service --all —oroOpazKeHHe CTaTyca BCEX
CEPBUCOB,

systemctl enable name.service — akKTHBHDYET CepPBUC (IIO3BOJISIET CTAPTO-
BATh BO BPEMSsI 3aIlyCKa CUCTEMBI),

systemctl disable name.service — JIcaKTUBUPYET CEPBUC,

systemctl reenable name.service — JICAKTUBUPYET CEPBUC U CPa3y AKTHU-
BUDPYET €ro,

systemctl is-enabled name.service — IIpoBepgdeT, aKTUBUPOBAH JIU CEPBUC,

systemctl list-unit-files --type service — oroOpakaeT Bce CEPBUCHI U
IIPOBEpP4AeT, KaKUe U3 HUX aKTUBUPOBAHDI,

systemctl mask name.service — 3amensder dailjl cepBUCAa CUMJIMHKOM Ha
/dev/null, nenas OHUT HeJTOCTYIHBIM J1ist Systemd,

systemctl unmask name.service — Bo3Bpamaer ailyl cepBuca, Jeas IOHUT
JIOCTYTHBIM it systemd.

Qaitrel nesieit systemd.target npenazHadeHnbl g IPYHIUPOBKE BMECTE JIPYTUX
oHnToB systemd wepes 1enouky 3aBucumocteii. Hanpumep ronut graphical.target,
UCIIOJIB3YIONIHICS JJIsE cTapTa I'padudecKoil ceccnu, 3aiyCKaeT CUCTEMHbIE CEPBUCKI
GNOME Display Manager (gdm.service) n Accounts Service (accounts-daemon.service)
n akTuBHUpyeT multi—user.target. B cBoto ouepeip multi—user.target 3amyckaer apyrue
cucreMHble cepBuchl, Takue kak Network Manager (NetworkManager.service) niu
D-Bus (dbus.service) u akTuBupyer Jpyrue IejieBble IOHUTHI basic.target.

B PEJI OC npucyrcTBytoT npeaonpeieéHubie e, MOX0KNe Ha CTaHIapTHBIII
nabop yposueii 3amycka. [lo cooOpakeHHsIM COBMECTUMOCTH OHU TAKXKe HMEIOT
IICEBAOHUMBI Ha 3TU LIEJIM, KOTOPbIE HAaIIPAMYIO OTO6pa}KaIOTCH B YPOBHAX 3allyCKa
SysV.

e poweroff.target (runlevel0.target) — 3aBepieHne paboTHI U OTKJIIOUEHNE CHCTE-

MBI,

)

e rescue.target (runlevell.target) — HacTpoiika 060JOUKH BOCCTAHOBJICHUS;
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e multi—user.target (runlevel2.target, runlevel3.target, runleveld.target) — na-
cTpoiika HerpaduIecKoii MHOIOIIOJIb30BATEILCKON CUCTEMBI;
e graphical.target (runlevelb.target) — Hacrpoiika rpadgpuueckoil MHOTOIOIb30BA-
TeJbCKOI CUCTEMBI;
e reboot.target (runlevel6.target) — BbIKJIIOUYeHNE 1 TIepe3arpy3Ka CHCTEMBI.
Komanaer runlevel u telinit mo-npe:kaeMy JOCTYITHBI, HO OCTaBJIEHbI B CUCTEME
[0 COOOpaXKeHUsIM COBMeCTUMOCTH. Pekomen iyercs ucrosib3oBarh systemctl s
U3MEHEHUS WJIA HACTPOMKMN CUCTEMHBIX IIeJICH.
s onpejiesienusi, KaKoi 1e/IeBOil IOHUT UCIIOJIb3YETCs 110 YMOJTYaHUIO, T0JIe3Ha,
CJIeIYIONasa KOMaH/Ia:

systemctl get-default

st mpocMoTpa BCeX 3arpy2KEHHBIX IIeJIEBBIX IOHUTOB BOCIOIb3YHTECh KOMAH-
Pife)i

systemctl list-units --type target,

a JJId IIPpOCMOTpa BOO6H.L€ BCeX IeJIeBbIX IOHUTOB KOM&H,ZLOI;’IZ

systemctl list-units --type target --all.

,ZLHH U3MEHEHUSA eI 110 YMOJYIaHUIO IIOMO2KET KOMaH/1a:

systemctl set-default name.target.

11t n3MeHeHns TEKYIIe TeTn:

systemctl isolate name.target.

Komana 3amycTut 1eseBoil IOHUT U BCe €r0 3aBUCUMOCTH W HEMeJJIEHHO OCTAHO-
BHUT BCE OCTaJIbHBIE.

B PEJI OC systemctl 3amensier 3naunTe/ibHOE KOJTHIECTBO KOMAH]T YIIPABICHHIA
nuranueM. [IpexkHue KoMaH/Ibl COXpaHEHbBI JIJIsi COBMECTUMOCTH, HO PEKOMEH IYeTCst
UCIIOIb30BaTh systemctl:

systemctl halt — ocraHaBjuBaeT CUCTEMY;
systemctl poweroff — BLIKJIIOYAET CUCTEMY;
systemctl reboot — mepesarpyzkaer CUCTEMY.

Systemd mo3BoJsisteT yupasidTh yganénnoit mammaoi mo SSH. g yupasiienns
HCIIOJIE3YHTEe KOMAaH/LY:

systemctl --host <user_name>0<host_name> <command>

e <user name> — UMs IOJb30BaTessi, <host name> — uMs xocTa, KOTOPBIM
OCYIIECTBJIAETCA yIaaéHHOE yIIpaBaeHne, a <command > — BBIIOJIHIEMas KOMAHIA
systemd.

[Tonpobnas nndopmalius o Becex napaMerpax daiiia .service ecTb B COOTBETCTBY-
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IOIIeM pasjiesie JOKyMeHTaluu 1o systemd.

— Unit. Description=Daemon to detect crashing apps
After=syslog.target

[Servicel

ExecStart=/usr/sbin/abrtd

Type=forking

[Installl

WantedBy=multi-user.target

Hasaiire mocmorpuM Ha ceximio [Unit]. Ona comep:kut obrryo nHOOPMAITIO O
cepsuce. Takasi CeKIusi €CTh HE TOJIBKO B CEPBUC-IOHUTAX, HO U B JIDYT'UX IOHUTAX
(HampUMep HpH YNpaBJICHUU YCTPOHCTBAME, TOYKAMEM MOHTHDOBaHHs ¥ T.1.). B
IpUMepe MbI JaeM OIMCAHUE CEePBHCA U yKa3blBaeM Ha TO, YTO JEMOH JIOJIZKeH ObITh
zamytien mocie Syslog.

B cuenyromeit cexknuu [Service| HemocpenacTBeHHO cojiepKUTCs HHMOPMAIUSA O
Haiem cepsuce. Vcnob3yembrit mapamerp ExecStart ykasbiBaer Ha HCHOJIHSIEMBIi
aiin mamero ceppuca. B Type Mbl yKasbiBaeM, Kak cepBuC yBeomiisieT systemd o6
OKOHYAHUN 3aIlyCcKa.

OunanbHas cexius [Install] comeprut nrbOpPMAIHUIO O 1IEJH, B KOTOPOW CEpBUC
JIOJIZKEH CTapTOBaTh. B JJAaHHOM CjIydae Mbl TOBOPUM, YTO CEPBUC JOJIZKEH OBbIThH
3aIlyIIeH, Korja Oy/leT akTHBUpOBaHa 1e/ib multi—user.target.

9T0 MUHUMAJIbHBIN paboTatomuii daiin ceppuca systemd. Hamucas cgoit, jrs
TECTUPOBAHUS CKONMUpYyiiTe ero B /etc/systemd/system/<wumsi cepBuca>.service.
BeimosiHuTe KOMaH,Iy:

systemctl daemon-reload.

Systemd y3HaeT 0 cepBuCe U BbI CMOYKETE €0 3aIlyCTHTh.

SELinux

SELinux (Security-Enhanced Linux) obecrneunBaer ycuieHue 3aIiuThl IyTEM
BHECEHUsI M3MEHEeHMIT KaK Ha yPOBHE sJipa, TaK M Ha YPOBHE IIPOCTPAHCTBA T0JIH30-
Baresis. Jlajee onuchbIBaIOTCS OCHOBHbBIE TIPUHITUIIBI, HA, KOTOPBIX MOCTPOEHA PadoTa
ucnoJib3yemMbrx ouoanorexk SELinux, a takxke nx peanuzanus B PEJ[ OC.

Bseneunne

B 6oJibIIIMHCTBE OIIEPAITMOHHBIX CUCTEM UMEIOTCS CPEJICTBA YIIPABJICHUS JIOCTY-
[IOM, KOTOPBIE OIPEJIE/ISIOT, MOXKET JIi OIPEIEIEHHBIN 00HEKT (II0JIb30BATE b UK
IporpamMMa) HOJIyduTh JOCTYII K onpesenéanomy pecypey. B PEJL OC npumensiercst
pasrpaHnuuTe/bHBI KOHTPOJIb foctyna (discretionary access control, DAC). Dror
METO/I TI03BOJISIET OIPAHUYUTH JIOCTYII K 00beKTaM HA OCHOBE T'PYIII, K KOTOPBIM OHU
npuna/jiexkar. Hampumep, jist Kax/10ro (aiisa omnpege/ieHbl B e/erl, Ipyia, a
TaKKe yKa3aHbl [IpaBa JIOCTyIa K sroMy (aitay. [IpaBamu mocryma onpeesnsercs,
KTO MOXKET IOJIyIUTh JOCTYI K (ailyry, KTO MOXKET OTKPBITH €ro JIJI ITeHUs, KTO
MOKET BHECTU B HETO M3MEHEHUs, KTO MOXKET 3allyCTUTH STOT (ailjl Ha BBIIOJHEHNUE.
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[IpaBa mocryma ompeesieHbl J7Ist TPEX KaTeropuii: mosib3oBaresib (Biajeser daiina),
rpytna (Bce MoJIb30BaTe I, KOTOPBIE SABJISIIOTCS YJI€HAME IPYIIbI) U Apyrue (Bce
T0JIb30BATENN, KOTOPbIE HE SBJIAIOTCA HU BJIaJIe/IblieM (dailia, HU WIEHAME IPYIIIHI).
Jpyrum MeTooM yIpaBIeHUs JOCTYIIOM sIBJISETCs YIIpaB/IE€HUE JTOCTYIIOM Ha
ocrose pouteii (role-based access control, RBAC). IIpu ucnonbzosarun RBAC mnpasa
JIOCTYIIA TIPEJIOCTABIISIOTCS Ha OCHOBE POJIEl, BbIJIABAEMbIX CHCTEMOI 6€3011aCHOCTH.
Oryimare KOHIENIUN POJIell OT TPAJAUIIMOHHBIX IPYII COCTOUT B TOM, 9TO I'PYIIIA
[IPEJICTABJISET OJIHOTO UM HECKOJIBKHUX I0JIb30BaTe e, B TO BpeMs KaK POJIb, XOTs
OHa TaKKe MOYKET OBITh MPUMEHEHa K HECKOJBKUM I0JIb30BATE/IAM, IPEJICTABIACT
COBOKYITHOCTBH ITOJTHOMOYHUI Ha BBIIIOJIHEHUE OIPEJIEIEHHBIX JIeHCTBHIA.

Ucnonbsyembie bubmorekn SELinux g100aBsioT B OIEPAMOHHYIO CHCTEMY IO
nepxkky RBAC.

YcraHoBKa

s yeranosku SELinux Tpebyercs ycranoButh naket selinux-policy. 9To MmoxkHO
c/leJ1aTh, HAIlpUMepP, BOCIIOJIL30BABIINCHE KOMAH/IHON CTPOKOH C IIPUBUJIEIUAMU IOOt
0JIL30BATE/IS:

# dnf install selinux-policy

[Tocse nepesarpysku SELinux npouHaeKcupyer coiepKuMoe *KECTKOIro JINCKA,
9TO MOXKET 3aHATH HEKOTOPOE BPEMs.

st macTpoiiku SELinux MOKHO UCIIOTE30BATh PA3TUIHBIE TEKCTOBBIE PETAKTOPDI
9TOOBI HACTPOUTH BPYUHYIO €ro (hailjl KoHMUTYpaInm:

/ete/selinux/config.

Y Tuantbi
Yrumura audit2allow

Yrumura audit2allow cozmaer paspermaroriue npasuia moantukn SELinux u3
daitJIoB KypHAJIOB, COJEPKAIINX COOOIIEHUs O 3aIPETe OIEPAIIHIA.

DTa yTWINTa CKAaHUPYeT *KYPHAJbl B IIOUCKE COODIIEHUH, MTOABIISIIONINXCS, KO-
rJa CUCTeMa He JlaeT paspelienns Ha onepanuio. /lagee yruiaura reHepupyer psi
IIPaBUJI, KOTOPbIE, OYyun 3arpy>KEHHBIMU B IIOJIUTUKY, MOTJIM Obl Pa3peIinTb 3TU
oneparuu. OIHAKO, JaHHAS YTUJINTA T€HEPUPYET TOJIBKO Pa3pEIIaoNiie MPaBUIa
Type Enforcement (TE). Hekoropsie 0TKa3bl B HCHOJIB30BAHIN Pa3pEIIeHI MOTYT
noTpeboBaTh JIPYTUX U3MEHEeHUil mojuTuku. Hanpumep, jpobaBienue arpudyTa B
olpe/JieJIeHne TUIIA, JIJIs PAa3pelleHrs CyIIeCTBYIONEro orpanndenus (constraint),
JI00aBIEHHST PA3PEIIAIONIero MpaBua JJIs POJIN WM MOAUMUKAIINA OrpaHTICHUs
(constraint). B ciiyuae comHenuit st IUATHOCTUKY MOYKHO HOIPOOOBATH MCIOJIH30-
Barh yrmwmTy audit2why.

Citestyer ¢ OCTOPOKHOCTBIO PAabOTATh C BBIBOJIOM JIAHHON YTHJINTHI, YO TUBIIICE,
9TO pasperaeMble Ollepalii He MPeJICTaBIIIIOT yIpo3bl Oe3omacHocTu. OOBIYHO ObIBa-
eT JIydIlle OIPEe/Ie/INTh HOBBII JOMEH U/WJIM THIl WK IPOM3BECTU JIPYTHe CTPYKTYP-
Hble u3MeHeHus. Jlydrne nzdbupare/ibHO Pa3pPEIUTh ONTUMAJBHBIN HAOOD Oorepariuit
BMECTO TOT'O, IYTOOBI BCJIEIYIO TPUMEHUTH WHOTJIA CJUIIKOM IITUPOKHE PA3PENIeHNs,
PEKOMeHI0BaHHbIe 3TOH yTuauToil. HekoTopble 3ampersl Ha UCIOIb30BaHUE Pa3pe-
IMeHnii OBIBAIOT HE NPUHIUIHUAJIBHBI JIJIA TPUIOXKEHUs. B Takux cirydasx BMECTO
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HCIIOJIB30BAHNUST Pa3penuTebHoro npasuia («allows rule) sydrmie mpocro mogaBuTh
JKypHAJUPOBaHUE STUX 3AIPETOB IIPU ToMoIu Ipasuia «dontaudits.

CunTakcuc:

audit2allow [options]

Omun:
Onmnusa 3HaueHue OIIUNn
a | —all [IpouecTh BXOAHYIO HHPOPMAIUIO U3 XKYPHAJIOB «Messages 1
«audity. He ucnosib3yercs BmecTe ¢ onmmei «-i».
[Ipouects BxOAHYIO WHGOPMAIUIO U3 BBIBOA KOMAHJIBI
| —dmesg /bin/dmesg. O6parure BHEMaHEE, 9TO Korjla paboraer auditd,

He Bce cOoOOIIeHns ay/iuTa JOocTylHbI depe3 dmesg. Bmecro
9TOro ncnoib3yiire «ausearch -m ave | audit2allows mwmm «-a».

-f | -fcfile <File
Context File>

JlobaBuTh dailyi KOHTEKCTOB B '€HEPUPYEMbIil TTAKET MOJLYJIA.
Tpebyer ommmro -M.

-h | --help

BriBecTn KpaTKyIo CIIPaBKy 10 UCIOTH30BAHUIO.

-1 <inputfile> | --
input <inputfile>

[Ipouects BxOMHYIO MHMOpMaIuo u3 <inputfile>.

-1 | --lastreload

[IpoyecTh TOMBKO YaCTh BXOJIHOW MHMOPMAIUU, HATHHAS C
MOMEHTa TIOCJIe/IHEH 1mepe3arpy3Ku MOJIMTUKHA.

-m <modulename>
] --module
<modulename>

[lenepuposBarh mojysnb. Tpedyercss BbiBoj <modulename™.

-M <modulename>

[enepupoBath 3arpyzkaemblii maker Moty st. Omninst KOH(JIUK-
TYET C «-O».

-0 <outputfile>|
--output
<outputfile>

Honucars BbIBOJ B <outputfile>.

-1 | --requires

['enepupoBaTh BBIBOJ B CHHTAKCHCE 3arPY2KaeMOT0 MOJLYJIs.

-R | --reference

lenepupoBarhb sTasonnyto moautuky (reference policy), nc-
MOJIb3yd YCTaHOBJIEHHBIe MaKpOChl. T'pedyercsa makeT selinux-
policy-devel.

-t | —-tefile

YKa3bIBaeT, 4TO BBIXOIHON (ail siBisercs te-daitiom (type
enforcement). MozkeT HCIOTIB30BATHCS Jisi KOHBEPTAIUHI CTa~
poro dhopMmara IOJUTUK B HOBBII (pOpMAT.

-v | --verbose

BxirounTs 11opo0OHbBII BBIBOI,.

[Tpumep:

DTOT IpUMEP TOJXOJUT JJIsI CUCTEMbI, HCIoIb3ytoleil maker audit. Ecyin Bbr He
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ucrnosib3yere naket audit, coobimenust AVC Oymyt nosiisithest B /var /log/messages.
B sTom ciryuae 3amenure /var/log/audit/audit.log, ucnonb3yemelii B npumMepe, Ha
/var/log/messages.

Ucnonszosamnue audit2allow jyis remeparun MOHOINTHON (He MOJLYJIBHOI) HOJIH-
THKH

$ cd /etc/selinux/$ SELINUXTYPE/src/policy

$ cat /var/log/audit/audit.log | audit2allow >> domains/misc/
local.te

$ cat domains/misc/local.te

allow cupsd_config_t unconfined_t:fifo_file { getattr ioctl };

[Tpocmorpure domains/misc/local.te u usmerure ero

$ make load

UcnonwzoBanne audit2allow s remepariun Mo/1y/IbHON TMOJIMTUKU:

$ cat /var/log/audit/audit.log | audit2allow -m local > local.te

$ cat local.te

module local 1.0;

require {

role system_r;

class fifo_file { getattr ioctl }; type cupsd_config_t; type
unconfined_t;};

allow cupsd_config t unconfined_t:fifo_file { getattr ioctl };

[Ipocmorpure local.te n usmenuTe ero.
Cozmanne MOyl IIOJUTUKNA BPYIHYIO:

o CrommuumaupyiiTe MOJY/Ib:

$ checkmodule -M -m -o local.mod local.te

e CoszaiiTe naker:

$ semodule_package -o local.pp -m local.mod

e 3arpysure MOJY/b B sAJIPO:

$ semodule -i local.pp

e lcnonb3oBanue audit2allow s reHeparum u cO3JaHUS MOJLYJIA TOJTUTHKY:

$ cat /var/log/audit/audit.log | audit2allow -M local

Coznaércs mosblii type enforcment daiir: local.te.

[ KOMHI/IJIHHI/IH IIOJIMTUKHA:
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checkmodule -M -m -0 local.mod local.te ‘

[ ] COB,H&HI/IG ITaKeTa:

semodule_package -o local.pp -m local.mod

JLnist TOro 94TOOBI 3arpy3UTh TOJBLKO UTO CO3/IaHHBIN MaKeT MOJUTUKA B PO, BaM
HEOOXOMMO BBITIOJTHUTH KOMAaH/LY:

semodule -i local.pp.

YTunura secon

Yrunmmra secon — M0O3BOJIAeT TPOCMOTPeTh KouTekeT SELinux g daiiia, mpo-
rpaMMbI WA BBOJIA MTOJIE30BaTEIS.

[IpocmaTpuBaer yacth KouTeKcTa. Konreker 6epercs u3 daitia, njaearudukaTopa
IIPOIIecCca, BBOJIA MOJIb30BATE/IA WM KOHTEKCTa, B KOTOPOM ObLIa 3aIlyIleHa yTHINTa
secon.

CunTakcuc:

secon [-hVurtscmPRfLp] [CONTEXT] [--file] <FILE> [--link] <FILE>
[--pid] <PID>

Omun:

Ormus 3HavyeHUe OMIIUN
-V, --version [TocMOTpeTh TEKYIILYIO BEPCHIO SECON.
-h, --help BriBecTn mHMGOpPMAINIO IO UCIIOJIH30BAHIIO SECON.
-P, —-prompt BriBecTtn manmbie B dopMmaTe, MOAXOIAIIEM JIJIA ITOICKAZK.
-u, --user [TokazaTh moJIb30BaTE ST KOHTEKCTa O€30TIACHOCTH.
-1, --role [TokazaTh pojib KOHTEKCTa OE30IaCHOCTH.
-t, --type [TokazaTh TuI KOHTEKCTa O0€30IIACHOCTH.

e [Tokaszarh ypoBeHb TyBCTBUTEIBLHOCTH (sensitivity level) konTex-
-8, ——sensitivity
cTa Oe301TacHOCTH.

[Tokasarb ypoenb jomycka (clearance level) konrekcra 6e3omac-
-c, --clearance oc
HOCTH.

[Tokazath jiyig KOHTEKCTa 6€30IIaCHOCTU B BHUJIE JTUAIIA30HA YPO-
-m, --mls-range |BeHb dyBCTBUTEIBHOCTH (sensitivity level) u ypoBenn jomycka
(clearance).

BoiBecTr ypoBeHb 4yBCTBUTEILHOCTH (sensitivity level) u yposenn

-R, --raw
nomycka (clearance) B dhopmare 63 TPAHCIISIIINN.
-f, --file [TonyunTs KonTeKeT 3aannoro gaitna <FILE>.
L link [MosyanTs KouTekeT 3amanuoro daitaa <FILE> (ue ciemosarh
-L, --

II0 CUMBOJIMYECKUM CCI:;IIIK&M) .
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Onmnusa 3HaueHue OnIuu

d [TosryauTh KOHTEKCT 3aJaHHOTO IIPOIecca 10 UACHTU(MUKATOPY
P, =P ~PID>.

HOJIy‘II/ITI) €XeC KOHTEKCT 3aJaHHOI'O IIponecca 110 I/I,ILGHTI/ICbI/IKa—

~-pid-exec Topy <PID>.

HOJIy‘{I/ITb fscreate konrekcr 3a/IaHHOI'O IIPpOoIecCa 110 I/I,HGHTI/I(i)I/I—

~pid-fs kaTopy <PID>.

--current, --self | IlosryanTh KOHTEKCT U3 TEKYIIETO HIPOIECCa.

--current-exec, --
" |IoayuuTh exec KOHTEKCT U3 TEKYIIEero Iporecca.

self-exec
--current-fs,
selffs [Tonyunts fscreate KOHTEKCT M3 TEKYIIETO IIPOIECCA.
parent [TostyuuTh KOHTEKCT M3 POJUTENHCKOIO IIPOIIECCa TEKYIIEro Ipo-

recca.

[ToryunTh exec KOHTEKCT U3 POJUTEHLCKOTO MPOTecca TEKYIIEro

--parent-exec
Iporiecca.

[Honyuuts fscreate KOHTEKCT U3 POUTETHCKOTO MIPOIIECCA TEKY-

--parent-fs
IIEro IPOIECCa.

Ecnu me 6b110 338/1aHO OIIHiL, TO JJIsT TOTO, YTOOBI SECON Oy I KOHTEKCT 13
JPYroro MCTOYHMKA, MOXKET ObITh 3ajaH gomnoannTe bHblil aprymesr CONTEXT.
Ecm s1iM apryMeHToM sBJsiercst 3HaK jeduca (-), TO KOHTEKCT Gy1eT IpovYnTaH u3
CTaHIaPTHOIO BBOJA. Ec/im apryMeHToB He ObLIO 3aJIaHHO, TO secon OyJeT MbITaThCs
POYNTATH KOHTEKCT CO CTAHJIAPTHOIO BBOJA, HO TOJIBKO B TOM CJIydae, €C/Ii CTaH-
JapTHBIT BBOJ He TepMmuHas (tty). B arom ciydae secon Gy/er Bectn cebst Kak 6y1To
ObLIa Tepeaana ommust «--selfy.

Ecnu ne 3aana Hu ojHa ONIUAA U3 «--USEr», «--role», «--type», «--levely unn
«--mls-range», TO Bce OHU OYy/IyT MCIIOJIb30BAHBI.

Yruaura audit2why

Vruiura audit2why — moszsosiser onpeaennts u3 coodiienus ayaura SELinux
HPUYNHY 3alpeTa J0CTYIIA.

OTta yTuauTa obpabaThiBaeT coobinenns ayanta SELinux, mpuHsTHIE CO CTaHIapT-
HOTI'O BBOJIA, M COOOIAeT, KAKO KOMIIOHEHT TOJIMTUKU BbI3BAJ KarKJIblil U3 3aIIPETOB.
Ecnu 3a7iana onius «-p», TO UCHOIB3YETCs yKa3aHHast TOM OIiueil moJnTuKa, B Ipo-
TUBHOM CJIydae UCIOJIb3yeTCsl aKTUBHAS TOJUTUKA. ECTh TPU BO3MOYKHBIE TPUIUHBI
3arpera JIOCTyTIA;

e orcyTCTBYeT min oTKoueHo paspemurenbHoe TE npasuno (TE allow rule);

e HapyIeHne orpanndenns (a constraint violation);

® OTCYTCTBYeT paspelnmuresibHoe TpaBuio s poun (role allow rule).

B nepsom cay4ae paspemurenbroe TE mpaBuio MoxKeT IpUCyTCTBOBATH B 110-
JINTUKE, HO OBLIIO OTKJIIOYEHO 4Yepe3 OysieBbl arpudyThl. Ecin ke pa3penuTebHOro
npaBuia He OBLIO, TO OHO MOXKET OBITH CO3JaHO IpHU HoMolu yTunThl audit2allow.
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Bo BTOpoM citytae mMoryio mnpousoiitu HapyineHue orpanudenusi. [Ipocmorpure
policy /constraints uau policy/mls jjist Toro, 9To6bl ONpeIeInTh KCKOMOE OIPAHU-
qenne. OOBIIHO TIpobJIeMa MOXKeT OBITH pellleHa Jo0aBIeHneM aTpuOyTa THITa K
JIOMEHY.

B rperbeM ciydae ObLaa IPOM3BeeHa IMOIBITKA CMEHUTH POJIb, IIPU TOM YTO He
CYIIECTBYET Pa3peIInTe/IbHOTO MIPABUIA JJIsi YIACTBYIOIIEH IPU 9TOM HAPhI POJIEii.
[Ipobiiema MOXKeT OBITDH pellieHa JJ06aB/JIeHNEM B TIOJIUTUKY PAa3PElIuTe/ILHOrO TPABUIa
JJId 9TOU mapbl POJIEH.

Cunrakcuc:

audit2why <options>

Omun:
Onmnnusa 3HauyeHue OnIuu
--help BruiBecTn KOPOTKYIO TI0JICKA3KY.
-p <policyfile> |¥Ykazarh aqbrepHaATUBHBIN (haill TOTNTHKA.

I [Tpumep:

$ /usr/sbin/audit2why < /var/log/audit/audit.log
type=KERNEL msg=audit(1115316408.926:336418): avc: denied
{ getattr } for path=/home/ sds dev=hda5 ino=1175041
scontext=root:secadm_r: secadm_t:s0-s89:c0.c127
tcontext=user_u:object_r:user_home_dir_t:s0 tclass=dir

[Ipwaunoit saBisgercs: OTCyTCTBYeT WIn OTK/II0OUeHO paspeniurenbaoe TE mpa-
Busio. Pazpemurensbnoe TE mpaBmio mMoxkeT IpHUCYyTCTBOBATH B IOJUTUKE, HO
OBLIIO OTKJIIOYEHO |uepe3 OyJIeBbl IepPeKII0vaTe ;] IPOBEPbTe OYJIEBhI IePEKJIF0Ya-
Tesin. BBl MOXKeTe TTOCMOTPETh HEOOXOMMBbIE Pa3pEeITUTEIbHbIE TPABUJIA, 3aIlyCTUB
audit2allow u mo/1aB 3T0 coobienne ayauTa Ha BBOJI.

type=KERNEL msg=audit(1115320071.648:606858): avc: denied

{ append } for name=.bash_history dev=hdab ino=1175047
scontext=user_u:user_r:user_t:s1-s9:c0.c127 tcontext=user_u:
object_r:user_home_t:s0 tclass=file

[Tpuunnoit sisstercs: Hapymenne orpanndenus. [Iposepsre policy /constraints.
OO0bIaHO, JI/IsI pa3pelieHns orpaHuIeHnsi HeoOX0IUMO JI00aBUTh B JIOMEH aTpuoyT
THIIA.

Yruaura chcat

Yrunura chcat — mo3Bosisier M3MEHUTH KaTeropuio besonacHocTn SELinux s
daita.

U3menuTs / ViajinTh KaTeroputo 6e30MaCHOCTH JIJIs KaxKJI0ro (ailia min 1moJib-
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soBaresisi. Vcnonbayiite -+ /- i qobaBjieHust /yiaaaeHust kareropun y aitia uwim
I0JTH30BaTEIS.
[Ipumeuanue. [Ipu ynanennn Kareropuu Bbl JOJKHBI 33/IaTh «--» B KOMAHIHOM
CTPOKeE JI0 UCIOJIb30BaHus cunrakcuca «-Categorys. 9To cooOIHUT KOMAHJIE, ITO
BbI 3aKOHYMJIM BBOJUTH OIIUKM U TElePhb 3a/[aéTe UM KATErOPHH.

Cunrakcuc:

chcat category <file...>

chcat -1 category <user...>

chcat [[+]|-]category...] <file...>
chcat -1 [[+|-]category...] <user...>
chcat [-d] <file...>

chcat -1 [-d] <user...>

chcat -L [ -1 ] [ <user ...> ]

Onmuu:
Ormus 3HavyeHUe OMIUN
-d Vaamrs Kareropuio u3 Kazxaoro @ANJIA /TIOJIB30OBATEJIS.
-L BruiBecTu jocryiabie KaTeropuu.
1 CoobmmuTh KoMan e cheat, aro HyKHO paboTaTh ¢ MOJIb30BATESI-
MH BMeCTO pailJioB.

[Ipu pabote ¢ daittamu JaHHBIN CKPUIT BbI3bIBAET KOMaH Iy chcon.

Vruaura fixfiles

Yrunura fixfiles — mossosiseT BoccTaHOBUTL KOHTEKCT OeszonacHocTu SELinux
JJ1s1 paiiia.

Cunrakcuc:

fixfiles [-F][ -R rpmpackagename[,rpmpackagename...] ]

[ -C PREVIOUS_FILECONTEXT ] [-1 logfile 1 [-o outputfile ] {check
| restore | [-F] relabel | verify }" fixfiles [-F] [-1 logfile ]
[-o outputfile ]{ check | restore|[-f] relabel | verify }
[[dir/file] ... ]

Vrunura fixfiles ucrnosibzyercs, B mepByio odepe/ib, KOrjia HEOOXOMMO CKOPPEK-
THPOBATh 0a3y JAHHBIX ¢ KOHTEKCTaMK O€30IaCHOCTH (pACIIHPEHHbIE ATPUOYTHI) JJIst
daitoBoil cucTemsbl.

Ero takxke MOXKHO 3aIycKaTh B JII0OOe BpeMs JIjisd T0OABIECHUS TIOJIJIEPYKKU HOBOIA
HOJINTUKU WU YTOOBI YO INTHCA B TOM, UTO (paiijiaM IIPUCBOEHBI HYKHbIE KOHTEKCTHI.
[To ymomyanuio cKpunT OOHOBJISIET METKU Ha BCEX CMOHTHUPOBAHHBLIX (DailsIoBbIX
cucreMax ext2, ext3, xfs u jfs, make ec/im OHH He UMEIOT OIIIMU MOHTUPOBAHUS C
KOHTEKCTOM 0e301acHOCTH. BbI MOKeTe UCIob30BaTh (Jiar «-Ry 1 Toro, 4Tobbl B
Ka4veCcTBE aJIbTEPHATUBBI MCIIOJIB30BATH I'PM-ITaKeT.

Omun:
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Onmnusa 3HaueHue OnIuu
-1 logfile CoxpanuTh BbIBOJI B 3a/1aHHOM daiise logfile.

-0 outputfile

CoxpaHnuTh Bce mMeHa (aiiios, nmeromux <file context>, orin-
Jarouiics 0T KOHTEKCTa 110 yMoJdaHuio B daitia outputfile.

[IpunyureasHO yeTaHOBUTH KOHTEKCT Kak B <file context> miis

rpm__package
name|,rpm
package name...]

-F .

HacTpanBaeMbIX (daiisios (customizable files).
-t He npeynpex/iars 06 yiajienun u3 JUpeKTopun /tmp.
-R

[Ipu momoru 6a3bl JaHHLIX Ipm, HaiiTi Bee (pail/ibl U3 3a1aHHOIO
[aKeTa U BOCCTAHOBUTH JIJIst HUX KOHTEKCT (-a BBLIACT BCe (hail/ibl
u3 6a3el jpanubix RPM).

C PREVIOUS BamycTuth diff T CpaBHEHUs daiina
—~|PREVIOUS FILECONTEXT c¢ TekymmM ¥ BOCCTAHOBUTH
FILECONTEXT - .
KOHTEKCT Ha BCEX 3aTPOHYTHIX dailiax.
AprymeHTsr:
AprymeHT 3HaveHne apryMeHTa
check BriBecTu Bce HEKOpPpEKTHBIE METKH KOHTeKcTa (aiiios. ITokazaTh
U CTapbIii 1 HOBBIA KOHTEKCT, HO HE U3MEHATH €T0.
restore NzmennTh Bce HEKOPPEKTHBIE METKH KOHTEKCTa (hailioB.
Bajarh BOIpoc 06 yIaJleHn: COAEePKUMOro JINPEKTOPHH /tmp w,
relabel 3aTeM, I3MEHEH!s] HEKOPPEKTHBIX METOK KOHTEeKCTa (hailJioB JIJIs
puBeJieHus: B coorBercrBue ¢ daitiom <file contexts>.
£ BriBecTn Bce dailyibl ¢ HEKOPPEKTHBIM KOHTEKCTOM, HE MEHSATD
veri
Y ero.
([dir /file] ... | Cruncox ¢aitjioB win JUpeKTOpuil, /Ijisi KOTOPBIX Bbl XOTUTE IIPO-
ir/file| ...

BEPUTH KOHTEKCT.

Yrusiuta genhomedircon

Vruimra genhomedircon — mo3BoJisier co3/aTh CrENUMUKAIIN ¢ KOHTEKCTOM
SELinux jjis daityioB JoMaImHuxX JUPEKTOPU MOIb30BATEIel.

CunTakcuc:
genhomedircon [ -d selinuxdir ] [-n | --nopasswd] [-t selinuxtype
1 [-hl]
Omun:
Onmnusa 3HaueHne OnIuu
-h BruiBecTn KOPOTKYIO T0JICKA3KY.
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Onmnusa 3HaueHue OnIuu
-d selinuxdir Jupekropus, rie ycranoBsenbl gaitibl selinux. [To ymosraanuio
(--directory) /etc/selinux.

Ykazarb YTUJIATE HE 6paTb I/IH(bOpMaHI/IIO O JOMallHUX JUPEKTO-

-n --nopasswd .
P pusx u3 0a3bl MapOJIeii.

-t selinuxtype | VYkaszarb tun ycranosku selinux. ITo ymosruanuio - <iejieBas»
(—-type) («targeted» ).

Jlannas yTHINTa UCIOIB3YeTCs JIJIsi TeHepaIun CHeluUKAII ¢ KOHTEKCTOM
SELinux jurs daiijioB JoMammHmx JUPeKTOPUil o Ib30BaTe /e, OCHOBBIBAsICh HA UX
zammcu prefix B 3anmcn nosb3oBaresd semanage. genhomedircon 3amyckaercs BO
BpEMs CO3JIAHUS IMOJTUTUKA. Y TUJIUTA TAKKE MOXKET 3aIlyCKAThCsl aBTOMATHIECKH
KasKJIbIil pa3, Korja yTUINTa semanage U3MeHseT 3alich user win login. A mmen-
o, Mbl 3amensiem makpoccst HOME ROOT, HOME DIR u ROLE B daiine
/etc/selinux /< <SELINUXTYPE> > /contexts/files/homedir template na creru-
duamHbIe 718 0JIb30BATE IS CTeHEPUPOBAHHBIE 3HATEHUS.

HOME ROOT u HOME DIR 3amengiorcs Ha MeCTOPACIIOIOXKEHUs T0JIb30Ba-
TeJIbCKUX JIOMAIHuX jupekropuii. [lo ymoaanuio - /home.

ROLE 3amensiercst Ha 3nHadeHne, OCHOBaHHOEe Ha 3armcu prefix B 3ammcu. user
genhomedircon uier Bce CTPOYKH Jist IPOCTHIX (HE CHCTEMHBIX) MOJIh30BaTe el B
0a3e maHHBIX mapoJieil. Taknmu nosbp3oBaTensmu OyayT Te, deit UID bosbie mim
paser STARTING _UID (no ymosuanuto - 500), u st koro B nosie login shell ne
crout «/sbin/nologiny mim «/bin/falses.

Yrunura load policy
Yrummra load policy — mo3Bossier 3arpy3uth HOBYIO nouTuky SELinux B sapo.
Cunrakcuc:

load_policy [-bq]

load _policy - yruinra, ucrnojb3yemas Jijisd 3arpy3Ku /3aMeHbI TIOJIUTUKHI B sijipe.
[To ymosraanuio npu 3arpyske nosmtuku load policy coxpansieT Tekyinue 3Ha9eHUs

HepeKAIoYaTesICH.
Omun:
Onmnusa 3HauyeHUe OnIuu
b CopocuTh mepekIovaTe/n B 3HAUEHNSsI, OIPeIeIEHHBIE B TOJTATH-
Ke.
-q CKPBITH TPeyIPerK IeHNs.

Yrunaura open _init  pty
Yruaurta open_init  pty — yKazbpIBaeT 3aIyCTUTh IIPOIPAMMY B IICEBJIO-TEPMUIHAJIE.
Ucnonp3yercs run_ init jijist TOro, 9To0bI 3aIlyCTHTD ITPOrPAMMY TIOC/IE YCTAHOBKH
PABUJIBHOTO KOHTEKCTA. DTa IporpaMMa OepeT HOBbIN IICEBI0-TePMIHA, TTOPOXKIaeT
(forks) mporiecc-HaCIeHUK, KOTOPBIil IPUBSA3BIBACTCS K HOBOMY IICEBJIO-TEPMUIHAILY.
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3aTem OH MOJKII0YAeT (PU3NIECKUNl TEPMUHAJ, ¢ KOTOPOT'O OH OBLT BBI3BAH, K TICEBJIO-
TepMUHAJY, TepejiaBas BBOJ C KJIABHATYPBI MPOIECCY-HACTETHUKY U OTIIPABJISIS
BBIBO/JI TIPOIECCA-HACTIEHUKA Ha (DU3UIECKHT TEPMUHAJ.

On ycranaBiauBaeT aTpuOyTHI IICEBJ/IO-TEPMUHAJIA, OCHOBBIBAsCH HA aTPUOyTax
du3mIeCKOro TepMuHAIA, & 3aTE€M YCTAaHABJIUBAET MOJIb30BATE/ILCKUN TEPMUHAJ B
RAW-pexkum, He 3a0bIB COPOCUTDH €r0 TIPU BBIXO/IE.

CunTakcuc:

open_init_pty SCRIPT [[ARGS]...]

YTusnura restorecon

Yruaura restorecon - mMo3BOJIIET BOCCTAHOBUTH 38 IAHHBIN 110 YMOJIIAHUIO KOH-
teker Gesomacuoctu SELinux jsa daitra (baiinos).

DTa IporpaMMa UCIO/Ib3YeTCsI, B TIEPBYIO 0Uepelhb, KOTJIa HEOOXOIMMO YCTAHOBUTD
KOHTEKCT 0e3011acHOCTH (pacIinpeHHble ATPUOYTHI) JIJI OJHOTO Wi Oostee (hailioB.

Ee MmoxkHO 3arryckarsb B J1I000€e BpeMs JIjIsd KOPPEKIUU OIMUOOK, I JTI0OaBICHIA
MOJJIEP>KKU HOBOM MOJIMTUKH UJIA C ONIHEH «-N», 9T00bI yOEIUThCA B TOM, KaKOit
KOHTEKCT IIPUCBOEH daily.

Cunrakcuc:

restorecon [-o outfilename ] [-R] [-n] [-v] [-e directory ]
pathname... restorecon -f infilename [-o outfilename ]
[-e directory ] [-R] [-n] [-v] [-F]

Omrun:

Onmnusa 3HauyeHUe OnIuu

-1 NruopupoBarh HecylecTBYIOMME (Haiiibl.

<infilename> comepkuT crmcok ¢aiiaoB, KOTOpble OYIyT 00-
-f <infilename> | paborannl. st Toro 9ToObl NCIOIL30BATH CTAHIAPTHBIA BBO/I,
ucnosib3yiire «-» (cuMBoul jeduc).

3ajaTh JUPEKTOPHUIO, KOTOPYIO HY?KHO MCKJIIOYATH U3 00pabOTKH

-e <directory> .
(1151 HECKOJIBKUX JINPEKTOPUii TIOBTOPUTE OIIIIHIO ).

-R—r PekypcuBHOo nmomensaTh MeTKHU Jjis0 (pailjioB U JUPEKTOPUIA.
-n He mengars meTku daiiios.
-0 CoxpaHuTh cuucokK (ailjioB ¢ HEKOPPEKTHBIM KOHTEKCTOM B

<outfilename> |<outfilename>.

-V [TokazaTh u3MeHeHns METOK (haiiyioB.

[Tokazarh m3MeHeHUsT METOK (hail/IoB, €C/in U3MEHUJICS THUII, POJIb
WU TIOJIb30BATEb.

-Vv

Eciin nipousonum u3MeHnenus, TO IPUHYUTETHHO YCTAHOBUTD
-F KOHTeKCT Kak B <file context> s nHacrpamBaeMbix (aition
(customizable files) win cexkiuu moIb30BATES.
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AprymeHTsr:
AprymeHnt 3HadeHue apryMmeHTa
pathname... [Tyrs k daitny(daitaam), TpeOYIONIM U3MEHEHHST METOK.
He obpabarbiBaer dailjibl U JUPEKTOPUN 110 CHMBOJIAIECKIM
restorecon
CCBLIIKAM Ha, HUX.

Yrunura restorecond

Yrummra restorecond - ciayxx0a, KOTOPBIl OTCIeXKUBaeT co3janue ailjios, n
BBICTABJIAET JIJIsl HUX 3a/aHHBII 110 yMosrdaHuio KoHTekeT SELinux.

JlanHoe pyKoBOJICTBO onuchiBaeT nporpammy restorecond. Mcnomns3sys inotify, nan-
HBII JIeMOH cieuT 3a daiiamu, nepedncieHHbivME B /ete/selinux/restorecond.conf.
Hemon nossosgeT ybeauTbesd, 910 9TU (dailyIbl IPH CO3JaHUN OYIyT UMETh IIPaBU/Ib-
HBIIl KOHTEKCT, KOTOPBIil OIPe/Ie/IeH B HOJUTHKE.

Cunraxcuc:

restorecond [-d]

Omnmuu:

Ormus 3HavyeHUe OMIIUNI

BKJHOLII/ITI) pPeKUM OTJIaJIKH. HpI/I.HO}KeHI/Ie BCE€ TaK K€ UCIIOJIHAET-
—d Cd Ha IIepeJHEM IlJIaHe, HO HaYMHaCT BBIBOAUTHCA 60.HleOe YUCJIO
OTJIaJOYHBIX COODIIEHMIA.

Yruaura run_ init

YTuauTa run_init - 3amyckaeT cKpuUIT init B MpaBUIbHOM KOHTEKCTE, KOTOPbIA
onpejiesién B /ete/selinux/targeted /contexts/initrc context.

Cunrakcuc:

run_init SCRIPT [[ARGS]...]

QDaitibr:
Daiin Onucanne daitna

/ete/passwd Wudopmanus 06 yIeTHBIX 3alUCAX M0JIb30BATEIEH.
SaH_H/I OBaHHBbIE€ IIapOJI1 1M HMH@POPMallld 06 CTap€eBaHUNUU

/etc/shadow CbP p dop yerap
napoJIeii.

/etc/selinux/
COﬂep}KI/IT KOHTEKCT, B KOTOPOM JOJI2KHbI UCIIOJTHATHCA MHHN-

targeted /contexts/

. UAM3aIIOHHBIC CKPUIITHL.

Initrc _context

Yruaura semanage
Yrunura semanage - yTuinTa ynpasienus noantuxoit SELinux.
YTuaura semanage UCIOJIb3yeTCs I HACTPOUKH HEKOTOPBIX 3JIEMEHTOB IIO-
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stk SELinux 6e3 HeobxoamMocT MOAMMDUKAIIMT UIA ITOBTOPHON KOMITHJISITAN
MCXOIHOTO TEKCTa MOJUTUKU. B 41Mc/io TaKUX HACTPOEK BXOIUT COIOCTAaBJIEHIE UMEH
nosb3oBaresieii OC nosb3oBarensm SELinux (Koropble KOHTPOJTUPYIOT UCXOHbII
KOHTEKCT 0€3011acHOCTH, IIpucBanBaeMblil mojib3oBareram OC Bo BpeMs UX perucrpa-
IIMU B CHCTEME, U OrPAHUYIUBAIOT JOCTYIHBIH HAOOD poJieil).

Takzke B 9nc/I0 HACTPAUBAEMbBIX 9JIEMEHTOB BXOJIUT COIOCTABJIEHIE KOHTEKCTOB
0€30IaCHOCTH TSI PA3JIMYHBIX BIJIOB OOBEKTOB, TAKMX KAK: CETeBbIE IMOPTHI, MHTEP-
eiichl, ceTeBble y3iIbl (XOCTBI), a TaKyKe KOHTEKCTHI (ailios.

O6paruTe BHEMaHUE, YTO TP BhI30BE KOMaH/ bl «semanage loginy corocraniis-
forcst numena nosib3osareneit OC (logins) mosnbzoBarensm SELinux. A npu Bbr3ose
KOMAaH/Ibl «Semanage user» COIOCTaBJIAIOTCs IMoJib3oBarean SELinux mocrymnomy
Habopy poJieit. B GosbInHCTBE CIydYaeB aJMHHUCTPATOPOM BBIIIOJIHSIETCST HACTPOKa,
TOJIbKO IE€PBOI'0O THIIA COIIOCTaBeHuit. Bropoit Tumr comocraBiennii, Kak IpaBriio,
orpeiessieTcs 0a30BOi MOJUTUKON 1 OOBITHO HEe TPeOyeT MOIUMDUKAIIAN.

Cunraxcuc:
semanage {login|user|port|interface|fcontext|translation} -1 [-n]
semanage login -{ald|m} [-sr] <login_name>

semanage user -{ald|m} [-LrRP] <selinux_name>

semanage port -{ald|m} [-tr] [-p protocol] <port> | <port_range>
semanage interface -{ald|m} [-tr] <interface_spec>

semanage fcontext -{ald|m} [-frst] <file_spec>

semanage translation -{ald|m} [-T] <level>

Omnmun:
Ormqus 3HavYeHUEe OMIINNI
-a, —-add Hobasurs 3anucs OB bEKTA ¢ 3agannsiv UMEHEM.
-d, --delete Vaamurs 3anucs OB’ bEKTA ¢ zagannein UMEHEM.
Tun daitsra. Dra omrus uCIob3yeTcs coBMecTHO ¢ «fcontexts.
£ ftvpe Tun HE0OX0IMMO yKa3bIBaTh B TAKOM K€ BHUJIE, KAK U B BBIBOJIE
) TP MIPOTPAMMGBI IS, HHBIMU CJIOBAMHE, «--» yKa3bIBAET HA OOBIKHOBEH-
uble aitabl, a «-d» — TOJIBKO Ha JUPEKTOPHH.
-h, --help [TokazaTh crpaBky.
-1, --list Beisectn ciimcok OB'bEKTOB.
Yposenb uyscrBuTebrocTr SELinux, sO mo ymosraanuto (ToabKo
-L, --level .
1tst cucreM ¢ nogepzxkkoir MLS/MCS).
-m, --modify Namenuts OB'BEKT c¢ zamanaein UMEHEM samucu.
-n, --noheading |He BoiBoUTH manky Tabdsuiet npu nedaru ciucka OB bEKTOB.
-p, —proto [Tporokot, ucrosb3yemblii Jjisi ykazaHHoro mopra (tepludp).
r o rance Huamazon 6ezonacaoctn MLS/MCS (TosbKo 171 cHCTEM € TOJI-
’ & nepxkoit MLS/MCS).
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Onmnusa 3HaueHue OnIuu

Posmm SELinux. Ilpu ykazannm HECKOJBKUX POJIEH HY?KHO OT/Ie-
-R, --role JINTHb UX Tpo0e/iaMi U 3aKJIIOYUTh B KABBIYKU WJIM YKa3bIBaTh
oo «-R» HE0OXoanMoe IuCIo pas.

[Ipedukc SELinux. [Ipu ycranoBke MeTOK Ha JOMAIITHUE JTUDPEK-
-P, —-prefix TOpUHU TOJIb30Bareseil mpedukce pobasigercd K <home dir t>
n <home t>.

-8, --seuser Nwms nmonp3oarens SELinux.

-t, —-type Tumn oobekra SELinux.

-T, --trans Tpancasamus SELinux (SELinux Translation).
[Tpumepsr:

[IpocmoTpeTs comocTaBieHus Jj1s moJb3oBaresneii SELinux:

$ semanage user -1

I Paspermuts joe perncrpupoBarhes kKak staff  u:

$ semanage login -a -s staff_u joe

Omupeie/inTh KOHTEKCT (haiiIoB Jijisi BCErO, PACIOIOKEHHOTO B /web (morom
9TO OIPeJIeJIEHIE UCTIO/Ib3YEeTCsl YTUIUTOI restorecon ):

$ semanage fcontext -a -t httpd_sys_content_t «/web(/.*)7»

I Paspermuts nemony Apache mpociymuBars mopt ¢ HomMepowm 81:

$ semanage port -a -t http_port_t -p tcp 81

Yrusura semodule

Yrumra semodule - yTumTa, NCHIOJIB3yeMasd JIJisd YIIPABICHIS TaKeTaMU MOJTyJIeit
noyimtuky SELinux. Yrupasienue BKIO9aeT B cels 3a/1a91 yCTAHOBKM, OOHOBJIEHN I,
[IPOCMOTPa U YJaJeHUs MaKeToB MojyJieil. semodule MOXKHO TakzKe UCIIOJIb30BAThH
JUIST IPUHYIUTEILHOTO TIEPECO3/IaHUs TOJIUTUKY U3 XPAHUJIHUIA MOJYJIeH ¥ /i
JIJIsT TPUHYIUTEIBHON IIepe3arpy3Ku MOJUTUKH 0e3 BBIIOJIHEHHUS KaKHX-JIu00 JIpy-
rux omeparuii. semodule paboraer ¢ makeramMu MOJLyJIel, CO3TaHHBIMU yTUJIUTON
semodule package. [To cornamenuto takue dbaitiapl nmeroT pacimpenne .pp (policy
package). OiHaKO IPUCBANBATH UMEHHO TaKOe PaCIIUpeHne He 00sI3aTeIbHO.

Cunrakcuc:

semodule [options]... MODE [MODES]...

Omun:
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Onnnsa 3HaueHue ONIuu
-R, --reload [IpunyaurenbHo nepe3arpy3uTh MOJUTHKY.
B. _build [TpuHyAUTEIbHO Iepeco3aTh MOTUTUKY (€C/IU He MCIOJIb-
’ 3yeTcsl OMIUs -1, TO MIPOUCXOJUT U €€ [epe3arpys3Ka).

--install= YcTaHOBUTD /3aMEHUTH MOJLY/Th [TAKETa

MODULE PKG = '

e de—

l\ibg%gLr;]_GPK G OOGHOBUTD CYIIECTBYIONINI MOJLYJIb ITAKETA.

-b,-base= YcTaHOBUTD /3aMEHUTH GA30BBIN MOJLYJIb TTAKETa
MODULE PKG Ay '
-I,--remove—

MODULE NAME

VaaauTh CymecTBYONIUN MOJLYIb.

-1,--list-modules

[TokazaTh CHHCOK YCTAHOBJIECHHBIX MOJyJIeill (KpoMe 6Ga30-
BBIX).

-s,--store

Nmsa xpanuwimmiia, ¢ KOTOPBIM TTPOU3BOIATCS OTIEPAITIH.

-n,~-noreload

He IepesarpyzkaTb IIOJIMTHUKY I1I0CJI€ BBIIIOJIHEHW A OII€PpaIlN.

-h,--help BriBecTn 1ojckasky.
-v,--verbose [ToapobHBIit BBIBOI,.
I [Ipumepsr:
YcTaHOBUTH MJIM 3aMEHUTH OA30BBII HAKeT IMOJTUTUK:

$ semodule -b base.pp

I YeTaHOBUTD WM 3aMEHUTH He 0a30BbLIA ITaKeT MOJIUTUKU:

$ semodule -i httpd.pp

I [TokaszaTh CIUCOK yCTAHOBJIEHHBIX MOJyJiel (KpoMme GA30BbIX):
$ semodule -1
I YCTaHOBUTH WM 3aMEHUTH BCe He 0A30BbIE MMAKEThl B TEKYIEH TUPEKTOPUN:

$ semodule -i *.pp

I YeraHnoBUTh MM 3aMEHUTDL BCE MOJYJIN B TeKyHlefI AUPEKTOPUN.
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$ 1s *.pp | grep -Ev "base.pplenableaudit.pp" | xargs
/usr/sbin/semodule -b base.pp -

Yrunura semodule deps

Yrunura semodule deps - mokaszaTh 3aBUCHUMOCTH MEKJTy TAKETaMH MOJLYJIeit
nonTuku SELinux.

JI1st KazK10T0 MOJTYJ/Isi OHA BBIBOJUT CIIMCOK HEOOXOIMMBIX JIJIs YIOBJICTBOPEHUST
3aBUCUMOCTEN MOJIysIeil. Y THINTA UMEET JIEJI0 TOJBKO ¢ aDCOTIOTHO HEOOXOMMBIMU,
a He OIIUOHALHBIME 3aBUCAMOCTSIMU.

st Toro utobbl mostyunTh oT semodule deps jielicTBUTEIHLHO TOJIE3HY IO HHMDOP-
MAIMIO, HeOOXOIUMO, YTOOBI IIepe/IaBaeMble e IAKeThI He MMeJId He yI0BJIETBOPEHHBIX
zapucuMocTeit. Ha mpakTuke 310 03HAYAET, 9TO, KaK IIPABU/IO, CIIUCOK MO/Iy/Iei OyaeT
BECHbMA, JJTAHHBIM.

[To ymomuanuio, 6a30BbIe MOJY/IN UCKIIOYAIOTCS, MOCKOIbKY TOYTH KAXKIbIi
MOJIyJ/Tb 3aBUCUT OT 0a30BbIX. Otiust «-by MO3BOJISIET BKIOYUTH W 9TU 3aBUCHMOCTH.

B nomnostHerre K BBIBOLY, (hOPMATUPOBAHHOMY JIJIsI YOOHOTO BOCIIPUSITHS Ue-
sioBekoM, semodule deps c omiumeil «-g» yMeeT BBIIPYKaTh JlaHHBbIE B hopMaTe
Graphviz (http://www.graphviz.org/). 9ro ymobHo Jjisi cozanus rpaduaeckoro
IPEJICTABICHNST 3aBUCUMOCTEIA.

Cunrakcuc:
semodule_deps [-v -g -b] basemodpkg modpkgl [modpkg2 ... ]
Omun:
Onmnusa 3HayeHue ONIuu
-v [ToapobHbIit BHIBO/I.
-g Beisog mrdopmanun o 3apucumocTtsx B ¢popmare Graphviz.
b BRJIFOUNTH B BBIBOJ| 3aBUCHMOCTEl 6a30Bble MO/ M (110 yMOJTIa-
HUIO HE UCTIOJIB3YETCs ).

Yrunaura semodule expand

VYruimra semodule expand - yruiinra j106aB/IeHES TTAKeTa MOJYJ/IsS TTOJTUTUKI
SELinux.

JlarHast yTunTa He BXOJIUT B YUCJIO YTUJIUT, HEOOXOIUMBIX TIPU €7KeTHEBHO
pabore ¢ SELinux.

O6bIuHO Takue oneparuu, Kak jgobasienue (expanding) BBIIOJHSIIOTCS HE3AMETHO
JIJIs TI0JIB30BaTe/ I Ipu oMot libsemanage B orBeT Ha KoMaH sl semodule.

BazoBbie makeTbl MojTyJiell MOJUTUKE MOTYT CO3/1aBaThCsd yTumToi semodule
package nm semodule link (korjia B eIMHBIN HAKET CBSI3BIBAIOTCS HECKOJIBKO MAKe-
TOB).

Cunrakcuc:

semodule_expand [-V -c <version>] basemodpkg <outputfile>

Omun:
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Onmnusa 3HaueHue OnIuu

-V OT1obpasuTh BepCuio.

¢ <version> Bepcus cozmaBaemoii MoJmTHKA.

VYrunaura semodule link

Yrummra semodule link - yruimmra o6beumHeHNT HECKOTBKIX ITAKETOB MOJTYJIei
nosmtuku SELinux.

Jlannas yTuinTa He BXOJIUT B YUCJIO YTUIUT, HEOOXOIUMBIX IIPU KarK 0 IHEBHOI
pabote ¢ SELinux. O6bItuHO, Takue onepanun Kak CBA3bIBAHUE BBIIOJIHIIOTCH HE3a-
MEeTHO JIJIsI TI0JIb30BaTe/ sl IIpH IoMoInu «libsemanage» B oTBeT Ha KoMaH bl semodule.
[TakeTsr Moyt co3matores yruimToit semodule package.

Cunraxkcuc:

semodule_link [-Vv] [-o <outfile>] basemodpkg <modpkgl>
[<modpkg2>] . ..

Omun:

Ormus 3HavyeHUEe OMIIUNI

-V OTobOpasuTh BEPCHIo.

-v [ToapobHbIil BBIBO/I.

-0 <output file>| O6beMHEHHDII TAKET MOJLYJICH OJUTUKE, CO3IaHHDBII YTUTHTOL.

Yrunaura semodule package

Yrunnra semodule package - 3T0 yTHIMTA, HCMIOIB3yeMas [ CO3/IaHUS TTaKeTa
Moty osmTukn SELIinux n3 OuHapHOTO MOy MOJUTUKU U JPYTUX UCTOYHUKOB
JIAHHDBIX, TAaKUX KakK (aiir kourekcToB. semodule package cozmaer nakersr u3 Gunap-
HBIX MO/TyJIell TIOJTUTUKHU, CO3/IaHHBIX, B CBOIO O4Yepehb, pu momoriu «checkmodules.
[TakeTs! osimTHK, co3mannbie semodule package, MoryT O6bITH yCTaHOBJIEHDBI YTU/IN-
Toit semodule.

Cunrakcuc:

semodule_package -o <output file> -m <module> [-f <file contexts>]

[Tpumepsr:
CozziaTh MmakeT MOYJ/Ist TOJUTUKH I OA30BOTO MOJLYJIS.

$ semodule_package -o base.pp -m base.mod -f file_contexts

I CozmaTh makeT MOMYJ/Ist TOJUTHKK JIJIg MOy st httpd.

$ semodule_package -o httpd.pp -m httpd.mod -f httpd.fc
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Cozarh maker Moy s moauTuku Jyist jokaabibix TE-npasun (TE rules) 6e3
UCIIOIL30BaHus (dailjia KOHTEKCTOB.

$ semodule_package -o local.pp -m local.mod

Omun:

Onmnusa 3HayeHue OnIuu

[TakeT MO/LyJ/I TOJIUTUKY, CO3/IaBAEMbIil JaHHON yTHU-

-0 —-outfile <output file> .
— JIATOIA.

-s --seuser <seuser file> | ®aiin seuser OyJaeT BKJIIOYEH B TAKET.

-u --user _extra

Qaitn <user extra> OyJieT BKJIIOYCH B ITAKET.
<user_ extra_file> -

-m --module <module file> | @aitn Momgyast MOIUTUK OyIeT BKIIOYEH B ITAKET.

@aiisr ¢ KoHTEKCTaMu DailyioB 1yist MOLyJIst (OMImo-

-f --fc <file context file>
HAJIBHO).

n --nc

BxoounTts B naker daiin konTekera netfilter.
<netfilter context file> ¥

YrTunura sestatus

Vruaura sestatus - mo3BoJiger mpocMorperh coctogare SELinux.

OTa YTUIUTA MpeHA3HAYEHA JJIsI IIPOCMOTPA CTATYCa CUCTEMbI, UCIOJIL3YIOIIEei
SELinux. Ona nokasbiBaeT uHdopMaiuo o ToM, BKIOUYEH i SELinux B 1esmom,
3arpyKeHHYIO TOJIUTUKY, 8 TAKyKe B KAKOM PEXKUMe CUCTEMA - PeyKuMe OJIOKUPOBOK
(enforcing mode) min pexxume npeynpexienuii (permissive mode). Yruinra Takxke
MOKET TIPUMEHSATHCH JIJIsi IPOCMOTPa KOHTEKCTa Oe301macHocTn (haifjioB 1 mpOIeccos,
ornmcaHHbIX B daiiie /etc/sestatus.conf.

[Ipumep 3arrycka:
$ sestatus
SELinux status: enabled SELinuxfs mount: /selinux Current Mode: permissive

Policy version: 16

Cunrakcuc:

sestatus [-v] [-b]

Omun:

Ormus 3HavyeHUe OMIIUNI

[IpocmoTpeTs KOHTEKCT Ge30macHoCTH (haIoB U IIPOIECCOB, OIU-
caHHBIX B dailsie /etc/sestatus.conf. st ciMBoIMIeCKO CCHLIKN
TakkKe OyJIeT MoKa3aH U KOHTEKCT pailjia, Ha KOTOPbI OHa CChI-

JIaeTCd.
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Onmnusa 3HaueHue OnIuu

-b [TocmoTpeTh Tekylee cocTogHME TIEPEKTIOTATETEN.

Yrunura setfiles

YVrunura setfiles - mozBossier ycranoBuTh KontekcT OesomnacuHoctn SELinux s
daiia.

DTa MporpaMma MCIO0JIb3yeTCs, B IEPBYIO OUepelh, KOTJa HeOOXOUMO MHUITUAIH-
3UpoBaTh 6a3y JIAHHBIX C KOHTEKCTaMU DE30MIACHOCTH (pacClIipeHHble aTPUOYThI) JIJIst
o/tHOM mn 6oJiee PaTOBBIX CUCTEM.

[lepBoHagaIbHO TPOrpaMMa UCIIOJHAETCS KaK 9acTh mporiecca ycranoskn SELinux.
Ee moxkuO 3amyckaTh B J11000€ BpeMs JJIsd CJIEIYIONINX 33 1a9: KOPPEKIUs OIMUOOK,
JlobaBJIeHIE TTOJJIEPXKKU HOBOW MOJTUTUKH, IIPOCTO ITOObI YOEIUTHCS B TOM, KAKOit
KOHTEKCT IIPHCBOEH (ailny (¢ ommumeit «-n» ).

CunTakcuc:

setfiles [-c <policy> ] [-d] [-1] [-n] [-e <directory> ]
[-o <filename> ] [-q] [-s] [-v] [- vv] [-W] [-F] <spec_file>

pathname. ..
Onmym:
Onmnusa 3HauyeHne ONIuu
IPOBEPUTH COOTBETCTBHE KOHTEKCTA TOMY, UTO OIPEJIEIEH B JIBO-
_C .
UIHOM (pailjie MOJTUTHKH.
q MOKa3aTh, KaKad CHeImMUKaIis COOTBETCTBYET KaxKIoMy ailry
«-1» — oTpasuTh M3MeHeHusT METOK B syslog.
-n HE MEHSITh MeTKH (hailioB.
-q [IOJABUTH BBIBO/I, HE OTHOCSIINAICA K OIITHOKAM.

-r <rootpath> |wucrosnb30BaTh aJIbTePHATUBHBIN IIyTh K KOPHEBON JUPEKTOPHH.

38/1aTh JIMPEKTOPUIO, KOTOPYIO HYKHO UCK/IIOYUTH U3 00PabOTKH

-e <directory> .
(1151 HECKOJIBKUX JIMPEKTOPUii TIOBTOPUTE OIIIIHIO ).

[IpunyureasHO yeTaHOBUTH KOHTEKCT Kak B <file context> miis

-F .
HacTpamBaeMbIX (daiioB (customizable files).

COXpaHUTL CIIMCOK (baﬁJIOB C HEKOPPEKTHBLIM KOHTEKCTOM B

-0 <filename>
<filename>.

MOJIYIUTh CIUCOK (bail/IoB cO CTaHIAPTHOTO BBOJA, BMECTO HC-
IIOJIb30BAHUSA IIyTH, OLIPEJEeTAEMOr0 B KOMaH/IHOU CTPOKE.

[IoKa3aTh U3MEHEeHUsT MeTOK (bail/ioB, ec/in M3MEHUICA TUIl UK
POJIb.

II0Ka3aTh USMEHCHUA METOK (baﬁJIOB, €CJIM USMEHUJICA THUIIL, POJIb
nJIn I10JIb30BaTEJIb.

-Vv
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Onmnusa

3HaueHue OnIuu

-W

BBIBECTH TIPEJIYIIPEKICHUsI, €CJTH BCTPETATCS criennuKaIum, Ko-
TOPBIM HE COOTBETCTBYET HU OJUH (Daiil.

AprymeHTsr:

AprymeHT

3HadeHUe apryMeHTa

spec_ file

Qait1 co crierudUKAIUIMEI, COAEPKAIINNA CTPOKHU CJIEYIOIIETO
Busa: regexp | -type | ( «context» | «none» ).

B mavaje u B KOHIIE CTPOKU PACIIOJIOKEHBI PEryJisipHbIe BbIpa-
xeHus. HeobszaTenbHOe moJe yKa3biBaeT THI (aiilyia B TOM 2Ke
BHUJIE, KAK B BBIBOJIE TIPOIPAMMBI IS, MHBIMH CJIOBAMU, «--» YKa-
3bIBAET TOJILKO Ha OOBIKHOBEHHBIE (hailibl, a «-d» — TOJILKO Ha
aupekTopun. B rosre «contexty MoxkeT ObITH yKa3aH KOHTEKCT
6e30ITaCHOCTH WJIK CTPOKA «NONe», KOTOpas yKa3bIBaeT, YTO KOH-
TeKcT Qailja He U3MEHSIeTCs.

[Ipuoputer umeror crienuduKaluy, yKa3aHHbIe TOCIeHIMEA. Kc-
JIN 38JITAHHO HECKOJILKO PA3HBIX CIIENN(MUKAIIIIT ¢ Pa3THIaIONIIMCS
KOHTEKCTOM 0e30IaCHOCTH JIJIsT HECKOJIbKUX »KEeCTKUX CCBLIOK Ha
daita, To, HeCMOTPS Ha BBIBOJAUMBIE IIPEAYIPEKICHNA, (haiir
IIOJIYIUT KOHTEKCT, YKA3aHHBIA B IOCJAEIHE M3 TAKUX CIIEIH-
dukarnnii. Eciim mocneanssa n3 Takux cuennuKaimii coaepKuT
«none», TO OHa He yIUTHIBACTCS.

pathname...

[IyTh K KOpHEBOI JUPEKTOPUH /I KaXKJI0i 13 (PailjioBbIX CH-
cTeM, JIIsd KOTOPBIX IIPOCTABJISAIOTCA KOHTEKCThI. He ucnonmbsyercs
BMECTE C OIIUER «-S».

Yruaura setsebool

Yrunura setsebool ycranapimBaeT TeKylee 3HaU€HNE I OJTHOTO ITePEKTI0IaTe st
WJIH TIeJI0TO ciiucka nepekstodareseit SELinux. B kadecrse 3navenns MoKHO ycTanas-
JmBaTh «1l», «trues mam «ons JJIs BKJIIOYEHUs TepeKaovdaTess. [ BhIKIIoueHns
MOXKHO HCIOJIb30BaTh «0», «false» mmm «off».

Ecnu ve ucnombzoBath onmuio «-P», To n3MeHeHnst KOCHYTCsT TOJIBKO TEKYTITIX
3HAYCHUIT TIepeKJIovaTeseil. 3HadeHus M0 yMOJTIAHUIO, KOTOPhIE YCTAHABIHBAIOTCS
BO BpeMsd 3arpy3KH, IIPU TOM HE MEHSIOTCH.

FEcnn 3asiana onmus «-P», To Bce TeKyIme 3navdeHus mepeKaodaTesieil coxpa-
HsaoTcd B (aitsie momuTuky Ha Jincke. TakuM ob6pa3oM, UX 3HaAYECHUE COXPAHUTCH U
ocJie Tepe3arpys3Ku.

Cunrakcuc:

setsebool [ -P ] <boolean> <value> | <booll=vall> <bool2=val2>...

Yruiaunra sealert

Yruaura sealert 1mospoJiger B pexKuMe pealbHOIO BpeMEHH OTOOpaKaTh JIJIs
TEKYIIEro MoJib30BaTe st OOHapy KeHHbIe KOH(MJIUKTHI U BO3MOXKHbBIE HAPYIIEHUS
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nHMOPMAITMOHHON 6€30IIaCHOCTH.

B ciaydae eciim cucrema obnapykmia ¢6oit B 06J1aCTH CUCTEMHOTO TPesi BO3HUKAET
BCILIBIBAIOIIEE YBeIOMIIeHUE (PUCYHOK 6.2).

HoBoe yBegomneHune 6esonacHocTk SELinux x

OTkas AVC. HaxmMnTe Ha 3Ha4oK 4nq npocMoTpa

OTMEHWTL | | MNoKa3aTe

Pucynok 6.2 — VBegomienne o HapyIIeHHH O€30I1acHOCTH

[To nakaruio kHonku «IlokazarTh» oTOOparkaeTcss OKHO C pacHInpeHHOoi nHMOp-
Marnueit o cobbirun (pucyHox 6.3).

f x
SELinux oBHapyun KOHDAWKT. Monyyats onogeleHuss @) Aa () Her
Mpouecc: /usr/bin/bash BT okT 23, 2018 10:26 MSK

MNonbITka AocTyna: getattr
K file: fusr/bin/puppet

AwarHocrka VeenoMUTE aMWUHWNCTpaTopa | | MogpobHocTi Mruoprpoeats | |V,u,anu|Tb (] |
OKMAaeMblii pesyneTaT: PelieHne: G
"] Ecau ewl cuntaere, uto bash cneayer PekomeHAyeTcA co3aate oTyeT 06 owmnbke.

pazpeluuTE 4OCTY getattr k puppet file YTo6kl paspelnTe 4OCTYN, MOXHO CO3AaTk NOKANEHEIA MOAYNE NONWUTAKNA.

Allow this access for now by executing:

# ausearch -c 'start-puppet-ma’ —raw | audit2allow -M my-startpuppetma

# semodule -i my-startpuppetma.pp CeegeHns o

no YyMoa4aH1m.

Mogyne

CoobLmTe
ob ownbke

N
[

]

4 Mpeapiayuwian | MpeaynpexeHne 2132 #et Cieayiolian

Pucynok 6.3 — OkHO yBeOMIICHUIT

Takke 1MoJb30BaATEb MOXKET BBI3BATH 9TO OKHO C KOHCOJIA KOM&H,ILOIU/IZ

sealert

W3 TexyIero okHa mojb30BaTe/ b MOKET ITPOCMOTPETH TOIPOOHOCTH ITPOU30IIIE -
IIero coOBITHUA, YBeIOMUTH aaMmuHucTparopa OC, yaaanTs nHdopMalnio JaHHOTO
YBEJIOMJICHUS UJIU UTHOPUPOBATH WHQOPMAIIHIO.

B pacmmupennoit nndopmaruu mpuBoadTCS CBeJIeHIS 00 0¥KUJIaeMOM pPe3yJIbTaTe
1 BO3MOXKHBIE IIyTH PENTeHus] IIPOOIEMBI.
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PAM

PAM wun Pluggable Authentication Modules (moakouaembie MOIy/IN ayTeHTH-
dbukanum) — 570 MOIYIBHBIN MOAXOM K cucreme ayreHTndukanui. OHI TTO3BOJISAIOT
CTOPOHHUM CJIY2KOaM IPEIOCTaBISATh MOIY/Ib ay TeHTUMUKAIINN JIJIT 00ecTiede s
JocTyna K ciayx)be st cucreM ¢ nojgepxkkoit PAM. Ciryk0bI, ucrnosb3yomme
PAM pj1s ayTenTudUKAIMNA, MOTYT UCIIOJIB30BAThH UX CPa3y Ke, 0e3 HeOOXOMMOCTH
JIOTIOJTHUTETLHON TIepecOOPKU.

Ha cepsepe PAM (Pluggable Authentication Modules) MoryT ncrosb30BaTbest Jist
ylpaBjieHust ayTeHTudUKamnmeil (Kak 9acTh ylpaBIeHus IPeJI0CTaBIeHusl JOCTYIIA).
[Ipu ucnopzoBannun PAM cepBucam HeT HEOOXOIUMOCTH TOJJIEP:KUBATDH COOCTBEH-
HYIO cucTeMy ayTeHTudUKanuu. BMmecto sToro oru mnojaratorcs Ha Moayaun PAM,
JIOCTyIHBIE B cucteMe. JI100oit cepBuc npu HEOOXOMMOCTHA MOXKET HCIIOJIb30BaTh
cobcrrennyto KoHdurypamnuio PAM, xors B OOJIBIMIUHCTBE CIIyYIaeB ay TeHTUMUKAIIS
BBLITIOJTHAETCSA OJIMHAKOBO BO MHOXKECTBE cepBHCOB. Boi3biBas Moy PAM, cepBucer
MOTYT IOJIJIEPYKUBATH JIBYX(AKTOPHYIO ayTEHTUMUKAINIO <13 KOPOOKU», Cpazy Ke
UCIIOIb30BaTh IEHTPAJIN30BaHHbIE XPAHUIUINA ayTeHTU(MDUKAIIMOHHBIX CPEJICTB U
MHOT'0€ JIpYTOe.

PAM mpeoctaBiasgioT TuOKy0 MOLYJIBHYIO ApXUTEKTYPY /Il CJIETYIOIINX CEePBH-
COB:

e yIpaBjieHue ayTeHTu(UKaIueil - MpoBepseT, CyIMecTBYeT JIn M0JIb30BaTE/ b MO/
KOTOPBIM TIBITAIOTC 3aiTH;
e yIpaBjicHUE YYETHBIMHU 3AIUCAMH - MPOBEPSAET, UTO HAPOJb IOJb30BATE s
He WCTEK WM UMeeT JIM MTOJIb30BaTe/ b TPABO 00paIaThcs K OIMpeIeIEHHOMY
CEepBUCY;
e yIIpaBJIEHUE CEAHCAMMU - BBIMIOJIHIAET OIPE/IeJIEHHBIE 3a/Ia4N BO BPeMsI BXOJa WJIN
BBIXO/Ia TI0JIb30BATE/I U3 CUCTEMBI (ayuT, MOHTUPOBaHUE (halJIOBBIX CHCTEM U
TaK JiaJiee);
e yIIpaBjieHUe MapoJIgMU - IIpeyiaraeT naTepdeiic 1 copoca maposis U TOMY
IIOJI00HOE.
[Ipu pabore ¢ PAM ajgmunaICTpaTOPHI OU€HB OBICTPO MOWMYT MPUHITAIIBL, 110 KOTOPBIM
dyukrmonupyer PAM.

Bo-1epBbIX, 3TO «HE3aBUCHUMOCTEL OT 09K-3H1a». [Iputoxkenusm, moiepkuBaio-
M PAM, HeT HeO6XOIMMOCTH YIUTHIBATH HI3KOYPOBHEBYIO JIOTMKY, YTOOBI pAbOTATH
¢ Osk-sumamu. Ucnonssys PAM, npuiokenust OTAEISIOT JIOTUKY PAOOTHI OIK-IHIA
oT cBoeil. Bcé, aTo uM HyKHO ciies1aTh — 9T0 BbI3BaTh (pyHKImo PAM.

JpyrusM NpUHITUIIOM SIBJISETCS «HE3aBUCHUMOCTH OT KOHMUrypamnums. A MUHT-
cTpaTropaM He HYKHO 3HATh, KAaK HACTPAUBATD JIECATKH PA3JINIHBIX MTPUIOKEHUII,
4TOOBI 3aCTABUTD UX MOJJCPKUBATEL ayTeHTU(UKAIIIO. BMecTO 3TOr0 UM J0CTATOTHO
BOCIIOJIb30BATHCS OJTHON KOH(MUTYPAIIMOHHON CTPYKTYPOii, mpegocrassemoit PAM.

[TocaegamM TPUHITUIIOM, SIBJISIOIIAMCS TaKyKe JacThio HazBauus PAM, aBisercs
«IOJIKJIIOUaeMas apxXuTeKTypay. Korjna HeoOX0MMO MHTEIPUPOBATH HOBBIN O9K-IH/I,
BCE, UTO HYXKHO CJIeIaTh aJIMUHUCTPATOPY — 9TO YCTAHOBUTH OMOIMOTEKY JIJIs TOTO
69K-5H1a (GOJIBITUHCTBO MOJLYJIEll UCIOIB3YIOT OuH (baili HacTpoek). Haunuast ¢
9TOr0 MOMEHTA MOJIYJIb CTAHOBUTCS JIOCTYIIEH JIJIs UCIIOJIb30BAHUS ITPUIOXKEHUIMU.
A MuHECTPATOPBI MOT'YT HACTPOUTH ay TeHTUMUKAIINIO JI/TsT UCIOJTB30BAHUST 3TOTO
09K-3H/Ia W MIPOCTO MEPE3AIyCTUTh MPUIOKEHNE.
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[Ipwnoxkenust, A KOTOPBIX HEOOXOMUMO uctojb3oBanne PAM, nmuHKyOTCS €
6ubmorekoit PAM (libpam) u MoryTr BI3BIBATH Hy:KHBIE (DYHKIMU PAbOTHI C YKa-
3aHHBIMU BBIIITE cIyzKOamu. Kpome 3T0Or0, B IPUIOKEHNN He HYKHO HUYETrO peasu-
30BBIBATH CIIENUMDUIHOTO Jiji pabOThl C STUMU CEpBUCAME, TaK KakK 3Ty 3aJady Ha
cebst 6epér PAM. U korjia mosib30BaTe/ib 3aX09eT ayTeHTU(MUIMPOBATHCS, CKaKeM, B
BEO-TIPUJIOKEHUH, TO ITO Ipujiozkenne BoisbiBaer PAM (mepenaBasi emy ujieHTH(hDUKA-
TOP ¥, BO3MOYKHO, [IAPOJIb MK 3aIIPOC) U TPOBEpsieT BO3BpalliaeMble TaHHbIE, ITOObI
OPUHATH PelleHre, ayTeHTUMUIINPOBAJICS JIH TOJb30BATEb U MMeeT JIM OH JIOCTYII K
npusioxkenuio. Buyrpenneit 3agadeit PAM saBisgercs onpeesnenue, e HeoOX0IUMO
ayTeHTUMOUIUPOBATE T10JIb30BATEJIS .

Cuipaoit croponoit PAM aBiisieTcst To, 9T0 JIH000# YKeJIAIOMII MOXKET CO3/1aTh
voayun PAM s waTerparun ¢ jiobbiM nojepzkuBatommuym PAM cepBucom mm
npuokenneM. Ecin Kakasg-HIOY/ b KOMIIAHUS BBIITYCKAET HOBBIN CEPBUC JIJIsT &y TEHTHU-
dukaruu, BCE, 4TO HYKHO OyJIET CesIaTh, — 9TO MPEJIOCTABUTD JIJIs B3AUMO/IefICTBUS
¢ 9TtuM cepBucoM Mouysib PAM, mocie yero jo6oe ncnosib3ytomee PAM npuioxkenue
CMOYKET He3aMe/JINTE/IbHO PadOTATh ¢ STHUM CEPBUCOM: HET HEOOXOIUMOCTHU YTO-TO
nepecoonpaTh WIN yIydiaTh.

Hpyroit Baxkuoit ocobennocthio PAM sBisieTcss TO, 9TO OHUM TOIIEPKUBAIOT
o0beIMHEeHNE B IENOYKN HeCKOJbKUX Moryeit. [Ipumep konduryparmontoro daitia
PAM ny1s HEKoero cepsuca:

# AyTeHTuduxrauda

auth required pam_env.so

auth required pam_ldap.so

# YopaBiieHne Y4YETHHMM 3alMCSIMU

account required pam_ldap.so

# YopaBieHue IIapoJAMU

password required pam_ldap.so

# YmnpaBleHue ceaHcaMu

session optional pam_loginuid.so
session required pam_selinux.so close
session required pam_env.so

session required pam_log.so level=audit
session required pam_selinux.so open multiple
session optional pam_mail.so

Buiro, uro KoHduryparmonnsiit daiiyi pas3ieséH Ha deThipe 00J1acTH CEPBUCOB,
KoTOphIe nojep:kuBaior PAM: ayrenTudukamnys, yupapjieHne yIETHBIMI 3aIIACIMHA,
yIIpaBJICHHUE MTapOJIIMU U YIIPABJICHUE CEaHCAMMU.

Kazxaprit u3 stux pasaenoB B (aiijie BBI3bIBAET OJIMH UM HECKOJIBKO MOJIYJIei
PAM. Hampumep, «pam__env.so» yCTaHABJIUBAET [IEPEMEHHBIE CPEJIbI, KOTOPHIE MOI'YT
OBITH UCIIOJIb30BAHBI ITOCJIELYIONIMI MOLyIaMu. Ko, Bo3ppalaeMblit Momyrem PAM,
BMeCTe C YIPaBJSIONUME JUPEKTUBAMU (B JAHHOM IpuMepe — «requireds niu
«optional») mosBosisier PAM perarh, 9To JiejiaTh Jasbliie.

PAM nopiepKuBaior cjieyonme yIpaB/Isionye IUPEeKTHBbI:

e required — ykasanHbI MOy b PAM mo/KeH BepHYTH KOJ yCIlexa it TOro,

9100bI BECh cepBuC (Hampumep, ayTeHTuduKas ) 6blia ycnemnen. e Moyib
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PAM BepHéT KOt HEymaun, OCTaIbHbIE MO/ I OYIyT BCE PABHO BBI3BAHbI (XOTS
yKe TOYHO U3BECTHO, YTO CaM CePBUC OyIeT HEeJOCTYIIEH);

e requisite — ykasanHbIit Moy b PAM j1017KeH BEpHYTH KOJT yCIlexa I TOro,
9TOOBI BeCh cepBUC OBLT jocTylieH. B orimuane or «requireds, ecjim MOJLy/Ib
PAM BepuéT Koz HeyIa4dn, IUPEKTUBA Cpa3y »Ke 3aBePIIUTCs, U CaM CEPBUC
OyJeT HeJIOCTYIIEH;

e sufficient — ecsin ykazannsrit Mmoysis PAM BepHET KO/1 yeiexa, Bech cepBHC Oy/1eT
paspemtén. Ocrapmmecst moystn PAM wHe OyyT npoBepsitbest. OHAKO, ecyin
Moysib PAM BepHET KOJ Heymadn, OCTaBIIHECs MOIY/IN IPOHIYT IPOBEPKY, &
Heylada JAHHOTO MOJLYJI He OyAeT IPUHUMATbCS BO BHUMAHUE;

e optional — ko ycuexa win Heygadn ykazanHoro momayias PAM GyayT nmers
3HAYEHNE, eCJIN TO €UHCTBEHHBIN MOJIyJ/Ib B CTEKE.

[Hermouku MOJTyJI€ii TO3BOJISIOT BBIITOJHUTH MHOXKECTBEHHYIO ayTeHTU(DUKAIIUIO,

BBITIOJIHATH HECKOJIBKO 3324 B IPOIECCEe CO3/IaHUA CeaHca U TOMY ITOJI00HOE.

Tak kax Koudurypamnmonnsie ¢aitasr PAM yupaisior mporieccom ayTeHTudhnKa-
[N B IIPUJIOXKEHUH, OY€Hb BaXKHO ITPABUJILHO ¢ HUMU B3anMo/ielicTBOBaTh. Pailjibl
OOBITHO pacrosiaraorces B Karasore /etc/pam.d/.

B Goapmmx opranmsaiusx min B TpeOOBATEIbHBIX K 0OE30IIaCHOCTU CUCTEMAaX
Jobast MoauduKkanng KoHGUryparnnonubx daitioB PAM mo/nkHa 1moaBepraTbes
COOTBETCTBYIOIIEMY ayIUTYy.

DTO Ke OTHOCHTCS K TOMY MeCTY, Tjie pacrosaratorcs momyau PAM (/1ib/security
win /1ib64 /security).

[TomMmumo daiiyioB-ciieHapueB Jijisi HEKOTOPBIX MO/JLyJIeil MOTYT WCIIOJIb30BATh-
¢ JONOJTHUTE IbHBIE (haiiibl KoHndurypauu. Bece OHE PaciosiozKeHbl B KaTaJiore
/ete/security n kaxk bl daiin npeHazHAYeH JJIsi KOHKPETHOl TPYIIIIbI HACTPOEK.

time.conf — 371ech BBl CMO)KeTe OrpaHUYIUTb BpeMsl JIOCTYIIA TOJIB30BATE e ¢
Pa3JIMIHBIX TEPMUHAJIOB K Pa3IMIHbIM cepBucam. Hampumep, 3arpeTuTh BXOIUTH B
CUCTEMY C IIEPBOil BUPTYaIbHOM KOHCOJIN aJIMIHACTPATOPY BO BPEMsI BBIXOJHBIX. DTH
HACTPOWKU OOC/IYKUBAET MOJIY/Ib «pam__times» 1, COOTBETCTBEHHO, €CJIA BbI YKEJIAeTe,
4TOOBI BaIllM OTPAHUYIEHUsT BO3BIMEJIN JIEHCTBUE, MOIY/Ib JOJI2KEeH ObITh IPOIUCAH B
COOTBETCTBYIOIIEM CIIEHAPHH.

pam__env.conf - 3j1ech MOXKHO OIDaHIYUTH BO3MOXKHOCTH B U3MECHEHHHU OT/IC/Ihb-
HBIX TIePEeMEHHBIX CPeJIbl MOJIb30BaTeIAMu. PaboTaer 1o pyKOBOICTBOM MOJLYJISI
«pam__envs.

limits.conf — 3/1echb MOXKHO MHJIMBUIYAILHO WX JJIsI TPYIIIGI OTPAHUYHUTD: Pa3-
Mep core-paiiia, MAaKCUMAJIBHBIH JIOIYCTUMBIH pa3mep daiiia, MaKCUMaIbHOE KOJTIIe-
CTBO OTKPBITHIX (hail/IoB, 3aIyIIEeHHBIX IIPOIECCOB, CKOJIBKO pa3 MOXKHO OJHOBPEMEHHO
3aiiTu B cucremy u T.J. PykoBojdmuit Mo/ysib «pam_limitss.

access.conf — rak kak PAM wumeer cpejcrBa ayreHTHUKAIMNA 10 CETH, TO
110/100HBIE HACTPOUKU SIBJITIOTCSI TTOJIC3HBIMU MO0 KOHTPOJIUPYETCsl HE TOJIBKO «KTO
MOXKET 3alTHy MM «He 3aifiTh», HO U «OTKYy/a». KOHTPOJIMPYETCs «pam__accesss.

group.conf — MOXXHO yKa3aTh, Kakoil rpyiie Oy/leT MPUHAIE)KATh CIyxKOa,
3aITyIIEeHHAsT OIIPE/IeJIEHHBIM TI0Ib30BaTe IeM, B OIIPEJICTIEHHOE BPEMSI ¢ OIIPEIeIEHHOTO
TepMmuHaJja. Kontpoaupyercd «pam_times u «pam__ groups.

console.perms — HeCKOJIBKO BBIOMBAETCS CBOMM HA3BaHUEM, HO HE (DYHKITHIMA.
3/1ech OmpeIesIaoTCs TpaBa, MoJIyYaeMble TTPUBIIETTPOBAHHBIMUI 10/ 1b30BaTE/ISIMU
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K KOHCOJIM BO BpeMsl BXOJla B CHCTEMY U BO3BpallaeMble TPU BbIXoJe. Momy/ib
«pam__console».

Crmcok MoJtyJeit.

pam_cracklib: Tun «password». IIposepger Bam naposb Ha CTOHKOCTB, He
SIBJISIETCSL JIM OH, HAIPUMEp, HMAJMHIPOMOM (IIPUMEUYaHUEe — 9TO He 00s3aTeTbHO
[IPY MCIIOJIb30BAHUN MOJYJIsl «pam_unix» ). [Tosesen jjist mporpamm, 3ajaromnmx
naposin. llonesnnie napamerpol: retry=N - gaérca N MHONBITOK Ha HCIpaBJICHUE
omm6Oku, diffok=N - momxkHO OBITH M3MeHeHO MUHUMYM N CHMBOJIOB IIDH CMEHE
napouig, minlen=N - MuaEMaIBHBINA pa3zMep maposs, deredit=N ucredit=N lcredit=N
ocredit=N - B mapoJsie JIOJZKHO MPUCYTCTBOBATL MUHUMYM N 1mudp, CTpOUHBIX,
IPOIMCHBIX OYKB ¥ JIDYTUX CUMBOJIOB.

pam__deny: Tun mo6oit. Beerja nepekpeiBaeT JOCTYII.

pam__env: Tun «auth». KonTposupyer coxpaHHOCTDb IepeMeHHbIX cpebl. IToses-
HbIil TapaMerp conffile=S - 3a/1aét asbrepHaTuBHOE Ha3BaHUe (haiiia KOHMDUTYPAITUH.

pam_ ftp: Tun «auth». Ilpeanasnauen ji1g opranusanuy aHOHUMHOT'O JIOCTYIIA.
To ecth MOTyINB UMS MOJIB30BATENS «aNONYMOUS», KJIET B KA4€CTBE apoJis 9TO-TO
oXoKee Ha ero modToBbiit ajpec. [loesnbie mapamerpsr: ignore - He oOpaIaTh
BHUMaHIe ITOXO0K JIM I1apoJib Ha MOYTOBIN aapec, users=XXX,YYY - mo3BoJisieT
AQHOHUMHBII BXOJ, IJIsI II0JIb30BaTeIeil 13 3TOrO CIIMCKA.

pam_ group: Tun «auth». IIpegnasnadenue sicHo U3 onucanus KOH(MUIYpaIlu-
onnoro aitra «group.confs.

pam_ lastlog: Tun «auth». Coobmaer o Bpemenn u mecre Bxoja B cucremy. O6-
HoBJister /var/log/wtmp aii. [Tosesubie napamerpor: «nodates, «<noterms, «<nohost»,
«silent» - He BBIBOANTH B COOOIIEHNN JATHI, TEDMUHAJIA, MAITIMHBI UJIX BOOOIE HIIErO,
«nevers - ecJIM MOJIb30BaTe b HUKOIIa paHee He TOSBJISICA, TO ero MPUBETCTBYIOT.

pam_ limits: Tun «session». IIpegnasnadenne yKazaHo BBIIIE P OMHCAHUH
daitna «limits.confs. [Tonesnsrit mapamerp:conf=S - ajgprepHATHBHOE MM KOH(DUTY-
paroHHoro aiia.

pam _ listfile: Tun «auth». Ilpegnasnaden sy opranusanuy JOCTyIlla Ha OC-
HOBe KOH(MDUrypannoHHbIX (ailioB-crinckoB Hampumep /etc/ftpaccess. st mpu-
Mepa CMOTPHUTE COOTBETCTBYIOMmMe (ailibl creHapreB. Bo3MoxKHBIE TTapaMeTphl:
onerr=succeed|fail; sence=allow|deny; file=filename; item=user|tty|rhost|ruser| group|shell
apply=user|@group . Ilepsbriii mapamerp 3a1aéT BO3BpaIaeMoe 3HAUYCHUE B CJIyIae
HEY/IAYHOTO MoucKa. BTopoii - B ciiydae yaadnoro noucka. Tperuii - ums daitra co
crckoM. YeTBEPTHIit - TUI 91eMenTa B crincke. [locsieHnit BHOCUT JIOTTOJTHUTE/IbHBIE
OTpaHUYCHUS, €CJIN TUI 00bdABJIEeH «tty», «rhosty mwam «shells.

pam_ mail: Tun «auth». Coobmaercsa 0 HaIMIUN TIOYTHI, €CJIH TAKOBas NMEETCS.
[Tostezubre mapamerpsr: dir=S - myTh K KATAJIOIy IMOYTOBBIX OYepeieil, noenv - He
ycTanaBuBaTh nepemennyo cpeabl MAIL, close - coobmars eciu ecth movra y
MOJTb30BaTEN el ¢ AHHYJTMPOBAHBIMY OIOJ[PKEeTaMM, NOPen - He medaraTh KaKoi-1ubo
OYTOBOI MHMOPMAIIUN, €CJIH MMOJIb30BATEILCKUI OI0/2KET TOJBLKO UTO 3aBEJIEH.

pam_ nologin: Tun «auths. Crannapraas peakius Ha Hasmaue daiiza /etc/nologin.
Korma on mpucyrcTByeT, B ccTeMy MOXKET 3aiiTH TOJIHLKO 00t, & OCTaJIbHBIM OyIeT
BBIJIAHO Ha KPaH COJEP:KUMOe 9TOro daitia,;

pam__permit: Tum mo6oit. Ucnombsosanne gannoro moayns OITACHO n npu-
MEHUMO TOJIbKO B KPDUTHUYIECKHUX CUTyalusx. Becerna 1aéT momyck.
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pam_pwdb: Tun mo6oii. 3ameraer MOLY/IN cepun «pam_ unix...» . Vcmos-
syer uHTepdeiic bubsmoreku «libpwdb» (mosp3oBaTesnbckie 6a3bl TAHHBIX), UTO
MOBBINIAET HE3ABUCUMOCTH CUCTEMBI ayTeHTUMUKAIINN OT CII0cCOOa XpPaHEHUS MTOJTh30-
Barebekux Jganubix (NIS i passwd uiau shadow). Tlosesubie napamerps: nullok -
MOYKHO HUCIIOJIb30BaTh mycThie naposu, mdb, shadow, bigerypt - pazmundmbie criocobbr
mudPOBaAHUA TaPOJIA.

pam _radius: Tun «session». [TozBonger ocymecrsaaTh ayTeHTUDUKAINIO Yepes3
RADIUS cepsep.

pam_rhosts auth: Tun «auth». Mexanusm paboTe! 9TOro Moyl OCHOBLIBACT-
cd Ha aHasmu3e cojiep:kumoro daitsos hosts.equiv u .rhosts, ucrosib3yembIx s ayTeH-
tuduKanun Takux ciyk6 kak rlogin u rsh. Ilomesusie mapamerps: no hosts equiv
- UTHOpHWPOBaTh cojepxkumoe daitia hosts.equiv, no rhosts - urnopuposarsb co-
nepzknuMoe daitstoB .rhosts, suppres s - oxpaHseT CUCTeMHBIE XKYPHAJIBI OT TTOTOKA,
MaJIO3HAYNMBIX COOOINEHUI, B YACTHOCTH, KOIJIa UCIIOJIb3yeTCs KOHTPOJIbHBIN dJiar
«sufficient».

pam_root ok: Tun auth. cnonbsyerca B ciydae, Korjia aJMUHACTPATOPY
HEOOXOIMMO TIOJTy9IaTh JOCTYI K CepBUCY 0e3 BBEJIEHUS MapOJisi. DTOT MOJIY/Ib JTOIYC-
KaeT I10JIb30BaTesId K CEPBUCY TOJILKO ecyu ero uid pasen 0.

pam__securetty: Bxiouaer B npoBepky aii /ete/securitty. Cymneprosbzosa-
TeJIb CMOXKET 3alTH TOJILKO Ha YKA3aHHBIX TaM TEPMIHAJIAX.

pam_ time: Tun account. CmoTpu onucanue ycTpoiicTsa KOHMUIYPAIOHHOIO
daiina time.conf;

pam_warn: Tun «auth» u «password». IIpocTo Benér 3ammcu B cuUCTEMHBIX
JKypHaJIaxX, HAITPUMED, IIPU CMeHe ITapoJIs.

pam__ weel: Tun «auth». IIpasa cynepnosbsosaTe/isa MOKeT UCHOIL30BATH TO/Ib-
KO T10JIb30BaTe b IpyIbl «wheely (rpymma root). [osesubie mapamerpsr: group=XXX
- WCIIOJIb30BaTh YKA3AHHYIO IPYIILY BMECTO CTAHIAPTHON HYJIeBOil, deny - mHBEPTH-
pOBaHUe JIEHCTBUST aJITOPUTMA, 3AIIPENIAeTCs MOydaTh IpaBa CyIepIoIb30BATEs
MOJIB30BATEIAM YKA3aHHOW I'PYIIIBI, UCIOIb3YeTCS BMECTe C IIPEJIBLIY UM apaMeT-
pom, trust - usbasiseT moab30BaTeseil rpynmsl «wheely oT HEOOXOIUMOCTH BBOJUTD
napoJib npu cmene uid wa 0.

st orciekuBaHUA TONBITOK HEYCHENTHON ayTeHTU(UKAINT HEOOXOIUMO OT
UMEHU aJIMIHICTPATOPa root oTpeakTupoBaTh ailjibl «system-authy» n «password-
auth»:

# vi /etc/pam.d/system-auth
# vi /etc/pam.d/password-auth

JobaButh B ceknuio «auths jiBe cTpokm, ycTanap/mBaionue 6JJOKUPOBKY YIETHOI
3aliCcu Ha BpeMs He MeHee 15 MHHYT B ciiydae BBOJIa He OoJiee 4 HelpaBUIbLHBIX
napoJieit. VI 1 ¢cTpoky, MOAKII0IaioNyo HyKHbI Moty1b. B PAM moysisax Baxken
MOPSAJIOK CJIEJIOBAHUST CTPOK, TIOITOMY CTPYKTYPa peIaKTUPyeMbIX (hailjioB mocse
U3MEHEHUH JIOJIZKHA OBITH CJIEJTyIONIAd:

# cat /etc/pam.d/password-auth
#/,PAM-1.0
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# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth required pam_faillock.so preauth silent audit deny=4
unlock_time=9000

auth sufficient pam_unix.so nullok try_first_pass

auth [default=die] pam_faillock.so authfail audit deny=4
unlock_time=9000

auth requisite pam_succeed_if.so uid >= 1000 quiet_success

auth required pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed_if.so uid < 1000 quiet

account required pam_permit.so

account required pam_faillock.so

password requisite pam_pwquality.so try_first_pass
local_users_only retry=3 authtok_type=

password sufficient pam_unix.so shab12 shadow nullok
try_first_pass use_authtok

password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

session [success=1 default=ignore] pam_succeed_if.so service
in crond quiet use_uid

session required pam_unix.so

# cat /etc/pam.d/system-auth

#),PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth required pam_faillock.so preauth silent audit deny=4
unlock_time=9000

auth sufficient pam_unix.so nullok try_first_pass

auth [default=die] pam_faillock.so authfail audit deny=4
unlock_time=9000

auth requisite pam_succeed_if.so uid >= 1000 quiet_success

auth required pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed_if.so uid < 1000 quiet

account required pam_permit.so

account required pam_faillock.so

password requisite pam_pwquality.so try_first_pass
local_users_only retry=3 authtok_type=
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password sufficient pam_unix.so shabl2 shadow nullok
try_first_pass use_authtok

password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

session [success=1 default=ignore] pam_succeed_if.so service in
crond quiet use_uid

session required pam_unix.so

31ech nmapamerp deny= oTBevYaeT 3a YUCJO OTCJCKUBAECMbBIX HEYCIEITHBIX MOTIhI-
TOK, TI0CJIe KOTOPBIX POU30iIET O/I0KMpOoBKa, a unlock time= Bpems B cekyHIax,
Ha, KOTOPOEe yUETHasl 3alliCh Oy/IeT 3a0/I0KUPOBAHA.

st MmHOTOAKTOPHOM ayTeHTH(MUKAIINN HCIIOIb3YeTCs MOIY/Ib «pam _ usby. Yro-
661 ucnosb3oBaTh FLASH-Hakonure1b B KauecTBe TOKEHa ayTeHTU(UKAIIN, HE0OX0-
Mo noakrounTh K 9BM FLASH-nakonurens u yoemurbest, uro OC ycreriHo ero
IIOIMOHTHPOBAJIA.

Hobasurs FLASH-nakonure b, KOTOPBI Oy/IeT UCIOIB30BATHCS KAK TOKEH JIJIst
ayTeHTU(DUKAITIN:

# pamusb-conf --add-device <Auth-Stick>

rjie <Auth-Stick> mpousBosibHOE MM, TPUCBATBAEMOE TOKEHY

Hasnee neobxouM0O BLIOPATH YCTPONCTBO U3 YHUC/Ia OOHADYKEHHBIX:

Please select the device you wish to add.

* Using "JetFlash TS128MJF2A (JetFlash_TS128MJF2A-0:0)"
(only option)

Which volume would you like to use for storing data 7

W noarBepauTh €ro MCIOIb30BaHUE:

* Using "/dev/sdcl (UUID: 1CD6-B3F1)" (only option)
Name : Auth-Stick

Vendor : JetFlash

Model : TS128MJF2A

Serial : JetFlash_TS128MJF2A-0:0

UuID : 1CD6-B3F1

[ToaTBepuThH COXpaHenue mapamMeTpoB:

Save to /etc/pamusb.conf 7
[Y/n] y
Done.

anee nHeobxo Mo JI00ABUTD OJIH30BaTE e, KOTOPhIE MOT'YT UCIIOJIb30BATH ITOT
TOKEH:
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# pamusb-conf --add-user=’petrov’
Which device would you like to use for authentication 7
* Using "Auth-Stick" (only option)

User : petrov

Device : Auth-Stick
Save to /etc/pamusb.conf ?
[Y/n] y

Done.

B daitnax /etc/pam.d/system-auth u /etc/pam.d/password-auth HykHO B HaUasI0
daitsa 106aBUTH CTPOKY, OTBEYAIONIYIO 3a 3arpy3Ky MOJIYJIsl, U YCTAHOBUTDH YPOBEHD
YIPAaBJIAIONIEH JIMPEKTUBDI, KaK ObLIO OIMKICAHO paHee:

auth sufficient pam_usb.so

Rsyslog

Rsyslog — 910 01eHb OBICTPBIi, paCITUPSIEMbIit CEPBUC /s YIIPABJIEHUSI JIOTAMU C
OPOMHBIM KOJIMIECTBOM BO3MOKHOCTE. Cpenn ero BO3MOXKHOCTEHl MOYKHO OTMETUTH
HOJJIEPXKKY (DUJIbTPAId KOHTEHTa, a TaKxKe Ieperady JIoroB 1o cersiM. OCHOBHBIE
BO3MOKHOCTH:

e MHOTrOnoTo4HOCTb;

e TCP, RELP;

o [lommepxkka MySQL, PostgreSQL, Oracle;

o OubTpalius KypHAJIOB,;

e [lonHocThiO HacTpanBaeMbIil (hopMaT BBIBOJIA.

Bce nmporpaMmbl BeIyT JIOT IIyTEM OTIIPABKU COOOIEHN 00 OIMMOKAX WA CBOEM
COCTOSTHUM C ITOMOIIBIO COKeTa «Syslog» M mpocTo 3ammchbiBas BCe COOOIEHNs B
aiisr, KoToOpBIit OyeT HaxoIUTHCs B Katajgore /var/log/.

Ho Baxkmoe 3HaveHune nMeeT ypoBeHDb IIOJIPOOHOCTH JIOTUpOBaHusd. Bbl MoxkeTe
HacTpaumBaTh MOJPOOHOCTD B KarKJIOW OTJIEILHON IIpOrpaMMe, WK Ke C TTOMOIIbIO
«syslog». DTo TOMOXKET yMEHBIITUTD UCIOJIb30BaHUE JIUCKOBOI'O IIPOCTPAHCTBA HaA XPa-
Herue JioroB. Ho TyT HYyKHO HAWTH KOMIIPOMECC MEXKJTy KOJTMIeCTBOM HHMOpMAIun
U WCIIOJIb30BAHUEM JINCKA.

Hampumep, sapo OC ompemesnser Takue YpPOBHHU JIOTOB, WM KaK MBI OyIeM
Ha3BIBATH UX HUXKE — IIPUOPUTETHL:

KERN EMERG — cucrema HepaboTOCIIOCOOHA.

KERN ALERT — ny:kHO HEeMeJJICHHO IPUHATH MEPbI.

KERN CRIT — kpurnveckas ommoxa.

KERN ERR — obbrunas ommuoka.

KERN WARNING — npenynpe:xjenue.

KERN NOTICE — zamevanue.

KERN INFO — undopmanuonnoe coobienue.

KERN DEBUG — coobmenus oTaajxku.

[TomobHBIE yPOBHE JIOTA TOJIEPKUBAIOTCST B OOJIBIITUHCTBE IIPOI'PAMM, KOTOPHIE
BEJIyT JIOTH.
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Bce nacrpoiiku Rsyslog naxomsrest B daiisie /etc/rsyslog.conf u jipyrux koudu-
ryparmoHsbix (aiisiax u3 /etc/rsyslog.d. Bel MmoxkeTe mocMoTpers CyIecTBYOT Sy
Bac 9T (ailIbl BHITOJHUB:

1ls /etc/rsysx
rsyslog.conf rsyslog.d/

OcnosHoil kKoudurypanuonssiii daitn — /etc/rsyslog.conf, B HeM mOIKIIOYEHBI
Bce baityibr u3 nanku rsyslog.d ¢ nmomombio gupekTunbl «IncludeConfigy B camom
Havase daitia:

IncludeConfig /etc/rsyslog.d/*.conf

B stux daitnax MoryT cojep:Karbesd JIONOJTHATE/ILHbIE HACTPOWKH, HAIpUMep,
aytentudukaius nHa Rsyslog cepsepe. B riiaBnoM Kondurypainonaom daiiie co-
JIEPsKUATC OY€Hb MHOTO IOJIE3HBIX HAacTpoeK. OOBIYHO OH obecrednBaeT yIIpaBjIeHHe
JIOKaJIbHBIMHA JIOT'aMHM 110 YMOJI9aHWIO, HO JJId pa60TbI gepe3 CeTb HYy2KHO ,IL06aBI/ITb
HACTPOUKU.

Cunrakcuc KoH(pUTYpaImoHHOTO (haiiaa 09eHb MPOCT:

$<nepemenHas> <3HaueHmE>

Bce qupekTuBbI HAUMHAIOTCS CO 3HAKA J0JLIapa, CO/IEpKaT UMsI IEPEMEHHOI, a
JTaJIbllle CBI3aHHOE C Hell 3HadeHne. Tak BBINVISINT KaykKasl CTPOKa KOHQUIYpali-
ouuoro gaitna. B ero nmepsoii qacTtu pasmernieHnb o0Ire HACTPONKY IpOrpaMMbl 1
3arpyska MoyJieit. Bo Bropoit — Balu mpasuia COpTUPOBKU U (PUILTPAIIAN JIOT
daiiios.

ModLoad imuxsock # provides support for local system logging
$ModLoad imklog # provides kernel logging support

#$ModLoad immark # provides --MARK-- message capability

# provides UDP syslog reception

#$ModLoad imudp

#$UDPServerRun 514

# provides TCP syslog reception

#$ModLoad imtcp

#$InputTCPServerRun 514

B sTOM yuacTKe 3arpyzKaroTcsi Bce HeOOXOMMMbIe MOy TIporpamMmbl. CyIecTBy-
10T YeThIPe TUIA MOJIYJICH.

e Moyim BBOJIa — MOXKHO paccMaTpHUBaTh, Kak criocod cbopa mHOpMaIlum u3
PA3JIMIHBIX NCTOYHUKOB, HATMHAIOTCS C «im»;

e Moy BbIBOJIa — TIO3BOJISIOT OTIIPABJIATH COOOINEHIA B (hailjIbl WK TI0 CETH,
win B 0a3y JAHHBIX, UM HAYNHAETCH HA «Om>;

e Moy duibrpanuu — M03BOJSIOT (PUIBTPOBATH COODIIEHUS 10 Pa3HbIM
napamMeTrpaM, HaduHaTcs ¢ «fmy;

e Moy mapcuHra — IpeoCTaB/SIIOT PACIIUPEHHBIE BOSMOXKHOCTH JIJIsI CHH-
TAKCUIECKOT'O aHAJIN3a COODIEHMs, HAUMHAIOTCA C «PIy.
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CuadaJjia 3arpyzkaeTcs MOJYJIb «imuxsocks, KOTOPBI TO3BOJIAET CEPBUCY TIOJIY-
JaTh COOOIIEHNUs U3 coKeTa, a BTopoit «imklog» mosydaer coobmenus spa. Cremyro-
MM 3arPyKaeTcsd MOJIY/Ib «marks, KOTOPBIil MTO3BOJIIET MaPKUPOBATH COEINHEHMS,
WM K€ BBIBOJIUTEL COOOINEHH O TOM, 4T0 «Syslog» Bce emié paboraer. Hanpumep, Bb
MO2KeTe TIONPOCUTH Isyslog BBIBOIUTH coolIeHust Kaxible 20 MUHYT:

MarkMessagePeriod 1200

Jlanbire wayT riobabHble JUPEKTUBBI:

ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat

B sroit cTpoKe MBI YKa3bIBA€M, 9TO HYKHO HCIOIH30BATh CTAHIAPTHBIN (hopMar
XpaHeHHud BpeMeHu, B cekyHtax ¢ 1970 roja.

Jlasabire cieayer HaOOp IpaB pasperieHuii s (paiijioB KypHAJIOB, KOTOPhIE
OyIyT co3/IaHbI B Ballleil cucreme:

FileOwner root
$FileGroup adm
$FileCreateMode 0640
$DirCreateMode 0755
$Umask 0022

[Tocte cozmanmst 3Tux ¢aitjioB, UX MpaBa MOXKHO MEHSTh Ha Te, KOTOpPbIE BaM
HYKHBI.

Brimie 6n11a OoJtee 0b1as HacTpoiika «syslogs, Hy a Terepb paBuia COPTUPOBKH
JioroB. Bor Habop mpaBu/I 10 yMOJTIAHUIO:

auth,authpriv.* - /var/log/auth.log
*.*;auth,authpriv.none - /var/log/syslog
#cron.* - /var/log/cron.log

daemon.* - /var/log/daemon.log

kern.* - /var/log/kern.log

lpr.* - /var/log/lpr.log

mail.* - /var/log/mail.log

user.* - /var/log/user.log

Kaxkioe mpaBmio mmeer cBOil CMHTaKCHC, CHAYAJIA UJIET UCTOYHUK U TPUOPUTET,
3areM JeiicTBre. Ecm NCTOYHNK W IPUOPHUTET COBIAIAIOT, COODINEHNE OTIIPABIISIETCSI
B yKazaHHbII (aiti. Hanpumep, Mbl MOXKeM OTIIPABUTDH OOJIbIIIE COODINEHUiT B JIOT
cucTeMbl /var/messages:

*.info;mail .none;authpriv.none;cron.none /var/log/messages

B sT0it cTpoke MbI BeIOMpaeM Bce coodinenust ypoBHs info, kpome mail, authpriv
u cron. [Ila6ysion mail.none Gyner o3Ha4YaTh, YTO HE HYXKHO JIOTUPOBATH HU OJIMH
ypoBenb coobmenuit. CooTBeTCTBEHHO KOHCTPYKIusA *.info — 3HaUMT JIOrmpoBaTh
COOBIIEHNsT OT BCEX MCTOUYHUKOB, HO TOJIBKO ¢ ypoBHeM info, *.* — 310 BooOIIE BCe
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COODIIEHNS, CO BCEMU YPOBHSIMU.

ca.

Wcrounuk u npuopuTeT HEIyBCTBUTEIBHBI K PETUCTPY. TakKe 3aMeThbTe, YTO IPH-
OpUTETHI YPOBHEl error, warn u panic 60JibIlie He UCIOJIb3YIOTCA, TAK KAK CINTAIOTCS
ycTapeBIuMU. B 11e10M, B Ka4ecTBe UCTOYHUKOB BbI MOYKETE UCIOIb30BATh:

........>.............

auth;

authpriv;

cron;

daemon;

kern;

lpr;

mail;

mark;

news;

security (skBuBaJjieHTHO auth);
syslog;

user;

uucp;

localO ... local7.

B KaueCTBE IIPUOPUTETOB Bbl MOXKETE IIPUMEHUTD:
emerg (paHblie panic);
alert;

crit;

error (paHbliie err);
warn (pasbiie warning);
notice;

info;

debug.

8BE310YKN Ha JII0OOM MecTe O3HA4YaioT Bce BapuaHThl. i douiabrpanym 10ros
MOI'YT HCIOJIb30BATHCS HE TOJBKO MCTOYHHUK U IMPUOPUTET, HO U OOJiee CJIOXKHBIE
BBIPpasKEHUsI HAa OCHOBE YCJOBUI U CpaBHEHUIA.

Bur MmoxkeTe BBIIOIHATH DUABTPAIIAIO COOOIIEHUI ¢ ITOMOIIHIO TAKOI'0 CHHTAKCH-

:<moje>, <cpaBHeHHe>, <3HadeHHMe> <IyTh_K_bainy>

B kauecTse olepanuvm CpaBHEHHA Bbl MOXKETe HCIIOJIb30BaTb TaKNE€ BapUaHTDbI:

contains — 1oJjie CoJIepKUT YKa3aHHOE 3HAUEHNE;
isequal — mosie JTO/IZKHO OBITH MJIEHTUYIHBIM 3HAYCHUIO;
startswith — mojie 10/I>KHO HaYMHATHCS CO 3HAYEHU,
regex — CPaBHUBAECT I10JIE C PErYJIAPHBIM BbIPDAKEHUEM.

Hamnpumep, orduabrpyem cooOleHnsi TOJIHKO OT OIPEIEJIEHHON TPOrPaMMBbI:

& stop

:syslogtag, isequal, "giomanager:" /var/log/giomanager.log

Kpome Toro, MOXKHO HCITOIB30BAThL 0OJI€E TTPOCTON CUHTAKCUC, B BUJIE BHIPAYKCHUS
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if. BoT ocHOBHOII cMHTaAKCUC:

if $<mome> <cpaBHeHme> <3HaueHme> then <daitm>

3/1ech UCIHOIB3YIOTCS Te YK€ CaMble KOMIIOHEHTBI, TOJILKO BBITJISIJIUT HEMHOI'O
nporre. Hampumep:

if $syslogtag == ’giomanager’ then /var/log/giomanager.log

OTmpaBuTh JIOT HA YIAJEHHBIH CepBEp JIOCTATOYHO MIPOCTO, IS ITOTO JIOCTATOTHO
ykazaTb @ u ip ajipec yIaja€HHOI MAIMHBI, HA KOTOPOIi 3aIyIeH rsyslog:

*.info;mail .none;authpriv.none;cron.none 0xx.xx.xx.xx:514

3teck 514 — 310 TIOPT, HA KOTOpOM ciyinaer rsyslog. Hacrpoiika rsyslog wa mpuém
JIOTOB 3aKJII0YaeTCs B 3allyCcKe cepBuca ¢ MojysiaMmu imtep u imudp. dasee, Bce dTo
HY2KHO JIJIT TOTO, 9TOOBI TIOJIyIUTh JIOTH C OIPEIEJTEHHON MAITUHBI, OT(MUIHTPOBATH
UX U3 O0IIEro MOTOKa € IMOMOIIBIO (PUILTPOB:

if $fromhost-ip contains ’192.168.1.10° then
/var/log/proxyserver.log

Be3 puabTpoB coobIeHns ¢ pa3HbIX MAIIMH OY/IyT MUCATHCA B OJIMH OOIIUIA JIOT
CUCTEMbI B 3aBHCHMOCTHU OT TOTO, KAK BbI UX PACIIPEJICTUTE.

Afick - Bepudukanmus 11e;10CTHOCTU

Afick - 310 OBICTpast M JOCTyIIHAS YTUINTA, TTOMOTAOINIAs TPU OOHAPYKEHUN
BTOD2KEHUIH, a TaKyKe TO3BOJIAIONIAs KOHTPOJNPOBATH ODIIYIO MEJTOCTHOCTH CUCTEMBI.

Afick korTposmpyeT u3MeHeHus B (hailI0BoOl cucTeMe u cpasy coodIAeT BaM O HUX,
TaKuM 00pa30M, IPEJIOCTABIISAS BAM BBIOOD PEIUTh, JEHCTBUTEIHLHO JIN OKUJIAJNICD
9TU M3MEHEHUA. DTa MHMOPMAIUAS MOXKET IOMOYb BaM B PACC/ICIOBAHUU WHIIA/ICHTA,
KOI/Ia HEOOXOIMMO OTIPeIe/TUTh, KaKie ObLIN ITPOU3BeIeHbl N3MEHEHUs B CUCTEME B
pe3yabTaTe B3JIOMA.

B mpornecce ycranosgu Afick dpopmupyer 6a3y maHHbIX dailjioB, KATaJoroB U UX
coorBeTcTByIomux uM MD5 konTposbabix cymm. Paiiyibl 1 KATaa0ru, BKJIIOUCHHbIE B
9Ty 06a3y JaHHBIX, BEIOMPAIOTCS COOTBETCTBEHHO BXOJHBIM JIAHHBIM 13 (haiiia KoHbU-
rypamun Afick, nazerBaemoro afick.conf, mocse Toro, kak Afick ycranoBut sroT daiin
B /etc karasor. Paiin koudurypanuu afick.conf uMeer IpocTyO CHHTAKCHIECKYTO
crpykTypy. Ilo Bamemy ycmorpenuio Bel Moxkere odeHb ObICTPO J00aBUTH WU Yiia-
JITh Tunbl (aitios, kartagoru u T.7. Huxke npuseneno comepxkumoe daiina afick.conf.
Ob6parute BHUMAaHUE, UTO dJIEMEHTHI B (hailjie KOH(PUTYpAIUU TyBCTBUTEIbHBI K

perucrpy.

# afick config sample file

# directives

HHHHHH B RS

database:=/var/lib/afick/afick Omupejensger Kakyo 6a3y JaHHBIX OyIer
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ucriosibzoBaTh Afick.

# report_url := stdout Ompenenser Kyma Afick Oymer BbIBOIUTH pe3ysibra-
TBI CBO€l PabOTHI.

# verbose := no

# warn_dead_symlinks := no

# report_full_newdel := no

# warn_missing file := no

# running files := no

# timing := no

# text files

exclude_suffix := log LOG html htm HTM txt TXT xml Oupepgenser, 4To
Afick nmosKeH UrHOPUPOBATH TEKCTOBBIE (DAMJIBI ¢ TAKUMHU PACIIADEHUSIMHU.

# help files

exclude_suffix := hlp pod chm Omupenensier, uro Afick momken uraopupo-
BaTh (ail/ibl CIPABKU ¢ TAKUMU PACIIAPEHUSIMU.

# old files

exclude_suffix := tmp old bak Ompenenser, uro Afick momken urnopupo-
BaTh BPeMeHHbBIEC (ailibl ¢ TAKUME PACIIUPEHUSIMU.

# fonts

exclude_suffix := fon ttf TTF Omupenenser, uro Afick momken uraopupo-
BaThb (bailibl MpudTOB ¢ TAKUMHI PACIITHPEHUSIMA.

# images

exclude_suffix := bmp BMP jpg JPG gif png ico Omupenenser, uro Afick
JIOJIZKEH UTHOPUPOBATDH (hailyibl m1300pakeHnit ¢ TAKUMHU PACIIUPEHUAMU.

# audio

exclude_suffix := wav WAV mp3 avi Oupenenser, uro Afick moken urao-
pupoBaTh Mejina (Pailbl ¢ TAKUMEA PACITHPEHUSIMHA.

# macros

HHfH S

# used by cron

@@define MAILTO root Ompeessger MOJb30BaTEsI, KOTOPOMY Oy/IyT OTCHI-
JaThCsd 0TIETHI 110 pabore Afick.

@@define LINES 1000 OmpemessieT MaKCUMAIbHOE KOJIMIECTBO CTPOK B OTUE-
Te.

# list the file or directories to scan

# syntaxe

# file action

# to have action on file (see below

# ! file

# to remove file from scan
# file with blank character have to be quoted

# action : a list of item to check HuKe ommcaHbl OIIUK, OIPEEIIAIO-
e Kakue arpuoyThl (hailyioB Hy?>KHO KOHTPOJIUPOBATD.

# md5 : md5 checksum

# d : device

# 1 : inode




148

I'maBa 6. Cucrema 6e3onacHoctu PEJ/I OC

# p : permissions

# n : number of links
# u : user

# g : group

# s : size

# b : number of blocks
# m : mtime

# c : ctime

# a : atime

#R: ptd+it+ntutgt+s+m+c+mdd

#L: ptd+itntu+tg

# action alias may be configured with

# your_alias = another_alias|item[+item] [-item]
# all is a pre-defined alias for all items except "a"
# alias :

HRIRIRIRIA IR

DIR = pt+it+ntutg

ETC = pt+d+i+u+g+s+mdb

Logs = ptntu+

MyRule = p+d+it+ntu+g+s+b+mdb+m .

# files to scan

HIAA S

=/ DIR IIpoepka c HCIIOTHE30BAHNEM OIMMCAHHBIX BBINIE MTPABUII /I KATAJIOTOB.

#

/bin MyRule

/boot MyRule

! /boot/map Urnopupyercs yKa3aHHBIN KaTAJIOT.
! /boot/System.map Urnopupyercs ykazaHHbIil aii.
/etc ETC

/etc/mtab ETC - i

/etc/adjtime ETC - mdb
/etc/aliases.db ETC - mdb5
/etc/mail/statistics ETC - md5
! /etc/map

! /etc/webmin/sysstats/modules/
I /etc/cups/certs/0

/1ib MyRule

/lib/modules MyRule -m

/root MyRule

!/root/.viminfo
!/root/.bash_history

! /root/.mc

/sbin MyRule

/usr/bin MyRule

/usr/sbin MyRule
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/usr/lib MyRule
/usr/local/bin MyRule
/usr/local/sbin MyRule
/usr/local/lib MyRule
/var/ftp MyRule
/var/log Logs

/var/www MyRule

Kak Bujno, daitn kouduryparun Afick 1oBosibHO mpocT jjist ornManusi. Hike
[PUBEJIEH TIPUMEDP, B KOTOPOM K IpoBepke renoctHocTr Afick mobapisiercst Bari
OCHOBHOIT KaTaJjor. K npuMepy, BaM HeOOXOIMMO, ITOOBI (pailIibl B 9TOM KaTaJiore
MIPOBEPSINCH Ha M3MEHEHUs TP MOHOIIOJIBHOM JIOCTYTIe, N3MEHEHNe 1paB JOCTYTIA,
u3MeHeHnsd pas3mepa (pailjioB U BPpeMEeHHU IocjieHero obpariennsd K daiiry. s
Hava/Ia Hy2KHO CO3/IaTh HOBBII 3JIEMEHT, 110J1 Pa3jesioM #alias B daitre kondurypaun
afick.conf, kKak mokazaHo HUKe:

HOME = utg+p+tmts

Barem B pasnene #files to scan HEOOX0aMMO JOOABUTH CJIEIYIONIYIO CTPOKY:

/home/yourusername HOME

Tenepn, pu cireaytromem 3amycke, Afick jobaBuT Barmm KaTaaor B CBO 0a3y jiaH-
HBIX 1 Oy/IeT KOHTPOJIMPOBATH HAXOJSAIINECS B HeM (DaifjIbl, COTVIACHO YKA3aHHBIM BaMU
kpurepusiM. Ecu BbI XoTHUTe, ITOOBI BAIIIN M3MEHEHUsI IPUMEHIINCH HEMEJICHHO,
TO MOXKHO 3aryctuth Afick BpydHyt0, HCHOIB3YS CJIEYIONLYI0 KOMAaH/LY:

Afick -- update

Nuade, Bam mpuaéres xKaaTh 3amycka KpoH 3agaqn Afick. Dra 3amaqa mobaBis-
eTCsd aBTOMATUIECKN BO BPeMsl MHCTAJIIAINNA TPOIPAMMBI M 3aITyCKAeTCsI OJINH Pa3 B
Jelb. Pesymbrarsl paboThl JAHHOTO 3a/aHUs BB MIOJIYIUTE MO JEKTPOHHOMN 1odTe
Ha aJipec, ykasauubiil B pasiuere < MAILTO> daitna kondurypamun «afick.confs.
Wcnonb3yst TOYTOBOrO KJIMEHTA, BbI CMOXKETE YBUJIETH €XKETHEBHBIN OTYET IPUMEPHO
B TAKOM BUJIE:

This is an automated report generated by Another File Integrity
Checker on

+localhost.localdomain at 07:46:07 AM on 02/25/2004.

Output of the daily afick run:

new file : /var/log/afick/afick.log.2

new file : /var/log/aflck/error log.2

deleted file : /etc/sysconfig/iptables

changed file : /etc/adjtime

changed file : /etc/aliases.db

changed file : /etc/mail/statistics

changed file : /etc/prelink.cache
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changed file : /etc/printcap

detailed changes

changed file : /etc/adjtime

MD5 : 7+bTDZQbxsTXEJXhyI2GCw ao6a/yDwoBRSGSL1AK1WXQ
changed file : /etc/aliases.db

MD5 :GT/eP5D+B8apNoa7L5CLRw soh7MnLDuQw4gI9KH1hpTA

changed file : /etc/mail/statistics

MD5 :0shql17jZ2a0o5pYhVBRgwQ vb69gMWXvpIEEZ4fm019/Q

changed file : /etc/prelink.cache

MD5 : SKh/403FRMUgGBNACIInQ9A zeC+5EPFfWBR40eT7xZdbw
changed file : /etc/printcap

MD5 : bb5e3g2//bGaxeCxVyRJqaw QFY1NJGy/kdt32B1YVOTXQ
filesize : 194 581

B npumepe Boime Afick coobraer HaMm, 94T0 HEKOTOPBIE (DailIbl OLLIN M3MEHEHbI,
CO3/IAaHbl WK yaJIeHbl. TakyKe HaM IMOKAa3bIBAIOTCA HAYAJbHbIE U TEKYIIHe KOH-
TPOJIbHBIE CyMMBbI (PailjioB, 1 COODIAETCH, UTO B OJfHOM U3 (hail/ioB ObLI U3MEHEH
ero pa3mep. Afick y3naer o mpoucxogsdnmx u3MeHeHnsix B (haiiye, cpaBHUBas €ro
aTpubOyTHI ¢ aTPpUOyTaMU, KOTOPBIe ObLIN COXpPAHEHBbI IPH rocjeaaeM 3amycke Afick.
[TpuMmepom 3T0ro MOryT ciryKuTh daiiasl B manke /usr/bin uwam B /sbin. O6braHO 311
dailyibl pejiko U3MEHSIOTCs, €CJIM TOJIbKO Bbl HE M3MEHUIN UX, OOHOBJISA IPOrPAMMY
(B IIPOTUBHOM CJjIy4ae OHH He JIOJIZKHbI U3MEHSIThCH ).

O6parure BHUMaHUE HA TO, TJe Bbl cOXpaHsiere Baiy Oasy jaHubix Afick (o
ymosrdanuio - /var/lib/afick/), moromy 9T0 MOXKET BOBHMKHYTH CHUTYAIUs, KOTJA
Ballla CUCTeMa ObLja B3JIOMaHa, a Bbl 00 9TOM He y3HaeTe, T.K. OblLIa HapyIIeHa
IIEJIOCTHOCTD 0a3bl JIAHHBIX. BO3MOYKHBIM pellleHneM JJAHHOTO BOIIPOCA MOYKET OBIThH
coxpaHeHre 6a3bl HA BAIUINEHHBIX OT 3anucu Hocutessax (rampumep, CD-ROM),
[OCJIe Yero celyeT u3MeHuThb (aiiyi kKoudurypamun «afick.confs, arobsr ykazars na
BBIOpAHHOE BaMM MECTO COXpaHeHUs 0a3bl.

AMTU - yrunmra TecTUpoBaHUSA aOCTPAKTHON MAITUHBI

amtu — yTuiInTa TecTupoBaHus abcrpakTHON MarmmHbl (Abstract Machine Test
Utility — AMTU).

Cunrakcuc:

amtu [ -dmsinph ]

AMTU - 310 agMuHECTPATHBHASA YTUINTA, KOTOpPas IPOBEPSET, COOTIOMAIOTCS JIN
OCHOBHBIE MeXaHU3MBbI 3aIIATHI allllapaTHOTO 00ECIIeYeHNs.

AMTU BbIOHSIET CIEIYIONINE TECTHI:

® IIaMsITh: IIPOU3BOJILHO 3allUCHIBACT JAHHBIC B 00JIACTU HAMSTH, 3aT€M CUUTHI-
BaeT MaMsTh, YTOObI rapaHTUPOBATH, YTO 3alTUCAHHbIE 3HAYEHUsI OCTAIOTCS
HEU3MEHHBIMU;

e pazJesieHne MaMsTH: 00eCIIeInBAEeT, YTOOBI IPOrPAMMBI II0JIb30BATEILCKOIO IIPO-
CTPAHCTBA HE MOIJIM YUTATh W 3AlMCHIBATH B 00JIACTH MAMATH, UCIOIb3yeMble
TaKUMH JIEMEHTAMU, KaK BHUICOIIAMATDH U KO /IPa;
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® KOHTDOJIJIEP BBOJA / BBIBOJA — CETb: IIPOBEPSIET, UTO IEPEIaHHbIE CJIyYaiiHbIe
JIAHHBIE TaKKe ABJIAIOTCS JJAHHBIMU, TIOJIYYeHHBIMU JIJI KayKJI0r0 HACTPOCHHOI'O
ceTeBOTO ycTpoiicTBa. [IpoBepsieT TobKO HacTpoeHHble ycTpoiicTBa Ethernet u
Token Ring. He npoBepsieT acMHXpOHHBIE YCTPOCTBA,;

e KOHTPOJIJIED BBOJA / BBIBOJA — JIUCK: IIPOBEpSIET, YTO CJIydaiiHble JaHHbIE,
3allMCcaHHble Ha JIMCKU, OCTAIOTCs Hem3MeHHbIMH. [[poBepsifoTcst TOJIBKO KOH-
rposutepsl IDE u SCI, cBsi3aHHBIE ¢ yCTaHOBIEHHBIMI (DaIOBBIMU CHCTEMAMI.
KonTpoJsuieps! 1uckoB ¢ pait/IoOBBIMU CUCTEMAaMU, JOCTYIHBIMUA TOJIHLKO JIJIst
YTEHUsI, He ITPOBEPAIOTCS;

® UHCTPYKIIIU PEKIMA CYIIEPBU30Pa: 00ECIIeINBaET, YTO IPUHYIUTETLHOE UCIIOb-
30BaHUE CBOWCTB IIPUBUJICTUPOBAHHBIX MHCTPYKIUNA B PEKUME CyIIepPBU30Pa
o-1pekHeMy Jieiicteyer. Habop npuBmiernpoBaHHBIX HHCTPYKITU, TPOBEPEH-
HBIX JIJI TIOJITBEPKJICHUS 9TOIO, 3aBUCUT OT apPXUTEKTYPHDI.

Jlis kKoMaH bl amtu JIOCTYITHBI CJIEIYIONIe TapaMeTph:

ITapameTp 3HaveHHe ImapaMerpa
-d BBIBOJIUTDH OTJIAI0OUHBIE COOOIIEHMST;
-1m BBIIIOJTHUTH HpOBepKy HaMHTI/I;
-S BBIIIOJTHUTH IIPOBEPKY PAa3/C/ICHUS ITaMATH;
-1 BBITIOJIHITH TECT KOHTPOJLIEPa BBOIA-BBIBOJIA;
-n BBIIIOJIHUTDL CETEBOM TECT;
-p BBIIIOJIHUTDH IIPOBEPKY MHCTPYKIUN pezKUMa CYIIEPBU30PA;
-h IIOKa3aTh CIIPABKY.

Komanma amtu BeLIAET cieyromue KOabl BO3BpaTa IPHU BBIIIOJIHEHUN:
® «-1» — ommOKa BBIIIOJTHEHNT;
o «(0» — ycmex.

ntpdate

B PEJI OC cuaxpoHU3upoBaTh BpeMs MOXKHO CJIEIYIONUMU OCHOBHBIMH CITOCODa~
MU

e BDPYUHYIO YTUIUTHI ntpdate;

® ABTOMATHYECKH IIPHU IIOMOIIU CepBUca ntp.

[Iporpamma ntpdate — mo3BosisieT pa30BO CHHXPOHU3UPOBATH JIOKAJIHHOE BPEMS C
9TAJIOHHBIM CEPBEPOM BpeMeHH B mHTepHeTe. [10J00HbIX 9TaJI0OHOB CYIIECTBYET JI0CTa-
TOYHO MHOTO. J[J1s1 iprMepa MOXKHO BOCIIOJIB30BATHCS OJIHUM U3 HUX — pool.ntp.org

BamyckaeM CHHXPOHU3AIINIO BPEMEHN:

# ntpdate pool.ntp.org

YTuanTta mpoBeJia CHHXPOHU3AINIO, B PE3YJIbTaTe KOTOPOU K CHCTEMHOMY BpEMEHM
OBLIIO JTOOABJIEHO YHUCJIO CEKYH/I, HEOOXOIUMOE JIJIsi TPUOJIMKeHus K TaoHHoMy. Ecin
B pe3ysbrare paboThl CUHXPOHU3AIUN BO3HUKAET OIMMOKa: «no server suitable for
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synchronization found», To momnpo0OyiiTe B paboTe yTUINTHI UCIOIB30BATH HEITPUBUIE-
ruposanubiii mopt. [lo-ymorganuio ntpdate padoraer no 123 nopty. Eciin on 3akpbiT
Ha (haepBoJIe, TO TOMOYb B CHHXPOHU3AIIH TOMOXKET CJIEYIONIIIT TapaMeTp:

# ntpdate -u pool.ntp.org

Ecm y Bac 3amyck ntpdate 3aBepraercs ommbkoit — the NTP socket is in use,
exiting, 3HAYNT y BaC yzKe yCTAHOBJIEHA W 3allyIlleHa CiayKba ntpd, KoTopast 3aHsia
¢BOOOIHKIN udp mopT, HEOOXOMMMBIH 1711 paboThl ntpdate.

Cepsep Bpemenu ntp UCIOIB3yeT B CBOEl paboTe OJHOMMEHHBIN MPOTOKOJ —
Network Time Protocol, koropomy st padborsr Heooxoaum UDP mopr 123. Tak gro
nepeJ; yCTAaHOBKOM M HACTPOHKOi#l c/1y2KObI BpemeHnu yoOeIuTech, 9To Ha (aepBojie
OTKPBIT 3TOT TOPT.

YcranaB/mmBaeM cepBep ntp:

# dnf -y install ntp

Terneps orpegakTupyem aiia kordurypamnun /etc/ntp.conf , yraams Bee Jm-
Hee:

# cat /etc/ntp.conf

driftfile /var/lib/ntp/drift
restrict default nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict ::1

server 0.centos.pool.ntp.org iburst
server 1l.centos.pool.ntp.org iburst
server 2.centos.pool.ntp.org iburst
server 3.centos.pool.ntp.org iburst
disable monitor

logfile /var/log/ntp.log

[Tapamerpsnr:

Server - CIIMCOK CEePBEPOB JIJIsi CHHXPOHU3AIINA BPEMEHH;

driftfile — 3amaér agpec daiita, B KOTOPpOM XpaHUTCA UCTOPHUSI M3MEHEHU Bpe-
MEHH BO BpeMs CHHXPOHM3AIWHU. Ecan mo KakuM-TO IPUINHAM CHHXPOHH3AITUS
BPEMEHU C BHEITHUMU UCTOUYHUKAMHU CTaHET HEBO3MOXKHA, CIyKOa BpEMEHN N3MEHHUT
CUCTEMHBIE Yachl B COOTBETCTBUU C 3aIUCIMU B 9TOM aiie;

restrict 127.0.0.1 — ykas3pIBaeT, YTO IOJIb30BATHCS HAIINM CEPBEPOM BpPEMEHN
MOKHO TOJIBKO HEIOCPEJICTBEHHO C JIOKaJIbHOrO mHTepdeiica. Eciau Bam HEOOX01MMO
pa3penuTh JAPYruM KOMIbIOTEpaM B Ballleil JIOKaJbHON CeTH CHHXPOHU3MPOBATH
BpeMs C TEKyIleil MalllnHbl, TO YKaXKUTe B JIAHHOM ITapaMeTpe aJipec Ballleil ceTw,
HaIpUMep:

I restrict 192.168.10.0 mask 255.255.255.0

restrict default nomodify notrap nopeer noquery — napamerpsl yKa3bi-
BalOT Ha TO, YTO KJIMEHTaM JaHHOI'O CEpBUCa BPEMEHHN 3allp€IleHO U3MEHATL €ro
HACTPONKHU, TOJIy4daTh ero craryc. OHH MOTYT TOJBKO 3a0parTh ¢ HErO 3HAYCHUS
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TOYHOI'O BPpEMEHU,;

disable monitor — gannbIii MapaMeTp MOBBIIAET OE30IACHOCTD, ITPEI0TBPAIAs
UCIIOJTb30BAaHMS OJIHOI U3 ysA3BUMOCTel cepBuca ntpd, KOTOPYIO MOKHO UCIOJIb30BATD
qts poeesieanss DDoS-araxk;

logfile — ykasbiBaeT myTh K bailjly ¢ JloramMu CEPBUCA.

[Tocsie 3aBepiierns pejakTUpPOBaHUs (aiiia HACTPOEK 3aIyCKaeM CJIyKOy CHH-
XPOHUBAIMH BPEMEHH:

# systemctl start ntpd

[IpoBepsiem 3amycTuiics Jiu cepBep:

# netstat -tulnp | grep 123

Bcee B mopske, ciayxkba ciymaeTr mojoxKeHHbiir opt 123. [Iposepum emié na
BeaKUil cirydait cucremubie jioru OC:

# cat /var/log/messages | grep ntpd
# cat /var/log/ntp.log

Teneps HacTpoum aBro3armyck ntp Bmecre ¢ 3arpyskoit OC:

# systemctl enable ntpd

Hab6umonaTs 3a paboToil cj1yKObI ntp MOXKHO € TOMONIBIO KOMAH/IbI:

ntpq -p

JlanHble BBIBOJIA:
remote — ajpec yIaJéHHOrO STaJI0OHa BPEMEHU, ¢ KOTOPOI'o ObLIa CHHXPOHI3AIINS;

refid — ykasbiBaer, OTKy/1a KazK/Iblil 9TaJI0H MOJIy9aeT TOYHOE BPEMsi. DTO MOIYT
ObITh JApyrue cepBepa BpeMmenn, cucrema GPS u apyroe;

st (stratum (yposenn)) — 510 uncio or 1 g0 16, KOTOpoe yKa3blBaeT HA TOYHOCTD
sTajioHa. «l» - MakcuMaJjibHasi TOYHOCTh, «16» — cepBep HEIOCTYIIEH. Y POBEHD
BaIllero ceppepa Oy/eT paBeH YPOBHIO HaUMEHee TOYHOI'O YIAJEHHOIO 3TAJI0HA ILTIOC
L
poll — unTEepBaT B CEKYHIAX MEXK/LY OIIPOCAMHU,;
reach — BocbMepuvHOe IIpejicTaB/IeHne MacCuBa U3 8 OUT, OTPaKaIOIIero Pe3yJib-
TaThl IMOCJIETHUX BOCHMU IOIBITOK COEJNHEHUs ¢ 3TAJIOHOM. BUT BhICTaBJIEH, €C/In
yIaJIEHHBIN CepBep OTBETHI,
delay — Bpems 3ajiepKK1 OTBETa Ha 3aIIPOC O TOYHOM BPEMEHHU;
offset — paznuma Mexx Iy BaluM U yIaJIeHHBIM CEPBEPOM;
jitter — mucnepcust — 310 Mepa CTATUCTUYECKUX OTKJIOHEHUI OT 3HAYCHUS CMe-
mennst (mosie offset) Mo HECKOIBKUM YCIIENTHBIM TTapaM 3alpoC-0TBET. UeM MeHbIIe

3HaYEeHNe JINCIIEPCUH, TeM JIydIle, TTOCKOJIbKY TO3BOJISIET TOYHee CUHXPOHM3UPOBATH
BpeMsl.
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OTka3zoycToiiuuBbIii KJIacTep

Corosync - 310 porpamMma, ¢ OTKPBITBIM HCXOIHBIM KOJIOM, KOTOPast IIPEI0CTABIIsA-
€T BO3MOXKHOCTH KJIACTEPHOI'O UJIEHCTBA M OOMEHA COOOIIECHUAMU, TacTO HA3bIBACMbIE
ypoBHEM 0OMeHa COODIIEeHUsIMI, Ha KJIHeHTCKue cepepbl. Pacemaker - 910 MeneKep
pecypcoB KiacTtepa ¢ OTKPBIThHIM ucxofubiM KooM (CRM), KoTopslit KoopauHupyer
PEeCypPChl U CJIy>KOBI, KOTOPBIE YIIPABJSIOTCA U CTAHOBATCS JIOCTYITHBIMU KJIACTEPY.
ITo cyru, Corosync 1mospoJisieT cepBepaM CBA3LIBATHLCA KaK KJIacTep, B TO BPeMs Kak
Pacemaker mpemocrapisieT BOSMOXKHOCTE YIIPABJISITH T€M, KaK BEJIET cebsi KaacTep.

ApxurekTypa pacemaker cocTouT m3 TPEX ypOBHEI:

e KiacrepoHe3aBUCHMBINH yPOBEHb — HA 9TOM YPOBHE PACIIOIAraloTCsa CaMK Pecyp-
Cbl 1 UX CKPUIITBI, KOTOPbIMU OHHU YIIPABJIAIOTCA U JIOKAJIbHBIN JAEeMOH, KOTOprfI
CKpBIBaeT OT JIPYTUX YPOBHEI pa3jimdud B CTaHJIapTaxX, UCIOJb30BAHHBIX B
CKPHUIITaX.

e Menesxep pecypcos (Pacemaker), koTopsrlii nipejicrasisier u3 cebst mosr. On
pearupyer Ha COOBITHS, MPOUCXOJSINNE B KJIACTEpEe: OTKA3 WJIA IPUCOEINHEHIEe
Y3JI0B, PECYPCOB, TIEPEXO/T Y3JIOB B CEPBUCHBIN PEXKUM U JPYTUe aIMUHUCTPATUB-
Hble JeficrBus. Pacemaker, ncxojs n3 CJAOKUBINENHCS CUTYaIUN, JeIaeT Pacaer
HanboJIee ONTUMAJIBHOTO COCTOSTHIS KJlacTepa U JaéT KOMAaH/IbI Ha BBIITOJTHEHUE
JleficTBUil JIJIT TOCTHZKEHUsT 9TOTO COCTOsIHUs (OCTAHOBKA/IEPEHOC PECYPCOB
WJIH Y3JI0B).

e llHdopMalroOHHbBI YyPOBEHb — HA 9TOM YPOBHE OCYIINECTBJISIETCS CETEBOE B3a-
UMOJIEfiCTBIE y3JI0B, T.e. Iepejada CePBUCHBIX KOMaHJ (3allyCK/OCTaHOBKA
PECypCoB, y3JI0B U T.J1.), 06MeH mH(bOpMAIieil O MOJHOTE COCTaBa KJIAacTepa
(quorum) u t.;1. Ha sTom yposae paboraer Corosync.

JI1st HArJISTHOCTH PpacCMOTPHUM CO3JIaHie ITPOCTOTO KJacTepa C IIaBaiouM ip-
ajpecoM. B ciydae ecim paboraromiuii cepBep OTKa3bIBAET, BTOPOIl aBTOMATUIECKHI
3aIlyCKaeTCsd U HAYMHAET paboTaTh BMECTO MIEPBOIO.

Eciu BBI XO0THTE UMETH JIOCTYIT K HACTPONKaM KJjacTepa depe3 JOMEHHOe HMMsI,
Heobxo Mo HacTpouTh DNS-aipecaruio cepsepoB. Eciu y Bac HeT nMeHHn J0MeHa
JIJIsSI MCIIOJTb30BAaHUSI, MOYKHO UCIOJIBL30BaTh 1aBatomnuit [P-ajgpec mist pocryma
HaACTPONKaM.

Besikuii pa3, Korja ecTb HECKOJIbKO CEPBEPOB, OOMEHMBAIONINXCS JIPYT C JAPYyTOM
nndopmMalmeil, 0COOEHHO ¢ TTOMOIIBIO IIPOrPAMMHOI0 O0ecrieYeHus i KJIacTepu3a-
I, BaKHO O6eCHqu/ITb CHUHXPOHU3AIIUIO X YaCOB. PeKOMeHﬂyeTCH HNCIIOJIB30BaTh
NTP (Network Time Protocol) jjisi cHHXpOHU3AIUE CEPBEPOB.

Corosync ucnosbsyer UDP-Tpancnopr mexay nmopramu 5404 u 5406 . Eciau B
HCIIOJIb3yeTe OpaHMaysdp, YOeanTech, ITO MEXKIy STUMU CepBepaMu pas3pereHa
CBSI3b.

YeranoBka Corosync u Pacemaker:

dnf install corosync pcs pacemaker

st yrpaBiieHHs KJIaCTEPOM PEKOMEH IYeTCs 0/Ib30BaThCs yTUIUTOl pes. [Ipu
ycTaHOBKe pacemaker apromarmdecku OyjieT co3jian mojb3oBaresib hacluster. s
HCIIO/Ib30BAHMSA PCS, & TaKyKe s JOCTyIa B BeO-nHTepdeiic Hy»KHO 3a/aTh TapoJib
noJsib3oBaTe o hacluster:
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passwd hacluster

Changing password for user hacluster.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

3amyck cepsuca:

systemctl start pcsd

HacrpauBaem ayrentudukaimo (Ha OJHOM y3Jie):

pcs cluster auth <Cepsepl> <Cepsep2>
Username: hacluster

Password:

<CepBepl>: Authorized

<CepBep2>: Authorized

Bwmecro nmén <Cepsepl > u <CepBep2>> HCIOJIb3yHATE Ballld JOMEHHbIE NMEHA,
CepBepoB.

[Tocste 3TOrO KJIaCTEPOM MOXKHO YIIPABJISTH C OJTHOTO Y3JIA.

Cozmaém Kmacrep:

pcs cluster setup --name mycluster <Cepsepl> <Cepsep2>

Shutting down pacemaker/corosync services...

Redirecting to /bin/systemctl stop pacemaker.service
Redirecting to /bin/systemctl stop corosync.service

Killing any remaining services...

Removing all cluster configuration files...

<CepBepl>: Succeeded

<CepBep2>: Succeeded

Synchronizing pcsd certificates on nodes <Cepmepl>, <Cepsep2>...
<CepBepl>: Success

<CepBep2>: Success

Restaring pcsd on the nodes in order to reload the certificates..
<CepBepl>: Success

<CepBep2>: Success

BamyckaeM Kjacrep:

pcs cluster start --all
<CepBep2>: Starting Cluster...
<CepBepl>: Starting Cluster...

HaCTpOﬁKa ABTOMaTHUYICCKOI'O BKJ/IIOYEHUA KJIaCTE€pa IIPpU 3al'PDY3Ke:

pcs cluster enable --all
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<CepBepl>: Cluster Enabled
<CepBep2>: Cluster Enabled

CmoTpuM pe3yJibrar:

pcs status cluster

Cluster Status:

Stack: unknown

Current DC: NONE

2 nodes and 0 resources configured
Node <Cepmepl>: UNCLEAN (offline)
Node <CepBep2>: UNCLEAN (offline)
PCSD Status:

<CepBepl>: Online

<CepBep2>: Online

[IpoBepka cuHXpOHU3AIINK Y3/I0B KJacTepa:

corosync-cmapctl | grep members
runtime.totem.pg.mrp.srp.members.1l.config_version (u64) = 0
runtime.totem.pg.mrp.srp.members.1.ip (str) = r(0)
ip(192.168.100.201)
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
ip(192.168.100.202)
runtime.totem.pg.mrp.srp.members.
runtime.totem.pg.mrp.srp.members.
pcs status corosync
Membership information

[

.join_count (u32) =1
.status (str) = joined
.config_version (u64) = 0
.ip (str) = r(0)

NN = =

N

.join_count (u32) =1
.status (str) = joined

N

Nodeid Votes Name
1 1 <Cepsepl> (local)
2 1 <Cepsep2>

Hactpoiika 0CHOBHBIX IapaMeTpPoOB KjacTepa.

Mexanusm STONITH (Shoot-The-Other-Node-In-The-Head) — 3ammura ot Split-
Brain : mo3Bosisier BBIK/IIOYATH/BKJIIOUATH /TIepe3arpyKarh y3Jbl Kiaacrepa. O6bIaHO
9TOT MEXAHU3M PEaAJIM3YeTCs C IMOMOIIBIO CIIEIUAIbHBIX CETEBBIX YCTPOUCTB C yJIia-
JICHHBIM yIIpaBJICHUEM WU Yepe3 CIeluajbHble IIaThl YIIpaBJIeHus cepBepoM. B
pacemaker ycrpoiictBa STONITH peasmsoBanbl B Bujie KJIaCTEPHBIX PECYPCOB.

Kgsopyw™m ompesesier MuHUMAIBHOE YUCIO PAOOTAIONINX Y3JI0B B KJIAcTepe, Mpu
KOTOPOM KJIACTep CcYuTaeTcsd paboTocrnocodbHbiM. [[o ymModannio, KBOpyM CUUTAETCS
HEPADOTOCIIOCOOHBIM, €CJIN YUCJIO0 PADOTAIONIUX Y3JI0B MEHBIIE ITOJIOBUHBI OT OOIIEro
qucsia y3/10B. Tak Kak ys3J/a y Hac BCEro JiBa, TO KBOPyMa y Hac He OYIET, IO9TOMY
HEOOXOUMO OTKJIIOUUTD ITY HMOJTUTHKY:
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pcs property set no-quorum-policy=ignore

HOCMOTpeTb KaKue I0JIYyIUJIMCh HaCTpOﬁKH MO2KHO KOM&H,[LOfII

pcs property

Cluster Properties:
cluster-infrastructure: corosync
cluster-name: mycluster
dc-version:

have-watchdog: false
last-lrm-refresh: 1480973783
no-quorum-policy: ignore
stonith-enabled: false

Hacrpoiiku kjacrepa MOXKHO MPOBEPUTH € IMOMOIIBIO YTUIUTHL «crm_ verify».
Ommust «-Ly» ocymecTBisier [HarHoCTUKY BCeX pPabOTaIONINX Y3JI0B KIacTepa.

Y100OBI CepBUCH KJIaCTEPa 3aIlyCKAJNCh aBTOMATUIECKHU TIPU TIepe3arpy3Ke ceppe-
pa, Hy?KHO BBITTOJTHUTH Ha KayKJIOM y3Jie KJIacTepa:

systemctl enable pcsd
systemctl enable corosync
systemctl enable pacemaker

Cosnanme BUpTyaJbHOTO TLiaBaoriero ip-aapeca (floatingip) VIP:

pcs resource create virtual_ip ocf:heartbeat:IPaddr2
1ip=192.168.100.203 cidr_netmask=32 op monitor interval=30s

pcs status resources

virtualip (ocf::heartbeat:IPaddr2): Started <Cepmepl>

Eciu y3/1b1 Ki1acTrepa He OJIMHAKOBBI 110 ITPOU3BOUTE/IHHOCTU UJIN JOCTYITHOCTH,
TO MO2KHO YBCJIMYUTH IIPUOPUTET OJHOI'O U3 Yy3JI0B, ‘ITO6I:>I OH 6]31.)'[ aKTHUBHBIM BCErJa
KoT 18 paboraer:

pcs constraint location virtualip prefers <Cepmepl>=100

Hactpoiika cepBrcoB, pecypcoB 1 IIPOYero NpoOU3BOIUTCS COTJIACHO JIOKYMEHTAINH,
[IOCTAB/IIEMON Pa3pabOTIMKOM IPHUIOKEHNA, 1 MOYXKET ObITH HalijleHa B OTKPBITHIX
HCTOYHUKAX B IiobasbHOl cetn VIHTEpHET U Ha caiiTe pa3zpaboTdnKa

N3menenue IIpuopuTeTa IIpomecca

YTmimTa nice — mnporpamMMa, IpejHa3HaveHHas /s 3aIlyCcKa ITPOIECCOB ¢ M3Me-
HEHHBIM [IpuopuTeToM nice. [Ipuopurer nice (1esi0e YUCI0) MPOIECCA UCIIOIB3YETCsT
IJIAHUPOBIIUKOM TIporieccoB siiapa OC mpu pacipe/ie/ieHuu MpoIecCOPHOro BpeMeH!
MEXKJTy TIPOIeCCaMU.

[IpwopuTer nice — Yncs0, yKasbIBaroIee MIaHUPOBIIUKY poreccoB siapa OC
MIPUOPUTET, KOTOPBII MOTH30BATENH XOTe ObI HA3HAYUTD ITPOIIECCY
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Yruaura nice, 3amyiieHnas 03 apryMeHTOB, BBIBOJIUT IIPUOPHUTET Nice, yHACIe-
JIOBAHHBIN OT POJINTEIHLCKOTO IIPOIIEcca. Nice MPUHUMAET apryMeHT «CMeIeHue» B
muanasone or -20 (HamBbicInit nproputer) 10 +19 (Husmuit nproputer). Ecmn yka-
3aTh CMEIEHUe U IIyTh K UCIHOJHAeMOMY (bailly, YTUINTA Nice MOIyIUT IPUOPUTET
CBOEr0 IPOIecca, M3MEHHUT ero Ha yYKa3aHHOe CMeIeHNe U HUCIIOJIb3yeT CUCTEeMHBIN
BBI3OB ceMeiicTBa exec() JJId 3aMeleHns Koja CBOEro MpoIecca KOJIoM U3 YKa3aHHOTO
ucrnosusieMoro daitina. Komana nice ciemaer To ke, HO CHa4aJIa BBIIOJHAT CUCTEM-
HbIii BbI30B ceMeiicTia fork() mst 3amycka qoueprero nporecca (anri. sub-shell). Ecin
CMeEIIeHe He yKa3aHo, OyaeT ucro/ib3oBano cMerrenue -+ 10. [IpuBumernpoBanubrit
[0JIb30BaTe b (root) MOYXKET yKa3aTh OTPHUIIATETHLHOE CMEIeHHE.

[IpuopureT nice u npuopuTeT IIAHUPOBINKUKA 1poreccoB sjapa OC — pas3ubie
qncia. Jueao nice — mpHOPUTET, KOTOPBIH MOJIB30BaTE/ b XOTe Obl HA3ZHAYUTD
nporieccy. IIlpuopurer mIaHUPOBIIUKA — JAEHCTBUTEIBHBIN TPUOPUTET, HA3HAYEHHDII
IIPOTIECCy TLIAHUPOBIIUKOM. [[JTAHMPOBIIUK MOXKET CTPEMUTHLCA HA3HAYUTD IIPOIECCY
HPUOPHUTET, OJIU3KUIT K Nice, HO 9TO HEe BCEr/ia BO3MOXKHO, TaK KaK B CHCTEME MOYKET
BBITIOJIHATHCSI MHOYKECTBO IIPOIECCOB ¢ pas3HbiMu npuoputetamu. [Ipuopurer nice
SIBJISIETCST ATPUOYTOM TIPOTIECca M, KaK U JIpyTrue aTpudyThl, HAC/IELYeTCs JTOIePHUMEI
nporieccamu. B BeIBoJie yTuuT top, ps, htop m ap. npuopurer nice naszwiBaercsd «NI»
— COKpallleHIe OT «nice», a npuopureT manuposimka — «PRI» — cokpamenune or
«priority». O6brano, NI = PRI - 20, no s3to Bepno ne Bcerja. Ilo ymosrganuio NI=0,
coorBeTcTBeHHO PRI=20.

[Tnanuposmuk mporeccos syipa OC nomaepuBaer npuopurerst ot 0 (peajibHoe
Bpemsi) 0 139 BrutounTesbro. [Ipmopurerst -20. .. +19 yTUaUTHl MM KOMAHIBI
nice coorBercTBYIOT TpropuTetaMm 100...139 mianuposmuka mporeccoB. Ipyrue
IPUOPHUTETHI IIJIAHUPOBIIUKA ITPOIECCOB MOYKHO YCTAHOBUTH KOMaH0# «chrt» u3
nakera «util-linux».

JI 151 m3MeHeHus IPUOPUTETa Y3Ke 3aIlyIIeHHBIX MIPOIECCOB UCIIOIb3YeTCsl YTUINTA,
renice.

Cunrakcuc:

nice [-n <cmemenme>] [--adjustment=<cMmemenue>]
[<xkomampma> [<aprymeHT...>]]

[Tapamerpsnr:

e -1 <cMelleHne >;

e —-adjustment=<cwmermenue >.

YcTaHOBUTH IPUOPUTET Nice, paBHBIN CyMMe TEKYIIero NpruopuTeTa hice M yKa-
3aHHOTO YHCJIA < CMellleHre™>. ey 9ToT apryMenT He ykaszaH, Oy/IeT UCIOJIb30BAHO
yncyao 10.

Y10o0BI 3aIyCTUTD MPOIECC CO 3HAYEHUEM Nice, OTVIMIHBIM OT 10, MOXKHO HCIIOJIb-
30BaTh KJIIOY -1.

nice -n 15 yes > /dev/null &

nJIn

nice -15 yes > /dev/null &
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Yr1o6bl ycTAaHOBUTH 3HAUEHUE Nice HUXKE HYJIdA, TPEOYIOTCS IIpaBa CyIepIioib30Ba-
Tend. B mporuBHoM ciydae Oyjer ycranoBseno 3nadenue «0». [Torpobyem 3aaTh
3HaveHne nice «-1» 6e3 mpas root:

nice -n -1 yes > /dev/null &
nice: cannot set niceness: Permission denied

[Tosromy, uTOOBI 33/1aTh 3HAYEHUE Nice MeHbIle (), HeOOXOIMMO 3aITyCKATh ITPO-
rpaMMy Kak root, ujam ucroyb30BaTh sudo.

nice -n -1 yes > /dev/null &

Y 3alyneHHoi TporpaMMbl ¢ IIOMOIIBI0 KOMaH/IbI renice MOYKHO U3MEHUTH Ha-
3HaYMEHHBI puoputeT. [Ipemooxkum, 9T0 ecTh paboTamas IPOrPAMMAa «Yes» CO
znadenreM nice 10. YToObI M3MEHUTH €ro 3HaYeHUE, MOYKHO HCIIOJIb30BaTh KOMAaH/TY
«renice» co 3uadenueM nice u PID mporecca. I3menum 3nadenne nice va 15:

renice -n 15 -p 5645

CorytacHo mpaBmjIaM, OOBITHBIN T0JIE30BATE/ b MOYKET TOJILKO YBEJIMINBATDH 3HA-
JeHre nice (yMeHbIIATH TPUOPHUTET) JH060r0 Tporecca. Ecm nonpoboBaTh U3MEeHUTh
3HadeHue nice ¢ 15 710 10, MbI HOJIydInM cjejytornee coodleHne oo ommoke:

renice -n 10 -p 5645
renice: failed to set priority for 5645 (process ID):
Permission denied

Takke, KoMaH/1a renice MO3BOJIAET CYyIEPIIOIb30BATEIIO0 N3MEHATH 3HAUEHNE Nice
IIPOIIECCOB JIIOOOTO TOJB30BATE/IA. DTO HAEJIACTCsI ¢ TMOMOIIBIO Kioda «-u». Crery-
IoIIas KOMaH1a U3MeHseT 3HavdeHne IIPUOPUTETa BCEX IPOIECCOB I0JIb30BaTe s Ha,
-19:

renice -n -19 -u lubos
1000 (user ID) old priority O, new priority -19

praBJ'IeHI/Ie ANCKOBBbIMI KBOTaMM

Cucrema diskquota obecrienBaeT Mexanu3M JIjIdg YIIPABJICHUST UCIOIH3YEMbIM
JINCKOBBIM TTPOCTPAHCTBOM. OrpaHndeHnsi MOI'YyT OBITh YCTAHOBJICHBI IS KAXK/I0TO
H0JIb30BATE/I B OTJEJILHOCTH, JIJIst JTF000N miin jijist BeeX haiiyioBeix cuctem. Crucrema
orpanuvennii (quota) GyeT mpeypeRIaTh M0JIb30BaTe e, KOrjia OHU MPEBLICST
CBOI1 JIO3BOJIEHHBIN JIUMHUT, HO OYJIeT 1I03BOJISATh MCIIOJIb30BaTh HEKOTOPOE JIOIIOJTHH-
TeJIbHOE TIPOCTPAHCTBO JJIst TeKyIeii paborsl. Cucrema orpannvenuii (quota system )
siBjiieTcst gacTbio spa OC.

Kowmana:

quota

IIO3BOJIAET ITPOCMOTPETDH JIIOOLBIE OorpanMYeHnd JUCKOBOI'O IIPOCTPaHCTBa JJId KazKJI0I'0
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10JTh30BATE/Is.

JlocTyIHBI ABa THIIA OIPAHUYEHU , KOTOPBIE MOI'YT OBITH HAJIOXKEHBI Ha I10JIb-
30BaTe/Isl, OOBIYHO €CJIN UCIOJb3YeTCs OHO U3 OUPAHUYEHUi, TO U BTOPOE TOXKE
OyteT ucno/ib30BaThesi. OrpaHnvderne MOXKeT ObITh YCTAHOBJIEHO KaK Ha BCE JTUCKOBOE
IIPOCTPAHCTBO TOJIB30BATESA , KOTOPOE UCIOJIB3YETCS STUM TI0JIb30BaTeIeM, TaK U Ha
quciio daition (inodes), KOTOpbIME OH MOXKeT BJajeTh. Quota obecrievunsaer uHbOp-
MAaIlIio Ha OrpaHMYIEeHNs, KOTOPbIE ObLIN YCTAHOBJIEHBI CUCTEMHBIM & IMIHICTPATOPOM,
Ha KayKJIyI0 U3 0bJiacTeil, KOTOpbIe UCHOJIB3YIOTC B JTaHHBIH MOMeHT. OrpanuydeHus
o inodes u block HakmazpBaoTcs Kak Ha uid (maeHTHdUKATOD MOIB30BATES ), TAK
u Ha gid (nmentudukarop rpymmsl). Tak eciu Bbl BXOJUTE B IPYIILY, KOTOPast MPEBbI-
cuJla HAJIOXKEHHOEe Ha Heé orpaHuveHne, TO Bbl HE CMOYKETE UCIIOJIb30BaTh JUCKOBOE
IIPOCTPAHCTBO, JayKe eCJIM Bbl BCE €IEé MOYKeTe UCIOJIb30BaTh €ro KaK M0JIb30BATEb.

CymiecTByOT 9eThIpe Yuc/a Jjisl KarXKI0r0 OrpaHMIeHNs:

® UCIIO/Ib3yeMOe B JIAaHHOE BPeMsi OIpaHUYIEHNUE;

e «MsArKoe» orpaxmdenue (softlimit);

o «xkécrkoey orpammdenue (hardlimit);

® IIPOMEKYTOK BPEMEHH , MOC/Ie UCTEeIEeHNsT KOTOPOrO «MsITKOe» OrpaHUYIeHNe

UHTEPIPETUPYETCH KaK «KECTKOE».

«Msarkoes orpanmdenue ornpejesser 9ucio 6JiokoB pazmepom 1 Kbaiit, koTopoe
I0JIb30BATE/Ib MOXKET HEMHOTO TIPEBBICUTD. «2KécTKoe» orpaHnveHune He MOXKET ObIThH
MPEBBINEHO HU KaKM 0Opa3oM. Kcju mosib3oBaTe b MbITaeTCs TPEBBICUTH JAHHOE
YIUCJI0, TO OH MOJIydaeT cOOOIeHne 0 HEBO3MOKHOCTH CesIaTh 310. [Ipn sToM sipo
Bozspaitaer ko omuokn EDQUOT. Tlocse Toro Kax mo/ib3oBaTe b MPEBBICUT 10~
CTYIIHOE JIJIsl HETO «MsITKoe» orpanuverue (softlimit) ycranasiusaercst Bpemst, mociie
HCTEUEHHs] KOTOPOI'O «MsITKOe» OrpaHuveHrne cTaHoBUTCs «xkeéctkuM» (hardlimit).
OOGBIMHO CPOK ITOrO Hepuoja ucrekaer mnocsie 7 gaueit (1 memens). B sTor nepuosn
BPEMEHM TI0JIb30BaTETh MOXKET yIAJNThH HEHYKHbIE eMy (hailjibl, TOC/Ie Yero OH BHOBD
MOYKET UCIOJIB30BATh «MATKOE» OrpaHUYeHUE JJO MOMEHTA UCTCUYCHUSA YKAZAHHOTO
poMexKyTKa BpeMenn. [locse ncredenns yKa3zaHHOTO IMPOMEXKYTKa BPEMEHU «MsiT-
KOE€» OrPaHUYEHUE CTAHOBUTCS «XKECTKHM» OPaHUYEHUEM M Yy I0JIb30BaTe/ st 0OJIbIe
HET PECypCOB JIJIsl CO3IaHUsT HOBBIX (DailIoB.

JList TOro 9T00hI YCTAHOBUTH CHCTEMY OTPAHUYEHUI JIMCKOBOI'O IPOCTPAHCTBA
(quota) B OC, cucTeMHOMY aIMUHICTPATOPY HEOOXOIUMO CJeIaTh HECKOJIBKO MIaroB:

e BLIOpaTH (PailIOBYIO CUCTEMY, Ha KOTOPYIO Oy/IyT HAKJI/IBIBATHCA OI'PAHUYICHNUS;

e pas3pernTh (BKIIOYUTH) CHCTEMY OIPAHUYEHUI];

® IIPOU3BECTH NPOBEPKY (hailjIoBOil CHCTEMBI Ha OIpaHUYCHUS JIUCKOBOTO ITPO-

CTPaHCTBA;
® IIPOM3BECTH MPOBEPKY OTPAHUYEHUI JUCKOBOIO IPOCTPAHCTBA KAK JJIs MOJIb30-
BaTeJIeil, TaK U JiJId I'PYIIIL;

® 3alpPEeTUTh ONPAHUYIEHUsT JJIsI [TOJIb30BaTe el U TPYIIIL.

B nepByto odepe/ib HEOOXOIMMO PENINTh, Ha KaKyio (ailjIoByI0 cucTeMy HEOOXOTH-
MO HAJIOXKUTh Orpannyenus (quotas). Haine Bcero orpaHuveHns HAKJIabIBAIOTCS Ha
daitsioByro cucreMmy, B KOTOPOIl pacioJiaraiorcs JOMaIHIe KaTaJaoru I0JIb30BaTe e
i Ha (DailyIoByIO cucTeMy, KOTOpasi CMOHTUPOBaHA B KaTaJjIor /UST, U I0JIb30BaTe-
JII UMEIOT TPaBO 3alUChIBAThH Ha Heé nHdopmarmio. [y Toro 9robbr paspenurb
orpaHMYeHns Ha JUCKOBOE IIPOCTPAHCTBO, Ha HEOOXOAnMOil (ailioBoii crucTemMe BbI
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JIOJIZKHBI OTpelakTupoBarh (ait /etc/fstab, gobaBus K ykazaHHOI cucTeme OmIum
JIUIST OPPaHUYIEHUsT IMCKOBOIO TIPOCTPAHCTBA (KaK JIJIsl MOJIb30BATeNel, TaK U JJist
IpyIII).

OrpenakrupoBannbiii daiin /etc/fstab moxker umers Bu;

#

# /etc/fstab

#

/dev/hdal / ext2 defaults

/dev/hda2 none swap sw

/dev/hda3 /usr ext2 defaults

/dev/hdbl /usr/users ext2 defaults,usrquota,grpquota
/dev/hdb2 /usr/src ext2 defaults,usrquota

none /proc proc defaults

BapesepBUPOBaHHOE CJIOBO «USIquotay, B IOJIE OIINIT BKIYAET OIPAHIIECHNE JUC-
KOBOT'O ITPOCTPAHCTBa (quotas) jyist Tosib3oBaTesieli (userquota) Ha JaHHOM YCTPOii-
cTBe. 3ape3epBUPOBAHHOE CJIOBO «grpquotay BKJIIOYAET OrpaHUYeHHE JIUCKOBOI'O
IPOCTPAHCTBA JIIst TPyl (groupquota) Ha jgaHHOM ycTpoiicrBe. Bo To Bpemsi Korja
BbI UCIIOJTb3yeTe OIIUK «Usrquotay m «grpquotas 6e3 «=», Bam (hailjibl orpaHuye-
Huit (quotafile) GymyT HaxOAUTCS B KOPHEBOM KaTaJsore Kazkjoil (aiiioBoii ciucreMsl,
B KOTOPOH HCIOJIB3YIOTCS OI'PAHUYEHUs Ha JIMCKOBOE MPOCTpaHCcTBO. Daiiyl Ha3bIBae-
MBIl «quota.user» Oy/eT UCIOIb30BAThCS JI/Isi OFPAHUYCHUI 1TOJIb30BaTe e, a daitl
«quota.group» OyJeT UCIOJIb30BATbCs /I orpaHudenuii rpyii. OHaKo, BbI caMu
MOZKET€ OIPEJICTUTH BaIU (Dail/ibl OrPAHIMICHMUIA.

Hanpuwmep, crpoka «usrquota=/usr/adm/quotasrc.users ycranosut haiin
orpaHmYenuii Jyis mob3oBareeil B karajaore /usr/adm, KoTopslii Oyaer Ha3bl-
BaThCs «quotarc.usery. O iHako, Oy/bTe BHUMATE/IBHBI, U OTC/IEXKUBATE JJTNHY
crpoku B daiie /etc/fstab (cmorpure ee onpenenenne B daitie mntent.h).

[Tepuogmyecku (B OCHOBHOM II0CJI€ HEKOPPEKTHON 1epe3arpy3Ku CUCTEMbl U BO
BpeMsl TIEPBOIO pa3pellieHnsi OrPAHUIEHNI Ha IHCKOBOE IPOCTPAHCTBO) 3allUCH, CO-
JiepxKaiecss B paiijie orpaHudennii, J0KHBI OBITH ITPOBEPEHbI Ha MEJIOCTHOCTH
JIEHCTBUTEILHOTO Yncja OJIOKOB U (pailyioB, BbIIEJIEHHBIX I ToJab3oBaTe I sd. Js
BBITIOJIHEHHST 9TOI OIepalii MOXKeT OBbITh MCIIOJIb30BaHa KoMaHIa «quotachecks.

JlanHy10 KOMaHIy HeoOs3aTeJIbHO BBIOJIHATD JJIsi HEIIOJMOHTHPOBAHHBIX (haii-
JIOBBIX CHUCTEM UJIN B Cl)aﬁﬂOBbIX CHUCTEMaX, Ha KOTOPbIX OTKJIIOYEHO OI'paHUYICHHEC
Ha JICKOBOE IPOCTpaHcTBO (quotas). st mpoBepku (bailjIoBoOil cucTeMbl Ha YHUCIIO
OJIOKOB, UCIIOJIb3YEMbBIX I0JIb30BATE/IEM, & TaK Ke JJIsd YCTAHOBKM U U3MEHEHUSI BCEeX
daitios orpannvennii (quotafiles), BoioHITE KOMAHILY:

quotacheck -avug

BbI MOXKETE€ BCTaBUTLh JaHHYIO KOMaH/1y B OJMH U3 I'C-CKPHUIITOB U 3allyCKaTb
ee Ha (ailyIoBOI cucremMe Tak »Ke Kak u fsck, ToIbpKO ToT/1a, KOr/ja He yCTAHOBJIEH
duar «fastreboot». Jlamrast mporpamMma He TOJIEPKUBAET OJTHOBPEMEHHYIO TIapaJ-
JIEJIHYIO TIPOBEPKY HECKOJBKUX (hailoBbix cucreM. /[y Toro 9To0Obl BKIIIOYUTH
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CUCTEMY OI'PAHMYEHUI HA JINCKOBOE ITPOCTPAHCTBO HA BaIlleM KOMITLIOTEpE, JT00aBbTe
CTPOKY

/usr/bin/quotaon -avug

B o/lnH U3 Bamux /etc/rc daiinos. lannas komana Oyier BKIOYATH HOIJIEPKKY
OrpaHUYeHH JIUCKOBOIO IIPOCTPAHCTBA BO BpPeMs 3arpy3KH Ballleil CHCTEeMBI.

Tonbko cymeprobp30BaTeIb MOXKET UCIOIb30BATh KOMAHJIY «quotay JJIst TIPOBEp-
KU UCIOJIb3yeMbIX OI'PAHIMYEHUl JII0O0r0 1M0JIb30BaTe/d U KOMAHLY <«repquotay Jijist
IIPOBEPKH MCIIOJIH3YEMOTO IIPOCTPAHCTBA U OIPAHUYIEHU /I BCEX MOJIb30BaTeIell Ha
JIaHHOM bail/ioBoii cucTeme.

st Toro 4To0BI OJIYIUTh UH(MOPMAIIUIO 00 OTPAHUYCHUSX, HAJIOKCHHBIX HA
BCeX I10JIb30BaTesell, HeOOXOIMMO BBITIOJIHUTH KOMAH/LY:

repquota -ua

[Tocse yero na sKkpaHe MOXKHO OyJIeT BUJIETH TaOJIUILy, B KOTOPOIl YKa3aHbl Orpa-
HUYEHNs, HAJIOKEHHbIE Ha KaXKJ0ro mojb3oBarend. Cojep:KuMoe 3KpaHa IOCTe
BBITIOJTHEHUS BBITIEITPUBEIEHHON KOMAH/IbI MOXKET UMETH BUJI:

Block limits File limits

User used soft hard grace used soft hard grace
root -- 487082 0 0 12147 0 O

daemon -- 399 0 0 2 0 O

news -- 626 0 0 46 0 O

s monydenus wHMOPMAIMU O T'PYIIIAX HEOOXOIUMO BBIIOJHUTH KOMAHJLY:

repquota -ga

s pelakTupoBaHusl OIPAHIMYEHUsT TUCKOBOTO ITPOCTPAHCTBA HEOOXOIUMO UC-
OJTb30BaTh Iporpammy «edquotas. /[a pegakTupoBaHust orpaHuYdeHnil JTUCKOBOTO
IIPOCTPAHCTBA JIJIT KOHKPETHOTO MOJIb30BATE A HEOOXO MO HCIIOIb30BATH ITPOIPAMMY
«edquotay c ommumei «-u», a JjId IPYHIIBI HEOOXOIMMO UCIOIb30BATh TY Ke IPOrpaM-
My, HO C OIlluei «-g». PeakTupoBarh HEOOXOIMMO TOJBKO YHCJIO, KOTOPOE CJIe/IyeT
3a cioBoM «hardy» mmm «soft». Hampumep, moc/ie BBIIOTHEHUST KOMAHIbL:

edquota -u cola

CONEPZKNMOE IKPaHa MO2KET UMETb BU:

Quotas for user cola:
/dev/hdb3: blocks in use: 345, limits (soft = 1, hard = 0)
inodes in use: 94, limits (soft = 0, hard = 0)

[Tocste yero BBI MOXKeTe M3MEHHWTH 3HAYEHUdA, yKaszaHHBIE Tocje cJIoB «hard»
u «soft». [Ipu pemakTupoBaHUN UCIOJIB3YETCS PEJIAKTOP, KOTOPBIN YKa3bIBAETCS B
nepemennoit okpyzkeaus EDITOR.
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st Kaxk o1t (paityioBoil cucTeMbl, UMEIOIEil OrpaHmYeHre Ha, JINCKOBOE MTPOCTPAH-
cTBO, BBI BujuTe JBe cTpoku. C1oBO «softy o3Hadaer, 9T0 Ha JaHHYIO (DAIOBYIO
CHUCTEMY HAJIOXKEHO «MsiTKoe» orpanmdenne (softlimit), mpu smoMm mosib3oBaTesb Wi
IpyIia UMeT HEKOTOPBIi nHTepBas BpeMenn (grace period), B Te4eHUN KOTOPOTO
OHU MOT'YT IPEBBICUTH yKa3aHHOe 3HadeHue. J[aHHBIII MHTepBas BpEMEHU MOYKHO
A3MEHUTH C ITOMOIBIO KOMAHJIbI:

edquota -t.

Harpumep, nocsie BBITTOJIHEHUS JTAHHONH KOMAH/IbI, COJICPKUMOE SKPAHA MOYKET
AMETb BAJ

Time units may be: days, hours, minutes, or seconds

Grace period before enforcing soft limits for users:

/dev/hdb3: block grace period: 10 minutes, file grace period:
10 minutes

[Toce wero BBI MOXKeTe M3MEHWTH 3HAYEHUs], YKa3aHHBbIE 10 yMosdanuio. [lo
YMOJTYAHHIO HCIIOJIb3yeTcd 3Hadenue, onpeaencanoe B daitie LINUX quota.h. Ecim
110JI30BATE/b WJIM T'PYIIIa HE YAAJIAT JIMITHUX (PailjioB B TedeHne yKa3aHHOTO IIe-
puoa BpeMeHH, TO JlaHHbIe (PailjIbl IEePEXOAaT B Pa3psil «>KECTKUX» OrpaHuIeHUit
(hardlimit). CioBo «hard» ozmauaer, 4ro Ha JaHHYIO (HARIOBYIO CHCTEMY HAJIOKEHO
«KEcTKOe» orpanmdenne. 2Kéctkoe orpaHndeHne siBJIsIeTC MAaKCHMAJIbHBIM 3HATEHN-
€M, KOTOPOe MOYKEeT MMEThb I0/Ib30BaTe/b WM IPyIIa Ha JaHHOH (hailioBoil cucreMe.
[Tonb3oBaTe/ b NN IPyIIna He MOTYT UMeTh OoJibIe (ailioB win inodes, Yem yKazaHo
B «hard».

Crpoxka

/dev/hdb3: blocks in use: 345, limits (soft = 1, hard = 0)

COODIIaeT, KAaKOe INCI0 OJIOKOB MOXKET OBITh BBIJIEJIEHO JIJIsi JAHHOI'O I10JIb30BaTE IS
WA TPYIIIIHL.
Crpoka

inodes in use: 94, limits (soft = 0, hard = 0)

coobrmaer, kKakoe aucsio inode (dailioB, ycTpoicTB, MONMEHOBAHHBIX KaHAJIOB(pipes)
U T.JI.) MOYXKET ObITh BBIJIEJEHO I TAHHOTO MOJIb30BATEsI U PYIIIIHL.

B GosbimHCTBE CIyvaeB BaM IPUXOIUTCS UMETH IPYIIITY HO/Ib30BaTe e, KOTOPhIe
JOJIZKHBI IMETh OJIMHAKOBBIC OTPAHUYCHIA HA AUCKOBOE MPOCTPAHCTBO HA YKA3aHHON
daitnoBoit cucreme. Camblit OBICTPBIN yTh OTPEIAKTHPOBATH OTPAHUIEHUS HA JIAC-
KOBO€ IIPOCTPAHCTBO JJIsL 9TUX I10JIb30BaTe/ell 3aK/II09aeTcsd B CO3JaHuu [IPOTOTUIIA
OJTHOT'O M3 MOJIb30BaTe el NN TPYIIIBI /I BCeX APYTrux. BaMm HY»KHO ¢ TOMOIIHIO
KOMaH/IbI:

edquota -u <uMA_NIONb30BaTeNA/TPYINE_KOTOPH_CTaHET _IPOTOTUIOM>

OTPEeJaKTUPOBATH OrPaHUIEHUA Ha JMCKOBOE ITPOCTPAHCTBO, TOCJE YEro ¢ MOMOIIHIO
KOMAaH/JIbI:
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edquota -p <uMS_NpPOTOTHUIIA>*

OTpeJaKTUPOBaTh OI'paHUYCHUA JIJId BCEX OCTAaBIINXCA IOJIb30BaTEJIE.

Hampumep, /j1st TOro 9Todbl B KaUecTBe OrpaHUIEHUNl JIMCKOBOIO IIPOCTPAHCTBA
(quota) jist oJIB30BaTeE IS Ola UCHOJIb30BAIMCH OIPAHIUYEHNUST, HAJIOXKEHHbBIE HA T10JIb-
30BaTeIsi cola, BaM HEOOXOIUMO BBIIIOJHUTH KOMAHLY:

edquota -p cola ola

st mpoBepKM OrpaHMYeHUil JIUCKOBOI'O ITPOCTPAHCTBA JJIsl OJIb30BATENST U
IPYIIBI UCIIOJB3YETC IIporpamMMa quota.

CunTtakc 9Toi IporpaMMmbl:

quota [-guqv]
quota [-qv] -u <username>
quota [-qv] -g <groupname>

Wcnonb3yiiTe ONIUIO «-V» /I BBIBOA HH(MOPMAIIUH O:

e (DailoBBIX cHcTeMax, KOTOPbIE HE MMEIOT BKJIIOYEHHBIME ONPAHMYEHUS HA
JINCKOBOE MIPOCTPAHCTBO (quota),

e (ailyIoBBIX cucTeMax, Ha KOTOPBIX BBl yKe YCTAHOBUJIM CUCTEMY OTPAHUYCHUS
JIMCKOBOT'O IIPOCTPAHCTBA, HO HA KOTOPBIX €IE He 3aHAT HU OJINH OJIOK.

Ucnonb3yiiTe onmuio «-q» 1y TPOcMOTpa (hailjIoBbIX CHCTEM, Ha, KOTOPBLIX IIpe-
BBIIIIEHO 3HAUEHUe «MsrKoroy (softlimit) u «xxecrkoros (hardlimit) orpanudenmsi.

Omrus «-g» 7aéT BaM BO3MOXKHOCTH IIPOCMOTPETH BCE OT'PAHUYCHUSI, KOTOPbIE
HaJIO?KEHBI Ha TPYHIIbI, YWIEHOM KOTOPBIX BbI SIBJISIETECH.

HaHpHMep, C IIOMOIIbIO KOMaHIbI:

quota -u cola

BbI MOKETEe IOJIYIUTh HHAOPMAIUIO 00 OTPAHUYEHUSX JTUCKOBOTO ITPOCTPAHCTBA,
KOTOpBIe HaJIOXKEHBI Ha IoJib3oBaTe s cola. Cojep:KuMoe 3KpaHa MOC/Ie BBIIOJHEHUS
JAHHOU KOMAaH/JIbI MOXKET UMETH BUJI:

Disk quotas for user cola (uid 1002):
Filesystem blocks quota limit grace files quota limit grace
/dev/hdb3 345%x 1 0 none 94 0 0

Ecin BBI 3axoTe/n 3apeTuTh OrpaHuYeHNs, HAJOXKEHHbIE Ha KAKOTO-TO TOJIb30-
BaTe s WM Ha IPYIILY, TO BaM HEOOXOIMMO BOCIIOJIb30BAaThCs IIporpaMMoil «edquotas
JJIs1 peJakTupoBannd 3Hadennit «hard» u «soft». YcranoBure tu 3HadeHus: B 0.
[Tocse wero jyist JAHHOTO TOJIB30BATEISI WJIH IPYIIIBI HE OY/IeT CYIeCTBOBATHL OTpa-
HIEHU{l Ha JIICKOBOE IIPOCTPAHCTBO, N OH/OHA CMOXKET CO3/[aBATh HEOIDAHMICHHOE
KOJINIeCTBO (hailioB (OrpaHUYeHHOe TOJIBKO JUCKOBBIM MPOCTPAHCTBOM ).
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OrpanuvyeHne pecypcoB IOJIb30BaTE s

J1st orpaHuYeHusi pecypcoB, JOCTYIHBIX MOJIb30BATEIO, UCIOIB3YeTCs KOHMUIY-
paruonHbIil daitn /etc/security /limits.conf. /s BKIOYeHUs JIUMUTOB HEOOXOIUMO
nobaBuTh 6ubMoTeky PAM pam limits.so B coorBercTByMomem momyste. Hampu-
Mep:

session required pam_limits.so

B daitre /etc/pam.d/login.
J171s1 m3MeHeHust TMMUTOB penakTupyeM daiisn /etc/security /limits.conf. @opmar
daiina:

<rpynmna>/<nonb3oBaTenb> <muMuT> (XECTKui/MArKuii) <mapameTp>
<3Ha4YeHume>

Ornucanne nmapaMeTpos:

core - pasmep core daiinos (KB);

data - makcumasbHbIi pasmep gannbix (KB);

fsize - makcumasbHbBIi pasmep daitia (KB);

memlock - makcumasibHOE 3a6JI0KIpOBaHHOe apecHoe poctpancTBo (KB);

nofile - MmakcuMaIbHOE KOJIMYIECTBO OTKPBITHIX (aiiioB;

I'sS - MaKCUMAJbHBII pa3mep mamaru s pesugent-uporpamm (KB);

stack - makcumasbHBIIH pasmep craka (KB);

cpu - MakcuMasbHoe mporeccopHoe Bpemsi (MIN);

Nproc - MAaKCUMAJILHOE KOJIUIECTBO MIPOIECCOB;

as - orpanuuenue ajpecHoro npocrpancrsa (KB);

maxlogins - MakcuMabHOE YUCI0 OJTHOBPEMEHHBIX PErUCTPAINil B CUCTEME;

maxsyslogins - MakcuMaibHOE KOJTUIECTBO YIETHBIX 3aAITHCEiT;

priority - npuopuTer 3aIyIEHHBIX TPOIECCOB;

locks - MakcuMa/IbHOE KOJTHIECTBO OJIOKUPYEMbIX (hailjioB MOIH30BATE/IEM;

sigpending - MakcuMaJIbHOE KOJUYIECTBO CUTHAJIOB, KOTOPbIE MOYKHO TIE€PEJIaTh
IPOIIECCY;

msgqueue - MaKCUMaJIbHbBIN pa3mep rmamatu jiisg odepeaun POSIX coobrennit
(bytes);

nice - MaKCUMAJIbHBIN TPUOPUTET, KOTOPbIH MOKHO BbICTaBUTH: [-20, 19];

rtprio - MaKCHMaJILHBII IPUOPUTET BPEMEHU BBITIOJTHEHUS;

chroot - usmenurs qupekropuio root’a (Debian-specific).

BwmecTo rpyiii/mosib30BaTes s MOYKHO HCIOJIb30BATH TPYIIIOBON CHMBOJ * (117151
BCEX) W IPYIIOBON cMBOJ % jyist wildcast’a rpyrm.

KoHTpPOoJIb IeJIOCTHOCTH 3allyCKaeMbIX KOMIIOHEHTOB ITPOIrPaMM-
HOro obecrieyeHud

st kourposs nenocrHoctu KommnonenTos OC ucnosb3yercs IMA. Kommonent
apXuTeKTypbl m3Mepenus 1eaoctHocT (IMA) BbIIOTHSIET TPOBEPKHU ETOCTHOCTH BO
BpeMsl BBITIOJTHEHUsT (DAiljIoB ¢ MCIIOJIb30BaHNEM X3IIIell, CpaBHUBAS UX CO CIHUCKOM
JOILYCTUMBIX XJIICH.
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YceraHoBUTH yTUINTHL 71 paboTsl ¢ IMA:

dnf install ima-manage keyutils attr

,}_—LHH HCITIOJIb30BaHUA KOHTPOJIA IMEJIOCTHOCTU aJMUHUCTPATOP CUCTEMBI JOJIZKEH
COSA&TB(EerTHbﬁiKHKF{(key{XHn)IIHOﬂHHC&HHbﬁi3aHpOCIHlCGpTHqHHQM?KOMaH—
Pife)i

openssl req -new -newkey rsa:2048 -keyout <path to secret
key.pem> -nodes -out <path to request>

HeobxouMmo 3amonmnuTh mpejyraraemblie moJid. [[pumep 3amosnenust mpuBeén
HIKe:

# openssl req -new -newkey rsa:2048 -keyout /tmp/skey.pem -nodes
-out /tmp/req
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [XX]:ru

State or Province Name (full name) []:vladimir

Locality Name (eg, city) [Default City]:murom

Organization Name (eg, company) [Default Company Ltd]:000

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server’s hostname) []:server

Email Address []:test@test.com

Please enter the following ’extra’ attributes

to be sent with your certificate request

A challenge password []:123456

An optional company name []:

[Tocite yenemuoro ¢popMupoBaHusa HEOOXOANMO OTIPABUTE 3aIIPOC IOy YeHHBII
Ha TPEeJIbLIYINEM Imare <request> paszpadboruunkam. B oTBeT Ha 3ampoc pa3paboTanKu
npejocraBar ceprudukar (x509  evm.der).

asee HEOOXOMMO pa3sMEeCTUTh MOJIYUYEHHBIN ceprudukar B Karaior /etc/keys/,
a KJIIOY COXPAHUThb B KATAJIOre, HEJOCTYIIHOM JUIs BCEX IIOJIb30BaTEICH, KPOME aJMu-
HUCTPATOpa root, Hampumep: /root/.
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Usmenuts B dynkimn check() B daitne /usr/lib/dracut/modules.d /98ima/module-
setup.sh return 255 na return 0:

# called by dracut
check() {
return O

b

[IpoussecTn pereneparuio initramfs:

# dracut -f -v

[Iepesarpysuts 9BM.

[IpoBepuTh KOPPEKTHOCTH 3arPY3KU CEPTUPUKATOB:

# keyctl show %keyring:.ima

Keyring

89159091 --alswrv O O keyring: .ima

322584681 --als--v 0 O \_ asymmetric: 0S: TEST_SECURITY:
5d56a4ef2110d£298945bbd33f6£8a9fa5a28004

BanycTuTh yTHANTY ima-manage ¢ KJodeM init:

# /sbin/ima-manage init

[Iepesarpysuts 9BM.

3ammycTuTh YTUWINTY «ima-manage» ¢ KJII0UoM «signfs» un ykazanuem myTu pasme-
IIEHUS CEKPETHOI'O KJII0Ya:

# /sbin/ima-manage signfs /root/key.pem

B daiine /etc/fstab mobaBurh K ommmsiM MOHTHpPOBaHUA (DANIOBOI CHCTEMBI
(deafults) ommumio «iversions (defaults,iversion):

UUID=ccb7f99f-5d40-428e-a277-beld3cdaf2cd / extd defaults,
iversion 1 1

BamycTuTh yTUIUTY ima-manage ¢ Kao4doM «enforces:

# /sbin/ima-manage enforce

JloxkmaTbes 3aBepiieHnst pabOThl YTUINTHI U TIpe/IoKeHus repe3arpy3ku. Co-
[JIACUTHCS Ha Tepe3arpysky dBM.

JL1s mcnoib30BaHUs CTOPOHHUX ITPUJIOZKEHU, He UMEIOIIUX MOJIINCH Pa3padoT-
YUKa, HEOOXOMMO OT UMEHU aJIMUHUCTPATOPA MOJINCATh (pail:

# evmctl ima_sign --key /root/key.pem odaiin
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BiokupoBanue daiiion

B psze ciiyuaeB ObiBaeT HEOOXOIUMO 3AIMUTUTH (DAMIBI, OTKPLIThIE KEM-JIHO0 1
UCIIOJIb3yeMbIe B TEKYIIUiIl MOMEHT, OT Y/JIAJICHUS JIIOOBIM JIPYTUM II0JIb30BATEIEM,
JIaXKe ecJiM OH MMeeT Ha 3TO mpasa. s mojyiepKkku sroro dpyuknuonaia B PE/]
OC meobxommMo ycraHOBUTH nakeT fileprotect:

# dnf install fileprotect

[Tocste ycranosku nakera u nepe3arpysku OC, OJIOKUPYIOTCS MONBITKA Y/IAJIEHIS
daiisioB, ecsim B MOMeHT obpariiennsi K (aiiy cybbekra jrocryna (mporecca) oH
HCIIOJIB3YeTCs IPYTUM CyObeKTOM JocTyia (mporeccom). HUKaKnIX OMOMHATETBHBIX
HACTPOEK He TpebyeTcs.

OuucTka nmamMmgarTn

B cocraB OC Bxomar yrumuthl «shreds, «wipe», «<nwipe» u HaOOpP KOHCOJBHBIX
yruaut Secure-Delete.

shred

[TepenucbiBaeT HECKOIBLKO Pa3 YKa3aHHbIE (DANIBI I TOrO, YTOOBI ¢/Ie/1aTh 0oJiee
CJIOXKHBIM BOCCTaHOBJIEHHE JIazKe C UCIOJIb30BAHIEM OYEHb JIOPOrOro 060py/I0BaHUSI.
Ucnosib3oBanue:

shred <KJIOU>... <®AWUI>. ..

Eciim <®AWNJI> 3aman Kak «—», U3MeJIbIaTh CTAHIAPTHBIN BBIBO/I.

Kooun:
Kirou Onucanme KJjo4a
-f, --force U3MEHSITh IIPaBa, paspelas 3aliCh, eCJIu HeOOXOIIMMO.
_n7

) . nepenucarh N pas3 BMecTO (3) IO YMOITYAHUIO.
--iterations—=N p P ( ) M

--random- noyJdars ciaydaiiabie dnciaa u3 <PAWNJIA> (mo ymosrganuio
source=®ANJI |/dev/urandom).
-8, --size=N ourctuth N Gaiit (Bosmoxubr cyddurest Buga K, M, G).
-u obpe3aTh 1 yIaasaTh (ail1 mocie mepe3amcu.
--remove ..
10/100HO «-u», HO 3agaércsa KAK ynanars.
[=KAK]
-v, --verbose MMOKa3bIBATh XOJI BHITIOJTHEHUSI.
exact HE OKPYIJISATH pa3Mepbl (hailjioB JI0 CJAEYIONIEro Me/Ioro 0J10Ka
-X, --€X .
’ (O yMOJTIaHUIO JIJI HE TPOCTBIX (Dailyion).
-7, —-Z€Tr0 [epe3aIucaThb B KOHIE HYJISIMU, YTOOBI CKPBITh U3MeTbaeHHe.

--help MIOKa3aTh 9Ty CIPAaBKY U BBIWTH.
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Kurou Onucanue KJjro4a

--version IOKa3aTh WH(MOPMAIUIO O BEPCUH W BBIATH.

Vranaer <®AIJI(b1)>, ecim yraszan --remove (-u). Ilo ymomaanmio daitabr He
VAAJISIIOTCS, TaK KaK 9acTo obpabarsiBaioTcs (aitibi-ycrpoiicrsa Bpoge /dev/hda, a
Takue (pailjibl He HAJIO YIASTh.

Heobs3arenpanpiv mapamerpom KAK 3agaérces crocobd ynaienns: karajora:

unlink — ucnoab3oBaTh cTaHAaPTHBIN BEI30B unlink.

wipe — TakKe, CHadaJia UCIOPTUTH OAfThl UMEHH.

wipesync — Tak:ke, CHHXPOHU3UPOBATH KayKIbIil HCIIOPYEHHBIH OaiiT Ha JIHCKe.

Pexxum 110 ymosraanuio — «wipesyncs.

6.18.2 wipe
wipe — 9To HeboJIbIIag mporpaMMma, JIjid 0e30I1acHOr0 CTUpaHust QailjioB ¢ Mar-
HUTHBIX HOCUTEJIeH.
Buumanue! Wipe HaigkH0 paboraer TOJIBKO B MArHUTHOM MMaMsITH, CJI€/0Ba-
TEJIbHO, JIJIsl TBEPJIOTEIbHbBIX JIMCKOB (TIaMSITH) UCTIOJIL3YiiTe IpyTrue MeTOIbI.

Ncnonwzosanue:

wipe <ommmm> <bpaitms>. ..

Omun:

Onmnnusa 3HayeHue OnIuu

-a IIPEPBATD IIPU OIITHOKE;

YCTaHOBHUTH pa3Mep WHINBHIyaJbHOro 6ydepa BBojIa/ BBIBOJIA,

-b  <buffer-size-
yKaszaB ero jorapudm 1mo ocHOBaHuIO 2. MoryT ObITh BbIIE/JIEHbI

lg2>
110 30 3Tux Oydepos;
-C nenaatb chmod() Ha 3amuménnbIX oT 3amnucu daitiax;
-D CJIEJIOBATH CUMBOJINYECKUM CChLIKAM (KOH(MDIIMKTYeT ¢ «-I»);

HCIIOJIb30BaTh TOYHBIN pasmep daiiia: He OKPYIJIATH pa3Mep
-e daitna Jyid cTUpPaHUs BO3MOXKHOT'O MYyCOpa, OCTAIOIIErocss Ha
ocjiegHeM OJIOKe;

-f dopcupoBaTh, T. €. He CIPAIINBATEL HOATBEPKICHNUSI;

-F HE MBITATHCSI CTUPATh UMeHa (ailos;

-h [IOKa3aTh CIIPABKY;

-1 nHGOPMATUBHBI (BepOATbHbIN) PEXKIM;

-k COXPAHUTH (PAfljIbl, T. €. He YAAJATh UX T0C/IE TIEPE3AITICH;

YCTQHOBHTDH JJINHY CTHPAHUSA Ha < JJIMHY > OailToB, Ije < JIIu-
-1 <pymna> Ha™> 3TO IeJI0e IuCIo, 3a KoropeiM cieayer K (Kilo:1024), M
(Mega:K"2) win G (Giga:K"3);
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Onmnusa 3HaueHue OnIuu
ycranoButh anroputm PRNG s 3anonsenns 6J0KoB (1 Ops/I-
Ka IIPOXO/JIOB):
-M (1]r) e | — ucrosp30BaTh BEI30B 6ubmMoTekn random();
® a — WCIOJIb30BATH AJITOPUTM T poBanus arcfour.
YCTAHOBUTH CJBUT OUUCTKU HA < CIABUT >, IJI€ < CJBUT> UMeEET
-0 <CJBUT>

TOT Ke opMaT, 9TO U < JITUHA >}

-P <mpoxoapr>

YCTaHOBHUTH KOJIMYECTBO ITPOXOJIOB JIJIsi OYUCTKUA UMeHU aiia.
ITo ymosrganmio sto 1;

-Q <KOJIm4e- .

YCTaHOBUTH KOJIMIECTBO IPOXOJIOB JIJIA OBICTPON OYUCTKHY;
CTBO>

ObICTpast OYMCTKA, MeHee Oe30macHasd, M0 YMOTIAHUIO IeThIPEe
4 CIIyaliHBIX POXO0JIA;

PEKYpCHsl 110 KAaTaJ0raM, [0 CUMBOJTMYECKUM CChLIKAM He OyeT
T

IEePEXOI0B;
R YCTAHOBUTHL YCTPOWCTBO paHjoMu3anuu (HJId KOMAHJY CHJIOB

paHoMu3anum -S ¢);

METO/I PAHIOMU3AIIN CUIOB:

® I' — CYNTHIBATH C YCTPONCTBA PAHIOMU3AINH (HAIEKHO);

S (vlelp) ® C — CUNTHIBATDL M3 BLIBOJA KOMAHBI PAHJIOMU3AINK CHJIOB;
-S (r|e|p

e p — ucnosbzoBarh pid(), clock() u T.a. (camprii ciabbirit
BAPUAHT).

-S

TUXU PEXKUM — IIOAABJIATHL BECH BbIBO/;

-T <monwITky >

YCTQHOBHUTH MaKCHMAaJIbHOE YHCJIO HOIBITOK JJI CBOOOIHOIO II0-
ncka uMenn daiira (o ymosrdanunio 51o 10);

<passl,pass2,...>

-V OKa3aTh WH(MOPMAIIIO O BEPCHH;
-7 He IBITAThCA CTUpATh UMs haiia;
IIPOIIYCTUTDL 9TO YHCJIO MPOXOI0B (IOJIE3HO IJISI MPOIOJIZKEHU
-X <4ucao> POILy P ( p
OIepAINH OYUCTKH );
-X

3a/aTh O9€epeIb ITPOXOI0B.

Secure-Delete

Secure-Delete — naCTpyMEHT J1J1s1 cTUpaHus (PailIoB, OCBOOOXKIEHUST TUCKOBOTO
IIPOCTPAHCTBA, SWap’'a U MaMATH. DTOT HAOOP KOHCOJIbHBIX YTHIUT IIPeJHa3HaueH
Jiy1st 6€3BO3BPATHOIO Y/IAJCHUs JIAHHBIX U yJlaJ€HUusl OCTaTOYHOi nH(popMaruu. B
cBoeit pabore ucnosibzyer Meros ['yrmana.

B cBoéMm cocTaBe mMeeT HAOOP M3 UIETHIPEX KOHCOJIBHBIX YTUIUT: srm, sfill, sswap,

sdmem.
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Srm - BbIOJIHSIET GE30IIACHYIO [IEPE3AINCh /TIeEPENMEHOBAHE / IAJEHUE 1EJIeBOTO
aiina(os). [Tpu ncnonb30BaHin KIIHOYa «-Z» HA MOCTEHEM IIUKJIE YIAJeHHs Iy TCST
HYJII BMECTO CJIyYaifiHbIX JaHHBIX. [[0 yMo9aHnio BKJIIOUEH OGE30TACHBI PEXKUM
(38 zammuceit). TIporece 6e30MaCHOTO YIAJEHUS JIAHHBIX ST BBITJISIUT CJIEILYOITIM
obpazom:
1 nmpoxoy ¢ 0xff;

5 cirydaiiHBIX TPOXOJOB (ecyn JOCTYIHO, ucnosb3yercs /dev/urandom s
6esonacuoro secure RNG);

27 POXOJIOB CO CIENUAJIbHBIMI 3HAYEHUSIMU, OIPEIEIEHHBIMU Pa3pabOTINKOM;
5 ciydaliHBIX MPOXOJOB (ec/m JIOCTYIHO, uctoib3yercsa /dev/urandom jyist
6ezonacaoro RNG);

nepenMeHoBanue (hailJioB Ha cJIydaiiHble 3HAUECHUS;

e oOpe3Ka dailaos.

B kadecTBe JOMOJIHUTEIBHON Mephbl Oe30MmacHOCTH, dailjl OTKPBIBAETCA B PEXKIME
O_SYNC u mocsie KazK10ro mpoxoja Jesaercst Bbr3os fsync(). srm 3anuceiBaer 32k
OJIOKOB B TIeJIX OBICTPOJIEHCTBHS, 3aI10/THsIsA Oy(epbl TUCKOBBIX KIIIIEH, It IPUHY-
JINTEJILHOTO X cOpOCa U MEPe3alnCu CTAPbIX JAHHBIX, ITPUHAIEKAIINX CTHPAEMOMY
draiiry, HOBBIMU JIAHHBIMU.

Omun:

Ormus

3HavYeHUe OMIIUNI

UTHOPUPYET ClieluabHuble (Dalljibl «.» U «..»;

HCIIOJIB3YyeT He 0Oe30IacHbIil, ObICTPBIN peKuM: 0e3 PerKUMOB
/dev/urandom u synchronize;

CHIKeHME Ge3011aCHOCTH (JIBOMHOE MCIIOIb30BAHUE JIJIst TIOJTHOM
He GE30MIAaCHOCTH );

HCIIOJIB3YeT PEKYPCUBHBIN pPeKUM JJId yJIaJIeHUe BCexX I0JIKaTaslo-
I'OB;

MOJIPOOHBII BBIBOJIA SKPaH;

3aTHpaHie HyJISMHU Ha HOCIETHEM Imare (BMECTO CJIydailHbIX HH-
cen).

Sfill — anajoruana mpeabIyIeii, TOJIHLKO 0OpadaTbiBaeT CBOOOIHOE MECTO Ha
JIACKe, 3a4uIas caeabl JaHHbIX. sfill BbImoHsIET 6E30IaCHYIO ITepe3annch CBOOOIHOIO
MeCTa, 3aHIMAEMOro JTUPEKTOPHUEH, U BCeX CBOOOIHBIX MHO/IOB 38 IAHHON JTUPEKTOPUH.
ITo ymosrganuio 6e3onacublii peskuM (38 3amuceit).

[Iporecc 6ezomnacuoro yuaaenus ganabix sfill BT cieyomum odbpazom:

1 nmpoxop ¢ 0xff;

5 ciydaiiHBIX MPOXOJOB (ec/m JIOCTYIHO, ucnoib3yercsa /dev/urandom st
6esonacHoro secure RNG);

27 MPOXOJIOB CO CIIENUATBLHBIMU 3HAYCHUSAME, OMPEJICICHHBIME pa3pabOTINKOM;
5 ciydaifiHbIX TPOXOIOB (€Cu JOCTYIHO, ncrosb3yercd /dev/urandom s
6ezonacuoro RNG).

[Tocie aToro cozmaérest Tak MHOTO BPEMEHHBIX (hailjioB, HACKOJIBKO 9TO BO3ZMOXKHO,
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9T00bI OUYUCTUTH CBOOOIHOE POCTPAHCTBO MHIEKCHBIX JlecKpuiTopos (inode). Korma
O0JIBbIIIe HEBO3ZMOXKHO CO3/IaTh BPeMeHHBIX (ailyioB, orn yaassiiorcsa u sfill 3aBeprraer
CBOIO paboTy.

Omnmun:

Orus 3HavYeHUe OMIIUNI

¢ UCIIOJIB3YeT He Ge30MAaCHbBI, ObICTPBIA pexkuM: 6e3 pexkKuMOB
/dev/urandom u synchronize;

1 CHIZKeHHE 6e3011aCHOCTH (JIBOMHOE MCIIOJIb30BAHUE JIJIsI TIOJTHOM
He GE30MACHOCTH );

UCIIOJIb3YeT PEKYPCUBHBIN PEXKUM IS yJlaJleHne BCeX MOIKATAIIO0-
TOB;

-V MOJIPOOHBII BBHIBOJIA SKPaH;

3aTHpaHUe HyJISMHU Ha HOCTIEHEM Tnare (BMECTO CJIydailHbIX UH-
cen).

Sswap — 3aunIaer pasjies MOJKAIKN /Swap, ecJid OH IIPUCYTCTBYET B CHCTEME.
[Tepest ucroib30BaHIEM HEOOXOAMMO OTKJIIOUUTEL swap. 110 ymoadanuio 6e30macHbiit
pexnm (38 zarmceit).

[Iportiecc GezomacHOro yaa/ieHus JAHHBIX SSWaP BBIIVIAIAT CJICAYIONIUM 00pa30M:

e 1 mpoxos ¢ 0xff;

e 5 ciiydaifHbIX IIPOXOJIOB (ecyim JOCTYIHO, ucnosb3yercs /dev/urandom st
6esonacuoro secure RNG);

27 IPOXOJIOB CO CIIENUATbHBIMA 3HAYEHUSIMHU, ONPEIEIEHHBIMUA Pa3paboTINKOM;

5 ciydallHBIX MPOXOJOB (ec/m JIOCTYIHO, ucnoJib3yercsa /dev/urandom jyist
6esonacuoro RNG).
Omun:

Onmnusa 3HaueHne OnIuu

¢ HCIIOJIB3YyeT He Oe30IacHbIil, OBICTPBI peKuM: 0e3 PerKUMOB
/dev/urandom u synchronize;

1 CHUZKeHIEe 6€30I1aCHOCTHI (,ILBOfIHOG HUCIIOJIb30BaHUE JIsI ITOJHON
He 6e30IIaCHOCTH );

HCIIOJIB3YET peKprI/IBHbeI peXKUM IJId yaaJJieHuEe BCEX 1IOJKaTaJI0-

r'OB;

-V 110/IpOOHBIN BBIBOJIA IKPAH;

3aTHpaHne HyJISMHU Ha HOCTIEHEM Imare (BMECTO CJIydailHbIX HH-
cen).

Sdmem — yHHYTOXKaeT CJIe/Ibl JIAHHBIX B OIEPATUBHON maMATh. sdmem BBIIIOJI-
HsieT Ge30MacHyo nepesanuch orneparusHoii namsitu (RAM), mockobKy cojiepKuMoe
MaMATH MOXKET OBbITh BOCCTAHOBJIEHO JaxKe Iocje oTK/odeHus. 1lo ymomrdanmio
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OesomacHblil pexxuM (38 3armceit).

Omun:
Onmnnusa 3HauyeHue OnIuu
¢ UCIIOJIB3YyeT He Oe30ITacTHBIN, OBICTPBI pexkKuM: 0e3 pexnuma
/dev/urandom;
1 CHUZKeHIEe 6e30I1aCHOCTHI (,ILBOfIHOG HMCIIOJIb30BaHUE IJIsI ITOJHON
He 6e30IaCHOCTH );
-V TOAPOOHBII BBIBOIA SKPAH.

6.19 DKcHopT JaHHBIX IOJIH30BATEJIA

JL1g KCIIOPTUPOBAHUS JIAHHBIX UCHOIB3YEeTCS YTUIUTA CP.

Cp — KOMaHjIa, IIpe/IHa3HavdeHHas JIjId KONMUPOoBaHus (pailjioB U3 OJHOrO B JIPyTHE
KaTaJorun (BO3MOXKHO, ¢ Jpyroiil daitnosoit cucremoit). Mexonnbiii daitn octaéres
HEU3MEHHBIM, UM CO3JIAHHOTO (haiijia MOXKeT OBbITh TAKUM Ke, KAaK Y UCXOJHOTO, WU
U3MEHHUTHCS.

Yr0o06b! ckOIUpOBATDH (ail:

cp [ -£f1 [-h] [-1i] [ -pl1[ --1 <ucxogmmii_daitn>
<ueneBoi_daitm>

Yrobbl ckonmpoBarh daitn uin ¢aitjibl B JIpyroii KaraJjor:

cp [-R] [-H | -L | -P] [-f | -i] [-pv]
<uCXOoZnHHU_(aim> ... <uesleBoi_KaTajgor>

YT106bI CKOMMPOBATH KATAJIOr B JIPYTOil KaTasor (JI0JKeH OBITh WCIIOJIb30BaH
dmar -r mwm -R):

cp[-f1[-h][-il[-pl[--1{-r| R}

<HCXOIHHM_KaTajaor> ... <IeJIeBol_KaTajJor>

Yro6b! ckonmposaTh Kartasor /media/fff1787 /sharel /load/ B karanor /media/
beac6eb8/, ¢ BBIBOJIOM MMEHH KOIUPYeMOro daiiia, aBTOMATHICCKUM IIPOITYCKOM
CYIIECTBYIONUX (BailioB, PEKyPCHBHO JJIs BJIOXKEHHBIX KATAJIOTOB.

cp -invR /media/fff1787/sharel/load/ /media/beac6e58/

Onmuy KoMaHIbl:

Ormus 3HavYeHUe OMIUN

-R, -1, --recursive | KONUpoBaTh KATAJIOIM PEKYPCUBHO (TO €CTh BCE MOJKATAIOTH U
(recursive) Bce (hailyibl B MOJIKATAJIONaX );
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Onmnusa 3HaueHue OnIuu
£ (force) pasperaer yJaaJeHue IeJeBoro daiiia, B KOTOPBIN IIPOU3BOIUTCS
-f (force
KOIIMPOBAHKE, €C/IN OH HE MOYKET ObITh OTKPBIT JIJIsI 3aIUCH;
HCIIOJIB3YHTE 9TOT KJI0Y, UTOObI KOIMPOBATH CUMBOJIMUIECKHE
-H cepikd. [lo ymMomgannio KoMaHIa IePEXOIUT 0 CHMBOJIHIECKIM

CChbLIKaM 1 Komupyer bailjibl, Ha KOTOpbIEe Te€ YKa3bIBaIOT;

-1 (interactive)

KOMaH/1a OyJIeT 3alpalinBaTh, CJIe/IyeT JIU IePE3ANChIBATH KOHEY-
HBI{ (haiisl, *Msi KOTOPOT'O COBIIAJIAET C MMEHEM MCXOJIHOT'O, TO €CTh
ecJIu B TIapaMeTpe <IIeJIeBOM _KaTaJor > WU <IeJeBoil  daiii>
BCTpevdaeTcss Takoe ke uMs daiijia, Kakoe ObLIO 3aaHO B I1a-
pamMeTpe <UCXOJHBIN _aili> min <UCXOIHBII KaTaaor=>, TO
3allpaInBaeTCs MoATBepK ieHue. s Toro, 9To0bI 1epe3anucars
daitn, ciiegyer BBECTU «y» WU €r0 SKBUBAJICHT JJIsd JIAHHOM
Jiokasn. BBoj JIroboro JIpyroro CUMBOJIa MPUBEJIET K OTMEHE
repesalmcu JaHHoro daiia;

-n, --no-clobber

HE Iepe3annChBaTh CymecTByommil daiin (oTMeHsier nmpepiLy-
muii mapamerp -i);

-v, —-verbose

BBIBOJIUT UMl KazKJIoro aiijia mepeji ero KonupoBaHueM;

-p (preserve)

HOBTOPSIET CJIYIONINE CBOHCTBA NCXOMHOTO (haiiyia min KaTaaora
y neseBoro aiiyia nim Karajora:

® BpeMs IIOCJIeHEr0 U3MEHEHUsI U [IOCJIe/IHEr0 JIOCTYIIA,

® WICHTU(DUKATOD MOJIH30BATE/IsI U IPYIIIIHI;

e mpasa joctyna u ourer SUID u SGID.

Pe3epBI/IpOBaHI/Ie AdaHHDbIX

B cocras puctpudbyTnBa OC BXOJUT yTUINTA PE3EPBHOTO KOIMMPOBAHUS I'SYNC.
rsync (anri. Remote Synchronization) — mporpamma, KoTopasi BBIIOJHSIET CHH-
XpoHu3aInuio (HailjioB n KaTajoroB B JIByX MeCTaX ¢ MUHUMHU3UPOBAHUEM Tpaduka,
UCTIOJIb3YS C2KATHe JIAHHBIX TPU HEOOXOIMMOCTH. BaxKHBIM OTJIMYUEM T'SyNc OT MHOTHX

JIPYTUX [TPOTPAMM /IIPOTOKOJIOB SIBJISIETCS TO, YTO 3ePKATMPOBAHUE OCYIIECTBIISIETCST
OJIHUM TIOTOKOM B KazKJIOM HAIIPABJIEHUN (& He 110 OJIHOMY UJIM HECKOJIBKO TIOTOKOB Ha
KasKJIblil (hailyr). rsync MoKeT KOMUPOBaTh WK OTOOPazKaTh COMEPKUMOE KATAI0Ta U

KOIUPOBATH (Pailjibl, OMITUOHATBLHO UCIOJIB3Ysl CKATHE U PEKYPCHUIO.
rsyncd — J1eMOH, peaju3yIoniuii mpoTokos rsync. [lo ymomdanuio ucrosb3yer

TCP-mopr 873.

BaszoBrlit cunrakcuc:

# rsync <ommum> <UCTOYHUK> <MEeCTO_Ha3Ha4YEeHUA>

HawuboJtee mosie3nbie onmuu rsync:




6.21

6.21 JImmuTHI pecypcos 175

Onmnusa 3HaueHue OnIuu

ITOAPOOHBIN PEXKIIM;

KOIIMPOBATH JIAHHBIE PDEKYPCUBHO (HO 6e3 coxpaHeHust HHPOPMa-
IIMM O BpeMeHU u3MeHeHust (ailjioB u mpaBax JOCTyIa);

peXUM apxXUBUPOBAHMS, TO3BOJISET KOIMMPOBATH JIAHHBIE PEKYP-
CHBHO C COXPaHEHHEM CHMJIMHKOB, IIPABax JOCTYIa Ha (ailjbl/-
KATAJIOTU U JPYTYI0 HHMOPMAIIHIO);

CKaTue JdaHHbIe;

BBIBO/I JJaHHBIX B human-readable dpopmate.

JIumuThl pecypcosn

B cocras quctpubyTnBa BXOIUT yTUIUTa Ulimit, mo3BoIAONIas ypaBasdTh allia-

parabiMu pecypcamu. limits.conf - 1o konduryparmonusii daita g pam_limits.so
Moy, On onpesesnser ulimit iumMuTe! J1s nosb3osatresei u rpymir. Konduryparms
I0-YMOJIIaHIIO HaxXoAuTcst B /etc/security /limits.conf. Takzke nmpucyrcTByer BO3MOXK-
HOCTB J106ABJIATH OTJIE/IbHBIE HACTPOMKH JIjisi IpUIozKeHuit B /etc/security /limits.d.

B namnoM mpuMepe g rpynnbl <limit  users™ BBeJIEHBI KECTKHE OTPAHUYCHUS.

@opmMaT TaKOB:

<3HayeHUue>

<rpymnna>/<nonb30BaTenb> <nuMUT> (XECTKUN/MATKUR) <mapaMmeTp>

Ornmcanne mapaMeTpoB:

core — pa3mep core-daitnos (KB);

data — makcumasbHBIA pasmep jganabix (KB);

fsize — makcumasbHbIl pasmep daitra (KB);

memlock — makcumasbHOe 3a6I0KHpoBaHHOE ajipecHoe mpoctparcTBo (KB);
nofile — MmakcuMaIbHOE KOJIMIECTBO OTKPBITHIX (DailioB;

Ir'sS — MAaKCHMaJIbHBI pa3Mep maMsTu s pesuient-nporpamm (KB);

stack — makcumasbHbIT pasmep craka (KB);

cpu — MakcumasibHoe Tporeccoproe Bpemsi (MIN);

Nproc — MaKCUMAaJIbHOE KOJIUIECTBO IIPOIECCOB;

as — orpanuyenue ajpecuoro npocrpancrsa (KB);

maxlogins — MakcuMaJbHOE YUCIO OJJHOBPEMEHHBIX PErMCTPAIHil B CHCTEME;
maxsyslogins — MakcumaIbHOE KOJIMIECTBO YIETHBIX 3AICEN;

priority — npuopurer 3aIymeHHbIX TPOIECCOB;

locks — MakcuMaIbHOE KOJTUYIECTBO OJIOKMPYEMBIX (hailJIOB MOJIb30BaTE/IEM;
sigpending — MakcuMaJbHOE KOJIMYECTBO CUTHAJIOB, KOTOPbIE MOXKHO TEPEIATh

IIPOTIECCY;

msgqueue — MaKCUMaJIbHBINA pasmep namaTu st odepeaun POSIX coobrenni

(bytes);

nice — MakCHMaJIbHBIA IPUOPUTET, KOTOPBIH MOXKHO BbIcTaBuTh: [-20, 19];
rtprio — MakCUMAaJILHbBIN IPUOPUTET BPEMEHU BbIIIOJTHEHUS;
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chroot — usmenuts qupekTopuio root’a (Debian-specific).

BumecTo rpyiinn/03epa MOKHO UCHOJIB30BATH MPYIIIOBON CUMBOJI «*» (15t Beex) u
IPyIIoBoit cumBosl «%» jist wildcast’a rpyir.

[TapamMeTpbl BCTyHaioOT B CHJIy cpa3y MOCJIE MepesIornHa Mo Ib30oBaTe d. UTo Ob
[IOCMOTPETh KaKue JIeHCTBYIOT OrpaHUYIeHU s, UCIIOJIb3yiiTe KoMaH Iy ulimit:

$ ulimit -aH

MouTtupoBanue ¢ailjioBbIX CUCTEM

mount — yTHJIUTa KOMAHIHON CTPOKM JIjIT MOHTUPOBAHUS (DATIOBBIX CHCTEM.
Ucnonb3oBanne:

mount /dev/cdrom /mnt/cdrom

Yerpoiicrso /dev/cdrom monTHpYyeTcst B Karajgor /mnt/cdrom, eciiu oH cyiie-
CTBYET. Han/IHaH OT MOMEHTa MOHTHUPOBaHMHA U IIOKa IIOJIb30BaTE€/Ib HE OTMOHTUPYET
daitnoyio cucremy (mwmm Tyma He OygeT CMOHTHPOBAHO YTO-TO WHOE), B KAaTaJore
/mnt/cdrom Gyjer cojepKaTbCs JepeBo KaTasjoros ycrpoiicrsa /dev/cdrom; te
daitel 1 oIKATAIONM, KOTOPbIE PaHbIlle HAXOIUINCHL B /mnt/cdrom, coxpaHsarcs,
HO OYJIyT HEJOCTYIHBI JI0 Pa3MOHTHPOBaHust ycTpoiictea /dev/cdrom.

st pa3MOHTUPOBAHUS JIOCTATOYHO yKa3aTh TOYKY MOHTHUPOBAHUS WJIH MM
YCTPOWCTBA.

umount /dev/cdrom

B Clly4dae H606XO,H‘I/IMOCTI/I7 IIPU BBIITOJITHEHMN KOMAaH/IbI IIlOllIlt, MOZXKHO YKa3aTb
JOIIOJIHUTEJIbHBIE ITapaMEeTPbl MOHTHUPOBaHMA.

-t <Tun ¢aiinoBoit cucTeMs>

OOBIYTHO TIPY MOHTUPOBAHUU OIIPEJIE/ISICTCS ABTOMATHICCKH Un Oepérces u3 daitia
koHburypamun. Ho B 0TIe/IbHBIX C/TydasiX Hy?KHO YKa3bIBATh TUI (DAIOBON CcrCTEMbI
gaBHo. Hanpumep, npu montuposanun DVD-ancka.

mount /dev/cdrom /mnt/dvd -t udf

Ecnn menmpaBmibHO yKazaTh THIT (ailIoBON CHCTEMBI, TO KOMAaHa Mount BBIIACT
coobiienne 06 oImoKe:

mount: wrong fs type, bad option, bad superblock on /dev/cdrom,
missing codepage or other error

In some cases useful info is found in syslog - try

dmesg | tail or so

U TIOCOBETYEeT IMOCMOTPETh B KOHeIl (pailjia CuCTEeMHBIX COOOIECHUIA.

Unable to identify CD-ROM format.
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B ciyuae ycrenmaoro MOHTUpOBaHUSA OOBIYTHO COOOIAETCS, ITO KOMIIaKT-IHCK
MOHTUPYeTCsI ([0 YMOJIAHUIO) B PEKUME «TOJBKO JIJIs ITEHUSI».

mount: block device /dev/cdrom is write-protected, mounting
read-only

-o <ATpubyTH mocTyma>

e JlocTyIl «TOJIBKO JIJIst YT€HUsT» (r0) MM Ha «9TeHHe M 3aIiChy (Iw);

e Pasperrenne niam 3amperiennue 3amycka IporpamMmM (noexec).

[Ipu 3amycke KoMaHIbl mount 6e3 mapaMeTpoB BBIBOJUTCSI CIICOK CMOHTHPOBAH-
HBIX (DailyIOBBIX CHCTEM:

/dev/md/5 on / type reiserfs (rw,noatime)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw,nosuid,nodev,noexec)
udev on /dev type tmpfs (rw,nosuid)

Y100l 00JIErYUTH TPOTIEYPY MOHTUPOBAHUS, MOXKHO BHECTH B (Dailjl KOHPUTY-
parunu /etc/fstab coorsercrBytomue crpoku. [IpumepHoe comepKiMoe Jjist 3TOTo
daiina:

# <fs> <mountpoint> <type> <opts> <dump/pass>

# NOTE: If your BOOT partition is ReiserFS, add the notail option
to opts.

#/dev/BO0T /boot ext3 noauto,noatime 1 2

/dev/sdab / reiserfs noatime 0 1

/dev/sdal none swap sw 0 O

# NOTE: The next line is critical for boot!

proc /proc proc defaults 0 0

B nasbHeiiieM MOKHO Oy/IeT yKa3bIlBaTh B KOMaHje mount TOJIbKO UM YCTPOIi-
CTBa WJIM TOYKY MOHTUDPOBAHUS — BCE JOMOJHUTEIbHBIE TapaMeTpbl Oy/1yT OpaTbest
u3 (aitna koudurypamun.

JIpyroe nHasznauenus aiina KoHUIYypaInn — aBTOMATHIECKOEe MOHTHPOBAHHE
dailioBeIX cucTeM pH 3arpy3ke cucteMbl. Ecm He TpedyeTcd MOHTHPOBATD OIIPeie-
JIéHHBIE (hallJIOBbIe CUCTEMBI, TO /It HUX B (bailje KOHMUrypamn Hy>KHO YKa3aTh
napamMeTp noauto.

6.23 HpI/IHy,Z[I/ITe.HI)HOG 3aBepHaieHnne ceaHCa II0JIb30BaTeJIsd

st oTcnexuBaHus BpeMeHn 0e3/1efiCTBHUS [TOJIb30BATeNd U 3aBEPIIEHUsT CeaHCa
ucrosib3yercs ckpunt /usr/bin/gui-kick. Crienapuii ucroab3yer cuCTeMHYTO mepe-
MeHHYIO «xprintidle», koTopasi moka3biBaeT BpeMsi 0e3/1efiCTBUS OJIb30BATEIS B
rpadgpudeckoM ceaHce B MUJLITUCEKYH IaX. FCTh JIBe TpAHUIILI «ITPEJIyIPEXKIeHue» 1
«3aBepinenne ceancay. [loc/ie mpeBbIIIeHns TPAHUITBI IIPEJIYITPEKICHIE , T0Th30BaTe-
JII0 gepes ciry2K0y notify-send dpopmupyercs npeaynpexkaenne 0 CKOpoM 3aBepIIeHnn
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ceaHca U BBIBOJIUTCA B I'padUIecKoOM ceaHce COOTBeTCTBYIoIIee coobdienue. Ilocie
IIpeBhIIeHUA BTOPOI'O 3aJaHHOI'O B CHECHAPHUU MaKCHUMaJIbHOI'O 3HaYCHUA BPpEMCECHU
Oe3/1eiicTBYSA, ClleHapuil TPUHYIUTEIHLHO 3aBepIIaeT padoTy rpadUIecKoro ceanca.

st oTciexkuBanus 0e3/1eCTBUS OJIB30BATE ST HEOOXOIUMO JT00aBUTH HOBOE
3ajaHKe B JIEMOH Cron:

# echo "x x * * * root /usr/bin/gui-kick" >> /etc/crontab

YcranoBuTh nHTEpBas 6E3/eHCTBUS OIb30BaTe sl (B CEKyH/IaX) MOYKHO, TIPHCBa-
uBas Hopoe 3HadeHne nepementoit TIMEOUT B ckpumre /usr/bin/gui-kick.

Ba 60 cexkyH/ /10 3aBepIEHUs] CECCUU BBIBOJIUTCS CUCTEMHOE YBEJIOMJIEHUE C
MPEIyTIPEKIEHUEM O TOM, UYTO I10 UCTeYeHUN | MWUHYTHI 3aBEPIIATCA CECCUd, U
9TOOBI 3TOr0 n36exKaTh, HEOOXOANMO IIPEANPUHATL Kakne-a1nbo maelictBus. Ecan B
Tedenne ciaeayomux 60 ceKyH/I I0Ib30BATE b MO-TIPEKHEMY He MIPEITPUHSIT HIKAKIX
JIeMCTBHIA, ceccrs MOIb30BaTE IS 3aBEPINACTCA TPUHYINTEIHHO.
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7.1

7.2

7. YupapJjieHue I10J1b30BaTe IgMU

Oob1aga nadopMarlis

PEJI OC — muOTOIIOIB30BaTE/IbCKAS OIePAIlMOHHAsT CUCTeMa. TaKk:Ke UMEeIOTCs
I'PYIIIBI TOJIH30BaTeel, OCHOBHOE TIPe/IHA3HAYEHIE KOTOPHIX - OOJIETYUTh YIIPABJIeHNE
OOJIBIITIM KOJTMYECTBOM IOJIb30BATE e, a TaKzKe 00Jiee TOUHO PACIPE/IETUTh IpaBa
JIOCTYTIA K PA3JIMIHBIM 00beKTaM cucteMbl. [losib3oBaTe i u IpyIbl BHYTPU CHCTEMbI
oboznavaroTcs nudposbivu uaentudukaropamu - UID u GID, coorBeTcTBenHO.

[Tosib30BaTEIH MOYXKET BXOJUTH B OJIHY WJIU HECKOJIBKO rpytil. [lo ymomraanuio
OH BXOJIUT B I'PYIILY, COBIAJIAONIYIO C ero uMeHeM. UToObl y3HATH, B KaKue erné
TPYIIIBI BXOJIUT MTOJIH30BATENb, BBEIUTE KOMAHY id, BEIBOJ] €e MOKeT OBITh TPUMEPHO
CJIETYTOTIIAM:

uid=500(test) gid=500(test) rpynme=500(test),16(rpm)

Takasi 3aIlCh O3HAYAET, YTO II0JIb30BATEIb test (mudpoBoit uaeHTUGUKATOD
500) BxoauT B rpymmbl test u rpm. Pasubie rpymibl MOTYT UMETh PA3HBINA YPOBEHb
JIOCTYyTIa K TE€M WA WHBIM KaTaJoraM; 9eM B OOJIbIllee KOJUYECTBO T'PYIIT BXOUT
[I0JIB30BaTE b, TeM OOJIbIIIEe TIPAB OH NMEET B CHCTEME.

Buumanue! B cBasu ¢ tem, uro B gauctpudbyruax PEJI OC GoibimumHCTBO
[PUBUJIEITPOBAHHBIX CUCTEMHBIX yTuauT numeor ve SUID-, a SGID-6ut, Oynbre
[Ipe/Ie/IbHO BHUMATEIbHBI U OCTOPOXKHBI B II€PEHA3HAYCHUN I'PYIIIOBBIX IIPAB Ha
CUCTEMHBIE KATAJIOTH.

Yruanra passwd

Yrumura passwd MOJJIePKUBAECT TPAJIUIIUOHHBIE ONIMU «passwd» U yTUIATY
«shadows.
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CuHTakcuc:

passwd <OINOUA. ..> <UMMA_IIOJIB30BATEIIA>

BosmoxkabIE OIIIINM:

Ormus 3HavYeHUe OMIINNI
-d, --delete VaaguTh mapoJib JJisd yKa3aHHONW 3aIiCH.
-f, --force DopcupoBaTh OIEPAIHIO.

-k, --keep-tokens | CoxpanuTh He ycrapeBIire mapoJiu.

-1, --lock BrokupoBaTh yKazaHHYIO 3allUCh.

--stdin [IpounTaTh HOBBIE IAPON U3 CTAHIAPTHOTO BBOJIA.
-S, --status JlaTh oTUET O cTaTyce MapoJisi B yKa3aHHONH 3aIUCH.
-u, --unlock Pazb/iokupoBaTh yKa3aHHYIO 3aIUCh.

-7, --help [lokazaTh crpaBKy W BBIATH.

--usage JlaTh KOPOTKYIO CIPABKY IO UCIOJIH30BAHUIO.

-V, --version [TokazaTh Bepcuio MporpaMMbl U BBIATH.

[Ipu ycrernnoMm 3aBepiiieHnn «passwdy» 3akaHduBaeT padOTy ¢ KOJOM BbIxoa «0».
Koz Beixoma «1» o3HaYaeT, YTO IIPOU30IILIA OIMINOKa. TeKcToBoe olrcaHne OMIOKT
BBIBOJUTCS Ha CTAHIAPTHBINA MOTOK OIMIUOOK.

JlobaBJjieHsT HOBOT'O II0JIb30BaTEJIsI

s jiobaBiieHrsT HOBOTO II0JIL30BATE/ s UCHOIb3YHTe KOMaH bl «useradds u
«passwdy». B mpuMepe B KauecTBe I1lepBOHAYAJIBHO BBEJEHHOTO ITAPOJIsl YKa3aHa I10-
CJIeJIOBATEIbHOCTh CUMBOJIOB «123», 3aTeM BBEJIEH HAJEYKHBIN 1TapOJIb:

[root@localhost root]# useradd testil
[root@localhost root]# passwd testl

Cwmena naposist Jijist moJib3oBaTess testl:

HoBulit mapous:

HEYIAYHHI TAPOJIb: CIIVIIKOM xopoTkmit

HEYZIAYHHI TAPOJIb: CJIVIIKOM mpocToit

[loBTOPHTE BBOJ HOBOTO IIAPOJA:

passwd: BCe TOKEHH IPOBEPKH IOIJIMHHOCTU yCIEMHO OOHOBIIEHH.

B pesynbrate onmcaHHbIX JICHCTBUNI B CHCTEME MOSIBUJICA MOJIb30oBaTe/ b testl ¢
HEKOTOPBIM TapoJieM. Ec/ii 1maposib 0Ka3ajicsi CJAUIMIKOM CJIa0bIM ¢ TOYKH 3pEHUsT
CHUCTEMBI, OHa 00 9TOM IpeIynpeuT (Kak B mpumepe Bbime). [loapzoBarens B paib-
HeHIeM MOKeT TIOMEHATH CBOH IMapoJib IPHU MOMOIIH KOMAaH bl «passwd —», HO ec/n
OH TIOIBITAETCS MOCTABUTH CIabObIil 1apOJIib, CHCTEMA OTKAXKeT eMy (B OTJIMYUE OT
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root) B M3MEHEHUH.

B mucrpubyrusax OC 111 mpoBepKHu maposieit Ha ¢J1abOCTh MCIIOJIb3yeTCsT MOTY/Ib
PAM «passwdqc».

[Iporpamma «useradd» mmeeT MHOXKECTBO IapaMeTpPOB, KOTOPbIE IO3BOJIAIOT
MEHATDb ee IOoBeJieHne 10 yModanuo. Hampumep, MOXKHO NPUHYINTEIBHO yKa3aTh,
kakoit oysier UID wmim kakoii rpyrmie OyaeT nmpuHa/ieXKaTh 110J1b30BaTe b.

Cunrakcuc:

useradd [-u <umentupuratop> [-o] [-i]] [-g <rpymma>] [-G <rpymma>
[[,<rpymma>]...]] [-d <katamor>] [-s <shell>] [-c <xoMMeHTapmii>]

[-m [-k <skel_dir>]] [-f <inactive>] [-e <expire>] [-p <passgen>]
[-a <cobutme>[,...]] <per_mums>

Ommun:

Ormus 3HavyeHUEe OMIIUNI

Unenrudukannonnsiii Homep mnosb3oBaress (UID). D9tor nomep
JIOJTI2KEeH ObITh HEOTPUIATETHHBIM TIEJIBIM YUCJIOM, HE IIPEBOCXO/Is-
mum MAXUID, onpejenénnsiii B sys/param.h. ITo ymonrganuio
HCTIOJIB3YETCsl CIEY IO TOCTYIHBI (yHUKAJIBHbINA) HE ycTapes-
muit UID, 6osbimuit 99. Dta oniysa UTHOPUPYETCs, €CJIM HOBOE
PErucTpaImonnoe uMs OyaeT aJIMUHICTPUPOBATLCS CETEBON WH-
dbopmarmonHoit ciyzx60it (NIS).

-u  <wmjeHTudu-
KaTop >

Dra ommust no3BosgeT caybauposars UID (cuenarts ero ve yuu-
KaJIbHBIM ). [10CKOJIbKY 3allTa CUCTEMBI B IIEJIOM, & TaK¥kKe Iie-
JIOCTHOCTb KOHTPOJIBLHOTO KypHasa (audit trail) u yaérHoil un-
-0 dbopmarun (accounting information) B yacTHOCTH, 3aBHCUT OT
OJTHO3HAYHOT'O COOTBeTCTBUA Kazk10oro UID omnpeesiéaaoMy Juity,
HCIOJIb30BATD 3Ty OMIUI0 HEe PEKOMEH 1yeTcst (ITo0Bl 00ecednTh
yUéT geficTBuil moJIb30BaTECH ).

-1 [TozBosisier ucnosb3oBarTh ycrapesmuii ujaeatudukarop UID.

Henounciennblit naeHTH(UKATOP WM CAMBOJBLHOE MM CYy-
MIECTBYIONIEHl TpyIIbl. DTa ONIUs 3a/JaéT OCHOBHYIO I'DYII-
ny (primary group) jusi HOBOro moJib3oBaressd. Ilo ymosrda-
-g <rpyimima> HUIO KMCIOJIB3YETCs CTaHapTHas I'pyliia, yKasaHHas B daiire
/etc/default /useradd. Dra omrust urHOpPUpPYyeETCsi, €U HOBOE Pe-
IUCTPAIMOHHOE UM OYIeT aMUHUCTPUPOBATHCSA CeTeBoil nHbOP-
MmarmoHHo# ciryzx60it (NIS).
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Onmnusa

3HaueHue OnIuu

-G <rpymma>
[[,<rpymma>| . .

|

O/ iMH WM HECKOJIBKO 9JIEMEHTOB B CIIMCKe Yepe3 3allsiTyIo, KarK-
JIBI 13 KOTOPBIX IpeIcTaBsger coOOil e T0InCcIeHHbIA 1aeHTndu-
KaTOP U/ CUMBOJIBHOE UMsI CYIIECTBYIOIIEH TPYIIIbL. DTOT CIIH-
COK OIIpeJIesIseT IPUHAJIEXKHOCTD K JIOIOJTHUTEILHBIM IPYIIIaM
(supplementary group membership) mis mosbzoBaresist. [ToBrope-
HUsT ITHOpUpPYIoTCs. KommaecTBO 971eMEHTOB B CIIUCKE HE JIOJIZK-
uo npesocxoauTh <NGROUPS MAX> - 1, mockoJibKy o0Iree
KOJIMYECTBO JIONOJIHUTEIBHBIX TPYIIIT JJIs1 TOJIb30BATE IS ILIIOC OC-
HOBHas rpyrmma He noKHO npeBocxontb < NGROUPS MAX>.
DTa OIIUs UTHOPUPYETCs, €CJIM HOBOE PErMCTPAIMOHHOE WMSsI
Oy/IeT aMUHUCTPUPOBATHCA CeTEBOH MH(MOPMAIMOHHO ¢y K001

(NIS).

-d <xkaraJsor>

Hauwasbubiii karasor (home directory) HOBOro moJib30BaTES.
JlmmHa 9TOro 1OJIsi He JOJIKHA MPEBOCXOIUTH 256 CHMBOJIOB.
[To ymomuanuto ucnosnbsyercs HOMEDIR/<per wumsa>, rue
HOMEDIR - 6a30Bb1il KaTaJior Jijisi Ha4aJIbHBIX KATaJI0I'0B HOBBIX
[IOJIB30BATE/EH, & <Per_UMs™> - PETUCTPAIHOHHOE UM HOBOT'O
I0JIb30BATE/IS.

-s <shell>

TosHbIil yTh K MporpaMMme, HCHOJIB3YEMOil B KadeCTBe HAUAIbHO-
0 KOMAHJIHOI'O MHTEPIIPETATOPA JIJIs [OJIb30BATE/A CPasy IOCIe
perucrpanuu. JIjmHa 9T0ro 1moJis He J0JKHA IPEBOCXOUTh 256
cuMBoJioB. [lo ymMomgannio 910 moJe - mycroe, 9TO 3aCTaBIISET
CHCTeMy WCIIOJIb30BaTh CTAHIAPTHBIN KOMAHIHBI HHTEPIPETATOD
/usr/bin/sh. B kadectse 3nauenus shell josrzken 6bITH yKazaH
CYTIECTBYIONIMI BBITIOJTHAEMBbIi (aill.

-C <KOMMeEHTa-
puii>

JItobast TekcroBast crpoka. OOBITHO, 9TO KPATKOE OIHMCAHNE Pe-
FUCTPAIMOHHOIO UMEHU U HCIIOJIB3YeTCs cefdac i yKa3aHus
daMIIII 1 UMEHI PeaJIbHOTO IOJIL30BATEIsI. DTa NHMOPMAIIHS
XPAHUTCS B 3aIMCH TI0Jib30Bares B aiiie /etc/passwd. inna
9TOTO MOJIS He JIOJIPKHA ITPEBOCXOIUTDL 128 CUMBOJIOB.

Co3maér HaYaIbHBII KaTaJIOr HOBOTO TI0JIb30BATEIS, €CJIH OH eIlé
He cymiecTByeT. Ecm KaTajor yke CyIIecTBYyeT, 100aB/IgeMblii
[10JIb30BaTe/b JOJIZKEH UMeTh IIpaBa Ha JOCTYI K yKa3aHHOMY
KaTaJIory.

-k <skel dir>

Kommpyet conepkumoe karasora <skel di> B HavajabHbBIN KaTa-
JIOT HOBOT'O TIOJIb30BATEIsI, BMECTO COJEP:KUMOTO CTAH/IAPTHOTO
«cKeJleTHOro» Karasora /etc/skel. Karamor <skel dir> momxen
cymectBoBaTh. CTaHIAPTHBINA «CKEJIEeTHBIH» KaTaJor COAEPIKUT
cranapTHbie afiyibl, ONpeIesdionue cpely paboThl MOJIb30Ba~
TeJid. 3aJlaHHbI aMUHACTpaTOpoM KaTajor <skel dir> moxer
CoJIep2KaTh aHAJIOIUIHbIe (hailIbl M KATAJIOIH, CO3/IaHHbBIE JIJIs

OIIPEJICJIEHHOM TIEe/IN.
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Onmnusa 3HaueHue OnIuu

MaKCHMaJIBLHO JIONYCTIMOE KOJMTECTBO JHEHl MEe¥Ky WCIIOJb-
) . 30BaHUSAMH PETUCTPAIINOHHOTO MMEHH, KOIJIa 9TO MMS eIlé He
-f <inactive> P Up ' N
06'])HB.HﬂeTCH HeﬂeI/ICTBI/ITeﬂbeIM. O6quHO B Ka4dyeCTBe 3HAYEHUU

HCIIOJIB3YIOTCHA ITOJIO2KHUTEJ/IbHBIE IIEJIbIe YHCJIA.

Jara, Ha"uMHAS ¢ KOTOPOIl PErUCTPAIOHHOE MMl GOJIbIIE HEJIb3s
Oy/IeT UCIOJIb30BaTh; IOCTIe STOM JAThl HUKAKOI [0JIb30BATE/b He
CMOZKET IIOJIyIUTh JOCTYII MO/ STHM PEIHCTPAIMOHHBIM HMEHEM.
-e <expire> (Dra omrus ypo6HA IPH CO3JAHUN BPEMEHHBIX PETHCTPAIHOHHBIX
uMEH.) BBoauTh 3HAYeHME apryMeHTa expire (IIpeicTaBiIsioNnero
coboit mary) moxkno B jobom dopmare (kpome Julian date).
Hanpuwmep, moxkuo Beectr 10/6/99 nim October 6, 1999.

YkaseiBaer, uro none FLAG B daiise /etc/shadow momkaO
OBITH YCTAHOBJIEHO B yYKaszaHHOe 3HadeHMe. K sTomy moso obpa-
IaeTcsd KOMaHa «passwds, 4ToObI OIIPeIeTUTh, JefiCTBYeT Jin
JUUIS JIAHHOT'O TI0JIh30BaTesIsl reneparop maposeit. Ecau omrus
«-p» SBHO He 3aJiaHa, nposepsiercs 3amuch <FORCED  PASS>
B aiise /etc/default /useradd, uTobbl onpeje/uTh 3HAUCHNE
-p <passgen> |Jisi COOTBeTCTByOImero moysi B /etc/shadow. Ecmm sammcu
<FORCED _PASS> mer B /etc/default/useradd, B coorBercTBy-
formeM 1osie 3amucu B /ete/shadow smadenus we Gyner. Ecau
snadenne < FORCED PASS> pasno 1, 3amuces B /etc/shadow
nostyvaer 3Haderne 1. Ecm 3Hadenne passgen He IycToe U HE $B-
ssietcst iedatHbiM cuMBosioM ASCII, BeITaéTes quarsoctTuaeckoe
coobIeHue.

Crmcok THITOB WJIN KJIACCOB COOBITHIT Uepe3 3amsaTyio, 00pa3yto-
mux Macky ayqaura (audit mask) mst mosbzosaress. Cpasy nocie
YCTAHOBKU CHCTEMbI CTAHJIAPTHON MACKH ay/InTa JiJIsi T0JIb30Ba-
TeJIsl HET, HO ee MOYKHO 3ajaTh B daitie /etc/default /useradd c
moMoIbio KomMaH bl defadm. DTy om0 MOXKHO UCIIOTB30BATH,
TOJIBKO eCJIi ycTaHoBJIeHbl yrunThl ayiuta (Auditing Utilities).

-a <cobplTHe >

CTpoKa mevaTHbIX CHUMBOJIOB, 33/IA0IAasl PETMCTPAIINOHHOE MMST
JIJIsT HOBOTO MTOJIh30BaTe . B MMeHn mosIb30BaTes JOMyCKAeTC st
JIATUHUIQ HUYKHErO PErucTpa, mudpbl, TOIEpKUBanne u Jeduc
~per_mm= (koporkoe Tupe). [lepBbiM cuMBOIOM JOKHA OBITH WK OYKBA
Wi nojaépkuBanue. [mnaa cTpoKM MMEHU I10JIb30BaTe/ d JI0

32-X CUMBOJIOB.

7.4 Momudukalys y»Ke UMeIOINXCs I0JIb30BaTEJIbCKNX 3aINceil

,ZLI[H MO,ILI/ICbI/IKaH‘I/II/I V2Ke MMCIOIINXCA I10JIb30BATC/ILCKUX 3amnuceit IIpuMendeTcd
yTujinTa usermod:
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# usermod -G audio,rpm,testl testl

Takas KOMaH/Ia U3MEHUT CIUCOK I'PYIII, B KOTOPble BXOJUT I0JIb30BaTe b testl —
Terepb 310 audio, rpm, testl.

# usermod -1 test2 testl

Byner npoussesena cmena nMenu mosib3oBaresid ¢ test]l na test2.
Koman el

usermod -L test2

usermod -U test2

COOTBETCTBEHHO BPEMEHHO OJIOKMPYIOT BO3MOXKHOCTD BXOJIa B CHCTEMY T0JIb30BATETIO
test2 m Bo3BpalIaloT Bce Ha CBOW MECTa.

N3menenunsa BCTYIAT B CUJIy TOJBKO IIPH CJIEIYIONIEM BXOJE IMOJIH30BATEIS B
CHACTEMY.

[Ipu HEMHTEPpAKTUBHON CMeHe WU 3aJIAHUU TAapOJIeil /T 1eJIOW IPYIIIBI TOTb-
3oBaresieil ucnoib3yiTe yruanuty «chpasswds. Ha cranmapThbiit BXoJ eit ciejryer
MOJIABATH CIIMCOK, KaKJas CTPOKA KOTOPOTO OYy/IEeT BBITVISIETh KakK:

<uMsi>: <IapoJib>.

-yﬂaHeHHEZHOHBBOBaTeﬂeﬁ

Jlns1 yoaseHus 1moJib3oBaresieil ucmosib3yiire userdel.
Komanga

userdel test2

VJAJIHUT 1I0JIb30BaTed test2 u3 cucremsl. Ecin Oyer JONOMHATE/IBHO 3a/aH TapaMeTp
«-d», TO OyZeT YHUYTOXKEH U JIOMAITHUI KaTasor MMoJIb30oBaTens. Henb3sa yaaanTh
II0JIb30BaTE s, €CIN B JAHHBIII MOMEHT OH eIlé paboTaeT B CHCTEME.

YTUIATEL «VIigr» U «VIpW» HCHOIB3YIOTCH ISl PYYHOI'O PeTaKTHPOBaHU:A (hailioB
/etc/passwd u /etc/group, B KOTOPBIX XPAHATCSI OCHOBHbIE 3AIUCU O TIOJIH30BATEJISIX
U IpyIIlax B CHCTEME.

He pexomenjryercs co3aBaTh MOIb30BaTeNEN ¢ IPaBaMH CBEPX HEOOXOIMMBIX.
[IpenmoyrnresbHee co31aTh CEPUIO HOBBIX I'DYIII M BKJIIOYUTH B HUX TPeOyeMO-
ro HoJb30BarTess. A Jsd JaHHBIX IPYIII YCTAHOBUTH COOTBETCTBYIOIINE IIPaBa Ha
obbekTax daiisosoii cucremsl (yrmmTsl «chmods u «chowns).

ITaposm mosb30BaTeieit

/etc/passwd — daiist, comepzxkariuii B TeKCTOBOM (hopMaTe CIUCOK TT0JIb30BATE b-
CKHUX yUETHBIX 3armuceil (aKKayHTOB).
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fBngercs nepBbIM U OCHOBHBIM UCTOYHUKOM MHMOPMAIINN O TIPABaX IMOJTb30BATE I
ONEPAUOHHON CACTEMBI.
[Tpuntn:

login : password : UID : GID : GECOS : home : shell

Kaxkas crpoka ¢aiiia onuchBaeT 0JHOTO MOJI30BATEIA U COJEPXKUT CEMb T10JIEH,
pa3aeEHHBIX TBOECTOUNSIMU:

® DErucTpaIrmoHHOE UM WJIM JIOTUH;

XeIll I1apoJis;

nJIeHTU(DUKATOP MTOTH30BATE;
nJIeHTU(DUKATOP IPYIIBI 10 YMOJTIAHUIO;
uudopmarmontoe nosie GECOS;
HaYaJIbHBI (OH JKe JOMAIIHU{T) KaTaJIor;
perucTpannonHas obosouka, wian shell.

OcHOBHBIM HazHaueHHeM /etc/passwd SBJIsIeTCs COMOCTABJICHNE JIOTHHA W UJICHTH-
dbukaropa mosbzosaress (UID). MsnauanbHo moJie mapoJisi CoIepKao Xerl maposis 1
UCIIOJIb30BAJIOCH T ayTenTrdukarmn. OIHaKO, B CBSI3U ¢ POCTOM BBIYUCIUTETHHBIX
MOIIHOCTEH MPOIECCOPOB MOABUIACH CEPhE3HAs YIPO3a IPUMEHEHUs ITPOCTOTO Iepe-
6opa Jiyis B3/I0Ma napoJis. [losromy Bece naposin ObLIN IIEPEHECEHBI B CIEITUATILHBIC
daiinbr, Takue kak /etc/shadow. Dtu dailibl HEJOCTYIHBI JIJIsT YT€HUS OOBITHBIM
oJIb30BaTe /IsAM. TaKoil 1Mo/ IX0 1 Ha3bIBACTCA MEXaHU3MOM CKPBITBIX MaPOJICH.

Perucrparnuonubie nmeHa JOKHBI ObITh YHUKAJIBHBIMEI U MIPEJICTABIATH CODOI
CTPOKHU He JyiHHee 32 cuMBOJIOB (JTI00BIE, KPOMe JBOETOYHs W CHMBOJIA HOBOIL
crpokn). ITo cyTu, mmMst osib30BaTEST — 9TO €10 KOPOTKUH U JIEMKO 3alI0MUHAEMBbIIT
IICEBJIOHNM, KOTOPbII HCIIOJIb3YeTCs IIPU BXOJE B CUCTEMY M 9aCTO BKJIIOYAETCS B
aJpeca 3JeKTPOHHOMN OYTHI.

N nentudukarop noab3oBaresisi — 310 dncjiao ot 0 jgo 232-1. Ilosb3oBatensb ¢
unentuduxkaropom «0» (0OBIYHO TOOt) HA3BIBACTCS CYNEPIIOIL30BATEIEM U UMEET
IPaBO HA BBINIOJIHEHUE JTIOOBIX omeparuii B cucreme. [IpuHsaTO coraiienne o Bolje/e-
HUW «CIIEIATBHBIM» ToJIb30BaTe siM (bin, daemon), Ha3HAYEHIE KOTOPBIX — TOJBKO
3allyCK ONPEJIeIEHHBIX TPOrPaMM, MajleHbKUX ujaeHTHGuKaTopos (Menbiie 100).

[Tonb3oBaTe b MOXKET MPUHAJIEKATH K OJITHOM MJIM HECKOJIBKUM T'PYIIIIaM, KOTO-
pble UCIOJIB3YIOTCS JIJIA 3aJIaHns IIpaB 0oJiee 9eM OHOIO MOJIb30BATE I HA TOT WU
nHOI aii.

Crmcok Ty ¢ uX yIacTHUKAMU 3a/1aéTcs B /etc/group. B daiise xe /etc/passwd
YKa3bIBAETC UACHTU(MUKATOP IPYIIIILI 110 YMOJTIAHHUIO.

Beem daitiam, co31aHHBIM MIOJIH30BATEIEM I0CJIE PEFUCTPAIUU B CHCTEME, Oy1eT
ABTOMATHYECKH TIPUCBOEH ITOT HOMED I'PYIIbI (MCKIIIOUEHne — eCJIH JIJIs KaTajora,
B KOTOPOM co3jiaéres daitsi, ycranonseH B nmpasax out SGID, To Oymer npucBoena
TakKast JKe TPYIIa, KaK y CAMOro KaTaJora).

/etc/group comepKuT 3ammcn 000 Beex Ipyliax B cucreMe. Kaxkas ero ctpoka
COJIEPIKHUT:

® CHUMBOJILHOE UMsI TPYIIIIbI;

® [1apOJIb IPYIIIBI — yCTapeBIliee MoJie, ceiaac He UCIoIb3yeTcs. B HéM 00bITHO

CTOUT «X»;
o wienTudurkaTop rpymmsl, win GID;
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® CIIMCOK UMEH YYaACTHUKOB, Pa3/leJIEHHBIX 3alsIThIMU.
[Ipumep 3amnmcu:

bin:x:1:root,bin,daemon

31ech coobrmaercs, aTo rpymmna bin nvmeer GID=1, a BXoAgT B Heé M0JIb30BATEN
root, bin u daemon.

[Tore GECOS xpanut BCrioMoraTesibHy0 HHGOPMAIUIO O HoJb3oBaTese (HoMep
resiechoHa, ajpec, NOTHOE UMs U Tak Jajee). OHO He MMeeT YETKO ONpeIeIEHHOTO
CUHTAKCHCA.

Tem me menee, nemon «fingerds mpemoaraer, 970 B HEM COIEPKATCS CJIEIYIOIIIE
9JIEMEHTBI, Pa3/Ie/IEHHBIE 3AIIITHIMIA:

® II0JTHOE MM

e ajipec oduca WIN JOMAITHIA aapec;

e paboumnii TesedoH;

e JoMalrHuii Tesieon.

C nomommpio yTuauThl «chfny MOXKHO U3MEHATH 9Ty HHPOPMAIINIO, & ¢ TOMOIIHIO
«finger» — y3HaTh, HapUMep, MOJIHOE UMsI JIFOOOTO TI0JIH30BATE IS B CUCTeMe (MU
Jlazke Ha JPYyroM KOMIIBIOTEpe CeTH ).

[Ipumep crpoku ¢ 3anoaHeHHbIM TT0JIeM GECOS:

tester:x:210:8:Edward Chernenko,Marx Street 10,4554391,5454221:
/home/ed:/bin/bash

[Tocsie BXxOJia B cucTeMy I10JIb30BaTE/ b OKA3bIBAECTCA B CBOEM JIOMAIIIHEM KaTa-
jiore. Mlcropudeckn CJI0KHUIOCH Tak, YTO JOMAIHAN KaTaJor I0JIb30BaTe/ s root
Ha3bIBAETCsI /TOOt, a ocrajibHble UMelT Bul /home/<mMsi 110osib30BaTE S >

Ecnn ma momeHT BXOJla B CHUCTEMY JIOMAIIHUAI KaTajlor OTCYTCTBYET, TO CH-
cTeMa BBIJIAET coobirneHne o0 OIMMOKe M OTKAa3bIBACTCS JOIMYCTUTDH ITOJIB30BaTE s
K KOMAaH/IHOH CTPOKEe. DTO MOKHO M3MEHUTDH IIOCPEJICTBOM YCTAHOBKHU ITapaMeTpa
<DEFAULT HOME> B caiise /etc/login.defs B 3HaueHune «no».

Ciremyer OTMETHTD, 9TO IIPU UCIOJIb30BaHUU T'PpadhUIecKOro nHTepdeiica moab30-
BaTesb HEe YBUIUT MPEIYIPEXKACHUST UK COOOIEeHns 00 OImbKe, HO IIPOCTO OyIeT
BBIBEJIEH U3 CUCTEMbI 0€30 BCSIKUX OObSCHEHWN (TaK KAk OKOHHBIN MEHeJZKep He
CMOZKeT BBITIOJIHUTH 3alliCh B HYKHBII KaTaJor, TAaKO! Kak ~/.gnome).

B mosne perucrpanumonnoit obosoukn 3asaérca shell, To ectb mHTEpIIpEeTaTOD
KOMAH/IHOI CTPOKU. 31eCh MOXKET OBbITh yKas3aHa JIFobas ImporpamMma, u OJIb30Ba-
TeJIb MOXKET caM BbIOMpPATh I cedsd HamboJIee MOIXOIAIILYIO IIPU ITOMOIINA KOMAHThI
«chsh». Tem He Menee HEKOTOPBIE CHCTEMBI B MEIAX OE30IMACHOCTH TPEOYIOT, YTOOLI
CYIIEPIIOJIb30BATE b ABHO PA3PEIIII UCIOIH30BaTh IPUIOXKEHNE B KA9eCTBE HHTEPIIPe-
TaTopa KOMaHHOi cTpoku. /s 9Toro ncnosb3yercs crenuasibhbiit daitn /etc/shells,
COJIEPIKAINNI CITMCOK «JOIYCTUMBIX» 000JIOUEK.

VipW - 3aIIycKaeT TeKCTOBBIN PeIaKTOP, YKa3aHHbIN B tepeMernoit cpeapl EDITOR
(mti pesIaKkTop MO YMOJTYaHUI0, OOBIYHO Vi), 3arpyzkasi B Hero Koruto dgaitna /etc/passwd.
[Tocste 3akpbITHS pelaKTOpa IIEePEeHOCUT BPpEeMEHHYIO Konuio B caM daiii. He mo3Bo-
JISIET JIBYM I0JIb30BaTE/IsIM BBIIIOJTHATH PEJAKTUPOBAHUE OTHOBPEMEHHO.

B daitne /etc/shadow xpansrcs xerm naposieil Becex moJib3oBaTe el B CUCTeMe.
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[Iporiecchr cynepriosib3oBaTe/iss MOTYT YUTATH €0 HAIPSAMYIO, a JJisi OCTAJIbHBIX
co3mana crenuaJibHas oudmoreka PAM. Ona 1mo3Bosiser HelpuBUIErTPOBAHHBIM
MIPUJIOYKEHUSIM CITPAIuBaTh y HeE, MPaBUIbHBIN JTU MApOJib BBET MOJIb30BaTE b,
u rojydarh orBer. bubsmoreka PAM, kKak npaBujio, geificTByer ¢ NpUBUJIEIHASIME
BBI3BABIIIETO IIporecca. TakuM oOpas3oM, Xelll He MONalaeT «B Uy:KHe PYKU».

[Taposb mudpyercs ¢ MD5-xemmposanuem uin blowfish-xermmposaruenm (berypt),
MD5-xemmu Beeryia 3alichbiBaloTes nociie npedukca «$1$».

[Tepe xemupoBaHueM K ITapOJIIO J100aBJISIOTCA CIydaiiHble CUMBOJIBI — «salt»
(comb, ot anri. add salt to something — ciesarh 9T0-1160 GOJIEE UHTEPECHBIM; B
PYCCKOSI3BIYHBIX UCTOYHUKAX WHOT/IA MCIIOJIb3YeTCsl TEDMUH «3aTpaBKay ). Salt Takzke
PUIUCHIBAETCA K HadaJ Iy IMOJIYy9IeHHOro Xema. biarojgapst salt Helb3s pu mpocToM
pocMoTpe daitia 0OHaApPYKUTH [TOJIL30BATENIel ¢ OMMHAKOBBIME ITAPOJISIMU.

Kpome mmvenn (miepBoe 1osie Kaxk0ii CTpoK®) U xerra (BTopoe mose) B daiise
/etc/shadow Tak»ke xpaHsiTCst:

® J[aTa IOC/Ie/IHEr0 U3MEHEHUS I1apoJIs;

® Yepe3 CKOJIbKO JHEel MOXKHO OyJ/ieT MOMEHSTh MapOJib;

® Yepe3 CKOJIBKO JIHEH 1MapoJib yCTapeeT;

® 3a CKOJIBKO JIHEl JI0 TOro, KakK MapoJib yCTapeeT, HadaTh HAIIOMHHATH O HEOOXO-

JIMMOCTH CMEHBI [1apOJIs;
® depe3 CKOJIBKO JIHEel MOC/Ie TOro, KaK MapoJjib yeTapeeT, 3a0/I0KHPOBaTh yICTHYIO
BAINCH MTOJIb30BATEII;

e jara, MpU JOCTHXKEHNN KOTOPOH YUETHAs 3aliCh OJIOKHPYETCST;

® 3ape3epBUPOBAHHOE IIOJIE.

JlaTbr 0b603Havar0TCsA Kak ducsio jueit ¢ 1 gasapst 1970 roga.

OC moiep:kuBaer ypas/ieHne KadeCTBOM HCIOJIb3YyeMbIX IapoJieil. Paccmorpum
HACTPOWKY Pa3/IMIHbIX ApAMETPOB HCIIO/IB3YEMbBIX ITapoJIei.

Bpewms geiictBust nmaposisi (110 WCTeYeHNN YKA3aHHOIO BPEMEHH T10JIb30BATEb
JOJZKeH OyJIeT CMEHUTD T1apOJih).

Heobxomumo B kKouduryparmonnom daiise /etc/login.defs usmenurs napamerp
<PASS MAX DAYS>

Ob6paruTe BHUMaHKE, UTO JJaHHOE TpeboBaHUe OyIeT PaboTaTh TOJBKO JI/isi BHOBD
CO3JIaBAEMBIX TI0JIH30BATEEH, JIJIsT Y2Ke CYIIECTBYONIX HY?KHO HCIOIb30BATH KOMAH-

Ay

chage -M <days> <user>

Ecsin nonb3oBaresiio HeOOXOJUMO BbIIABATH MPEJLyNPEKICHIe 38 HECKOJIBKO
JIHEl 10 OKOHYaHUsI CPOKa JEHCTBUS NapoJisi, HeOOXOAUMO UCIIOIH30BATH TIAPAMET]
<PASS WARN AGE>

IIpeaesn dncaa UCHOIb3yeMbIX paHee MapOJIei.

Usmenurs B daiiie /etc/pam.d/system-auth ciemyromuit napamerp:

password sufficient pam_unix.so shab512 shadow nullok
try_first_pass use_authtok remember=5

VceTaHOBUTH MUHUMAJIBHYIO JIJIUHY TApOJIs.
Usmenuts B KOHGUrypanmornHoM daitie /etc/security /pwquality.conf mapamerp:
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minlen= -8

YcTaHOBUTH MUHUMAJIBHOE YKMCJIO CTPOYHBIX OYKB B HOBOM I1apoJie.
WsmenuTs B KoHUrypanuonaoM daitie /etc/security /pwquality.conf mapamerp:

lcredit = -1

YcraHoBUTH MUHUMAJILHOE YHMCJIO 3aTJIABHBIX OYKB B HOBOM MapoJie.
Usmenuts B KOHUTyparmonHoM daitie /etc/security /pwquality.conf mapamerp:

ucredit = -1

VceTaHoBUTh MUHUMAJBHOE YUC/IO0 [udpP B HOBOM IapoJie.
HU3MeHNUTh B KOHUryparmonaoM daiiie /etc/security /pwquality.conf mapamerp:

dcredit = -1

YcTaHOBUTh MUHUMAJIBHOE YHCJIO CHEIICIMBOJIOB B HOBOM ITapoJie.
Usmenuts B KOHUrypanmonHoM daitie /etc/security /pwquality.conf mapamerp:

‘ ocredit = -1

g msmenennst cpoka JIefCTBUsS MApOJId HEOOXOAUMMO HCIOIbL30BATD YTUIATY
«chage».
CunTakcuc:

chage [-m <mindays>] [-M <maxdays>] [-d <lastday>] [-I <inactive>]
[-E <expiredate>]

[-W <warndays>] <user>

chage -1 <user>

chage n3MeHsgeT KOJMYIECTBO JHEH MEXKJIy CMEHOM MapoJis U JaTOi MOC/IeTHero
n3MeHenus mapoJis. Mudopmarys ncnob3yercs cucTeMoil Jijis OpeJie/ieHIs BpeMe-
HU, KOTJIa TI0JIb30BATEJIb JIOJIZKEH CMEHUTDH CBOi naposb. Komansa chage pasperena
TOJIBKO JIJIsl CYTIEPIIOIb30BATES, 38 UCKJIIOYEHNEM HCIIOJIb30BAHUSA €€ C TapaMeTpOM
«-1», KOTOpBIil TT03BOJIIET HEITPUBUIECTUPOBAHHBIM 0JIb30BATE/ISIM OIIPEICTUTE BPEMs,
KOIJIa UCTEKAEeT WX MapPOJIb WIN YIETHAS 3aIUCh.

C mapamMeTpoMm «-m» U3MEHsIETCs 3HadeHne <mindays> Ha MUHEMAJIbHOE UUCJIO
JIHEl MexK 1y cMeHoM maposisi. 3Haderne «0» B 3TOM 1oJie 0003HAYAET, ITO MOJIH30Ba-
TeJIb MOYKET U3MEHATH CBOI MapOJIb KOI/ia YTOJIHO.

C mapamerpom «-M» u3mensiercs 3HadeHne <maxdays™> Ha MaKCHMAJIbHOE TUCIIO
JIHEel, B TeueHrne KOTOPBIX MapoJib emmé Jelicreuresien. Korma cymma <maxdays™>
n <lastday> menbiiie, yem TeKyIIuil JIeHb, Y TOJIb30BaTE s Oy/IeT 3alpOIleH HO-
BBIIl 11APOJIb JI0 Hadaja PabOThI B CUCTEME. DTa Olepalus MOXKET IPe/IBaAPAThC
npegynpexkaerneM (mapamerp «-Ws).

C nmapamerpom «-d» msMmeHsiercs 3HadeHnue <lastday> Ha mgeHb, Koraa ObLI 13-
MEHEH TapoJib mocseauil pas (uucsio gueit ¢ 1 saBaps 1970). larta takxke Moxer
ObiTh ykazana B Gopmare <[ TTT-MM-JIJI> (unmn dopmar, ncroib3yeMbiii B Balem
peruone).
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[TapameTp «-E» ucrnonb3yercs i 3ajanus J1aThl, ¢ KOTOPOil yUETHAS 3aIUCH
oJib3oBaresid craneT Hejoctynnoit. [lapamerp <expiredate> ectnb uunciio maueit ¢ 1
stBapst 1970. /Tara takzke moxer ObiTh ykazana B ¢opmare <[ TTT-MM-/1/1> (um
dbopmar, ucnosb3yemblii B Bamiem peruote). [losib3oBaresib, Ubs yuéTHAS 3aIUCH
ObLIa 3a0/I0KUPOBaHA, JOJKEH COOOIIUTEL 00 STOM aJMUHUCTPATOPY JJIs JasbHefieit
paboThI B cuCTEME.

[Tapamerp «-I» mcnonb3yercs s 3a/1aHusd KOJUYIECTBA JIHEH «HEAKTUBHOCTH Y,
TO eCTb JIHell, KOIJa MMOoJIb30BaTe/ b BOOOIEe He BXOJMJI B CHCTEMY, ITOCE KOTOPBIX
ero y4érnas 3anuchb Oyjer 3absiokupoBana. [losb3oBaresib, Ubsd yduéTHas 3aIuch
ObL1a 3a0/I0KUPOBaHA, JOJIKEH COOOIIUTEL 00 STOM aMUHUCTPATOPY J/Is daabHefieit
paboThel B cucreme. [lapamerp <inactive> ecTb KOJIMYIECTBO «HEAKTUBHBIX» JTHE.
Sunadenne «0» OTKIIOYAET 9TOT PEIKUM.

[Tapamerp «-W» ucrionb3yercs i 3aJlaHus 9HUCJIa JIHEl, ¢ KOTOPBIX MOJIH30-
BaTE/II0 HAYHET BBIBOJIUTHCS PEYIPEXKICHIE 00 UCTEUEHUN CPOKA JIEHCTBUS €ro
napoJisg u HeobxomMocTu ero u3menenus. [lapamerp <warndays> ectb quc/io jHeit
J0 UCTeYCeHUdg CPOKa ﬂeﬁCTBI/IH I1apoJid, ¢ KOTOPBIX II0JIB30BaTEJIIO 6YI[6T Bbl/TIaBaTbCA
peJIyIpezK IeHIe.

Bce BblIenepeync/ieHHble 3HAYEHUST XPAHITCH B BUJIE JIHEI, €CJIU UCIIOJIb3yeTCs
CUCTeMa TEHEBBIX MapoJiel, HO eC/IM UCIOJ/IL3YeTCsl CUCTEMbI OOBITHBIX MAPOJIEH, TO
3HAYEHUsI peobpasyoTces B Hejenu. V3-3a 9310ro npeobpas3oBaHusi MOTYT ITPOUCXOIUTH
OIMOKU OKPYTJICHUA.

Ecnu napamerpnl He yKasanbl, To chage paboTaeT B MHTEPAKTHUBHOM pPEXKUME,
coo0IIas MoJIb30BaTe/0 TeKyiue 3uadeHus mnoJeit. Heobxomumo masee mbo BBe-
CTH HOBOE 3HAYEHWE I10/Is1, JIMOO OCTABUTDH €ro Kak ecTh. Tekylnee 3HaYeHNE OIS
[OKa3bIBAETCs B CKOOKaxX | |.

Poan nmoab3oBareieit

B OC nosip3oBatesnu o ymosdanuio cornocrasisiores SELinux-moss3oBaTesio
<unconfined u>. SELinux-nosik3oBaresib <unconfined u>, B ¢BOIO 04epe/ib, COMO-
crapjeH posaMm <unconfined r> m <system r>.

O6e posm <unconfined r> u <system 1> cOIOCTaBJSIOTCA JIOMEHAM Oe301ac-
noctu SELinux. Jomennt 6e3onacnoctu SELinux - 9710 ornpeie/iéHHbIE OKPYKEHUST
6e3011acHOCTH JIJIsl IIPOIECCOB.

Heorpannuenssriit jomen OesomacHocTn — <unconfined t> — 3apesepBupoBaHHOE
OKPY2?KeHWe JIJI MPOIECCOB, KOTOPhIE B 3HAYNTEJHHOI CTENleHn OCBOOOYKJIEHBI OT
orpanndennii SELinux. Posib <system 1> conocrasisercs jomenam 0€301MaCHOCTH
JIJIsE CUCTEMHBIX IIPOTIECCOB.

SELinux-mmosib3oBaresib <unconfined u> mmeer mgoctym K posmm <system 1>,
YTOOBI IMETHh BO3MOXKHOCTH 3aIlyCKaTh CHCTEMHBIE ITPOIECCHI B CBOMX JIOMeHax Oe3-
ormacuoctu. SELinux-nosnb3oBaress <unconfined u> paboraer B JoMeHe Oe30macHO-
ctu <unconfined t> uepe3 posb <unconfined r>, KOTOpOIT OH COMOCTABIIEH.

Komana «semanage» mo3BojisieT 100aB/IsTh, U3MEHITh U YIAJIATH COTIOCTaBIIE-
aus mexry OC- n SELinux-mrosmb3oBaTe/isiMu, Tak »Ke Kak U JIPyrue HACTPOIKH,
Kacaroruecs yrpasiaeans SELinux.
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YT00BI ¢ TOMOIIBI0 KOMaHIRI «Semanages MocMoTpeTh KakoMmy SELinux- mosb3o-
BaTEJIIO TI0 YMOJIAHUIO COTIOCTaB/IeHbI mostb3oaresm OC Habepure:

sudo semanage login -1 | grep default

B npumepe BbIIe m0530BaTEH 0 YMOTIAHUIO coiocTaBieHbl SELinux- mob3o-
Bareio <unconfined u>.

LITO6]DI U3MEHHUTH 3TO U COIOCTABUTH II0JIb30oBaTeseil 10 YMOJI9aHWIO OI'PaHUY€H-
nomy SELinux-mosp3oBatenio ¢ uMeHeM <user _u>> IpOCTO HabepuTe:

sudo semanage login -m -s user_u "__default__"

B pesynprare Bce HOBBIE TOJIB30BATENN OYIYT MO YMOJTIAHUIO COTOCTABIATHCS
orpanndernomy SELinux-mosp3oBareso <user  u>.

Ber MoKeTe mepeonpeie/inTh JaHHOE COIIOCTABICHNE IPU JOOABIEHNN TOJIB30Ba~
Testeit Komau 0 «useradds WCIOIB3Ys ONIUIO «-Z». DTa OIIUS OMPEIE/SIET KAaKOMY
SELinux-noab30BaTesio J0JzKeH ObITh conocTaBied noab3osareab OC.

Hanpumep nabepure:

sudo useradd -Z guest_u joe

B pesynbrare OysieT co3jiaH HOBBIN OJIb30BATENb C IMEHEM joe, KOTOPBIi Oy-
ser conoctapied SELinux-mosb3oBareo <guest  u>>, BMECTO OIPEJIEIEHHOIO 10
ymorganuio SELinux-noss3oBarets.

Takzke 151 I3MEHEHUST COMTOCTABICHUS MEXKIy IMoJsib3oBaTeeM n SELinux- moJb-
30BaTeIeM MOXKeT OBbITh MCIOJIb30BaHA KOMaH A «usermody ¢ omrumeit «-Z».

CytiecTByeT HECKOJIBKO TTPeIONpe e IeHHbIX mpoduiieit SELinux-mob3oBareeii.
Crmcok JaHHBIX Tpoduiieil MOKHO BBIBECTH KOMAaHJION «semanagey», Habepure:

sudo semanage user -1

SELinux-mosibzoBaresib <unconfined u> 310 cpeja, B KOTOPOI 110 YMOJTIAHUIO Pa-
60TaIOT BCE MOJIB30BATE/IN. DTOT T0IH30BATEh B 3HAUUTETLHON CTEIIEHN OCBODOXK IEH
OT orpaHmYeHwnii, HakIaabiBaeMbix SELinux. Ecian Ber xotnte nmoseicuth Ge3omac-
HOCTB Ballleil CHCTeMBI, TOT/[a He CJIe/IyeT COMOCTABIATh PEAJbHBIX MMOJIb30BaTeNell,
He 1oJb3oBarests root, SELinux-nonp3oBareso <unconfined u>.

Bxoj monb3oBaresns root moskeH ObITh 3ampernién. Root mo/keH mMeTh BO3-
MOKHOCTBH BOWTH C TepMUHAJA TOJLKO B Caydae KpaitHeil HeooxoaumMocTu. Y To0n!
MOBBICUTH O€30IIACHOCTD UCIIOJIB30BaHUs TOOt MOXKHO COIOCTABUTH I10JIb30BATEJIS
root SELinux-nosibzoBaresnio <sysadm u>.

Pousesoit noctyn SELinux ucnoss3yercs jijis obecriederus BO3MOYKHOCTU Ha3HAYTE-
HUST HECKOJIBKUX OTpaHnIeHHbIX OKpyzkenuit SELinux ogromy SELinux-moss3oBaretto.

B SELinux posin nosib3osaresst (User Roles) - 910 joMeHBI 1o/1b30BaTe s WK
nosib3oBaresibekue joMenbl (User Domains). Kora yromunatoTest posin, 4acto ume-
eTcsl B BHJLY JIONOJIHUTEIBHBIN (secondary) moib30BaTeIbCKUil JTOMEH MOIb30BATE ST
SELinux. Yacro posu, npeanasHadeHHbIE IS NCIIOIb30BaHNs B KAUECTBE JIOMOJIHHI-
TEJILHBIX JIOMEHOB TI0JIb30BATEIs, OTIIMIAIOTCA OT OCHOBHBIX (primary) JOMeHOB. DToO
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obbsacHsieTcsd TeM, 9To nosb3oBaresn OC dakTuueckn He NCHOIB3YIOT JIJI BXOJIA
B CHCTEMY DPOJIH, CO3/IaHHBbIE KaK JIOTOJHUATEIbHBIE JOMEHBI I0JIb30BaTes d. BymecTo
9TOTO TOJb30oBaTe N Linux, Ncnoibp3ys KoMaHay «sudoy» M KOMOMHAIIIO KOMAaH]T
«SU» U «newrole», OCyIIeCTBIIAIOT ePEKJIOYeHIe JIOMeHa WU JOMEHHBIN IIepexo
(Domain Transition) K ux JOMOTHATEIBLHO POJIHL.

Posb agmuaNCcTpaTopa - Sysadm.

[Ipumep posm, mpe/iHa3HAYEHHON JIJIT WCIIOJIb30BAHUS B KadecTBE OCHOBHOI'O
JloMeHa, 1oJib3oBaress. SELinux mosmbp3oBares <sysadm U™ COMOCTaBIEH POJIH
<sysadm__r>. DTo corocTaB/ieHIe MOYKHO YBHUJIETD, BHIIIOJTHIB KOMAHLY:

sudo semanage user -1 | grep sysadm_u

[To ymosrganuio mosib3oBaten OC, comocTtaBjeHHbIe TOB30BaTe0 SELinux
<sysadm_u>, pabotaioT ¢ poJibio <sysadm r>. B sTom cirygae <sysadm 1> —
9TO OCHOBHOII JIOMEH TOJIb30BATEIS.

SELinux mosip3oBarens <staff u> rakwke comocrasien poau <sysadm_r>. Oc-
HOBHBIM TI0JIb30BATEILCKUM JIOMEHOM Mosib3oBaTesd SELinux <staff u> asiserca
(poub) <staff r>. Konrtekcrsl mo ymosrdanuio, oupe/ieénnbie B /ete/selinux/targeted /
contexts/users/staff u, onpemesnsor ¢ KAKUME T10JIE30BATEILCKIME JIOMEHAMH [OJTb-
30BaTEN OYILYT MOJKIIOUATHCA 110 YMOJUAHAIO U ¢ KAKUMH TI0Jb30BATETbCKUMI
JIOMEHAMHU IT0JIb30BaTE/ I MOTYT BONTH, yKa3aB JOMEH MOJIb30BATE/IsI IPU BXOJIE.

[To ymorganuio SELinux nons3oarens <staff u> Bxoaur B cucremy B jloMeH
nosib3oBaress <staff t>. Ponb <sysadm r>, npepnasnatennast /s HCIIOJIb30BAHUS
B Ka4ecTBe OCHOBHOI'O JIOMEHA TOJIh30BaTe IsI, MOXKeT ObITh HCIOJIb30BaHA TP BXOJIE,
HAIPUMED, CJICTYIONIM 00pPa30M:

ssh joe/sysadm_r@localhost.localdomain.tld

Takke posp <sysadm 1> MOXKeT OBITH HCIIOJIb30BaHa MPH IEPEXO/e JTOMEHA
BBITTOJTHEHIEM KOMaH[ «sudoy M «Su» BMECTe C «Newroles, Kak 3TO MPeyCMOTPEHO
JIUISL JTOTIOJTHUTEIbHBIX JJOMEHOB TIOJIb30BaTeell.

[Tonp3oBarenbekmit foMeH <sysadm  t> gBiiseTcs OKpYyzKEHUEM IO YMOTIAHUIO
st SELinux-ionb3oBatens <sysadm  u>> u mpejHa3HAYCH /IS UCIIOIH30BAHUS B
Ka4yecTBe JIONOJTHUTETBHOIO OKpyzkeHus Jyig SELinux nosb3osarens <staff u>,
xord jaxke SElinux monmbsoBarens <staff u> moxker HacTpouTh moJiKIodaeMblit
mozynb ayrentudukarnuu (Pluggable Authentication Module) <pam selinux> s
UCI0JIb30BaHUs <sysadm t> B KadecTBe ero OCHOBHOI'O JIOMEHa IOJIb30BATES.

Pons <user r> — mojb3oBaTrejib CUCTEMBbI.

[Tonp30BaTeIbCKMiT IOMEH, UCHOIB3yEeMbIN TOJILKO B KauecTBe ocHoBHOrO. Onmca-
HUe noJib3oBaresis SELinux <user u™> npusejieHO paHee.

KaKHe—TO JOMEHDbI OJIb30BaTe el MOI'YyT HUCIIOJIb30BATbHCA IOJIB30BATE/IAMUA I
BXOJIa B CHCTEMY, TOTOMY YTO STH JOMEHBI, HaIPUMeDP, UMEIOT ITOJTHOMOYHS IIO
JIOCTYIIY K JIOMAIHeHl TUPEKTOPUN MTOoJIb30BaTe s d. Takue JIOMEHbI B IIPeIbl LIy IIeil
YaCTH HA3BIBAJINCH OCHOBHBIMU (primary) moJb30BaTebcKuMu JoMenamu. JIpyrue
JOMEHBbI CO3JaHbl B KadeCTBE JOIIOJIHUTC/IbHBIX. I_IOJI[)3OBaTe.HI/I7 HCIIOJIb3Yd KOMaH/IbI
<<SL1dO>> nJjIm «Su» BMeECTE C «newrole», MOT'YT OCYyHIECTBUTDH ILOMeHHbH;'I Iepexoz
(Domain Transition) K 9TUM JOMOJTHATETLHBIM JOMEHAM.
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JlomnoiHuTe THHBIE IOMEHBI HE MOT'YT MCIIOJIB30BAThCS /I BXO/a B cucreMy. laree
Oy/IeT MPOIEeMOHCTPUPOBAHO KAK CO3a8TCsT TAKOW JIOTIOJTHUTE/IHHBIN TOJTb30BATE Th-
ckuit momen. lenbio gBisieTcs peasn30BaTh MPUBUIECIHPOBAHHYO posih SELinux,
KOTOPOIT IIpeJIoCTaB/IeHbI MoTHOMOYN 110 yrpasiaenuio DNS ciayzx60it Bind.

Hauanéwm ¢ co3manmst HOBOTro JIOMOJTHUTETBHOTO JIOMEHa T0JIb30BaTe sl C HA3BaHIEM
«bindadmy, ocHoBaxHOTrO Ha HpeaycTanoBiennoM jpomere SELinux <webadm t>.
HosBbrit jloMen moib3oBaTe st OCHOBaH Ha JBYX (ailjiax ¢ MCXOIHBIM TEKCTOM TTOJTH-
tukn SELinux (SELinux Source Policy):

e webadm.te;

e webadm.if.

Daiiyibl CXOMHBIX TeKCTOB HoynTuku SELinux ¢ pacmmpennem ".te" HasbBaroTcs
Type Enforcement caitnbr. @aiisibr ¢ pacmupernem ".if" HaszbiBaroTcst nHTEPQENRCHBI-
mu (Interface files). @aitibr Type Enforcement comepzxar onucanust (Declarations) u
nosmtuky (Policy), nepconasbhble win JoKajibHbIe jjist garHoro poMena (Domain).
Nurepdeiicabie dhaiiyibl cojiepKaT OMUCAHUS U TOJTUTUKH, OOIIUE JIJIT 9TOTO JIOMEHa, U
JIPYTHUX JIOMEHOB, YKeJIAIOINMI B3aMMO/IeHCTBOBATE C JIAHHBIM JIOMEHOM.

mkdir ~/bindadm; cd ~/bindadm;

echo "policy_module(bindadm, 0.0.1)" > bindadm.te;

echo "role bindadm_r;" >> bindadm.te;

echo "userdom_base_user_template(bindadm)" >> bindadm.te;

echo "allow bindadm_t self:capability { dac_override
dac_read_search kill sys_ptrace sys_nice};" >> bindadm.te;

echo "files_dontaudit_search_all_dirs(bindadm_t)" >> bindadm.te;

echo "files_manage_generic_locks(bindadm_t) >> bindadm.te;

echo "files_list_var(bindadm_t)" >> bindadm.te;

echo "selinux_get_enforce_mode(bindadm_t)" >> bindadm.te;

echo "seutil_domtrans_setfiles(bindadm_t)" >> bindadm.te;

echo "logging_send_syslog_msg(bindadm_t)" >> bindadm.te;

echo "userdom_dontaudit_search_user_home_dirs(bindadm_t)" >>
bindadm. te;

DTO OCHOBHOE COJEPKUMOE JIJIsT TPUBUIETHPOBAHHOTO JIOMOJTHUTEIHHOTO JIOMEHA
nosib3oBaTesd. Vckimodena nonnTuka, crenuduydnad s yIPaBIeHUS CJIyzKOOi
Apache.

Terteps 106aBUM TIOJIUTUKY, CIEMUMUUHYIO I yIIpaBJeHus ciayxkooit Bind.
MozKHO MO3anMCTBOBATD Ty HOJHUTUKY W3 UCXOJIHBIX TEKCTOB MOJUTHKY it Bind.
Kak y2ke ormeuasioch, obiiast moJuTKa pacioJjaraercs B uarepdeiicubx daitiax.
DTO 3HAYUT, YTO €CJU MbI XOTUM BKJIIOUUTH OOIIYIO TOJUTUKY, OTHOCsIIYOCA K Bind,
MOKHO ITOCMOTPETh B COOTBeTCTBYyIOMEM (aitie onutukn bind.if. [{is BkIoveHns
sToit mosmTuku B Harn Type Enforcement daiin Tpebyercst Bcero juiib 106aBUTDH
BBI3OB 3TOro mHTEepdeiica:

echo "bind_admin(bindadm_t, bindadm_r)" >> bindadm.te;

Ha stom Type Enforcement ¢aitn bindadm sakamauBaercs. lamee neobxo-
JINMO OOECTIEYUTD JPYTUM JIOMEHAM BO3MOYKHOCTH B3AUMOJICHCTBUS C HAIUM JI0-
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MenoMm <bindadm t>. Peajmuzyem 3Ty 49acTb NOJUTUKH, B34B 3a OCHOBY dails

webadm.if.
echo "## Bind administrator role" > bindadm.if;
echo "#it##HHHEH I Y>> bindadm. if
echo "## " >> bindadm.if;
echo "## Change to the bind administrator role." >> bindadm.if;
echo "## " >> bindadm.if;
echo ’## ’ >> bindadm.if;
echo "## " >> bindadm.if;
echo "## Role allowed access." >> bindadm.if;
echo "## " >> bindadm.if;
echo "## " >> bindadm.if;
echo "## " >> bindadm.if;
echo "#" >> bindadm.if;
echo "interface(\ bindadm_role_change’,\ " >> bindadm.if;
echo " gen_require(\™" >> bindadm.if;
echo " role bindadm_r;" >> bindadm.if;
echo " ’)" >> bindadm.if;
echo " allow \$1 bindadm_r;" >> bindadm.if;
echo "’)" >> bindadm.if;

[Tosxke obmast moyimruka aamuaucrparopa Bind (Bind Administrator Shared
policy) 6ymeT UCIoab30BaThCS B HAIIIEM OCHOBHOM CIIEIIHAJIBHO CO3/IAHHOM IT0Jh30Ba~
teabckoM somene SELinux. CremyromuM marom 6yeT co3manme CreruaTn3npoBaH-
HOT'O TIOJTb30BaTeIHLCKOT0 JoMeHa SELinux jasg obcmyxkuBanus Bind, paspemaorero
JIAHHOMY JIOMEHY OCYIIECTBJIATH Hepexo K posin <bindadm r> BbBI30BOM mHTEp-
deiica <bindadm _role change>. CozmaBaembiii jomen SELinux Oymer ocHoBan
Ha I10JIb30BaTeIbcKOM jgoMmene <staff t>, ommcanue mosmTuku cmorpuMm B (aiiie

staff.te
echo "policy_module(bindguy, 0.0.1)" > bindguy.te;
echo "role bindguy_r;" >> bindguy.te;
echo "userdom_unpriv_user_template(bindguy)" >> bindguy.te;
echo "sudo_role_template(bindguy, bindguy_r, bindguy_t)" >>
bindguy.te;
echo "ssh_role_template(bindguy, bindguy_r, bindguy_t)" >>
bindguy.te;
echo "kernel_read_ring buffer(bindguy_t)" >> bindguy.te;
echo "kernel_getattr_core_if (bindguy_t)" >> bindguy.te;
echo "kernel_getattr_message_if(bindguy_t)" >> bindguy.te;
echo "kernel_read_software_raid_state(bindguy_t)" >> bindguy.te;
echo "auth_domtrans_pam_console(bindguy_t)" >> bindguy.te;
echo "libs_manage_shared_libs(bindguy_t)" >> bindguy.te;
echo "seutil_run_newrole(bindguy_t, bindguy_r)" >> bindguy.te;
echo "netutils_run_ping(bindguy_t, bindguy_r)" >> bindguy.te;
echo "domain_read_all_domains_state(bindguy_t)" >> bindguy.te;
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echo "domain_getattr_all_domains(bindguy_t)" >> bindguy.te;
echo "domain_obj_id_change_exemption(bindguy_t)" >> bindguy.te;
echo "files_read_kernel_modules(bindguy_t)" >> bindguy.te;

echo "kernel_read_fs_sysctls(bindguy_t)" >> bindguy.te;

echo "modutils_read_module_config(bindguy_t)" >> bindguy.te;
echo "modutils_read_module_deps(bindguy_t)" >> bindguy.te;

echo "miscfiles_read_hwdata(bindguy_t)" >> bindguy.te;

echo "term_use_unallocated_ttys(bindguy_t)" >> bindguy.te;

Yrobb! paspenuTh JloMeHy <bindguy t> ocymiecTB/IAThH epexo/] B OrPaHUIeHHOE
okpyxkenne SELinux <bindadm t>, mobaBum BbI30B mHTepdeiica <bindadm role
change>, onpesiesiéaroro B Harem unrepdeiicnom daitie bindadm.if:

echo "bindadm_role_change(bindguy_r)" >> bindguy.te;

MoxKHO Tak»Ke aBTOMATHIECKHU CO3/IaTh COTOCTaB/IeHNE MoIb30BaTe s SELinux ¢
nMeneM <bindguy u> posiam <bindguy r>, <bindadm r> u <system r>. Poyb
<system 1> BkJO"9aercs, 9ToObl <bindadm t> MoOr ocTaHOBHUTBH, 3aIlyCTUTH U
Hepe3alyCcTuTh CUCTEMHYIO cJIyzk0y bind.

echo "gen_user(bindguy_u, user, bindguy_r system_r bindadm_r, sO,
sO - mls_systemhigh, mcs_allcats)" >> bindguy.te;

YT006BI TporpaMMbl BXOJIa 3HAJM, UTO bindguy JOmyCcTHMBII TOJIb30BaTEb, 100a-
BUM KOHTEKCTBI 110 YMOJIYAHUIO JIJI 9TOTO MOJIB30BATE s, B3sIB 38 OCHOBY KOHTEKCTHI
10 yMOJIYaHUIO ToJib3oBaTess <staff u>:

cp /etc/selinux/targeted/contexts/users/staff_u
/etc/selinux/targeted/contexts/users/bindguy_u
sed -i ’s/staff/bindguy/g’

/etc/selinux/targeted/contexts/users/bindguy_u

Tenepb MoxkHO cOOpaTh 1 ycTaHOBUTH 00€ mosinTuku bindguy u bindadm:

make -f /usr/share/selinux/devel/Makefile
sudo semodule -i bindguy.pp bindadm.pp

Hamnee komanoit «useradd», omnrueit «-Z» u mapamerpom <bindguy u> MOXKHO
CO3JIaTh HOBOT'O IOJIb30BaTe N st Linux:

sudo useradd -Z bindguy_u bindguy

st Toro, 9TO0OBI pa3penuTh 110/1b30BaTe/ 0 bindguy uciojb30BaTh KOMaHLY
«sudo» I aBTOMATHIECKOr0 Iepexo/ia K MmoJib3oBaresaio root u SELinux-momeny
<bindadm_t>, nobasum B /etc/sudoers:

echo "bindguy ALL=(ALL) ROLE=bindadm_r TYPE=bindadm_t ALL" >>
/etc/sudoers;
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[Ipu BxO/1E TOTL30BaTE A bindguy B ccTeMy OH OKA3bIBAETCA B MOJIH30BATETHCKOM
jnomerne <bindguy t>, ocmoBanuHoM Ha jomene <staff t>. Jlomen <bindguy t>
MOXKET OCYIIECTBJIATH Mepexojl B JloMeH <bindadm t>, ucnosb3yemblii ¢ mpaBamu
root 1 MO3BOJILIONINI yIpaBIdTh ciyk060it Bind.

Harrpumep, BBITIOJIHUB CJIEIYIONLYIO KOMAaHLy, MOJb30BaTe b bindguy cMoxker
Iepe3aIyCcTuTh cIyxkK0y bind:

sudo service named restart ‘

Taxzke nosib3oBaTe o bindguy pasperaercs peJakTUPOBATh PA3JIMIHbIe KOH(MU-
rypanuonnble (aityibl u daitiabl nndopmalnrontoro Hamnosanenus Bind. Ilpu sTowMm,
HaIpuMep, MoJIb30BaTe/1b bindguy He nMeeT IIpaB U3MEHHUTH HapOJIb I10JIH30BATEIsT
root.

[Toaseném uror. Ilporecchl n daiiibl MApKUPYIOTCsT METKAMHU — KOHTEKCTOM
SELinux, KoTopblii cojiepKuT nHMOPMAIHUIO: To/ib3oBaTe b SELinux, poss, Tumn u
yposenb (ommuonanbio). Korga SELinux Bko4uéH, Best 9Ta mHMOOPMAIINS UCIOb3Y-
eTCs JIUTsT TIPUHSITUST PENTeHnsI O TIPEIOCTAaBIeHNN JTOCTYTIA.

B konrekcre SELinux ucnonb3yercs ciemyronmii cuarakcuc SELinux

<user>:<role>:<type>:<level>:<nomp3oBaTenb_SELinux >

<IlonbzoBarens  SELinux™> — 3T0 CYITHOCTD, ONpEJIC/IEHHAS B TIOJUTUAKE, KOTOPAst
OTBeYAeT 3a OIPee/IEHHBIN HADOp poJieil u 3a onpeseéanbii Habop MLS-yposHeii.
Kazxaprit moszoBaresnis OC comocraBier mosb3oBarenio SELinux mocpemactBom
nosntukn SELinux. 9To mo3posiser moapb30BaTeIsIM HACIEI0BATh OTPAHUYEHNS, YCTa-
HOBJIeHHbIe Ha noJsib3oBaTeseir SELinux. CormocrasiieHHbIe CYITHOCTU TOJIb30BaTE e
SELinux ncno/sb3yiorcsa B KoHTekeTe SELIinux j1st mpoIreccoB B ceccuu, B MOPSIIKE
OlIpeJlesICHU JIJI KaKUX PoJsiel U ypoBHEH OHU IHPUMEHUMBL.

Posab — 310 wacts Mmozgenn 6e3onacuoctu PosteBoro ymupasienns jgoctyinoMm Role-
Based Access Control (RBAC). Posb — 510 arpubyr RBAC. Iloassosarean SELinux
ABTOPUTETHBI JIJIsI POJIEii, & POJIb aBTOPUTEeTHA iU JoMeHoB. Ompe/ie/iéHHas POJIb
ompesiesieT, KaKre JJOMEHbI MOTYT OBITh JOCTYITHBI JIJIS [TOJIb30BaTeJel ¢ 3TOH po-
JIbI0. PoJTb CIy2KHUT MPOMEXKYTOUHBIM 3BEHOM MEZK/Iy JIOMEHAMH U T0JIb30BATEISIMUI
SELinux. Posb, KoTOpoil 06/1a/1aeT 10/I630BATE/Ib, OIPE/IE/IAeT, B KAKUE JIOMEHbI
MOZKET TIONACTH TOJIb30BATE/b - (PAKTUIECKH, 9TOT MEXAHI3M YIIPABJISET JIOCTYITHO-
CThIO 00bEKTOB. TakuM 0OpPa30M, YMEHBINACTCS PUCK, CBA3AHHBIN C YA3BUMOCTHIO
MOBBINIIEHNs] TTpUBWJIernii B cucreMe. [lo ymMomdanuio mosgb3oBaTesisM HasHAUEHA
HeonpeJie/IEHHast POJIb, He HAKJIa IbIBAIONas OrPAHUYeHi Ha 1mosb3oBaTesd. Ho ecTh
U IIPEJIONPE/ICJIEHHBIE POJIA TI0JIB30BATE S U aMUHUCTPATOPA CUCTEMbI, KOTOPHIE
MOTYT ObITH HA3HAYEHBI aIMUHIUCTPATOPOM JIJIsI MOBBINIEHUST OE30ITACHOCTU CUCTEMBI.

Twum — sTo arpudbyt Type Enforcement. Tumn onpenesnsier gomen Jijist mpoeccoB u
tutt Jyis daitios. [Ipasuia nomutuku SELinux omnpesiensior, Kak THITBI B3anMO,I€ii-
CTBYIOT JIPYT C JAPYTOM, SIBJISIETCSI JIU TUII JIOMEHOM, TIOJTYIafOIuM JOCTYI K THUILY, UJIH
JTIOMEHOM, TIOJTyJalOIINM JIOCTYT K JIpyromy jomeny. Jloctym pasperraercst, TOJBKO
ecJIn CyIECTBYET ompe/iesiénHoe npasmio noautuku SELinux, mo3sosisdroniee JanHoe
nelicTBUE.

Konrekcr 6e3onacnoctn 3anuchiBaercs B arpubyThl daiiia (B daitiooii cucreme)
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u co3faéres npu yeraHoBke SELinux (omepanus labeling). Vike npucBoeHHBI KOH-
TeKCT 0e30ITaCHOCTH MOXKeT OBITh BIIOCJIEJICTBUN U3MEHEH - oreparmeii «transitions.
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8. HacTpoiika ceru

Hacrpoiika cetu 8 PEJ] OC mpoussojutes ¢ nmomoribio mporpamybl Network
Manager. Hactpoiika cereBoro ajanrtepa TpeOyeT NPHUBHJIETUN aJIMUHUCTPATOPA
PEI OC. Jlis pydHOi#t HACTPOMKM CETEBOTO aamTepa HeOOXOIUMO B IpapUIecKOM
unrepdeiice pabodero crosa PEJL OC B rraBnom menio nogmenio «Ilapamerpbi»
samycruth yruaury «CereBble coenHenusi» (pucyHok 8.1).
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Pucynok 8.1 — 3aIyck yTunThl HACTPOWKH CETEBBIX COETMHEHMI

B OTKPbIBOIEMCA OKHE YTUJINTBLI «CereBble coeJMHCHM A » H606XO,HI/IMO BbIICJ/INTD
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HY?KHBII CeTeBOil ajianrep U HaXKaTh KHONKY «VI3MeHuTb» (pHCyHOK 8.2).

CeTeBble cOeOWHEeHNA

MocnepHee ucnonb3o0BaHWE v

WM NobaenTe

v Ethernet

enp0s3 2 MWHYThI Ha3an, Ei MzmennTs A

MzMeHuTE E-I:.IEj[:I-HHHOE‘ coefWUHEHKWE

3aKpbiTb

Pucynok 8.2 — II3meHenme ceTeBOrO ajjanrepa

B orkpbIBIIIEMCST OKHE CBOIICTB CeTEBOro aganrepa (PUCYHOK 8.3) MOXKHO yCTAHO-
BUTH CBONCTBA aBTOMATHYIECKOTO MOJIKII0UeHN - «[loKmouaThes aBToMaTHIecKn» 1
«/locTynHo BceM moJib3oBaTeIsIM», BO BKIaJiKe «llapamerpsr IPv4s» 3amaTh BpyuHyIo
3aJIaHUs METPUKHU CETEBOIO IOJIKJ/IIOUCHUs, HAXKaB KHONKY «/[00aBUTb».

N3imeHeHwne enp0s3

HazeaHWe coeWHEHWA: enpls 3|

OcHoBHOE Ethernet besonacHoOCTe 802.1x DCB MNMpokcK MapameTpel IPv4 MapameTpbl IPVE

MeTon: | AsToMaTu4eckwnit (DHCP) =

Additional static addresses

Appec Macka ceTn Winwos NobaenThb
Yoannte
HononHWTenkeHele cepeepel DNS:
JononHWTensHBIE MOWCKOBBIE OMEHbI:

ID knneHTa DHCP:
quEEOBaTb apgpecauwno IPvd ana atoro coeguHeHna

MaplpyThl...

OTMEHWTE JCOXPBHHTI:

Pucynok 8.3 — lI3meHeHme CBOIICTB cETEBOTO alalITePa

s ToATBEepKIeHIS U3MEHEHH HeoOX0 MO HaxKaTh KHOIKY «[IpuMeHUTh. . . ».
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st Toro, 4ToOBI M3MEHEHUs BCTYIUIN B CUJTY, HEOOXOIMMO TIE€PEIOIKIIIOUNTD
ceTeBOe COe/INHEHNe WJIN Ilepe3alycTuTh ciayk0y NetworkManager.

Jl1st HACTPOWKHM ceTn B KOHCOJIM HY2KHO YCTAHOBUTH IakeT net-tools.
L1 mpocMOoTpa CeTeBbIX HACTPOEK HYXKHO BBECTH KOMAHJTY:

ifconfig

Wnn BocroJib3oBaThCss KOMaHI0# ip ¢ mapamerpom addr:

ip addr

TyT MOXKHO yBUIETH IMapaMeTphbl U HA3BAHUE CETEBOIl KapThI.

HomycTum, HEOOXOUMO CMEHUTH WK YyCTaHOBUTD ip-aJipec. [ljist 3Toro rnepexoaum
B jupekTopuio /etc/sysconfig/network-scripts u oTKpbiBaeM Ha peJlaKTUPOBAHUE
dait yerpoiicTsa. DToT dails mMeeT MIPUMEPHO CJISIYIONIee CoJepKaHue:

cat ifcfg-enol6777736
TYPE=Ethernet
BOOTPROTO=dhcp
DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=no
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_PEERDNS=yes
IPV6_PEERROUTES=yes
IPV6_FAILURE_FATAL=no
NAME=eno16777736
UUID=dc1636be-5281-4a07-8681-fcdc8b161c8c
DEVICE=enol6777736
ONBOOT=no

PEERDNS=yes
PEERROUTES=yes

st yeranoku crarudeckoro [P-anpeca nam neobxomaumo va crpouke BOOTPRO-
TO ycranoButb

\ BOOTPROTO=none

n JOIINCATDb:

e VYkazars JIHC:

DNS1=8.8.8.8

e Ykazarn IP:

IPADDR0O=172.16.0.30

e YKa3Tb HYKHYIO MacCKYy:
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PREFIX0=24

e 11 mumos 1o YMOJIT9aHHUIO:

GATEWAY0=172.16.0.1

e U1 arobbI cereBast Kapra akTuBHpoBasachk mpu 3amycke OC, HEOOXOIUMO B 9TOM
draitre maiitn mapamerp ONBOOT u ycranoBUTBH eMy «yes».
Jl1st HeMeIJIeHHOTO TIPUMEHEHNsT U3MEHEHUIT TIePEe3aIyCTUM CeTh:

/etc/init.d/network restart

[Ipenrmonoxkum, 9TO ceTeBasi KapTa HacTpoeHa Ha crarudeckuii [P, a Bl xoTuTte
nostydars HacTpoiiku o DHCP. Ilepexonnm B manky /etc/sysconfig/network-scripts u
OoTKpbIBaeM dailyl Ha pelakKTUPOBaHUe ¢ Ha3BaHMEM Ballleil ceTeBoil KapThl. Haxommm
ram n yaajagem napamerpbl «DNSs», «IPADDR», «PREFIX», «GATEWAY», a B
napamerpe BOOTPROTO ykaszbiBaem 3uadenue «dheps.

B ¢aiinn macTpoiiku cereBoit KapThl MOXKHO 100aBUThH cTOJIBKO DNS cepBepos,
cKOJIbKO Tpebyetcs. Hampumep:

DNS1=172.16.0.1
DNS2=8.8.8.8
DNS3=8.8.4.4

HpOBepI/ITb 03 110 YMOJI9aHUIO YCTaHOBHeHHbIﬁ B CHUCTEME:

netstat -ar

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
0.0.0.0 172.16.0.1 0.0.0.0 UG O O O enol6777736
172.16.0.0 0.0.0.0 255.255.255.0 U O O O enol6777736

Crpoka ¢ «Destination 0.0.0.0» ompenenser ajpec muto3a. Ecian y Bac ee mer,
smbo B nosie «Gateways ycTaHOBJIEH HEBEPHBIN NIIIO3, TO MOYKHO 3TO U3MEHUTD.
YcraHaBIMBaEM IITIO3 1T0-YMOJTIAHUIO:

route add default gw 172.16.0.1

Ecnun BbI He cMeHMIN DU yCTAaHOBKE MMs CepBepa WA Bbl XOTUTE €r0 N3MEHUTD,
TO CJIeJIATh 9TO MOYKHO cJieryronum obpazom. [lis Hadasa mposepum, kakoit hostname
y HaC YCTaHOBJICH:

hostname

JlorycTrm, MBI XOTUM U3MEHUTH UM Server.work, jijisg 3Toro HeoOXoJIMMO OTpe-
JAaKTHpoBaTh dail /etc/hostname nam uCIoab30BaTH KOMAHILY

hostnamectl set-hostname name

s cmensl hostname mepesarpyska He TpebyeTcs.
[Tocnte Toro, kak TCP-nakerst obmn tepegans OC, cpenn Apyrux JIefcTBHii, UX
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obpabarbiBator jiBa (aiiia - /etc/hosts.allow u /etc/hosts.deny. Dru nBa daitna
paboTarT Tak ¥Ke, Kak U CTaHIapTHbIe IpaBujia OpanaMay3pa. [lepBoHadajibHO JeMOH
tcpd obpabarbiBaeT makeThl MPOITycKas UX depes3 cojiepxkumoe daiiia hosts.allow, a
zaTeM 4epes (daitn hosts.deny.

Cunrakcuc stux daitios:

<cmyxba>: <IP-azgpec> umu <uMs_xocTa>

Tak, nanpumep, eciu HeoOXOIUMO OJIOKUPOBATHL BCe SMtp-TTaKeThl, UJIYIIAE OT
test.ru, HeobxoauMo BBecTu B daiisr hosts.deny cieyiontyio cTpouky:

smtp: test.ru

MBI MOXKeM TakzKe yKasaThb BMeCTO mMeHH XxocTa ero [P-ampec (sydrre Bcero
dbusmaecknii):

smtp: 192.168.1.10

MozkHO HMCIIOJIb30BAThH 3HAK «.» B CTPOKE ajipeca, Jijig obo3HadeHus cetu. K
[PUMEDY, €CJIM Mbl XOTUM pa3peruTh JocTyl 1o http u3 Beeii cern 192.168.10.0/24,
TO MBI JIOJIKHBI HalcaTh B hosts.allow ciemyromee:

http: 192.168.10.

Tak>ke MBI MOXKEM KCIIOJIB30BATH 9TOT 3HAK, €CJIM XOTUM Pas3pelidTh JIOCTYII
K KaKoi-1nbo ciy:kbe BceM KOMIIbIOTEpaM HAIero JoMeHa, yKas3aB B hosts.allow
cJIe Ly oree:

http: .test.ru
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9.1.1

9. Ciy>KebHble TPOTPaMMBI

Ciayxba xinetd

Cryx0a xinetd 3amyckaer mporecchl, KOTOPbIe TPEIOCTABIISIOT PA3JINIHBIE Cep-
Buchl cetu MaTepHeT. B OT/IMvne OT cepBUCOB, KOTOPbIE CTAPTYIOT BO BpeMs HMHU-
[UAJU3AINI CUCTEMBbI U IPEObIBAIOT B Oe31efiCTBUN B OYKUJIAHUU 3aIIPOCOB, Xinetd
HpEeJICTaBIIeT cOOOH TOJIBKO OJMH IIPOIECC, CJIYINAIOIIII Ha BCeX OPTax CEPBUCOB,
nepevuncIeHHbIX B daiiie kouduryparun xinetd.conf. Korna npuxoant 3ampoc, xinetd
3aIyckaeT cooTBeTCTBYIONMi ceprep. [lo mpuunne Takoit padbors! Xinetd HazbBarOT
elle CyTep-CEPBEPOM.

CepsBuchl, nepedncjaeHnbie B KoHduUryparmonHoM daiie xinetd mMokHO pasie-
JINTH Ha JiBe rpymbl. CepBUCHI U3 MEPBOil TPYIILI Ha3biBatoTcss multi-threaded, u
Ha KaXXJIbIil HOBBIN 3aIlpOC 3allyCKaeTcsl HOBBIN cepBepHbIi mporecc. s Takux
cepBucoB xinetd mpo/Io/KaeT CIyIIaTh CeTh Ha COOTBETCTBYIONIEM MOPTY, OYKUJIast
HOBBIX 3aIIPOCOB M MOTOBBIN TOPOJUTH HOBBII TIporiecc. B apyryto rpyiiny BK/IOYa-
I0OTCA CEPBUCHI, CJIY2KObI KOTOPBIX B COCTOSTHUU 0OpadaThIBATH HOBLIE COEINHEHUS.
Taxwue cepBuchl HasbiBaioTcd single-threaded, u xinetd mpekparaeT 06paboTKy HOBBIX
3aIIPOCOB JI0 TeX TOP, IMOKa CepBEPHBI Mpolece He 3aBepinuT cBoo paboTy. CepBHCHI
B 9TO#1 rpymme obbrano datagram-based.

Wrak, nprudauHoii CyIecTBOBAHUSA CyIep-cepBepa sBjsdeTcd (paKT COXpPaHEHU
CUCTEMHBIX PECYPCOB 3a CUET He 3aIlyCKa MHOYKECTBa CEPBEPHBIX MTPOIECCOB, KOTOPHIE,
BO3MOXKHO, OYIyT 6e3/1eiicTBOBaTh OOJIBIIYIO YacTh cBoell »kKu3uu. [[o/IHOCTBIO cOOT-
BETCTBYsl Ha3HAYEHUIO 3aIyCKATh TpeOyeMble CepBUCHI, Xinetd ocyIecTB/sieT Tak xKe
GYHKIIME KOHTPOJIA JIOCTYyIIa U peructparnun coobituii. Kpome toro, xinetd ne orpa-
HIUYEeH CepBUCAMU, IlepevdncaeHHbIME B daiire /etc/services. MoKHO MCIOIB30BATH
xinetd i1 3aIyCcKa CEepBUCOB CIEIUATHLHOTO HA3HAYCHUSI.

ITapameTpsl
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ITapameTp

3HaveHne nmapamMerpa

-d

AKTHBUpYeT PEXKUM OTJIAJIKH. JTOT HAPAMETD BBIBOJUT MHOTO
OTJIaJIOUHON nHMOPMAIUT U TIO3BOJIAET OTJIIUThH padory Xinetd.

-syslog
<syslog_facility

DTOT mapaMeTp pa3pernaeT PerucTPAIUio COOBITHI, UCIOIb3YS
syslog. Coobrenusi, Tpou3BouMbIe CJIyzK00i Xinetd, perucrpu-
pytorcst, ucnosib3ys oy u3 syslog facility. [lomnepxuBarorcs
crenytorue facility: daemon, auth, user, local [0-7]. Dra omrus
He JIeCTBYeT, eCJIM aKTUBUPOBAH PEXKUM OTJIAJIKNA, TaK KaK MpPU
OTJIaJIKe BCE COOOIEHNS MOCHIIAIOTCA Ha KOHCOJIb.

-filelog <logfile>

[Ipouspoaumbie xinetd cooOIEHNsT TOMEIAIOTCS B yKa3aHHBII
daitn. HoBbie coobimenns Beerga J00aBISIOTCS K CYIIECTBYIOIIIM.
Eciu daiin He cymecTByet, To 0H co3gaércs. Qs He J1eiicTByeT
B pexumMe OTJIaJIKHU.

-f <config_file>

Onpenensier nosoxkenne daitna Kordurypamun xinetd. ITo ymos-
JaHuio - 910 /etc/xinetd.conf.

-pid

Unentudurarop npornecca (PID) BeiBoguTCs HA yeTPORCTBO CTaH-
nmaprHoii ommOku. He jieiicTByeT B pexKuMe OTJIaJIKH.

-loop <rate>

DTOT mapaMerp yCTaHAB/JIMBAET OrpaHUYEHHEe CKOPOCTH 3aIryc-
KaHUs CEPBEPOB, YKA3bIBAETCS UNCJIO 3aILyCKaeMbIX CEPBEPOB B
cekyHy. lIpm npeBblliennn yKa3zaHHOTO 3HAYEHUS 3aIlyCK HO-
BBIX IIPOIECCOB OJIOKMPYETCs, U CEPBUC CTAHOBUTCS BPEMEHHO
HEJOCTYITHBIM. 3HAYEHUE ITOrO TapaMeTpa OIpPeIe/IsieTCs TPOu3-
BOJIUTE/ILHOCTBIO KOMITbioTepa. [lo ymorganuio - 10.

-reuse

Ecnmn ykazanm stor mapamerp, To Xinetd ycranaBiauBaer
<SO_REUSEADDR> as cokera, UCIOIB3yeMOT0O CEPBUCOM.
DTO MO3BOJISIET UCIOJIB30BATD &JIPEC, JlayKe €CJIM AKTUBHBI ITPO-
I'PaAMMbI, KOTOPBIE YK€ €r0 UCIOJIL3YIOT. DTO MOYKET CJIYIUThCS,
KOTJIa TIPEJIbLIyIasi KOomus Xinetd mbITaeTcst 3alyCTUTh cepBep,
KOTOPBIi y2ke BoimosHseTcs. [Tapamerp ne acdhdexkruren ¢ RPC-
CepPBUCAMI.

-limit
<proc_ limit>

DTOT MMapaMeTp yCTAHABIUBAET IMIpejesl Ha UUCJIO OTHOBPEMEH-
HO BBITIOJTHAIONIAXCS TTPOIIECCOB, 3AIYIIEHHBIX CIy2K00it Xinetd.
Ucnonb3oBanne mapaMeTpa MO3BOJISET PEIOTBPATUTD MTEPETIOJI-
HeHre TabJIUIIBI TPOIECCOB.

HapaMeTp yCTaHaBJ/JIMBaeT MaKCHUMaJIbHOE€ 3HaYC€HUE OJJHOBPEMECH-

-logprocs N
<l'gp' b HO BBIIIOJIHSIEMbBIX IIPOIIECCOB, 3aIlyIEHHBIX 110 3aIllpOCy VIAJIEH-
imi )
goro userid.
[Tapamerp ycraHaB/auBaeT HpeesIbHOE YUCA0 OJHOBPEMEHHO Bbl-
-shutdownprocs p Py p p .
it~ HOJTHSIIOIUXCS cepBepoB ceppuca shutdown (concurrently running

servers for service shutdown).
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ITapameTp 3HadeHme mapamerpa

[TapameTp 3a3/1a€T TPOMEKYTOK BPEMEHH B CEKYHJIaX, Yepe3 KOTO-
-cc <interval> |porit xinetd TPOU3BOIUT EPUOIUIECKYIO TPOBEPKY BHYTPEHHEH
II€JIOCTHOCTH.

[Tapamerpnr <syslog> u <filelog> B3ammuO mckmoUaronme. Kcan Hudero He
yKa3aHO, TO TI0 YMOJTIaHWIO UCIoIb3yercs syslog daemon facility. He myraiite coob-
meHus xinetd ¢ coobImMennsaMu, OTHOCAIIUMUCA K (DYHKITUAM PETUCTPAIIUN COOBITHUIA.
[Tocnenne >KypHAIUPYIOTCS, TOJBKO €CJIN 3TO YKa3aHO B (ailjie KOHMUTIypaIun.

Yupassienune xinetd

Cayxba xinetd BBITIOJIHSET OIpe/Ie/IEHHBIE AEHCTBUS P MOy IEeHUN OIPE/Ie-
JIEHHBIX CUTHAJIOB. /lelicTBUsA, acCONMMPOBAHHBIE C COOTBETCTBYIOIIMMU CUTHAJIAMH,
MOTYT OBITH TIEepeolpeieieHbl MyTéM pejakTupoBanus config.h u mocsemytoreit
KOMITUJIAIIAN.

SIGUSR1

BrI3bIBaeT «MSITKy0» MepeKOH(MUTYPAID. JTO O3HATAET, 9To Xinetd mepednTsi-
BaeT dailyi KOHMUTYpaIi 1 MO/ICTPANBAETCS 0]T N3MEHEHU.

. SIGUSR2

BoI3biBaeT «KECTKYIO» MEPEKOHMUTYPAIUIO. DTO 3HAUUT TO K€ camMoe, YTO U
«MsTKasy TepeKoHduUurypains, 3a UCKJII0YEHIEM TOr0, YTO BCE CEPBEPHI JIJIsi CEPBU-
COB, KOTOpbIE CTaJIM HEJOCTYIIHBI, IIPUHYAUTC/ILHO 3aBCPIIarOTCHA. KOHTpOJH) JOCTYIIa
3aHOBO BBIIIOJIHSIETCS JIJISI BBIIOJIHSIOIIUXCSI CEPBEPHBIX ITPOIECCOB IIYTEM IIPOBED-
KU YJIaJEHHOIO XOCTa, BPEMEHH JIOCTYTA M KOJUICCTBA BBITOJTHAIONINXCS CEPBEPOB.
Ecnu qucsio BBITOTHSAIONUXCS TPOTIECCOB MPEBLINIAET 3aaHHOe, TPOU3BOJILHBIM 00pa-
30M BBIOPAHHBIE MIPOIECCHI «yOUBAIOTCS», UTOOBI YUCJIO OCTABIINXCS YJ/IOBIETBOPSLIO
noctapjeHuomy ycsopuio. Takxke, eciu dutar «INTERCEPT» 6bu1 coporren niun
YCTaHOBJICH, BCE CEPBEPBI, 00ECIIEYNBAIOIINE ITOT CEPBUC, 3aBepinaioTcd. Bee aro
BBITIOJTHSAETCS IS TOTO, 9TOOBI MTOC/IE «XKECTKON» PEKOH(MUTIYPAINU HE OCTAIOCH HU
OJTHOT'O pabOTAIOIIEro MpoIecca, 00pabaThIBAIOIIErO 3aIPOCHI ¢ aJIPEeCcOB, HE COOTBET-
CTBYIOIIUX KPUTEPUIM KOHTPOJISA JOCTYIIA.

Curnaj Onwucanme cur”aja
SIGQUIT MPUBOJIUT K 3aBEPIIEHUIO TTPOrPAMMBI.
3aBEPINAET BCE BBIOJIHSIONINECS CEPBEPHI TIepe]] 3aBepIeHrneM
SIGTERM P - PBEDDLHIEDEA, Sabep

xinetd.

IIpUBOAUT K I'eHEpalllu JJaMIla BHYTPEHHEI'0 COCTOAHUA (HO YMOJI-

SIGHUP YaHUIO cbaf/iﬂ JIaMIIa /tmp/xmetddump)
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Curuan Onucanue curLaJia

BBI3BIBAET IIPOBEPKY BHYTPEHHEH IeJI0CTHOCTHU, YTOOBI MPOBeE-
SIGIOT PUTH, YTO CTPYKTYPhI JAHHBIX, UCIOJIb3yeMble IPOrPAMMOIi, He
noBpexkienbl. [lociie 3aBepienus: mpoBepkn xinetd remepupyer
COODIIEHNEe O Pe3yJIbTaTe ITPOBEPKHU.

[Ipu pekondurypaimu Jj1or-aiiibl 3aKPbIBAIOTCS 1 BHOBb OTKPBIBAIOTCA. DTO
MTO3BOJISIET yIAJSITH CTapble JIOTH.

Daitinl

/etc/xinetd.conf — crangapTHbIil KOHGUTYPATIMOHHBIN QA
/var /run/xinetd.dump — crasgaprHeiii daiin gaMma.

Crontab

Crontab - Tabsuripl, yrpasJsiomine padboToil ciryzKObl «crony. Daityi conepKuT
WHCTPYKITUU CJIYy?KOBI «crony B 001Ieil (hopMe: 3alycKaTh YKa3aHHYIO KOMAHy B
3a/laHHOEe BpeMs W B 3aJlaHHble JTHU. Ha KOMIbioTeEpe OOBITHO MMEIOTCs OOIIecu-
cremuslii dait (/etc/crontab), n nuauBuyanbubie daitibt (/var/cron/tabs/<mnmsi-
OJTb30BATE IS > ) JIJIst OJIb30BaTe el cucreMbl. Takmv obpa3omM, KoMaHbl B daiire
Oy/IyT BBIIIOJTHATHCA C IPABAMU STUX I0JIL30BATENEN Win, B CJydae OOIIEeCUCTEMHOTO
daitsta, ¢ mpaBaMu M0JIb30BATEsI, YKA3AHHOIO B KOMAHIHOW CTPOKE IIPHU 3AITyCKe
ciryk0bl. Y ciyk0 «Uucpy» n «News» 0ObITHO ecTh CBOM COOCTBEHHBIE «crontabs,
yCTpaHSoNne HeoOXOIMMOCTD B IBHOM 3aITyCKe «SU» B PaMKaX KOMAHJIBI «CTOMN».

XoTs «crony, MO CyTH, sIBJISIETCS OOBIKHOBEHHBIM TEKCTOBBIM (aillJiloM, OH He
JIOJIZKEH PEJIAKTUPOBATHCS OOBIYHBIMU cpejcTBaMu. [l co3manus, n3MeHeHus: u
yJIaJeHus CJIeyeT UCIOJIb30BaThCs CIIENUAIbHYIO YTUIUTY, «crontaby.

[Iycreie cTpoku, Beytme mpobesbl U CUMBOJIBI Taby isAiuu uranopupytorcst. CTpo-
KU, HAUUHAIOIIIECS] C CUMBOJIA «7£», CINTAIOTCS KOMMEHTAPUSIMU U UTHOPUPYIOTCS.
BamerbTe, YTO KOMMEHTAPUHU HE JIOMYCKAIOTCS B TEX K€ CTPOKAX, IVIe PACIIOTIOXKEHBI
KOMAH/Ibl «CrON», TaK KaK OHU OyJIyT pacIlO3HaHbI KaK YacTu Komau/bl. [lo sroit xe
IPUYINHE KOMMEHTAPUN HE Pa3pelleHbl B CTPOKAX, 33 IAI0IINX IIePEMEHHbBIE CPEJIbI.

CTpoka-TMpeKTUBa MPEJICTaBIAeT cO0O0i OO 3a/1aHIe IePEeMEeHHO CPeJibl, 00
KOMAH/Iy «Crons.

MozkHO omnpeesisiTh cpely (Habop IMepeMeHHBbIX Cpejibl), B KOTOPOil Oyjier Bbl-
MOTHATHCA KOMAHJA. 3aJaHne MepeMeHHON CPeJIbl OCYINECTBIIAETCA B CJIeIYIONIeit

dopme:

<I/IMH_HepeMeHHOfI> = <3HayeHUe>,

rJie Ipobesibl BOKPYT 3HaKa PABEHCTBA («=») He 00s3aTe/IbHbI, U JH0ObIE MTPOOEIIbI M0~
cJie 3HadeHusl OYyIyT UCIOJIb30BaHbl KaK YacTh 3HAYEHUS [IEPEMEHHON < MMsl_ [IepeMeH-
HOii>. CTpoKa <3HaueHWe™> MOXKeT ObITh 3aKJII0UYeHA B KABbIUKH (OJMHAPHBIE HJIH
JIBOITHBIE) JIJIs1 BO3MOXKHOCTH COXPaHEHHsI IPOOEIOB B HAYae U KOHIIE.

HeCKOﬂBKO IIepeEMEHHbIX CPE/Ibl YCTaHABJIMBAaIOTCA aBTOMATUICCKU CJ'IY)K6OI71 «Cron».
SHELL ycranasmusaercs B /bin/sh, a LOGNAME u HOME onpezessitorest 1o daii-
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ay /etc/passwd (B cooTBeTCTBHM € BJiajesblieM crontab). 3HaueHws epeMeHHbIX
HOME u SHELL wmoxkHO mrepeoripeiesinTsh IUpeKTuBaMu «crontabs.

B nomonmenne k LOGNAME, HOME n SHELL «cron» mokeT MCIOJB30BaThH
nepemernyio <MAILTO> B ciyuasix, ecium B JaHHOM «crontab» ObLia yka3aHna
ornpaska moutel. Eeaun <MAILTO> onpenenena (u He 1mycra), 9/IeKTPOHHAS T10YTA
OTIPABJISIETCS YKA3aHHOMY B IiepeMeHnHoil nosib3oBareso. Eciun <MAILTO> ompe-
nestera, Ho myctas, (MAILTO = 7 7), sjekTpoHHas IOYTa OTIIPABIATHCS He OYIeT.
B nporuBHOM ciydae, moUTa mochLiaeTea BIaJesbily «crontaby. Dra nmepeMennas
HOJIE3HA TIPH 3aITyCKe KOMaH]I OT MCEeBI0N0JIb30BaTe e, /Jish KOTOPBIX He OIpe/IeIeHbl
[IOYTOBBIE &JI[PECA B CUCTEME.

@opMaT KOMaH/I «Cron» aHaJIOTUYeH CTaHAAPTy V7 U dBJIAETCSI COBMECTUMBIM
¢ auM. CytmecTByer jBe KOH(PUTYpAIUNA «Crony: CUCTEMHAsT U TOJIb30BATEIbCKAS.
ObmecncreMuast HACTpoOiiKa «crontaby paboraer 6e3yCIOBHO JIJTsT BCeX MOJIb30BaTe el
PEJI OC. Ilosb30oBaresibckasi HaCTPOKa, ABJIAETCS JOMOJHATETBHON U BBITOTHSIETCSI
B CECCUSX TIOJIb30BATEICI.

Kaxkast croka B cucteMHON KOH(MDUTYPAITIE «CrONy», PACIOJIOKEHHOH B KaTaJjore
/etc, COCTOUT U3 IMIeCTH MOJIell U KOMAHJIBL:

<MmHyTa> <d4ac> <4mucio> <Mecdln> <IeHb_HeAenu> <IOJIb30BATENb>
<KoMaHma>

Kazktag cTpoka B 10JIb30BATEILCKON KOH(MDUTYPAITUN «CTON», PACIIOJIOKEHHON B
JIOMAIITHEM KaTaJiore T0JIb30BaTe sl COCTOUT U3 TSATU TOJIell 1 KOMAaH/IbI:

<MuHyTa> <yac> <4uucyo> <Mecan> <IeHb_Hemenn> <KOMaHIa>

[Tosgt oTensiioTes aApyr oT Jpyra mpobesiaMu Uil CUMBOJIaMHU TaOyadimn. Ko-
MaH/1a MOYKET COCTOATH W3 HECKOJbKUX moJieil. JlomycTumMbie 3HAUEHWS TTOJIel:

Iloge JomycTuMble 3HAYEHUST
<MHHyTa > * um 0-59
<9gac> * mwm 0-23
<YHUCI0> * mm 1-31
<MecsI > *, 1-12 mim e Mecsa (cM. HuKe)

<JeHb_Hegemn>|*, 0-7 win ums gHs (BocKpeceHbe - 310 0 u 7)

<II0JIb30BATEJIb>| UMs CYHIECTBYIOLIETO 110/ Ib30BaTE I

<KOMaH/1a > CTPOKa

HomyctrMo ykazaHie HECKOJIBKUX 3HaUeHUH (M JUana3oHoB depe3 THpe) depes
zandgryio. [[pumepsnr:

1, 2,5, 9 7°0-4, 8-12°7,

JInamnazoH yKa3bIBaeTCs KakK JIBa UUC/Ia, PA3IeJICHHBIX J1e(pucoM. Y Ka3bIiBaeMble
Yuc/ia BKJIIOYAIOTCA B jinana3on. Hanpumep, 3Hadenune nosisg <dac> 8-11 npuBesér K
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BBITIOJTHEHNIO KOMaH/ bl B 8, 9, 10 n 11 gacos.
[Ipu ykazanum jguarra3ona MOYXKHO IPOITYCKATh HEKOTOPBIE €ro 3HAYEHUs, YKa3aB
mar B popme /< Iucsio .

Hanpuwmep:

70-23/2"
JIJTs TIOJIsE <<9ac™> O3HAa4YaeT 3allyCK KOMaH[Ibl Yepe3 jBa daca (1o crangapry V7
npuiiock O6bl ykasbsarh ~0,2,4,6,8,10,12,14,16,18,20,22").

[IIar MOXKHO yKa3blBaTh TAKyKe MOC/Ie 3BE3I0UKN:

"’KaxKJIple JIBa Yaca’’ COOTBETCTBYET 3HaueHuio ~* /27

BBézzouka («*») 6e3 mara cOOTBETCTBYET MOJTHOMY JIMAIIA30HY 3HAYEHUIA.

Jis1 3a1aHus IOJIel < Mecsii > U < JIeHb HEeJIEJIN > MOYKHO UCHOJIb30BATH UMEHA.
VYkaszbiBaiiTe nepebie Tpu OyKBbI HY?KHOTO JIHS MM MECAIA Ha AHIJIMHCKOM, DEruCTp
OyKB He MMeeT 3Havuenus. /[Mammasonbl nim CIMCKU UMEH HE pa3penieHbl.

[Tone <komanIa> (OCTATOK CTPOKHU) OMPEJETIFET 3alyCKAeMYTO 110 PACIIUCAHUIO
KOMAHJIy - BCsl OCTABINAsACA 9acTh CTPOKHU JIO CUMBOJIA IIEPEBOJIA CTPOKU HJIA CHM-
Bosia «%». Byzner BoinosHen Bbr30B /bin/sh wmu apyroit 060/109KM, ONpeaeaeHHO
B nepemennoii SHELL B «crontab». 3uak mporenra («%») B KoManje (eciam oH
He 9KPaHUPOBaH 0OpATHON KOcoi uepToii («\»)), 6yJeT COOTBETCTBOBATH CHMBOJLY
[epeBojia CTPOKU 1 BCE JIAHHBIE MOCJIe TIEPBOro «%» OY/yT IOCAaHBI JIjisi KOMAaH bl
Ha CTaHJIAPTHBIA BBO/I.

Ciy2k0a «Cron» 3alryCKaeT KOMaHJIbl, KOrJda 3HAYCHUs TI0JIell < MUHyTa >, < Jac>,
<MeCHAI™> U XOTs Obl OJIHO U3 MOJIel <UHUCI0™> U < JIeHb HEJIEJIN >, COBIAIAIT C
TeKyImuM BpemeHneM (cMm. 3amedanue Huzxke). Ciryzkba «Cron» cBepsieT JUPEKTHBbI C
TEKYIIUM BpEMEHEM Pa3 B MUHYTY.

[Ipumeganue. /leHb BBITIOJTHEHNST KOMAH/IBI MOXKET OBITH 3a/laH B JIBYX ITOJIAX -
<UHCI0> U <JleHb Hejesn>. Eciu 06a mosis onpejesiersl (T.e. He paBHbL *), TO
KOMaH 1a Oy/IeT 3alyIeHa, Kor/a JI000e 1oJie COBHAJIET ¢ TEKYIIIM BPEMEHEM.

Hampuwmep, 3amuch:

304 1,15 %5

IIPUBEJIET K BBHITTOJTHEHUIO KOMAaH 1Bl B 4:30 110 TTOJIYHOYH TIEPBOTO W MATHA/ A~
TOTO YHCJIa KaXKJIOTO MeCcdIa, ILUII0C B KayK/IyI0 TMSITHUILY.

BwmecTo nepBbIX IITH 10JI€i JIOIYCTUMO YKa3aHUe OJIHOIO U3 BOCHMU CIIEIUAIbHbBIX
TPUTTEPOB:

Crpoka 3HauyeHue
@reboot BeimotHuTE KOMaHIy OJMH pas, IpH 3aiycke cron(8).
@yearly Boinmonaars komanay Kaxkgoe 1 sapaps, «0 0 1 1 *».
@annually (sxBUBasieHTHO Qyearly).
@monthly Boimosinars koManLy B Hadase Kaxkaoro mecana, <0 0 1 % %y,
@weekly Boimosnars KoMaHLy Kaxkjioe Bockpecenbe, «0 0 * * 0».
@daily BbIosiHaTs KoMaHLy B MOJHOYE, «0 0 * * 5,
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Ctpoka 3HaveHue
@midnight (sxkBuBasienTHO Qdaily).
@hourly Boimonaars komanay pas B gac, «0 * ¥ * K,

IlostTHORKpaHHBIA pegaKTop Vi

PenmakTop vi - yHUBepCaIbHBIN TOJTHOIKPAHHBIN TEKCTOBBIN PEJIAKTOP.

Nwmeroruecss Ha MHOTUX TUIAX TEPMUHAJIOB (PYHKITMOHAJbHBIE KJIABUIIH TPAKTH-
YeCKM He MCIOJIb3YIoTCd. e KiaBuaTypa TepMUHAIa UMEET CTPEIOYHbIE KJIABUIIIH,
TO OHU UCIIOJIB3YIOTCSH, HO B OTPAHMYEHHOM KOHTEKCTE.

Pexxumbl paboThl peJakTopa
BBoa Tekcra

B stom pexxkmme Bce, 4TO HAOUpaeTcsd Ha KJIaBUATYpPe, OTOOpazKaeTcs Ha SKpaHe
TepMUHAJIA U 3allOMUHaeTCs B Oydepe pegakTopa.

B manHOM pexkmMe HET BO3MOXKHOCTH OCYIIECTBJISTH OIEPAIMU PEJIAKTUPOBAHUS
TEKCTa, 3a UCKJIIOYEHNEM CTUPAHUS TOCIeTHero HabpaHHOro CUMBOJIA (€ TIOMOIIBIO
kombunarun kiaasui «Ctrl+Hy ).

KOMaH,I[HI)Iﬁ pexxXKumMm

B sToM pexkumme CHUMBOJIBI KJIABHATYPHI BBIMOJHAIOT CIEHAJIbHbIE (DYHKITNN
(mepemeriierre Kypcopa, CTUpaHue 9acTeil TeKCTa, U T. J1.), TO eCTh (PYHKIMU PeJIaK-
TUPOBAHUSI.

B nmannom pexknme nabupaeMble KOMAaH/IbI He OTOOPAXKaloTCA Ha SKPaHe.

Pexxum KOMaH;LHOI‘/JI CTPOKHA

Pexxum KoMaHIHO#T CTPOKH MO3BOJISIET ITPOUBBOJIMTE O0JIee T/I00AIBHBIE OIEPAITIH
€ TEKCTOM: 3allUChIBATH OTPEIAKTUPOBAHHBIN TEKCT B (baill, CANTHIBATH HOBBIN (aiil,
BBIXOJIUTH U3 Vi, IPOU3BOIUTH HACTPONKY PEIAKTOpPa, MMOUCK 110 MabJ/IOHY, a TaKzKe
OCYIIECTBJISATH HEKOTOPbIE (DYHKITUU PEJAKTUPOBAHUSI.

Komanpr orobpazkarorcs B HIKHEH 9acTH IKpaHa (B KOMaHJIHOI CTPOKE peIaK-
TOpa).

BBona Tekcra

«Return» — co3maér mycrtyio cTpoKy U MepeBOJIUT Kypcop B ee HA4YaJIo;
«Ctrl4+H» — yanaroxkaer mocjieHUI BBEIEHHBII CHMBOJI (E)TO IeiicTBre He
oTobpakaercs Ha dKpaHe JI0 BbIXOJIA B KOMAHJIHBIA DEXKUM );
o «Ctrl+[» mwm knaBuma «Esc» — mepeBoJdT peJIaKTOP B KOMAH/THBI PEZKIIM.
B pexume BBOJIa TeKcTa cTpesiovuHasi KJaBuaTypa He paboTaer.

Komanabl

e i — mepexo B pexKuM Habopa METOJIOM BCTaBKH IepeJ TEKYIITUM CHMBOJIOM;
® a — I1epexo/l B PEe:KUM HaDOpa METOJOM BCTABKHU 3& TEKYIIUM CHMBOJIOM;
e R — mepexos B pekuM HabOpa TEKCTa METOJIOM HAOMBKU.



214 I'maBa 9. Ciry>kebHble TporpaMMbI

9.3.4 Ilepemenienue Kypcopa

h, j, k, | — Ha opmH cumBOI (OZIHY CTPOKY), KaK MOKA3aHO CTPETKAMI;

~

e " mam 0 — B HaAYAJIO TEKYMIEN CTPOKU;

e $ — B KOHeIl TeKyIIell CTPOKH;

e W — Ha CJIOBO BIIPABO;

e b — Ha CJIOBO BJIEBO;

e } — ma maparpad Brepés (maparpad — 910 60K TeKcTa, OTIEIEHHBIN MyCTOM
CTPOKOIA);

e { — na maparpad Hazas;

e || — B Havaso Tekcra,

e || — B KoHer TekcTA.

Knonkn CTpeﬂO‘{HOfI KJlIaBUaTYPbI TaK2K€ IIO3BOJIAIOT IIEPEMEIIATHCA 110 TEKCTY.

9.3.5 PenmakTupoBaHUue

e dd — cTupanue TeKyIel CTPOKU;

e d <BUKeHHE Kypcopa™> — CTUpaHUe OT TEKYIIEero MOJIOYKEHUs Kypcopa 0
HOBOI'O, 3aJIaBa€MOr'0 CUMBOJIOM IIepeMelleHnsl Kypcopa. HarkaTne KHOTIOK
CTPEJIOYHON KJIABUATYDHI He sABJIAE€TCH JBUKEHUEM Kypcopa U He MOXKeT HC-
MOJTb30BATHCA B KOMOMHUPOBAHHBIX KOMAHIAX;

J — climgHme TeKyIIeil CTPOKH CO CJIEIYIOIIeit;

u — OTMeHa IoCJe/IHell KOMaH/Ibl;

. — IIOBTOP HOCJE/IHEHl KOMaHJIbI;

. — IIepexo/l B PeKUM KOMaHIHOII CTPOKH.

9.3.6 KomaHagHasi cTpoKa

Ormqus 3HavyeHUe OMIIUNI
:q wa :q! BBIXO/I U3 PeJaKToOpa 6€3 coXpaHeHUs M3MEHEHUI;
. BBIXOJI U3 PEIAKTOPA C 3alliChIO, ecini (aiy ObLT MOTUPUITTPO-
= BaH;
W I w

<filename> wu |3anuck aitia 1 Bo3BpaIleHne B KOMAHTHBIA PEKUM;
w! <filename>

;e <filename>
T :e! | 3arpyska daitna <filename>;
<filename>

JI0O0ABUTDH COJIEP:KUMOE YKa3aHHOrO draiijia K PeJakKTHPyEeMOMY

v <filename> . .
cpasdy 3a TeKyIleil CTPOKOI;

:set nu BKJIFOYUTH HyMEPAIINIO CTPOK;
:set nonu OTKJIIOYNTH HYMEPAIHIO CTPOK;
:lcommand BbITOJIHUTHL KoMaH Ly UNIX He mokwuias pejgakTopa;

:/<word> BBIIIOJIHUTD HIOUCK CJI0Ba <WOrd> B TeKCTe;
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Onmnusa 3HaueHue OnIuu

2/ IIOBTOPUTDL IIOMCK CJIOBaA <word> JdaJiee 110 TeKCTY.

Baoku, 6ydepsl, okHa pegakTupoBaHusi. IloBropurenn
IToBTOpUTE I

KomanaM u IBHZKEHHSIM KypPCOpa MOXKHO JiaBaTh TIOBTOPUTENN (UHCIIA), HAIPH-
Mep:

e 2w — IepeIBUHYTH KypCcop Ha JIBa CJI0Ba BIIEPE;

e 10l — mepeaBUHYTH KypCcop Ha JeCATH CUMBOJIOB BIIPaBO;

e d101 — cTeperh JecATH CUMBOJIOB CIIpaBa OT Kypcopa;

e 2d10l — cTeperh ABa/IIATH CUMBOJIOB CIIpaBa OT Kypcopa;

e 5J — cUTH MATH MOC/IEAYIOMUX CTPOK B OTHY;

e 4. — TIOBTOPUTH ITOCJIETHIOI0 BBEJIEHHYIO KOMAH/Ly YeThIpe pa3a;
Bydepsr vi

Penakrop umeer tpu tuna 6ydepos: 6ydep crupanus (0-9), HenMeHOBaHHBIH
Oydep u umenosanubie 6ydepsl (a-z).

B 0ydepsl crupannst aBTOMaTUYECKH 3aHOCATCS CTUPaeMble 3jieMeHThl. B Oydepe
«0» xpaHuTCA TIOCETHUI CTEPTHIN d/1eMeHT, B Oydepe «1» - mpernocaeHuii u T. JI.

Banectu B Oydep:

Ormqus 3HavyeHUe oMM
vy 3aHECTU TEKYILYI0 CTPOKY B HEMMEHOBaHHBIN Oydep;
y < JIBU2Ke-| 3aHECTU yKA3aHHBIN JIBUKEHUEM Kypcopa OJIOK TEeKCTa B HeMMe-

HUe Kypcopa™> |HOBaHHBIN Oydep;

"ayy 3aHECTH TEKYIIYI0 CTPOKY B MMEHOBaHHBIH Oydep a;
" JT00ABUTH TEKYIIYIO CTPOKY K COJEPKUMOMY MMEHOBAHHOIO Oy-
Ayy
bepa a;
"by10j zaHecTH mnocseytomme 10 cTpoK B nMeHOBaHHBIN Oydep b.

Berasuts u3 6ydepa:

® D — BCTABUTH B TEKYIIYIO TO3UIIAIO COJCPKIMOE HEMMEHOBAHHOTO Oydepa;

e "ap — BCTaBUTH B TEKYIIYIO MO3UIIUIO COEPKUMOE NMEHOBAHHOTO Oydepa a;
e "lp — BcTaBUTH B TEKYIILYIO HMO3UIMIO cofepxKuMoe Oydepa crupanus 1;

MHuorookonnoe pegakTupoBaHUue

PenaktupoBaTh cpasy HECKOIBKO (PailjioB MOXKHO JTHOO MOJIB3YsCh KOMaHTHOM
perakTopa :e <filename>, mub0 ykazap Bce HEOOXOMUMBbIE (ailIibl B KOMAaHIHOI CTPOKE
IpH BBI30Be pefakTopa (Hampumep: vi <filel> <file2> <file3>). B nocieanem ciayqae
BBI JIBUTAETECH 110 CHUCKY (DAiljIOB C MOMOIIHIO KOMAHT;:

® N - IEPEXONM K CieyonemMy ¢airy B CIIUCKE;

e rew - BO3BpAIAEeMCs K PEJaKTHPOBAHUIO TIEpBOro (hailia B CIIUCKE.

Nmenosannbie 6ydepbl COXPAHIIOT CBOE COAEPKUMOE IIPU IEPEXOe K PEIAKTH-
poBaHUIO Jpyroro daiia.
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OTKpBITH/Cco37aTh (haiii

e vi mamapapa.txt — OTKpBITH OfUH haiir.
e vi mama.txt papa.txt — oTKpbITh haitsl mama.txt, mocjie BbIXO/Ia U3 HETO
OTKPBITH daiiin papa.txt.

Dait OTKPHIBAETCA B KOMAHIHOM PEXKHMME C MOMOIIBI0 KOMaH/IbI Vi. 3/1eCh MbI
MOZKEeM MIPOCMOTPETH (hailjl, IepeMeCTUTLCS 110 €r0 COIEPKUMOMY, CTEPETh TEKCT, HO
BHECTU U3MEHEHUs WJIM BBECTH TEKCT B 9TOM PEKUME HeJIb34.

Cozmanne aitaa IponcxoauT IpU MOMOIIK TOM ke Komauabl. Co3manue daiiia
MPOUCXOJ/IUT B MOMEHT COXPaHEHUS.

Jl1st OTKPBITHS WU CO3/IaHMsA HOBOTO bailyia B KOMaHIHOM PeKHUMe HeOOXOIMMO
BBITTOJTHUTH KOMAH/LY':

;e <filename>

[Iepes 3TuM HYKHO COXPAHUTDH MPEIBLILYITNNA (haii:
e W - coxpangeT (ailsl ¢ CyIecTBYIONUM UMEHEM;
e :sav filename - «CoxpaHUThH Kak».

lonosiHnTEILHBIE OO

,HOHOJIHI/ITGJIbeIe BO3MO2KHOCTHU DPE€JlaKTOpPa:

Komanga Onucanue KoMaH/IbI
G nepeiTu B KoHer, daiira
<number>G nepeiTu Ha KOHKPETHYIO CTPOKY < number >
:<number> mepeiiTn Ha <number> CTPOK BIEPE/L

0TOOPa3uTh CIeBa HyMeparmio cTpok (© nonu[mber| - crpsrars

:set nu|mber| Hyeparo)

:set wrap [IEPEHOCUTH JIJTMHHbBIE CTPOKHU (:set nowrap - He MEePEeHOCHUTH )

:syntax on/off | BK/IOUNTE /BBIKIIOUUTH MOJCBETKY CHHTAKCHCA

:colorscheme 3aJ1aTh I[BETOBYIO TeMy (ryie <name> - uMs TeMbl, « TAB» pa6o-
<name > Taer Kak aBTO-JIOMOJIHEHNE)

/Mama IIONCK TeKCcTa «MaMay B (aiiie

n IIOBTOPUTDL ITOUCK

:h wmm :help CITHCOK BO3MOKHOM momoru (:viusage, :exusage)

:set

fileformat—=dos |mpuBecTH KOHIIBI CTPOK B daiiyie K Buay dos mim unix, cooTBeT-
:set CTBEHHO
fileformat=unix

:set ts=4 3aJ1aTh pasMep Tady/sanun B 4 mpobesia
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PepaxkTop VIM

Pexxumbl paboThbl

B ViM cymectBytor 3 pexkuma pabOThI:

OcHOBHOII — peTHA3HAYEH I TPOCMOTPa (baitia, BBOIa KOMaH/ U IIEPEX0/ia
U3 HEro B JIpyrue pexxuMmbl. U3 1106010 pexknma B KOMAH/IHBIH MOYKHO TIOIACTD ITPH
naxkatun «ESCy. [lpn HaxkaTnm KJIaBUINKA «:» CTAHOBUTCS JOCTYITHA KOMAHTHAS
crpoka ViIM, B KOTOPOit MOXKHO BBOJUTH KOMaH/bl. OCHOBHBIE KOMAHIbI — KOMaH 1A
BBIXO/Ia «quity (ViM moHmMaeT COKpalleHust, I09TOMY MOYKHO JIaBaTh KOMAHJLy OJ[HOM
OYKBOI «(»), KOMaH/a COXpaHeHHst «write» (MM «W» ), TapaMeTpoM KOTOPOH MOKET
ObITh M3t (bailiia, U BBI30B CHPABKU 110, oueBuHO, «help» (mmm «h»). Ha ocranbhbie
KJIABUINK (M UX TIOCIEI0BATELHOCTH) MOYKHO IPUCBOUTH JIE00Oe JieficTBue, 6o
UCIIOJIb30BaTh 3HAYECHUSI 110 YMOJTIAHHUIO.

BusyasibHblii — npeHa3HavueH, B MEPBYIO 0Y€pE/ib, JJI BBIICICHUA OJIOKOB
TekcTa. /g 3aroMuHanus IpejjIaraloTcs 3 BapuaHTa [epexoa B 9TOT PEKUM — KJia-
BUINEN «V» JIJIsT TIOCUMBOJIBHOTO BbiOOpa, «Shift+Vy mirs mocrpounoro u «Ctrl+Vs
Jutst 6109HOT0. B HOpMaIbHOM pexkiMe (TIPH Mepexojie MO «V» ) MOXKHO OIIePUPOBATH
CJIJIYIONIUMHU CYTIIHOCTSIME: CJIOBO («W» ), pejjiozkenue («s» ), naparpad («p») u
610K («b»). Boljeserne npu 3T0M HAYUHATD € MO3UIUU Kypcopa («a» ), Win xe ¢
Hauasia Osioka («i»). Hampumep, Bbigesienue Tekyinero 6J0Kka (y4acrka, orpaHuIeH-
HOTO MAPHBIMU 3JIEMEHTAMH ) MOYKHO IIPOM3BECTH cJieytomum obpasom «Esc+VIB».
Konmposanue B 6ydep BBIIEJIEHHOIO TEKCTa OCYIIECTBIIAETCS 110 «Y», BbIPE3aHue 10
«d», a BcTaBKa COOTBETCTBEHHO «P>.

PexxuM peakTupoBaHUS — 1IEPEXO/T B PEKUM PEJIAKTUPOBAHUS OCYIIECTBIIS-
eTcs HayKaTHeM KJIaBUIm «Inss.

OcCHOBHBIE BO3SMOYKHOCTHU

Bce Bo3amoxkHOCTH M KOMaH 1Bl peakTopa ViM nepeunc/imTh BecbMa 3aTPY/IHU-
TesibHO. [lepednciiennble HIZKEe KOMaH/IbI BBOJSITCSI B OCHOBHOM pexKuMe (ec/iu HeT
CIIENUAJIBHOTO YTOUYHEHNsI ). Bee OHM MMEoT KOMaHTHOCTPOUHBIE AHAJIOTU U MOTYT
OBITH JIETKO IT€PEOIPEIE/IEHbI TT0Tb30BATE/ISMHU.

ITepexoapl

s mepexoia Ha CTPOKY ¢ HOMEPOM NI BOCIIOJIb3yiiTech KoMaHioit «Gy. Tak, jid
nepexojia K Hadayay tekcra nabepure 0G, s coroit crpoku 100G, a s KOHIA
nokyMenTa - $G. Jlyig nepexosa Ha N CUMBOJIOB B HYZKHYIO BaM CTOPOHY MOKeTe
HCIOJIB30BaTh KJIaBuIIu co crpeskamu. To ects s nepexoja Ha 1000 cuMmBOJIOB
BHI3 HabepuTe «1000» U HAXKMUTE CTPEJIKY «BHU3>.

JL1s mepeMerteHust o TeKCTY UCIOJIb3YUTE CJICIYIONIIe KOMAH b
«(», «)» — JIJIs TIEPEMEIEHUST TI0 PEJJI0ZKEHUSIM;

«{», «}» — muga maparpados;

«[[», «|]» — ma dyuxiwmit;

«%» — mepexo K mapHOil CKOOKe;

«"», «"» — K IpeabIIyIIeMy TOJI0KEHHIO;

«CTRL+0O», «CTRL+I» — cooTBeTCTBEHHO Ha3a/l U BIEPE/] TI0 UCTOPUU TIepe-
XOJIOB.
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MeTkn

I/ICHOHBSyIOTCH JJId OTMETKHN ITO3UIINN A<MeTKa>, e <MEeTKOI > sIBJIdeTcd
nmobast GyKBa, U OBICTPOTO K Heil mepexona (Merka). MeTKu HUZKHErO perucrpa
JIefiCTBUTEILHBI B IIpeJie/iax JJaHHoro (aiiia, MEeTKH ¥Ke BEPXHEro perucrpa JeficTByoT
BO BCEX OTKPBITHIX (haiiyiax. CIUCOK BCeX METOK MOYKHO IOJIYIUTh KOMaHI0i «markss.

Peructpsbi

B penakrope JOCTYITHO MHOXKECTBO HMEHOBAHHBIX DEIMCTPOB (XPAHUJIHIIL JAHHBIX,
6ydepos). Peructp ormeuaercs: «"<6ykpa>». K HeMy npuMeHUMbI Bce CTaHIaPT-
Hble JeiicTBus - KonupoBanue B Hero ("<merka> y), Beipesanue ("<merka>") u
BcTaBka u3 Hero ("< merka™ P, MOXKeTe BMECTO P HUCIIOJIL30BATH |p,|p /i BeTaBKu
COOTBETCTBEHHO TI€PE/ WU MOCIe Kypcopa). B pexkuMe peakTupoBaHust BCTaBKa U3
peructpa ocyiecrBiagercs mo ««Ctrl+Ry <merka>». g nobapmenns TaHHBIX B
PETHCTP WCIOIB3YiiTe 3aryIaBHYI0 METKY.

Tax>ke BbI MOXKeTe IHUCATH B PECUCTP, BOCIOJIL30BABIINCH KOMAHJION « " METKa»
U 3aBepIias 3aIMCh 0 «(». TakuM 00pa30M, Bbl COXPAHIETE MAKPOC, BBITIOJHUTD
KOTOPBIA MOXKHO 110 «@MeTKay.

Perucrper ¢ metkamu «*» 1 «+» cosnagaror ¢ X-Window clipboards, «%» - coor-
BETCTBYeT pejakTupyemoMy aiiry. s mpocMoTpa comep:KUMOro BCeX PermcTpoB
BOCIIOJIb3yUTECh KOMaHJIOM:

:registers

b0

:reg <mMeTkral><mMeTka2>...

JIJIsl TIPOCMOTPa HEKOTOPBIX.

Poiapl

[IpeHasHadenbl Jjisi COKPBITHS HEHYKHBIX B JAHHBII MOMEHT JIaHHBIX, J1a0bl Te
He OTBJIEKaIM BHUMaHue. Hampumep, Koja moamporpaMMbl, ¢ KOTOPOil BbI B JTaHHbLII
MOMeHT He paboraere. [lo ymomdanuio dposiibl aKTHBUPOBAHBI B PEKUME UX PYIHOM
pacCTaHOBKH. Kc/ii BbI XOTHTE WX aBTOAKTHUBAIINN 110 OTHOIIEHUIO K TaOyJIAInN, TO
J106aBbTe B KOH(UT CTPOKY:

‘ set foldmethod=indent ‘

Bce xomanpr st paboThl ¢ dosigaMu HadnHAIOTCA ¢ «zy». OTKpbiTHE DOJIIa
IPOM3BOJIUTCS, HATIPAMED, MO0 «Z0» (HJIM CTpeJIKe BIIPaBO) Ha HEM, 3aKpPBbITHe KOJa B
doi - 1o «ze».

Ceccun
[Ipu BesleHUM rpymIIbl IPOEKTOB HEPEJIKO KeJIaTeIbHO COXPAHUTh TEKYIIEee COCTO-

sHIEe U HACTPOWKM peJIaKTopa, 9TOObI B JabHENIIEM IIPOJIO/IKATh paboTy ¢ TOrO XKe
MecTa. /11 9TOro n mpeHa3zHaYeHbl CECCUU, YTO CO3/IAI0TCA KOMAaHIOM:

:mksession /path/to/Session.vim
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a YATAIOTCA IIPOCTON KOMAHJIOMU:

:so /path/to/Session.vim

['opa3z o gale, BupodeM, BOBHUKAET HYKJa B COXpAHEHWU He BCeil ceccuu, HO
TOJILKO TEKYIIEro KOHTEKCTa (BO UTO BXOJWUT, HAIIPUMED, TIOJIOXKEHUE Kypcopa B KoJie,
TeKyIIasi pacCTaHOBKa (DOJIOB U MHOTO JPYToe, O 9eM IHTANTe B JTOKYMEHTAIINN ).
DTO JIeficTBHE BBITTOTHSIET KOMAaH/ 1A

‘ :mkview ‘

qTeHHue:

‘ :loadview ‘

Odennb yI100HO CJIE7IATH COXPAHEHUE U YTeHHEe KOHTEKCTA aBTOMATHYECKUM IIPU
HavaJjie 1 OKOHYAHUU PeJIaKTUPOBaHudA dailia. DTo MOXKeT ObITh PeaJu30BaHO CJIeLy-
FOIIIM KOJIOM (IIPUMEHsIeTCsT JIst BeeX (DailioB, MMEIONUX TOUYKY B UMEHN ):

au BufWinlLeave *.*x mkview au BufWinEnter *.* silent loadview

ITouck u 3amena

[Tonck ocyrmecTBIsieTcst KOMaHIAME < /» JIsl TIOMCKa (110 PEeryJsipHOMY BbIpa-
JKEHWIO) BIEpEN, a «7» B 0OpaTHOM HampapjeHud. st IpOJOIZKEeHNsT TONCKa, 1~
HOJIL3YHATE «N», a I HponIoro Bapuanta «N». g moucka cjiosa 1o Kypcopom
UCIIOJIL3YIOTCS COOTBETCTBEHHO «F» 1 «™».

st oucka ¢ 3amenoit uctiosibayiire “s”TO/m uro/gic, riae «%» o3nadaer pabory
CO BCEM TEKCTOM (& He ¢ TeKyIreil CTpoKoii), «g» — riaobajibHast 3aMeHa (a He IepBoe
COBIIAJIEHNE), «i» — UTHOPUPOBAHUE PETUCTPA, & «C» — HOATBEDPXKJICHNE KayKI0To
JOeCTBUS.

ABTOmonosHeHE

[IpousBonuTCst IO COJIEP:KUMOMY JIAaHHOTO ailia, a TaK»Ke YKa3aHHBIX B Iepe-
Mennoit <dictionary> 1o HaykKaTHIO KJIABUII .

OrMmena

«U» — JIJIsT OTMEHBI U =~ — CMEHBI PErUCTPA.

«”» — JIsl BBIJIEJIEHHOTO y4acTKa (mim GYKBbI O/ KYPCOPOM).

«U» — npuHYyIATEIHBHO YCTAHOBUTDH BEPXHUN PErUCTD, a «U», COOTBETCTBEHHO,
HUZKHUH.

IToBTOPUTHL

L.

Kondwuryparmus

OcHoBHBIM KOHMUTYPAITMOHHBIM dailioMm sBisiercst ~/.vimrc. AKTHBaIms pyccKo-
ro mpudTta B GUI-pexxume, 110c BBIOOP TEMBI JIJIsT 000UX PEKUMOB OCYIIECTBIISAETCS,
HAIIPUMep, CJIEIYIOMINM KOJTOM:
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if has(<gui_running>)

colorscheme candy

set guifont=-cronyx-courier-medium-r-normal-*-*-120-*-*-m-*-koi8-
r endif

if 'has(<gui_running>) colorscheme elflord endif

[Iepedenn Hambosee UCIOMB3YEMBIX «TOPAUNX» KJIABHIIL:
e Brixox mo F10:

nmap <F10> :q<CR>
imap <F10> <ESC>:g<CR>

e Coxpanenue 1o F2:

nmap <F2> :w>CR?
imap <F2> <ESC>:w<CR>i<Right>

o Kowmmumaanusa mo F9:

nmap <F9> :make<CR>
imap <F9> <ESC>:make<CR>
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