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AHHOTAIMUSA

JlaHHBIII JOKYMEHT SIBJISIETCSA PYKOBOIACTBOM aJMHUHUCTPATOpa OINEPAlUOHHON
cucteMmbl «PEJ[ OC» Bepcuu 7.2 (manmee PEJ] OC, OC) u omnuckiBaeT ACHCTBUS IO
YCTAHOBKE, HACTPOMKE, 3alyCKy H MCIHOJIb30BAHUIO OMNEPALMOHHON CHUCTEMBI,
BBITIOJTHSIEMbIE 3IMUHUCTPATOPOM B MPOIECCE IKCIUTYaTAIIMU OTIEPAITUOHHON CUCTEMBI.

Tak ke pyKOBOJCTBO aIMUHUCTPATOPA COACPIKUT ONMUCAHUSL:

- byHKIMH 6€30MacHOr0 YIPABICHUS ONIEPAIMOHHON CUCTEMOM;

- byHK1M 1 nHTEp(PEcoB, KOTOPBIE JOCTYIHBI AJIMUHUCTPATOPAM ONEPAIIMOHHOM
CUCTEMBbI, CBA3aHHBIM C aIMUHUCTPUPOBAHUEM;

- NPUMEHEHUSI  JOCTYNHBIX  aAMUHUCTpaTopaM  (QYHKUUM  OE30MacHOCTH,
MPEIOCTABISEMBIX ONEPANMOHHON CUCTEMOM.

PyKkoBOJCTBO aaMUHHCTpATOpPa COJACPKHUT MPEIyNPEkKACHUS OTHOCUTEIBHO
JNOCTYMHBIX JJIsi AIMUHHUCTPATOPOB (DYHKIMA ¢ NOPUBUIIETHH, KOTOPHIE CIIEIyeT

KOHTPOJIMPOBATh B 0€30IMMacHOM cpenie 00paboTKu HHMOPMAIIUH.
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1. O6mue cBeaenusi 00 PEJI OC

1.1. Onucanue u 00,1aCTh NPUMEHEHHUS ONEPAIUOHHON CHCTEMbI

PEJl OC sBisieTcs MHOIOMOJIb30BaTENbCKOM, MHOTo3anauHoi OC, koropas
npenocTaBiseT MmiIaThopMy YHUPUIUPOBAHHOW (DYHKIMOHATBHON yHHUBEpCaIbHOU
JOBEPEHHON CPe/Ibl ISl BHITOJHEHUS MPUKIIAAHOIO IPOrpaMMHOTO 00ecTIeueHUs.

PEJIT OC Ha ypoBHE JApailBEpOB MNONIEPKUBACT IIUPOKUN TNIEPEUYECHBb
000OpyZIOBaHUsl aKTyallbHbIX Bepcuil, aoctynHoro Ha peiHke CBT, a Ttak xe
000pyI0BaHUS CHATOIO C IPOU3BOACTBA, HO MOAJIEPKUBAEMOT0 IIPOU3BOAUTEISIMHU.

B PEJ]l OC mnoanepkuBaeTrcsi WHCTALIALMSA C ONTHYECKUX HOCHUTEINEH
uHpopMaluy, (reni-HakonuTeNen, pa3esnoB JOKaJIbHOTO KECTKOTo JHUCKa, a TaK Ke

YCTaHOBKA I10 CETH Iepeavy JaHHBIX.
1.2. OcnoBuble pynkuuu PE/I OC

PEJI OC wmoxer oOecreuynBarh OOCITY>KMBaHHE OT OJHOTO HECKOJBKHUX
IOJIb30BaTeNIe OJHOBpeMEeHHO. [locie ycmemHoro BXoJa B CHCTEMY MOJIb30BATEIN
UMEIOT JOCTYIl B TJIABHYIO BBIYMCIHUTENIbHYIO CpEAy, MO3BOJISIIOUIYIO 3aIlyCKaTh
MOJIb30BATENIbCKUE MPUIIOKEHUS, CO3/1aBaTh M MOJydaTh JOCTYI K (pailiam, 3a/1aBarh
JUPEKTUBBI TMOJIH30BATENsI Ha YpOBHE 000J04kM KomaHaHoro mpoueccopa. PEJ[ OC
MPEAOCTABISET AICKBATHBIE MEXAHU3MBI ISl pa3rpaHUYEHUS M0JIH30BATENICH U 3aIUThI
X JaHHbIX. Mcrnosib30BaHWE MPUBWIETUPOBAHHBIX KOMAaHJ OIPAHUYEHO U JIOCTYITHO
TOJBKO aIMUHUCTPATUBHBIM IOJIb30BATEIISIM.

PEZl OC «koHdurypupyercs MO yMONYaHUIO i pabOThl B peXKUME
IUCKpeMoHHoro ynpasienus goctynom (DAC).

JIroboi1  monb30BaTENb € pPOJNbI, KOTOpas  IO3BOJIAET  BBINOJHSATH
aIMUHUCTPATUBHBIE IEUCTBUS, CUMTAETCSA aJMUHHUCTPATUBHBIM MOJIb30BaTeneM. Kpome
toro, PEJ] OC nopaep>xuBaeT TUIIbI, KOTOPbIE MOTYT OBITh CBS3aHBI C OOBEKTAMH, U

AOMCHBI, KOTOPBLIC MOI'YT OBITH CBSI3aHBI C ImponcccaMu. Ponu OIIPCACIIAOTCA



JOMEHaMH, K KOTOPbIM OHHM HMMEIOT JocTym. l[lpemompeneneHHblii ¢aiia MOJUTUKH,
KOTOpbIN sBisieTcst 4acThio koHburypanuu PEJl OC, ompenensier mnpaBuiia MEXIy
noMeHaMu W TunaMu. C BBIIIEU3IIOKEHHBIM OIPEACIICHHEM pPOJIE W MpaB JOCTyMa,
nojipazyMeBaemMbix HMHAUBHAyanbHbIME pojisiMu, PEJ[ OC BwimonHsieT TpeOoOBaHUS
POJIEBOTO JOCTYTIA.

PEJZl OC mnpennasHaueHa nansi paOOThl B CETEBOM OKPYKEHHH C APYTMMHU
skzeMiuiipamu  PEJI OC, a Takke C HHBIMH COBMECTUMBIMH CEPBEPHBIMH U
KJIMEHTCKUMH CHUCTEMaMHM OJIHOTO M TOTO K€ YIpaBJsieMOro JioMeHa. Bece 3Ttu cuctemsl
JOJIKHBI KOH(UTYPUPOBATHCSI B COOTBETCTBUU C OMpPEAEIEHHON OOIIeH MOJIUTUKOU
0€30MacHOCTH.

PEJ] OC pa3zpemaer MCHOJb30BaHME MHOTHMHM IOJIb30BATENIIMH OJHOIO WJIN
Oosiee MPOLECCOPOB, MPUCOEAMHEHHBIX BHENIHMX M 3allOMUHAIOUIMX YCTPOWCTB MAJIs
BBINIOJIHEHUS PAa3HOOOPA3HbIX (PYHKUUN, TPeOYIOUIUX YIPaBISIEMOr0 paclpeeI€eHHOIO
JOCTYNa K JaHHBIM, XPaHUMBIM B cucTeMe. Takue WHCTaUISIUUA TUIHYHBL JJIs
BBIYHMCIIUTEIBHBIX CUCTEM PabOUYUX TPYIII WIA IPEANPUATUH, K KOTOPHIM 00pariaroTcs
JIOKaJbHbIE TIOJIb30BATENIM, WJIM KOMIIBIOTEPHBIX CHCTEM C HHA4e 3allUIIEHHBIM
JOCTYIIOM.

[Ipennonaraercsi, 4TO OTBETCTBEHHOCTh 33 COXPAHEHUE JAaHHBIX, 3aIIUIIAEMbIX
PEJl OC, moxer nenerupoBarbcsi nonb3zoBarensiMm PEJ[ OC. Bce pganHble Haxonstcs
noa ynpasieHnuem mexaHu3moB OezomacHoctu PEJI OC. JlaHHbIE COXpaHSIOTCS B
nouMeHoBaHHbIX o0BbekTax, 1 PEJ[ OC MoxeT cBs3aTh C KaXXJIbIM MMOMMEHOBAHHBIM
OOBEKTOM ONHMCaHUE NpaB JOCTyna K OJToMy o0O0bekTy. Bcem mnosb3oBarensam
HA3HAYAIOTCSl YHUKAJIbHbIE HIACHTU(GUKATOPBL. IDTOT UACHTHU(PHUKATOP IMOJIH30BATEINS
UCIIOJIb3YETCsl BMECTE C aTpuOyTaMu M POJISIMU, Ha3HAYEHHBIMU IOJIb30BaTel0, Kak
OCHOBaHUE€ JUisi peuleHnit mo ynpasieHuto noctynom. PEJl OC mnoarBepxkaaet
MOJJIMHHOCTh ~ MIPEABABICHHOTO HACHTU(PUKATOpA TMOJB30BaTENs JI0 TOro, Kak
paspemiatb €My BBINONHATH JanbHeimme aeiictBus. PEJ[ OC BHyTtpu ce0s
COMPOBOXKJAET psAl HUIASHTU(UKATOPOB, CBSI3aHHBIX C TPOILECCAMH, KOTOPBIC

IMMOJYy4aroTCsA U3 YHHUKAJIBHOI'O I/II[CHTI/I(l)I/IKaTOpa IMOJIB30BaTCIsl, NPECABABIACMOIO IIPpH



BXoJie B cucteMy. HekoTopele U3 3TuX UACHTU(HUKATOPOB MOTYT U3MEHSTHCS BO BpeMs
BBITIOJTHEHUS MPOLIECCA COMIACHO MOJUTUKE, peann3yemoi PEJ] OC.

PEJ] OC npenocraBisieT Takhue Mepbl 0€30MacHOCTH, INPH KOTOPBIX JOCTYI K
O00BEKTaM JaHHBIX OCYIIECTBISECTCS TOJBKO B COOTBETCTBUM C OTPAHUYCHUSIMU Ha
JIOCTYI, HAJOXEHHBIMH Ha 3TOT OOBEKT €ro BIAJENbIEM, AAMUHUCTPATHUBHBIMU
MOJIB30BATEJSIMU M TUNIOM OOBeKTa. [lpaBa BiajeHHs Ha MOMMEHOBAaHHBIE OOBEKTHI
MOTYT II€pEIaBaThCs MO KOHTPOJIEM MOJUTUKU YIIPABIEHUS TOCTYIIOM.

Ha 00beKTbl JaHHBIX MOTYT OBITh Ha3HA4Y€Hbl AUCKPELMOHHBIE IpaBa JOCTyIa
(HampuMep, YTEHHE, 3aIlUCh, BHITIOJIHEHHE) CYOBEeKTOB (Toib3oBareneit). Kak Toibko
CyOBEKTY MPENOCTABISAETCS JOCTYI K OOBEKTY, €r0 COJIepKaHUE MOKET ObITh CBOOOIHO
MCITIOJIB30BAHO ISl BO3JCHCTBUSA HA JPYTUE JOCTYIHBIE 3TOMY CYyOBEKTY OOBEKTHI.

PEJZl OC wumeer cymiecTBEHHbIE pPACIIMPEHUS AJIEMEHTOB OE€30MacHOCTH IO
CpPaBHEHHUIO O cTaHaapTHeIMU cucteMamu UNIX:

- CIUCKH YIIPABJIECHUS JTOCTYIIOM;

- peann3anuio JTOMEHOB U THUIIOB;

- KypHanupyemas (aitnoBas cucrema (ext4);

- MOJAKJII0YaeMble MOy ayTeHTuukanuu (PAM);

- CHelUaIN3upOBaHHasl cCUCTeMa ayJuTa, KOoTopas IO3BOJIAET YYHUTHIBAThH
KpUTUYHBIE COOBITUA  O€30MACHOCTM U MPEAOCTaBIsA€T  aJIMUHHUCTPATUBHOMY
MOJIb30BATENII0 MHCTPYMEHTAJbHBIE CPEJICTBA KOHPUTYPUPOBAHUS CUCTEMBl ayJuTa U
OLICHKH 3aIliCEN ay/InTa;

- 0a30Bble (PYHKIIMHM MPOBEPKU KOMIUIEKTa OOOPYIOBAHUS MO3BOJIAIOT IO
TpeOOBaHUIO  AJMUHUCTPATUBHOTO  TIOJIL30BATENs  IMPOBEPSATh, NPABWIBHO  JIU
00eCIeynBalOTCsl OCHOBHbIE (DYHKIIMK 0€30MaCHOCTH allllapaTHBIX CPEICTB, HA KOTOPHIE
nostaraercs OO.

Pazsepayryto OC mpuUMEHSIOT B KayecTBE MPOTPAMMHON IUIATPOPMBI IS
pa3pabOTOK 3alIUIIEHHBIX CUCTEM, TpeOOBaHMUS K OE€30MaCHOCTH KOTOPBIX HE

MPEBBIIAIOT  yKa3aHHBIX  MOKa3arene. B yacTHocTH, Takue  TpeOOBaHUs



MNpCABABILAIOTCA K  3dlMUHIOCHHBIM  IIPOTPaMMHBIM  CUCTCMaAM, pa6OTaIOHII/IM C

KOH(DHICHIINATLHON MH(GOPMAIIMEH U TePCOHAIBHBIMU JaHHBIMH.
1.3. CoctaB PEJl OC

PEJ] OC cocrout u3 HabOpa KOMIIOHEHTOB, MPEAHASHAYCHHBIX IS peaaTu3auu
(GYHKIIMOHATBHBIX 3a7a4, HEOOXOIUMBIX ITOIh30BATEISAM (JIOJDKHOCTHBIM JIUIIAM IS
BBITIOJTHCHUST  OTPEACNICHHBIX, JOJDKHOCTHBIMH  HHCTPYKIHUSMH, TTOBCEIHEBHBIX
JIEUCTBHIT), M TIOCTaBIACTCS B BUJIC NUCTPUOYTHBA M KOMIUIEKTA SKCILTyaTallMOHHOMN
JTOKYMCHTAITHH.

B crpykrype PEJlI OC MOXHO BBIACTUTH cleAyolue ¢(yHKIHOHATbHBIC
AJIEMEHTHI:

- anpo OC;

- CHCTEMHBIEC OMOJIMOTEKM;

- BCTPOCHHBIC cpezicTBa 3amuThl nHpopmaruu (KC3);

- CHUCTEMHBIC MPUIIOKEHUSI;

- MIPOrPaMMHBIEC CEPBEPHI;

- MPOYHE CEPBEPHBIE TIPOTPAMMBI;

- WHTEPAKTUBHBIE pabovre Cpelbl U KOMaHHbIC HHTEPIIPETATOPHI;

MPOYUE CUCTEMHBIE MPUIIOKECHUS.

KowMmmiekc ~ BCTPOGHHBIX  CPEICTB  3alllUThl  MHPOpMALUU,  SBISETCS
MpUHALICKHOCTHIO onepannoHHou cpenbl PEJ] OC u HeoTbemeMon yacTobio sigpa OC
Y CUCTEMHBIX OMOJINOTEK.

Aopo OC - nporpamma (HabOp MpoOrpaMm), BEITIOJIHAIOMIAS GYHKIIUN YIIPABICHHUS
OC u B3aumoneicteus OC ¢ anmapatHbIMU CPEICTBAMH.

Cucmemmuvie Oubnuomexu - HAOOpPH mporpamMm (IAKETOB IMPOTPAMM),
BBITIOJTHSIIONINE pa3IMuHble (YHKIIMOHAIBHBIE 3aJa4d M MpeIHa3HAYEHHBbIE IS UX
JTUHAMHUYECKOTO TOJKIIOYEHUS K PabOoTaoIUM MporpamMMmamM, KOTOPbIM HE0OXO0IuMO

BBIITOJIHCHUC OTHUX 3aJa4.



Bcmpoenuvie cpedocmea  3awyumsi  uHopmayuu - CIEUUATBHBIE TMaKEThI
nporpamm  OC, Bxomsmue B coctaB sapa OC W CHUCTEMHBIX OHOJHMOTEK,
npeaHasHaueHHeie s 3amuThl  OC  OT  HECaHKIMOHHUPOBAHHOIO JIOCTyHa K
oOpabarpiBaemon (Xpaunsieiics) nadopmaruu Ha IBM.

CucmemHvle NpuUnONHCEHUs — 3TO TMPUIOKEHUS (MpOorpaMMbl, HAOOpP Mporpamm),
MpeHA3HAYCHHBIC /1JI BBIMOJHEHUS (OKa3aHMs) CUCTEMHBIX YCIYT MOJb30BATENIO MPHU
pEIICHUH WM OIpEACNICHHbIX (PYHKIMOHAIBHBIX 3a7ad B paboTe ¢ ONepanroHHON
Cpeloi U 00eCIeuynBarOIe X BHITIOJTHEHUE.

Ilpoepammnvie cepsepbl — crelUAIIbHBIE MPUIOKEHUS, MpPEeIHA3HAYCHHbIC IS
MPEIOCTABICHUSI TOJb30BATEII0 OMPEACIEHHbIX YCIYr U O0ECHeuMBaIOUe UX
BBITIOJTHEHUE.

K npounM cepBepHBIM IporpaMMam OTHOCSITCSI MPOrPAMMBI, NPEI0CTaBIISIIOLINE
MOJI30BATEIII0 PA3IMYHbIC YCIYTH Mo 00paboTKe, mepeaade, XpaHEHUI0 UH(pOpMaIuu
(cepBephl MPOTOKOJIOB, TOUTOBBIE CEPBEPHI, CEPBEPHI MPUIIOKEHUM, CEPBEPHI MEUaTH U
MIpOYHe).

Hnmepaxmuenvie pabouue cpeovt (UPC) - mporpammbl (IakeTbl MPOrpamm),
npeaHa3sHaYeHHbIe I paboTel mosb3oBarens B PEJl OC u mpepocraBisiomue eMy
ya0OHBIN uHTEpdeic nns obmenus ¢ Hell. Komannneie paboune cpeapl BKIIOYAIOT B
CBOM COCTaB KOMaHHbIE HHTEPIIPETATOPHI.

Komanonvie unmepnpemamopst - crneuuaibHble MOPOTPaMMbl  (TEpPMHHAIIbI),
MpeHa3HAYCHHBIC JJIs1 BBITIOJHEHUS Pa3IMYHBIX KOMaHJ MOJaBaeMbIX IMOJIb30BaTEIeM
npu pabote ¢ PEJ] OC.

IIpouue cucmemmuvie npunodxcenuss - TPUIOKEHUS (MIPOrpaMMBbI), OKa3bIBAIOIIHE
MOJIb30BATEIIIO JOMOJHUTENbHBIE CUCTEMHBIE YcIyTH npu padote ¢ OC.

B coctaB PE/] OC BK/IIOYEHBI TaKHUE TIOMOJIHUTEIBHBIE CUCTEMHBIE TPUIIOKEHUS:

- apXHUBaToOPhI;

- puiIoKeHus i ynpasienuss RPM-nakeramu;

- MPUJIOKEHUSI MOHUTOPUHTA CUCTEMBI,

- NPWIOKEHHUS 17151 paboThI ¢ (haiinamu;



- MPUIOKEHUS JIJIS1 HACTPOUKH CHCTEMBI;
- HACTpOIiKa mapaMeTpoB 3arpy3KH;
- HacTpoiKa 000py/10BaHMUS;

- HACTPOMKA CETH.
1.4. lokymeHTAllUsl B COCTaBe

B cocrase PE/] OC npeacraBieHa JOKyMEHTAIUSI B COCTABE:
- DneKTpOHHAs!, KOHTEKCTHO 3aBHCUMasi CIIPABOYHAS CUCTEMA;

- DNEeKTPOHHbBIE CIIPABOYHUKH (Mman).

1.5. TpeGoBanus K nepcoHay (AAMHMHUCTPATOPY)

1.5.1. O0uue moaoXeHus

Anmvunuctpartop PEJI OC noiken:
- uMeTh 0a30Bble HaBbIKK aaMuHUCTpUpoBanus OC cemericta Linux;
- HAaBBIKU KOH(UTYPUPOBAHUS U HACTPOUKH MPOTPaMMHBIX MPOAYyKTOB 1 OC;
- OMbIT PabOTBl CO CTaHIAPTHBIMU dJeMEHTaMu Tpaduueckoro uHTepderica
MIPUIOKECHU;
- HaBBIKU TOAJIEPKaHUs B PaOOTOCIOCOOHOM COCTOSTHUM TEXHMYECKHX CPEICTB

IK.

1.5.2. O6s3aHHOCTH MOJIB30BATENEH, ONpeIesieMbIe MPEANOIOKEHUIMU OE€301aCHOCTH

1.5.2.1. Ilpeoonpedenennoe ucnonvzosanue PEJ[ OC

Hoctyn aamunuctpatopoB k PEJ[ OC pomkeH OCyHIECTBISATHCS TOJBKO U3
CaHKI[MOHUPOBAHHBIX TOYEK JIOCTyna — pabouyMx MeECT, pa3MElIeHHbIX B
KOHTPOJUPYEMOM 30HE, OOOpYJOBaHHOM CpEJACTBAMU W CHUCTEMaMU (HU3UUYECKOM
3aUTBl M OXpaHbl (KOHTPOJII W HAONIOACHHUSA) M HCKIIOYAIOIIEH BO3MOXXHOCTh

OECKOHTPOIHLHOTO MPEOBIBAaHMUS TTOCTOPOHHUX JIHII.
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Jnsa  mpenoTBpalleHUss  HECAaHKLUHMOHHUPOBAHHOIO  JIOCTyIla K  CUCTEMHBIM
KoMIloHeHTaM mosib3oBaTessiM B PEJ] OC aaMuHUCTpaTopsl 00s13aHbI IPEIOTBpAIIaTh U
BBIBJISITH YCTAHOBKY M 3aIlyCK BCTPOCHHBIX ITPOTPaMM OTJIAIKH.

AJMUHUCTPATOPHl  00Si3aHBI  TPOW3BOJUTH yCTAHOBKY TOJBKO  INTATHBIX
IIPOTPAMMHBIX CpPEICTB, HE NO3BOJSIOIIMX OCYLIECTBUTh HECAHKIMOHUPOBAHHYIO
moaudukanuro OO.

[Ipy B3auMONEWCTBMM C BHEIIHUMU HMHMOPMALMOHHBIMM  CHUCTEMaMH,
aqMuHucTpatopsl npu nomoiu cpencts PEJ[ OC nomxHBI OCYIIECTBIAT HACTPOMKY
B3aUMOJECHCTBUSA TOJBKO C JOBEPEHHBIMU cucTeMaMy, [Ib KOTOpBIX CKOOpAMHUPOBAHBI
c I1b paccmarpuBaemoii PEJ[ OC.

[Ipn Bo3HukHOBeHHH cOoeB M oTkazoB CBT wmm PEJ] OC amMuHHCTpaTOpbI
00si3aHbl TPEINPUHUMATh MEphl, HAIMpaBIEHHbIE HAa BOCCTAHOBIIEHHWE OE€30MaCHOTO
cocrosnuga PEJ[ OC B cnyuae cOosi (0TKaza) MNpPOrpaMMHOIO M ammapaTHOro
obecnieuenust PEJ] OC, B coOTBETCTBUM C TaHHBIM PyKOBOACTBOM.

VYcranoBka, koHpurypupoBanue wu  ynpaienue PEJl  OC  momkHBI
ocymecTBIAThCa  agmuHuctparopoMm PEJ[ OC, B COOTBETCTBMM C HACTOSIIIUM
A0KyMeHTOM. (CaMOCTOsITeNbHbIE JEHUCTBUS 1O YCTAaHOBKE, KOH()PUIYpUPOBAHUIO U
YIIPaBJICHUIO MOJIb30BATESAM HE JOCTYIIHBI U OTPAaHUYECHBI MTPABUIIAMH PA3rPAHUYCHUS

noctyna PEJ[ OC.
1.5.2.2. I[lopsioox obecneuenus cpeovt pynkyuonuposanus PEJ/] OC

AJMUHHCTPATOPBl JOJDKHBI KCIONB30BaTh (PyHKIMM, npenoctasisembie PEJ|
OC, B paMKax BBINOJHEHUS CBOUX JOJDKHOCTHBIX OOS3aHHOCTEH, OMNpEIEICHHBIX B
JOJDKHOCTHOM MHCTPYKIIMU COOTBETCTBYIOIIMX KATETOPUHN I10JIb30BATENICH.

AIMUHHCTpaTOpbl 00sA3aHbl MPOU3BOJIUTH HAcTpoiky oOopynoBanusi CBT wu
IpeloTBpaliaTh HECAHKIIMOHUPOBAHHYIO (PU3MUECKYI0 MOJIU(PHUKALMIO aINlapaTHOro
oOecrieuenusi, Ha KoTopoMm BeinoiHseTcss PEJ] OC.

[IpaBa mnosap30Barenedl A MOJYyYEHHsS JOCTyNa M BBINOJHEHHS OOpadOTKH
unpopmaruu B PEJ] OC ocHoBBIBatoTCS Ha OJHOW Wi O0Jiee pPOJsSX W Ha3HAYAIOTCS

agmuauctparopom  PEJI OC. Ponum mnonb3oBareneii B PEJ[ OC  otpaxkaror
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MIPOU3BOJICTBEHHYIO (DYHKIIHIO, 00S3aHHOCTH, KBAITM(UKAIIUIO /MM KOMIICTEHTHOCTD
MOJIb30BATENIEH B pAMKAaX OpraHU3allHH.

[To Bcem Bompocam aamunuctpupoBanuss PEJ[ OC mnonb3oBarens o00s3aH
obpamarbess k aamuauctparopam PEJ[ OC, koTopble SBISIIOTCS KOMIIETCHTHBIMH,
XOpOIIO OOYYEHHBIMHU U 3aCITY>KHBAIOLIUMU JJOBEPHSL.

[Ipennonaraercss Haauuve (OOHOTO WM  0o0Jie€) KOMIIETEHTHBIX  JIMI]
(aIMMHHCTPATOPOB), KOTOPBIE Ha3HAyaIOTCA i yrnpasiieHus 6ezonacHoctbio PEJ[ OC
u uHpopmanu B HeM. OHM HECYT OTBETCTBEHHOCTH 32 Cieayrolue (QyHKINH:

- CO3/IaHUE U COMPOBOXKICHHUE POJIEH;
- YCTaHOBJIEHHE U CONPOBOXKICHUE OTHOLIEHUN MEXAY POJIAMU;
- Ha3HAuYCHHUE U aHHYJIMPOBAHUE POJIEH, HA3HAYAEMBIX I1OJIb30BATEIISIM.

Kpome Toro, 3tu nuna (B KayecTBE BIAJENbIEB BCEX KOPIOPATUBHBIX TAHHBIX),
HapsAy C BiIaJeIblaMu OOBEKTA, JOKHBI UMETh BO3MOKHOCTh Ha3HA4aTh U OTMEHSATH
npaBa J0CTyna pojieil K 00beKTaMm.

ITonb3oBarenu, B coorBeTcTBUU ¢ HazHaueHHbIMU B PEJ[ OC moaHoMouusiMu u
POJISIMU, UMEIOT MpaBa cO3/aBaTh HOBbIE OOBEKTHI JAHHBIX, BJIaJAEIblaMU KOTOPBIX OHU
CTAHOBSATCS.

[lepconan, oTBeTCTBEHHBIM 3a BhIModHeHUE aaMmuHHcTpupoBanus PEJ] OC,
JOJDKEH TPOMTH MPOBEpKY Ha OJaroHaieX HOCTh U B CBOEU AESITEIbHOCTU JOJKEH
pykoBoacTBOBaThCs JoKyMeHTanuen Ha PEJ[ OC.

VY1oJIHOMOYEHHBIE T0JIb30BaTENM 00Jadat0T HEOOXOIMMBIM pa3pelICeHUEM Ha
noctyn B PEJl OC, no kpaitHeit mepe, k yactu uHdopmanuu, ynpasiasiemont PEJI OC, u
COTJIACOBAHHO JIEUCTBYIOT B OJIArOMPUSITHOM Cpejie.

AnMUHHUCTpATOpPHl B 00S3aTE€IbHOM MOPSAJIKE JOKHBI OBITh O3HAKOMIIEHBI C
HACTOSIIIIMM PYKOBOJICTBOM U JIOJDKHBI ObITh 00YUY€HBbI MPUMEHEHUIO (DYHKITMOHAIBHBIX
BO3MOYKHOCTEM 0€30MMacCHOCTH, MPEIOCTABISEMBIX ONIEPALIMOHHON CUCTEMOM.

AJMUHHCTPATOPBI JOJKHBI BBINOJIHATH TPYNIbI 334ad, CBSI3aHHBIX CO CBOMMU
CIIyKEOHBIMU TOJTHOMOYMSIMHU, B Oe3zomacHoi WT-cpene ¢ mpuUMEHEHHWEM MOJHOIO

YHpaBJICHUSA CBOMMHU JaAHHBIMU.
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AJIMHUHUCTPATOPBI JOJIKHBI OCYILECTBIISITh PETYISPHBI KOHTPOJIb MOJHOTHI U
JOCTaTOYHOCTU Mep MO oOecredeHn0 MHPOPMAIIMOHHON 0€30MacHOCTH Ha O0BEKTax,

ucnosb3yronmx PEJ[ OC.
1.6. IIpuemMka mocTaBJIeHHOI0 CPeACTBA

[TonpoOuble mpaBmina npueMku wuznoxeHsl B TY 02.01-001-29926343-2017
(Onepanmonnas cucrema «PEJ[ OCy». Texuuueckue ycnosus). B o0mem crydae
MIPOU3BOJIUTCSI TIPOBEpKa KOHTPOibHbIX cymMm auctpudytuBa PEJ[ OC. Cusatue KC
NOJDKHO ocyecTBisaTeesa ¢ ucnoiab3oBanueMm [10 PCII-Kontpons Bepcun 2.0, mo
anroputmy ['OCT 34.11-2012 (256 6wut). ITomyuennsie KC q0mKHBI COOTBETCTBOBATH

stanionHbiM KC PEJ] OC, npuBeneHHbIM B (hOpMYJISIpE CPEICTBA.
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2. Pa3HOBUIHOCTH (PAHJIOBBIX CUCTEM B TUCTPUOYTHUBE

2.1. llognep:xuBaembie GpailjioBbIe CUCTEMBI

B muctpubyTtuBe noaaepxuBaroTcs ciaenytomye daitnossie cuctemsl (OC):
- XKypHanmupyeMas (aitioBas cuctema Ext3;
- KypHanmupyemas ¢aiinoBas cuctema Ext4;
- daiimoBas cucrema ISO 9660 nns HakomuTened ISl ONTUYECKUX MarHUTHBIX

JICKOB.
2.2. YTuauTsl AJis1 padoTel ¢ (paiI0BbIMU CHCTEMAMHU

OO11iee Ha3HAYCHUE YTUIIHT:

mkfs - co3nanue HoBo# (aitioBoii cuctemsl (make filesystem);

fsck - mpoBepka (aiinoBoii cuctemsl Ha omuOKku (filesystem check);

df - popmupyer oT4ET O JOCTYITHOM M UCTIOIH30BAHHOM JUCKOBOM IIPOCTPAHCTBE
Ha (¢alaoBeIX cuctemMax. be3 aprymeHTtoB df BBITAET OTYET MO JOCTYITHOMY H
MCIIOJIb30BaHHOMY MPOCTPAHCTBY ISl BeeX (pailioBhIX cuCTeM (BCEX TUIIOB), KOTOPHIE
CMOHTHpPOBaHbl B JaHHBIM MOMeHT. B mporuBHOM ciywae, df Ha kaxnawii Qaiin,
3aIaHHBIM KaK apryMeHT, BBIAAeTCS OTYEeT Mo (pailioBoi cucTemMe, KOTOpas €ro
COJIEPKUT.

du - popmupyet oTyeT 006 UCHOIB30BAHUH AUCKOBOTO MPOCTPAHCTBA 3aJaHHBIMU
daiinamu, a TakkKe KaXIBIM KaTaJoroM HUEPapXUH MOJIKATATIOTOB KaXKIOTO YKA3aHHOTO
Karamora. 37ech IOJ WCIOJIb30BAHHBIM JINCKOBBIM TIPOCTPAHCTBOM TOHHMAETCS
MPOCTPAHCTBO, HCIIOJIb3YEMOE JIJIsl BCEH MepapXuu MOJKATAIOrOB YKa3aHHOTO KaTaiora.
3amymienHas 6e3 apryMeHToOB, kKomaHaa du BBIJAET OTYET O JUCKOBOM IMPOCTPAHCTBE
JUTSL TEKYILETo KaTayiora.

st paznuueHus (aiyIoBBIX CHCTEM HCIIOJIB3YETCS yKa3aHWe THma (aiinoBoin
CUCTEMBI MOCJIE MapaMeTpa -t Wik B Ka4eCTBE KOMIIOHEHTa UMEHH YTUJIUTHI, HAIIPUMED:

mkfs -t ext2 /dev/sdal
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fsck.ext2 /dev/sda2

Hns npeobpasoBanus (aiimoBoii cucteMbl u3 ext2 B ext3 Heo0Xoaumo
BBITIOJTHUTH KOMaH]TY:

tune2fs -j /dev/sdX

st oOpatHOro mpeoOpa3oBaHUsi HEOOXOAMMO CMOHTHUPOBATh 3TOT pa3len Kak
ext2.

st Toro, 4ToOBl COXpaHUTh KOMUIO aucka (Hampumep, CD-ROM), HeoOxoaumo
clenaTh Cleayolee:

- yOeIUThCS B HAJIMYMK B TEKYIIEM KaTajore JI0CTaTOYHOTO KOJIMYECTBa
CBOOOJTHOTO MECTa;

- BBITIOTHUTE KoMaHay dd if=/dev/cdrom of=cdrom.iso bs=1M

- MOCJA€ HSTOT0 MOXHO TMPOCMOTPETh coaepxkumoe (daitma cdrom.iso,
CMOHTHPOBAB €ro, Hanpumep, Tak: mount -o loop cdrom.iso /mnt/cdrom.

B kauecTBe MCXOAHOTO yCTPOMCTBA ISl KOMMMPOBAHMSI TaK)K€ MOXKET BBICTYIATh
m000€e JTUCKOBOE YCTPOMCTBO, HAaMpUMEp, NUCKETa WU KeCTKuh nuck. Kpome Toro,
nonyuuBmmiicss ob6pa3 CD-ROM wmoxHOo 3amucath Ha wMarpuity CD-R/RW ¢
MCIIOJIb30BaHUEM KoMaH[bl cdrecord, T.k. daitn cdrom.iso siBiseTCS MOJHBIM 00pa3oM
TIUCKA.

CripaBoYHMK HamOOJIee YacTO MCHOIB3YEMbIX YTHJIHMT JUIsi paOboThl ¢ (haitioBoit

CHUCTEMOI:
CucreMHbII Ha3znauenmue
BbHI3OB
mount MOHTHPOBaHHE (DAMIIOBBIX CHCTEM
umount pa3MOHTHpOBaHKE (PANTOBBIX CHCTEM
find MOMCK (DaiJIOB B TUPEKTOPUSIX
locate MOKCK (hailJIoB 1O ompeiesieHHOMY 00pa3Iily UMEHHU
which nouck (haiiyia, KOTOpBIH OYIET 3alyIICH PY BHIOJHCHUN JTAHHOW KOMaH/IbI
cd CMEHa TeKYIIETO KaTaJloTa/ TUPEKTOPHH
pwd MOKA3aTh TEKYIIUH KaTaJIOT/IUPEKTOPHUIO
mkdir CO3JlaHHE KaTajiora
Is BbIIaua HQpopMAaIK o daiiax uin Katajaorax
cp KONMPOBaHUE (aiyioB
myv niepeMenieHre/ mepenMeHoBanne (aiion
rm yaaJeHue ¢aiios
cat BBIBOJ] COJICP’KMMOTO 3aJaHHBIX (haiiJIOB HA CTAHAAPTHBIN BBIBOJ
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more IporpaMMa NOCTPaHUYHOTO MPOCMOTpa (ailyioB

In CO3JJaHUE CCHUIOK (ATHbTEPHATUBHBIX UMEH) s (paityioB

file onpejeacHue Tuna gaiia

chmod M3MEHEHHUE TPaB JI0CTyNa K (haiaam.

chown CMEHa IpaB BJaJieHus (TI0Ih30BATEIBCKUAX M TPYIIIOBBIX) sl aidioB

umask YCTaHOBKA MACKH IpaB JOCTYIA JJisi BHOBb CO3/1aBaeMbIX (haiiioB

chattr u3MeHeHue aTpuOyToB ¢ainoB s (aitnoBoil cuctemsl ext (append-only,
immutable, safe deletion, no atime modified, no backup,...)

Isattr MIPOCMOTP aTpuOyTOB (haitioB 1y1st (haliJIOBOM CUCTEMBI eXt
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3. O6mue npunnunsl padorsl PEJI OC

PaGota ¢ onepannoHHO# cpeoil 3aKI0YaeTCcsi BO BBOJE ONMPENEICHHBIX KOMaH/T
(3ampocoB) K OMEpaIMOHHON Cpe/ie U MOTYYEHUI0 Ha HUX OTBETOB B BUJIE TEKCTOBOTO
OTOOpaXEeHUs.

Huanor ¢ OC ocyliecTBIsIeTCsi TOCPEICTBOM KOMAHJHBIX HMHTEPIPETATOPOB C
CUCTeMHBIX OmOMMorek. Kaxnaas cuctemHas OUOIMOTEKA MpeNcTaBisieT coboi Habop
MporpaMm, TMHAMUYECKH BhI3bIBAEMbBIX OMEPAIMOHHON CUCTEMOM.

st ynobctBa mosp3oBaresiei mpu padoTe ¢ KOMaHIHBIMH HHTEpIIpeTaToOpaMu
UCIIOJB3YIOTCS ~ WMHTepakTuBHble paboune cpeasl (MPC), mnpenocrasistomniye
MOJIb30BaTEIN0 YI00HBIN uHTEpdeiic asa padbotsl ¢ OC.

B camom wnentpe OC PEJl OC HaxoauTcs yhpaBisiollas MOporpamma,
HasbIBaeMasi SApoM. SIIpo B3aUMOJCHCTBYET C KOMIIBLIOTEPOM U Tiepudepueit (Iuckamu,
OpPUHTEpAMH U T.JI.), PACHpENEsieT Pecypchl M BBITIONHSIET (HOHOBOE IJIAHUPOBAHHE
3ananuid. pyrumu cinoBamu, anpo OC u30AMpyeT MOJb30BaTelis OT CIOXHOCTEH
anmapaTypsl KOMIBIOTEPA, KOMAaHIHBIA HHTEPIIPETAaTop OT Aapa, a MPC oT koManaHOro

MHTEPIIPETATOPA.
3.1. IIpoueccol u ganabl

PEJ] OC sBisieTcsi MHOTONOJIb30BAaTEICKON MHTETPUPOBAHHOM CUCTEMOM. DTO
3HAYUT, YTO OHa pa3paboTaHa C pacueToM Ha OJHOBPEMEHHYIO paOOTy HECKOIBKUX
IIOJIb30BATEIICH.

[Tonp3oBaTenp MoOXKeT JAMOO caM paboTaTh B CHCTEME, BBIMIONHSIS HEKOTOPYIO
MOCJIEA0BATEILHOCTh KOMaH, MO0 OT €ro0 MMEHU MOTYT BBIMOJHSITHCS MPUKIAIHBIC
MPOLIECCHI.

[Tonb3oBaTeNb B3aUMOJICUCTBYET C CUCTEMOM Yepe3 KOMaHAHBIA MHTEPIPETaTop,
KOTOPBIM TIpEACTaBIsAeT COOOM, Kak ObUIO CKa3aHO BBINIE, MPHUKIATHYIO MPOrpaMMmy,
KOTOpasi MPUHUMAET OT MOJB30BATENsI KOMaH/bI WM Ha0Op KOMaH[ U TPAHCIUPYET UX

B CHUCTCMHBIC BbI3OBBI K APy CHUCTCMBI. HHTGpHpCTaTOp ITO3BOJIACT IIOJB30BATCIIIO
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nmpocMaTpuBaTh (Gaiibl, MEepeBUTaThCS MO JepeBy (HaloBOM CUCTEMBI, 3aIlyCKaTh
MpPUKIAIHbIE Tpouecchl. Bce KOMaHIHBIE HWHTEPIPETATOPbl HMEIOT  Pa3BUTHIN
KOMAaHJHbIA SA3bIK W IO3BOJISIFOT MHUCAaTh JIOCTATOYHO CJOXHBIE MPOTPAMMBI,

yHOpOILAoIIKe MPOIecC aAMUHUCTPUPOBAHNUS CUCTEMBI U paOdOTHI C HEH.
3.1.1. IIpoueccol pynkunonuponanust PEJl OC

Bce mnporpamMmbl, KOTOpbI€ BBINOJTHSIOTCS B TEKYIIMHA MOMEHT BpPEMEHHU,
Ha3bIBAIOTCS npoyeccamu. IIpolieccbl MOXKHO pa3feuTh Ha JIBA OCHOBHBIX Kilacca:
CUCTEMHBIE TPOLECCHl W TMOJb30BaTEIbCKUE TNpouecchl. CHCTEMHbIE MPOIECCH -
nporpaMmbl, pematome BHyTpeHHue 3amgaun PEJI OC, Hampumep opraHu3anuio
BUPTYaAJIbHOM MaMATH Ha JAUCKE WU MPEAOCTABISIONINE TOIB30BATENSAM T€ WIM HHbIC
CEpPBHUCHI (ITPOLIECCHI-CITYKOBbI).

[Tosnp30BaTENbCKUE MPOLECCHl - IMPOLECCHI, 3alyCKaeMbl€ IOJIb30BATEIEM W3
KOMaHJHOTO MHTepIIpeTaTopa JJIs pPEIIeHUs 3aJad TMOJb30BaTeNsl WIM YIpPaBICHUS
CUCTEMHBIMH MPOLECCAMHU.

@DOHOBBIN PeKUM pabOTHI MPOIIECCa - PEKUM, KOTIa MporpaMmMa MOKeT padoTaTh
0e3 B3auMOJICHCTBUS C MOJdb30BaTeiaeM. B ciiyyae HEOOXOJIMMOCTH HHTEPaKTUBHOM
paboThI ¢ Tosib30BaTeNieM (B OOIIEM cllydae) mpolecc OyJIeT «OCTaHOBJICH» SAPOM H
paboTa ero mpojoJKAETCS TOJIBKO TOCIE MEPEeBENICHUsI €r0 B «HOPMAIBHBIIN PEXUM

padoTHL.
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3.1.2. ®aiinoas cucrema PEJ] OC

B OC wucnonws3oBana (aitioBas cucreMa, KOTOpasl SIBJISIETCSI €IUHBIM JIEPEBOM.
Kopens 3Toro aepeBa - katajior, Ha3sBaeMbIi root (pyT), u 0603Ha"YaeMbIi «/». Hactn
aepeBa (aillioBoil cUCTeMbl MOTYT (DU3MUECKH pacloyiaraTbCcsi B Pa3HbBIX pasnernax
pa3HbIX JUCKOB WM BOOOIIE Ha JPYTrUX KOMIBIOTEpaX, - JJIs IOJIb30BATENSl 3TO
npo3payHo. IIpouecc mnpucoeauHeHus (ailyioBOl CcUCTEMBI pa3fena K JIepeBY
HA3bIBACTCS MOHMUPOBAHUEM, YIAICHUE - pazmoumuposarnuem. Hanpumep, daiinoBas
cuctema CD-ROM B PEJ] OC mMoHTHpyeTCsl 10 yMoJlyaHUIO B Katainor /media/cdrom
(myth B PEJ] OC 00603HauaeTcs ¢ MCIoyib30BaHuEM «/», a He «\», kak B DOS/Windows).

Texymmii kaTanor o003HaYaeTcs «./».
3.1.3. Opranusanus (HaisoBOil CTPYKTYpbI

Cucrema JOMalIHUX KaTajJOrOB IOJb30BaTEIEH IOMOTAeT OPraHU30BBIBAThH
0e3omnacHy0 paboTy Mojib30BaTeIeli B MHOIOMOJIb30BATEILCKOM cructeme. BHe cBoero
JOMAILIHEr0 KaTrajora IOoJb30BaTelb O0JaJaeT MUHUMAJIbHBIMU IpaBaMu (OOBIYHO
YTeHHE M BBHINIOJIHEHHE (AISIOB) M HE MOXXET HAaHECTU YIIepO cucTeme, Harpumep,
yAAJIMB UM U3MEHUB (hai.

Kpome daitnos, co3gaHHBIX MOIB30BaTENIEM, B €r0 JIOMAITHEM KaTajiore OObIYHO
coJiep>KaTcs IepCcoHaIbHbIe KOHPUTYpAIIMOHHBIE (haliIbl HEKOTOPBIX MPOTPAMM.

Mapwpym (1IyTh) - 3TO NOCJIEIOBATEIBHOCTh UMEH KaTaJOroB, IPEICTABIIAIOIIMIA
co0oit myTh B (alIoBON cHCTEeME K JaHHOMY (pailiy, Tie Kaxaoe CIeayroIiee uMs
OTZEJIACTCS OT MPEbIAYIEro HaKJIOHHOU uepTol (cidiieM). Ecnu HazBaHue mapiipyTa
HAYMHAETCs CO CJI3IIA, TO MyTh B UCKOMBIN (paiil HAUMHAETCS OT KOPHEBOTO KaTajora
BCEro JiepeBa cucteMbl. B oOpaTHOM cilydae, eclii Ha3BaHUE MaplIpyTa HAuYMHAETCA
HEIMOCPEJICTBEHHO ¢ UMEHU (paiisia, To MyTh K UCKOMOMY (hailily JOHKEH HAadyaThbCsl OT
TeKyIIero karamora (pabodero karajora).

Nmsa daitna MOXKET coaepkaTh J00bIe CUMBOJIBI 32 UCKIIFOUEHUEM KOCOW YepThI
(/). Omnako cnemyeT m3berath MPUMEHEHHUS B UMEHax (aiioB OOJBIIMHCTBA 3HAKOB
MpenuHaHusT U HemedaTraeMblXx CUMBOJIOB. [Ipu BbiOOpe mMeH (haijioB peKOMEHIyeM

OI'paHUYIUTLCA CIICAYIOIMUMHU CUMBOJIaAM:
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- ctpounble u [IPOITMCHBIE GykBei. Cienyer oOpaTuTh BHUMaHHE Ha TO,
YTO PETUCTP BCErJa UMEET 3HAYCHHUE,

- CUMBOJI ITOAYEpKUBanust (_ );

- TouKa ( . ).

Jns ynoGctBa pabOThl MOKHO HCIOJB30BaTh JUISl OTIENEHUs] UMeHU (aitna ot
pacmpenus ¢aina. JlaHHas BO3MOXHOCTh MOXKET ObITh HEOOXOAMMa MOJIb30BaTENIIM

WM HEKOTOPBIM MpOorpaMMaM, HO He uMmeeT 3HaueHue s shell.
3.1.4. Uepapxuyeckas opranuzaius (HaigoBoil CUCTEMbI

Kararnor /:

/boot — mecTo, TAe XpaHATCs (Haiibl, HEOOXOANUMBIC IS 3aTPY3KH SApa CUCTEMBI;

/lib - 3aechk pacnonararorcs Gaiibl TUHAMHYECKUX OHMOIMOTEK, HEOOXOIMMBIX
JUTsl paOOoThI OOJBIIEH YAaCTH NMPUIIOKEHUH, U TOATPYKaeMbIe MOIYJIHU S/Ipa;

/bin - MUHMMaJIBHBIA HA0OP IPOrpaMM, HEOOXOAUMBIX JJIs pa0OTHI B CUCTEME.

/sbin - nHaGop mnporpamMMm s aIMUHUCTPATUBHON pabOThl C CHCTEMOM
(mporpaMMbl, HEOOXOIMMBIE TOJIBKO CYNEPIIOIb30BaATENIO);

/home - 371€Ch pacroiaratoTcs JI0MaIlHUE KaTaJOTH MMOJIb30BaTeNeH;

/etc - B JaHHOM  Karajore OOBIYHO  XpaHATCA  OOIIECUCTEMHbIC
KOH(UTYpaIMOHHBIE (aiiiIbl 11 OOJIBIIMHCTBA MPOTPAMM B CHCTEME;

/etc/re?.d,/etc/init.d,/etc/rc.boot,/etc/re.d - aUpeKTOpUH, TJI€ PACIOIOKEHBI
KOMaH/HbIe (haiiiibl, BBITIOJHIEMBbIE TIPU 3ayCKE CUCTEMBbI WIM IIPU CMEHE €€ PeKrMa
padoThI;

/etc/passwd - 6a3a JaHHBIX MOJIb30BATENIEeH, B KOTOPOU COACPKUTCS MH(DOpMaIus
00 MMEHU TOJI30BATEIISI, €T0 HACTOAIIEM MMEHH, JTUYHOM KaTajiore, 3aimu(poBaHHbBIM
Napojb U APyTue JaHHBIC,

/etc/shadow - TeneBast 6a3a maHHBIX Moib3oBareneil. [Ipu aTom nnbopmaius us3
daiina /etc/passwd mepememaercs B /etc/shadow, KOTOpwI HEAOCTYNEH MO YTECHUIO
BCEM, KPOME T0JIb30BATENA root.

/dev - B 3TOM KaTtanore HaxoAsaTcs (daitibl yctporict. daitnbl B /dev cozpatorcs

cepBucoM udev.
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/usr - 00bIYHO (haiiyoBasi cucTeMa /usr JOCTaTOYHO OOoJIbIas MO0 00BEMY, TaK Kak
BCE IMpOrpaMMbl YCTAHOBJIEHbI MMEHHO 31ech. Bcsi mHbopmaius B Karaimore /usr
MOMEIIAETCS Ty1a BO BpeMs YCTaHOBKHM CUCTEMBI. OTIEIBbHO YCTAHABINBAEMbIE TAKETHI
nporpaMm U apyrue (daitnmel pa3memniatorcs B karamore /ust/local. Hekoropeie
MOJIKATAJIOTH CUCTEMBI /USI PACCMOTPEHBI HUKE;

/usr/bin - MpaKTUYECKHU BCE KOMAH/Ibl, XOTSI HEKOTOPbIE HaXoAsTcs B /bin wiu B /
usr/local/bin;

/usr/sbin - KOMaH[Ipl, UCIIOJIB3YEMBIE NIPU AJMUHHUCTPUPOBAHUM CUCTEMBI U HE
npeaHa3HaYeHHbIC /TSl pa3MelieHus B (haiIoBoil cucTeMe root;

/usr/local - 3xech pekoMeHayeTcs pa3Mmemiarh ¢Gaiibl, YCTaHOBJIEHHBIE 0€3
UCIIOJIb30BAHUSI TAKETHBIX MEHEIKEPOB, BHYTPEHHsISI OpraHu3alys KaTaJoroB
MIPaKTUYECKU TaKasl K€, KAK U 'y KOPHEBOT'O KaTaJIora;

/usr/man — xarajor, TJe XpaHarcs (ailyibl CIpaBOYHOTO PYKOBOJCTBA man;

/usr/share - karanor as pa3MelieHus: 00IIeIOCTYHbBIX (hailyioB OOJbIIEH YacTh
MIPWIOKEHNM;

Karanor /var:

/var/log - mecTo, T1ie XpaHsTcs Gaiiabl ayauta paboThl CUCTEMBI U IPUIIOKEHU;

/var/spool - karamor nansi xpaHeHHUs (DailioB, HaxXONAIIMXCS B OuepeAd Ha
00palbOTKy HJs1 TOTO WJIM WHOTO TMpoliecca (ouepenb Ha IeyaTb, OTHPAaBKY MOYTHI U
T.J1.);

/tmp - BpeMEHHBIN KaTajaor, HEOOXOIUMbIN HEKOTOPBIM MPUII0KEHUSIM;

/proc - ¢aiinoBas cuctema /proc SIBISE€TCS BUPTYyaJbHOM U B JAEHUCTBUTEIBHOCTU
HE CYyIIECTBYET Ha Aucke. Snpo co3gaer e€ B mamsTH KomibioTepa. Cucrema /proc

Mpe0CTaBIseT UHPOPMAIIUIO O CUCTEME.
3.1.5. ImeHa 1UCKOB M pa3/ieyioB

Bce ¢usnueckue ycTpoiicTBa KOMIbIOTEpa OToOpaxkaroTcs B Karanmore /dev
daiinosoii cuctemsl PEJ] OC. [ucku (B Tom uucie IDE/SATA/SCSI xectkue AucKw,
USB-auckun) uME0T UMEeHa:

/dev/sda - nepBbIi JUCK;
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/dev/sdb - BTOpOI AUCK U T.J.

Hucku o6o3navarorcs /dev/sdX, rme X - a,b,c,d,e,... B 3aBUCHUMOCTH OT
MOPSIIKOBOTO HOMEpa JINCKa Ha IIHHE.

Paznen nucka obo3HavyaeTcs 4mcioM mocie ero umeHn. Hampumep, /dev/sdb4 -

YEeTBEPTHIN pa3zesl BTOPOro JIMCKa.

3.2. PaGora c HauOo/1€e 4aCTO HCIOJIb3YEeMbIMH KOMIIOHEHTAMHU

3.2.1. KomaniHbIe 000J109KH (MHTEPIIPETATOPHI)

Kak Opuio ckazano Bseimle, Juist ynpasieHus OC HCHONb3yeTcss KOMaHJIHBIE
uHTepnperaropsl (shell).

3aiinsg B cucteMy, MOJIb30BaTENb YBUAUT MPUTJIAIICHHE - CTPOKY, COACPKAIIYIO
CcUMBOJ «$» (anee 3TOT cMMBOI OyJeT 0003HaYaTh KOMaHJIHYIO CTPOKY). IIporpamma
OKHMJIa€T BBOJIa KOMaHJ. Poib KOMaHAHOTO HMHTEpIIpeTaTtopa - MepeaaBaTb KOMAaHJbI
oneparmoHHoi cucteme. [Ipu momMomM KOMaHAHBIX UHTEPIPETATOPOB MOXKHO MHUCATh
HeOoubIKe nporpammel - ciieHapuu (ckpuntsl). B PEJ[ OC ucnons3yercss koMaHiHas
ob6osnouka Bash (Bourne Again Shell). Ona Benetr ucTopuro KOMaHA M MPEAOCTABISAET
BO3MOXXHOCTh X PEaKTUPOBAHUSI.

YtoOb1 pOBEPHUTH, KaKyto 000710UKy BbI ncnonb3yere, HabepuTe KOMaHIY:

echo SSHELL

Y xaxmoli KoMaHIHOW 000J04KkHM cBoW cuHTakcuc komana. B PEJ[ OC
PEKOMEHAYETCS MCIIOIb30BaTh KOMaHAHYI0 000yi0uky Bash. JlanmbHeiimee onucanue u

IPUMEPHI OYIyT MPUBEICHBI C UCTIOIb30BAHUEM TAHHONH KOMaHTHOW 00O0JIOYKH.
3.2.1.1. Komanonasa obonrouxa Bash

B bash umeercs Heckoiabko mnpueMoB i pPabOTBI CO CTPOKOM KOMaH]I.
Hanpumep, nucnosnb3ys KjIaBUaTypy, MOXKHO:

Ctrl + A - nepeiiTn Ha HA4aJIO CTPOKHU.

Ctrl + U - yganuts TEKyLIyIO CTPOKY.

Ctrl + C - ocTaHOBUTH TEKYIIYIO 33/1a4y.
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MOKHO UCHOJIB30BaTh «;» JJIA TOTO, YTOOBI BBECTH HECKOJBKO KOMAaH]I OJIHOM
cTpokoi. KnaBumm «BBepX» U «BHH3», MO3BOJSIOT TEPEMEIIAThCS IO HUCTOPHUH
koMaHg. J[ms Toro, 4ToOBl HAWTH KOHKPETHYIO KOMaHIy B CIHCKE HaOpaHHBIX, HE
MIPOJTUCTHIBAST BCIO HCTOPHIO, HY’)KHO HAOpaTh:

Ctrl + R

Komanapl, TpUCYTCTBYIOIIME B  HCTOPUU, OTOOpa)XarTCs B  CIIHCKE
MPOHYMEPOBaHHBIMU. [l TOro, 4TOOBI 3alyCTUTh KOHKPETHYIO KOMaHIY, HYXKHO
HaOpaTh:

! HoMep KoOMaHAbI

eciu Oy/IeT BBeJIeHA:

!

3aIyCTUTCS TTOCHEIHSAS U3 HAaOpaHHBIX KOMAH/I.

NHorpga vMeHa mporpaMm M KOMaH] CJIMIIKOM JJMHHBL, HO Bash cam moxer
3aBepumiath uMmeHa. HaxaB kmaBumy [TAB], MOXHO 3aBepmiuTh WM KOMAaHJBbI,
nporpaMmbl Wi Kataiora. [Ipeamonoxxum, HEOOXOIUMO HCIOJIb30BaTh MPOrpamMMmy
nexkoMmpeccuu bunzip2. J{iis 3Toro Hy»KHO HaOPaTh:

bu

3areM Haxatb [TAB]. Eciiu HUYero He MpouCXOAUT, TO, BEPOSTHO, CYIIECTBYET
HECKOJIbKO BO3MOKHBIX BAPUAHTOB 3aBEPILICHUS] KOMaH/IbI.

HaxaB xknaBumy [TAB] eme pa3, MOXHO TIOJIYy4YUTh CIIMCOK HMMEH,
HAYMHAKOIIUXCS C «buy.

Hamnpumep:

$ bu buildhash builtin bunzip2

Job6aBumM eiie oqHy OYKBY:

n

(bunzip - 3TO €IUHCTBEHHOE UMS, TPEThEU OYKBOM KOTOPOTO SIBIIACTCS «M»), a
3ateM HaxxMeM kjapuiily [TAB]. O0onouka TOMOJMHUT UM, U OCTAETCS JIMIIb HAXaTh

«Enter, 4ToObI 3aITyCTUTh KOMaH/TY.
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3aMeTuM, YTO MPOrpaMMy, BBI3BIBAEMYIO M3 KOMaHAHOW cTpoku, Bash wuier B
KaTajorax, onpenaeisieMbix B cucremMHon nepemenHoit PATH. Tlo ymonuanuto, B 3TOT
MEPEUYCHb KATAJIOTOB HE BXOJUT TEKYIIUH KaTajaor, 0003HadYaeMbIil «./» (TOUYKa CIIII).

[TosToMy, M1 3aITycKa IporpaMMbl prog M3 TEKYIIEro KaTajaora, HaJo 1aTb KOMaHIy: ./
prog
3.2.1.2. bazoewvie komaHowl obonouku Bash

Bce komaHIpl, MPUBEJICHHBIE HIKE, MOTYT OBITh 3aITyIIEHbI B PE)KUME KOHCOJIIH.

Jns nonydyenus Ooiiee moapoOHON MHOOpPMaIMKM HUCHOJIb3yHTE KOMaHIy man.
[Tpumep: man ls.

Komanaa su:

[To3BomsieT MOMTYyYHTh MpaBa afMUHUCTpaTOpa. Korma moias3oBarens HaOUpaeT su,
000JI0YKa 3ampalivBaeT Mapoiib Cymneprionb3oBatens (root). Eciu mpaBWiIbHO BBECTH
Mapojib M HaxkaTh Enter MOXKHO IMOJYYUTh MPUBHICTHH CYIEPIOb30BaTensa. UToObI
BEPHYTHCS K ITpaBaM OCHOBHOTO TTOJIh30BaTENs HY’)KHO HAOpaTh exit.

Komanna cd:

[To3Bosisier cMeHuTh Katanor. OHa paboTaeT Kak ¢ aOCOJMIOTHBIMH, TaK U C
OTHOCUTEIBHBIMH Iy TAMU. OTHOCUTENBHBIN MY Th:

cd docs/

YrtoOnI iepeliTu B Karasor /ust/bin, HabepuTe (aOCOIOTHBIN My Th):

cd /usr/bin/

HekoTropbie BapuaHThI KOMaH]IbI:

cd ..

MIO3BOJISICT C/IeTaTh TEKYIIUM POJUTEIHCKUI KaTaJIOT.

cd -

MO3BOJISIET BEPHYThCA B Tpeablaymui karaimor. Komanma cd 6e3 mapameTpoB
TIEPEBOJIUT B BAIll JOMAITHHIA KaTaJor.

Komanga Is:
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Is (list) BeIHaeT crnmcok (aitioB B TeKyleM Karajore. JIBe OCHOBHBIC OMITUU: -a -
MPOCMOTp BceX (haiyioB, BKIIOYAs CKPBIThIE, -1 - oToOpakeHwe Oosiee MOAPOOHOM
uHbOpMaIuu.

Komannaa rm:

DTa KOMaH/1a UCTIOJIB3YeTCsI IS yaaleHus (Haiiios.

Cunrakcuc:

rm ums_¢aitjia

Y ngaHHOW mporpaMMmbl  CyIIECTBYET psa  napameTpoB. (Camble  4acTo
UCIIOJIb3yeMbIe: -1 - 3ampoc Ha ynaineHue ¢aina, -r - peKypcuBHOE yaajieHue (T.e.
yAalieHue, BKIII0Yast MOJIKATaJIOTH U CKPBIThIE (haiiIbl).

IIpumep:

rm -i ~html/*.html

VY nanser Bce ¢aiinsl html, B katamore html.

Komanasl mkdir u rmdir:

Komanaa mkdir mo3BonsieT co3nath Karajior, Torja kak rmdir yaaaseT Karajor,
P YCIIOBUH, YTO OH ITyCT.

Cunrakcuc:

mkdir ums_karasora

rmdir uMs_KkaTajora

Komanna rmdir yacto 3ameHsieTcs KoMaH10i rm -rf, KoTopas Mo3BOJSET yAAIATH
KaTaJIOTH, JakKe €CJIM OHU HE ITYCTHI.

Komanna less:

less Mo3BoJIIET BaM MOCTPAHUYHO MIPOCMATPUBATH TEKCT.

CunTakcuc:

less ums_gaiina

Kpaiine mosiesHo mpocmoTpeTs (aiii, mepes TeM Kak ero peaakTupoBaTh. s
BBIXOJIa HAKMUTE (.

Komanna grep:
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JlaHHasi KOMaHJa UMEET MHOIO OMNILHI W MPEJOCTaBISECT BO3MOKHOCTH MOHCKA
CHUMBOJILHOW CTPOKH B (haiie.

Cunrakcuc:

grep ma0JIoH_moucka gaiiua

Komanna ps:

OToOpaxkaeT CIUCOK TEKyIUX mporeccoB. KomoHka KOMaHH YKa3bIBa€T HUMS
npoiiecca, kononka PID (maentudukatop mporecca) - HoMep mpoiecca (3TOT HOMep
UCIIOJBb3YETCs, I Olepaluii ¢ MpoLecCOM, HapuMep YTOObI «yOUTh» €ro KOMaHJIou
kill).

Cunrakcuc:

PS apryMeHThI

ApryMeHT -u mpejocTaBiseT Ooibinie WHGOpPMAIMH, a -X TMO3BOJSET BaM
MIPOCMOTPETh T€ MPOIIECCHI, KOTOPbIE HE MPUHAJIEKAT MOJb30BATEI0 (TaKUEe KakK Te,
4yTO OBUIM 3aIlylIEHbI BO BpeMsl Mpoliecca 3arpy3Ku. ).

Komanpaa Kkill:

Ecau mporpamma mnepectana oTBe4aTh WM 3aBUCIA, HEOOXOIUMO HCIIOIb30BaTh
JTaHHYI0 KOMaH/y, YTOObI €€ 3aBEPIIHTD.

Cunrakcuc:

kill PID_nomep

Wnorna, Heobxonumo Oyaet ucnonb3oBath kill -9 PID number (kormga oObraHas
komanaa kill ve maer kenarensHoro 3ddexra). Homep PID BhisicHsieTcst ipu moMoIiu
KOMaH/JIbI PS.

Komannaa cat:

VYTunura, BBIBOJAIIAS MOCJIEIOBATEIBHO YKa3aHHbIC (paliibl (WM YCTPOMCTBA),
TakuM 00pa3oM, OOBEIMHSS WX B €IMHBIM MOTOK. Ecim BMecTo uMeHH aiina
YKa3bIBACTCS «-», TO YUTAECTCS CTAH/IAPTHBIN BBO/I.

Cunrakcuc:

cat <ums_¢daina>

Komanaga sort:
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Y1unurta 115 BbIBOJIa TEKCTOBBIX CTPOK B OMPEACICHHOM MOPSIIKE.
CuHTaKcuc:

sort onuuu (paia

3.3. UcnoJbp30BaHe MHOT03a1aYHOCTH

PEJl OC - ato MHOrO3a1aunas cucrema. [I[pogeMoHCTpupyeM Ha ABYX IpUMEpPax,
KaK 3TO MO>KHO HCITOJIb30BaTh.

[lepBbIil mpuMep - 3amyck NporpaMMbl B OHOBOM pexxume. st Toro, 4To0sl 3TO
clenaThb, BaM HYXHO, JIMIIb, HaOpaTh «&» mocie uMeHu nporpammel. [locne storo,
000JI0YKa /1aeT BO3MOXKHOCTh 3aIlyCKaTh Jpyrue NpuiokeHus. byipTe ocTOpoXKHbI, TaK
KaK HEKOTOpPbIE IPOrpaMMbl HHTEPAKTUBHBI, U UX 3aITyCK B (POHOBOM pEXHME HE NUMEET
cMmbIcia (MOAOOHBIE MPOrpaMMbl MIPOCTO OCTAHOBATCSA, OYyIydud 3alylIeHHbBIMH B
¢dboHOBOM pexume). /s Toro, yToObI BEPHYTH UX B OOBIYHBIN PEXXHUM, HAOEpUTE:

fg umsi_nporpamMmmel

Bropoit metox mpencraBisier coO0H 3alyCK HECKOIBKUX HE3aBHUCHMBIX CEaHCOB.
B xoHconu, HaxxMuTe «alty u oaHy U3 KIaBUIl, HaXOAAUMXcsl B MHTepBasie oT «F1» 10
«F6». Ha skpaHe mOsSIBUTCS HOBOE MPUIJIANIEHUE CUCTEMBI, U MOYKHO OTKPBITh HOBBII
ceaHc. DTOT METOJl TakX e IMO3BOJIsAeT padoTaTh HA JIPYrod KOHCOJIM, €CIM KOHCOJIb,
KOTOPYIO HCHOJIB30BAIM JO 3TOr0, HE OTBEYAET, WJIM HEOOXOAMMO OCTAHOBHTH

3aBUCIIYIO [IPOrPaMMYy.

3.4. Pesxumbl padotrsr OC

3.4.1. [InarHocTHYECKUE PEKUMBI PA0OTHI

C touku 3penHust ¢yHkumoHupoBanus OC MOXHO BBIICIUTh 3 peXUMA:
HOPMaJIbHBIN(IITATHBIN ), aBApUUHBIN U PEKUM BOCCTAHOBJICHUS.

O6bryHO OC HOpMaNIbHO (YHKIIMOHUPYET U BBIMOJIHSIET BO3JIOKEHHBIC HA HEe
GyHKUIMH B HOpPMaJIbHOM pexumMe. B 3TOM pexuMme MoJIb30BaTeNlb MOTydYaeT

OKMJAEMBbIil OTKJIMK Ha cBou AeiicTBusa oT OC (B 3TOM pazjiene HOPMaJbHBIN peKUM
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pPaccMOTpEeH He OyJIeT, €My MOCBSIIEHBI OCTAbHBIE pa3/ielibl pyKoBoACTBa). OMHAKO B
psifie ciydaeB, eciiu B paboTe cucTeMbl BO3HUKAIOT TpoOsiemMbl, OC MOXKET BBINOTHUTH
3arpy3Ky B pEeKMME BOCCTAHOBJICHUSI WJIM aBAPUUHOM PEXUME C IEIbI0 JUATHOCTUKU U
MCIIPaBIICHUS TPOOJIEM.

PexuMm BoCCTaHOBJICHM S

PexxrM BOCCTaHOBJIEHUSI MO3BOJISET 3arpy3uTh MUHUMaNbHOE OkpyxkeHue OC c
IUCTPUOYTUBHOTO HOCHUTENISI BMECTO 3arpy3Kd C >KECTKOro JHUCKa. OTOT pPEXUM
NpPEeayCMOTPEH JJii BOCCTaHOBIEHHMsS B ciy4ae cOos. B mrarHom pexume OC
UCIOJIb3YyeT (haiiiIbl Ha )KECTKOM JUCKE KOMIBIOTEpa VIS 3aIycka MporpamMm, XpaHeHUs
uH(OpPMAIUU U TPOYUX ONEPALIHA.

OnHako HE MCKIIOYEHBl CUTYallUM, KOTJIa HE MOJYy4aeTcsl MOJHOCThIO 3aIyCTUTh
OC, 4T00BI UMETh BO3MOXKHOCTh OOpallieHus K (aiaamM Ha )KECTKOM JHcKe. B pexume
BOCCTAaHOBJICHMSI MOXHO TOJY4YHTh JOCTyHn K (aillaM, Jaxe eciu He yAajnoch
3anyctuth OC € 3TOro IucKa.

Ecnu y Bac HeT BO3MOXHOCTH 3arpy3UTbCsl C TUCTPUOYTUBHOIO HOCUTENS TO
MeperTH B peKUM BOCCTAHOBJIEHUS MOKHO BBITIOJTHUB CIIEAYIONINE JEeUCTBUS:

1. Haynuure 3arpy3ky IIK u noxaurtech mosiBienus meHro GRUB. Haxwmure
KJIABUILIE «€)» JUIsl peJaKTUPOBAHUS TapaMETPOB 3arpy3KH.

2. lo6aBbTe B KOHEI] CTPOKH HaunHatomencs ¢ «linux16...» cIeayomnyo 3anmich:

systemd.unit=rescue.target

Ucnonb3yiite coderanue knaBuim Ctrl+a (ang mepexoia B Hayajao CTPOKH) H
Ctrl+e (s mepexojia B KOHEI[ CTPOKH).

3. Haxxmute Ctrl+x mst 3arpy3ku OC ¢ ykazaHHBIMH MTapaMeTpaMH.

3arpy3uB CcHUCTeMYy HEoOXOAMMO OyJIeT OTBETHTh Ha HECKOJBKO IPOCTHIX
BOIPOCA, B YACTHOCTH, BHIOPATh HCIIOJB3YEMBIM SI3bIK U PACIIOJIOKEHHE KOPPEKTHOTO
o0Opa3a BOCCTaHOBJICHHUSI.

Ecnu BB BEIOpanm 006pa3 BOCCTAHOBIICHUS, KOTOPBIM HE TPEOYET MOAKITIOYCHUS K
ceTd, OyAeT TMpPeIOKEHO OMPeNeIuTh, XOTUTE JIM BBl YCTAHOBHUTH CETEBOE

noakmovyeHue. lloaknroyeHne K CeTH pPEKOMEHAYETCs, €Clid, HalpuMmep, HYXKHO
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CKONTUPOBATh (DaiyIbl HA IPYTrOil KOMIBIOTEP WM YCTAaHOBUTH Kakue-To RPM-mnakeTs! ¢
oO0IIIEro CETEBOTO pecypca.

B pexume BoccTaHOBIEHHs OyeT BHITIOJHEHA MOMBITKA HAWTH YCTaHOBKY Linux
U TOJKIIIOUUTH €€ B /mnt/sysimage. [locie 3Toro BbI CMOXETE BHECTH HEOOXOJMMbBIC
m3meHeHus. Haxwmure «llponomxute». Takke MOXHO NOIKIIOUNATH (DailsioBbIE
CUCTEMBI B PEKMME YTEHHUS BMECTO UYTEHHs-3alUCH. Ecam 3TO HE yAaloch, HAKMUTE
KHOTIKY «IIpormycTuTh» 1715 mepexoia B KOMaHAHYIO 000JIOUKY.

[Ipu BbeIOOpe [IpomOKKUTH cHCTEMa TOMBITAETCS MNOAKIIOYUTH (HAIOBYIO
cucteMy B /mnt/sysimage. Ecnu cmMoHTHpoBaTh paszen HE YJIAcTcs, MOSBUTCA
coobmienue. [Ipu BeIOOpE BapuaHTa TOJIBKO JUIsl UT€HUS OyAeT MpEeANpUHSTA MOIbITKA
NOJKITIOUeHHs (paiimoBoi cucteMbl B /mnt/sysimage/ B pexume uTeHus. Ecnu BbI
BeiOepere [lpomyctuth, ¢ainoBas cucrema He OyneT mnoakioueHa. Bwidepute
[IpomycTuTh, €cinu cuuTaeTe, 4To (aiaoBas cucTeMa MOBPEKICHA.

Kak TonbKO cucteMa 3arpy3uTcsi B PEKMME BOCCTAHOBIICHMS, HA BUPTYAJIBHBIX
KOHCOJISIX TosIBUTCS npuriamienue (ucnons3yire Ctrl-Alt-Fx nns nepexona B HykHYIO
KOHCOJIb).

Haxxe ecnu ¢ainoBas cUCTeMa MOJKIIOYEHa, B PEKUME BOCCTAHOBIICHUS
KOPHEBBIM PAa3[eJIiOM MO YMOJIYAHUIO CTAHOBUTCS BPEMEHHBIM pa3lies, a HE TOT, 4TO
UCTIONb3yeTCsl Tpu pabore B oObiuHOM pexkume. Ecnm daitnoBas cucrema Oblia
CMOHTHPOBaHa YCIIEIIHO, MOYKHO CMEHHUTb KOPHEBOW pa3/iell OKPYKEHHUS peXHMa
BOCCTaHOBJICHHS HA KOPHEBOM pa3/ien Baliei (paillioBoii CUCTEMBI, BHIITOJIHUB KOMaHY:

chroot /mnt/sysimage

OTO MOXKET NPUTOAMTHCS JJisi BBINOJHEHUS KOMAaHJ, TpeOyIOUUX, YTOOBI
KOPHEBOM pa3ziesl CUCTEMbI ObLT MOJKIIOUEH Kak / (TakuxX Kak rpm). YUTOOBI BBIMTH U3
OKpY’KeHHs chroot, BEIOJIHUTE KOMaHAY eXit.

[Ipu BbIOOpEe IIpOMYyCTUTH MOMKHO TOMBITATHCS CMOHTHUPOBATH pa3les WU
gornueckuii ToMm LVM2 BpydHyr0 B pexuMe BOCCTAaHOBIIEHMS, CO3/JaB KaTajor, K
npumMepy, ¢ UMeHeM /00, 1 BBITIOJIHUB CIIETYIOIIYI0 KOMaHAY:

mount -t ext4 /dev/mapper/VolGroup00-LogVol02 /foo
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B nmnpuBencHHO#l BhIIe KomaHae /foo — cCoO3MaHHBIM BaMH KaTajgor, a
/dev/mapper/VolGroup00-LogVol02 — noruueckuit Tom LVM2, KOTOpHIil BBl XOTUTE
CMOHTHPOBaTh. Ecin pa3aen nmeet tun ext2 wim ext3, 3ameHure ext4 Ha ext2 unum ext3.

Ecnu BBl He 3HaeTe Ha3BaHWI BCeX (PU3MYECKUX pa3iesioB, HJIs UX MPOCMOTPA
HCTIOJIb3YNTE KOMAH/Y:

fdisk -1

Ecou BBl He 3HaeTe Ha3BaHWM BceX Bamux ¢u3Mdeckux ToMoB LVM2,
JOTUYECKUX TOMOB U WX TPYIII, UX MOKHO y3HATh, BHITIOJHUB CACAYIOIINE KOMAHIbI:

pvdisplay

vgdisplay

lvdisplay

B crpoke mpurmamieHuss MOXKHO BBITIOJIHUTh MHOXECTBO TIOJE3HBIX KOMAaH]I,
BKJIIOYAs! CJIETYIOIHE:

ssh, scp u ping, eciiu ceTh 3aIylIeHa;

dump u restore, ecyii Bbl UCTIOJIb3Yy€ETE JIEHTOUYHBIE HAKOTUTEIIN;

parted u fdisk nns ynpasnenus pazaenamu;

rpm sl YCTAHOBKH M OOHOBJICHHSI IIPOTPAMMHOTO 00€CTICUeHUS;

V1 T peIaKTUPOBAHMS TEKCTOBBIX (haiiioB.

[Tocne 3aBepiieHust pabOTHI ¢ MOBPEKICHHONW CUCTEMOM, MOXKHO TIepe3arpyKaTh
OC B HOpMaJILHOM PEKHUME.

ABapuiiHBIN peKUM

B aBapwmitHOM pexxume cructeMa OyeT 3arpykeHa ¢ MUHUMAJIbHBIM OKPYKEHUEM.
KopneBast (aiiioBass cucteMa MNOAKIIOYAECTCS B PEKUME UTCHHMS] M TMOYTH HHUYETO
HacTpawBaTh He Han0. OCHOBHBIM MPEUMYIIIECTBOM 3TOTO PEXHMa SBISETCS TO, YTO
daiiiel init He 3arpy»katotcs. Eciu okpyxeHue init moBpexaeHO 1 He paboTaeT, BbI BCE
KE MOXKET€ CMOHTHPOBATH (aillloBbIe CHUCTEMBbI, YTOObI BOCCTAHOBUTH JIAaHHEIE,
KOTOPBIE OBLTH MOTEPSHBI MPU TIEPEYCTAHOBKE.

YToO0kI 3arpy3uThCsl B aBApUIHOM PEKHUME, BBITIOJIHUTE CIICIYIOIINE ICHCTBUS:
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1. Haynuure 3arpy3ky IIK u noxaurtech mosiBnenus meHro GRUB. Haxwmure
KJIABUILIE «€)» JUIsl peJaKTUPOBAHUS TaPaMETPOB 3arpy3KH.

2. lo6aBbTe B KOHEI] CTPOKH HaunHatomencs ¢ «linux16...» CIeayomyo 3amnmich:

systemd.unit=emergency.target

Ucnonb3yiite codyeranue knaBum Ctrl+a (ang mepexoga B Hayajao CTPOKH) H
Ctrl+e (s mepexoia B KOHEI[ CTPOKH).

3. Haxxmute Ctrl+x mst 3arpy3ku OC ¢ ykazaHHBIMH MTapaMeTpamH.
3.4.2. Pe:xxumbl oToOpakeHust UHGOpManuu

C Touku 3peHus MpeAcTaBieHUs HH(POpPMALMMU [AJs TOJIB30BATENS MOXKHO
BBICNUTD 2 pexxuma padboTel OC: rpadguueckuil 1 KOHCOJbHBIN.

KoHcomnpio Ha3bpIBaeTCs COBOKYMHOCTh OCHOBHBIX YCTPONCTB BBOJA MH(POPMALIUU
B KOMIIBIOTEp (KJIaBHATypa W MBIIIb) U BhIBoAa nHMopmaruu (Monutop). OC paboraer
C HECKOJIbKMMH TaK Ha3bIBA€MbIMH BUPTYaJIIbHBIMUA KOHCOJIIMH, U3 KOTOPBIX B KaXIbIN
MOMEHT BPEMEHHM TOJIbKO OJlHA MOXKET OBITh CBSI3aHa C peaibHOW ((PU3HUECKO)
KOHCOJIBIO (TO €CTh, SIBJSIETCS aKTUBHOM).

Hekoropble n3 KOHCOJEH MPeACcTaBIsi0T HH(HOPMALIMIO TOJIBKO B TEKCTOBOM BU/IE
C HCIOJIb30BaHUEM 3KpaHHBIX IIPUPTOB B opMaTax BUIECOCUCTEMBI KOMIIbIOTEpAa —
KOHCOJIBHBIA peKuM palboThl. Takue KOHCOJIM HA3BIBAIOTCS MHOTJA €I€ TEKCTOBBIMH.
Cama OC u OCHOBHBIE ABTOMAaTHYECKH 3allyCKaeMble NPUIIOKEHHS (TakHe Kak
KOMaHJHBIM TMPOIECCOpP) HCHOIB3YIOT B TaKUX KOHCOJSIX HWHTepdenc KOMaHIHOU
ctpoku. Jpyrue npunoxenus (Hampumep, Mmenemxep (aitnoB Midnight Commander)
MOTYT HCIOJIb30BaTh OKOHHBII MHTEP(ENC, BbIACICHHE O0BEKTOB U BHIOOD B MEHIO U
CIUCKAaX IPH MOMOIIM MBIIIN WX KJIAaBHATYPBI U T.11.

Hpyrue xoHconu (rpaguyeckue) MpeacTaBisioT MHGOpPMAIUIO B rpaduyeckoM
BUJIE, UCTIONB3YS [ 'padmyeckuii monb3oBarenbekuit unrepdeiic (GUI) — rpaduyeckuii
pexum pabotsl. Kak mpaBmiio, paboTa B TaKUX KOHCOJSX MPOUCXOIUT MPHU TTOMOIIH
pa3BUTHIX Tpaduueckux cpen, Takux kak MATE umu Cinnamon.

Jst myxa OC KOHCOJIM NTEpEHYMEPOBAHbI LEJIBIMU TOJOKUTEIbHBIMU YHCIIAMH.

Nx oOiiee KOJIMYECTBO MOXKET HM3MEHAThCA B 3aBUcUMOCTH OT HacTtpoek OC.
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Heckonbko mepBbIX KOHCOJICH - TEKCTOBBIC, Jlajee uayT rpaduyeckue (B CTaHIAPTHOU
HACTPOUKE - OJIHA).

Eciu Bpr paboraete B rpaduueckoit koHconu, [yis Toro uToObl caenathb
aKTHUBHOM JPYTryH0 KOHCOJIb C HOMEpOM n (T[Ie N HaXOAWTCS B UHTEpBayie oT 1 go 12),
Haxxmute Ha kiaBuiu [Ctrl]-[Alt]-[Fn], To ecTs, Hanpumep knaBuiry [Ctrl]-[Alt]-[F2],
€CJIM XOTHUTE MEPEUTH B KOHCOJIb ¢ HOMEpoM 2. [[ns Toro ytoObl cienaTh aKTUBHOU
JIPYTYI0 KOHCOJIb BMECTO TEKYyIIeH TEKCTOBOM KOHCOJM, HaAKMUTE Ha KiaBuiu [Alt]-

[Fn].

32



4. YcranoBka PEJI OC

4.1. Hauyajio ycTaHOBKH

Jns Havanma ycraHoBKHM, HeoOxomumo HactpouTh BIOS CBT, Ha kotopoe
npousBoauTcs ycranoBka PEJ[ OC, Ha 3arpy3Ky ¢ ONTHYECKOTO HOCUTENST HH(OpMAITIN
(DVD-naucka), Ha KOTOPOM 3amucal JUCTPUOYTHB. JJIsl 3TOro He0OX0MMO BKIIOUNUTH B
BIOS CBT omnmuto 3arpy3ku ¢ CD/DVD-npuoaa. Cnoco6 Bxona B meHto BIOS u
PACMOJIOKEHUE KOHKPETHBIX HACTPOEK MOXET CHUJIBHO OTJIMYAThCS, B 3aBUCUMOCTH OT
HCIIOJIb3YeMOM MaTepuHCKOM 1miatel obopynoBanus CBT. Yame Bcero s BXojaa B
BIOS neoOxonuMo HaxaTh GyHKIMOHANBHYIO KiaBuily Delete Ha craunoHapHbix CBT
wi QyHKIHoHaNbHYIO0 KiaBuiny F (F9) na moomibHbix CBT (HOyTOyKax), B MOMEHT
HayaJla 3arpy3kud KommbloTepa. Jlyigs mosydeHus Oojiee MOAPOOHBIX CBEACHHUM IO
HACTPOWKE HEOOXOAUMO  OOpaTUThCS K  JOKyMEHTAIlMd Ha  HCIOJIh3yeMOE

o0opyT0BaHHE.

. [popepHIE YCTAHOBOUHHA HOCHTEAE W YcTaHoeuT: RED 03

Haxmure [Tabl gna npocMoTpa BCeX oOnuuii MEHW.

ABTOMATHUECKAH SAarpyIkxa dvepes CeryHa. . .

Pucynok 4.1 — HauanbHoe meHto ycranoBku PEJ] OC
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3arpy3ka C yCTaHOBOYHOTO HOCHUTENs HauMHaeTcsa ¢ MeHio (pucyHok 4.1), B
KOTOPOM IEPEUYNCIIEHO HECKOJIBKO BAPUAHTOB 3arpy3KH, IPUYEM YCTAHOBKA CUCTEMBI -
9TO TOJIBKO OJIHA U3 BO3MOXKHOCTEN. M3 JaHHOTO MEHIO MOXKHO:

- 3alyCTUTh TECTUPOBAHUE HOCHUTEISI JAHHBIX M TOJBKO IOCIE 3TOr0 MEPENTH K
nponeaypam ycranoske OC,

- ucnoyib3ysi MeHio «Peiienne mnpoOiem», 3amyCTUTh HPOBEPKY MNaMSITH U
JIMarHOCTUKY 000pyI0BaHUS,

- 3aIyCTUTh YK€ ycTaHOBJIEHHYI0 OC Ha )KECTKOM JUCKE

- 3arpy3uth OC B aBapHilHOM peKHUME.

Manunynsrop rpadgudeckoit nHdGopmaluu (Mbllllb) Ha 3TOM dTane YCTaHOBKU HE
MOICP>)KUBACTCSA, MOITOMY JIJIsi BHIOOpA Pa3IMUHBIX BAPUAHTOB W OMIMI yCTAaHOBKHU
HEOOXOJMMO BOCTOJB30BATHCS  (DYHKIIMOHATBLHBIMU — KJIABUIIAMH  KJIABHATYPHI -
cTpenkamMu. MOXKHO CKOppPEKTMpOBaTh MapamMeTpbl 3amycka J000ro IMyHKTa
HayasibHOro MeHIo ycraHoBku PEJ[ OC, HaxaB (yHKUMOHAJbHYI KJIABUILY
kiaBuarypsl TAB. Kpome yCTaHOBKHM € ONITUYECKOTO0 HOCUTENSE HHPOPMALIUU JOCTYITHO
HECKOJIbKO BApUAHTOB CETEBOM YCTAHOBKH M YCTAHOBKA € (hJIemI-IucKa.

YcranoBka PEJ] OC aBTOMaTHuecKu OCYIIECTBISICTCS B rpadyMueCKOM PeKUME C
BBIBOJIOM TEKCTOBOM MH(OpMAIMU Ha pycCckoMm si3bike. Bribopa si3pika ycranoBku PEJ]
OC He oCyIIECTBIISIETCSI.

[lo ymMomuaHWIO TIpH YCTAHOBKE UCIOJB3YETCs] TpaQUUIECKUN BUICOPEKUM
(pa3pemienue skpana) 800 ma 600 Touek Ha AroviMm. [Ipu BO3HUKHOBEHUHU MPOOIIEM
3alMycKa yCTaHOBKM B rpaduueckoM pexume, Heodbxomumo mnepesarpy3utb CBT u
MOBTOPUTH JIEUCTBUS MO YCTAHOBKE, HO C BHIOOPOM B HAYaJIbHOM MEHIO YCTAHOBKH C
OOBIYHBIM BUJICOAPANBEPOM.

YtoObl HaYaTh MPOIECC YCTAHOBKU, HYKHO KJIaBUIIIAMU TMEpPEMEIICHUs] Kypcopa
«BBEpX», «BHU3» BbIOpaTh MyHKT MeHIO «YcraHoBuTh Red OS» u naxarts Enter. B
Ha4yaJIbHOM 3arpy3uyuKe YCTaHOBJICHO HeOOJIbIIIOE BpeMsI OXKHUIaHUS
MPOJOKUTENBHOCTRIO 1 MuUHyTa. ECi B 3TOT MOMEHT HE MpEeANpPUHUMATh HUKAKUX

AEUCTBUM, TO OyIET 3arpy’eHa Ta CUCTEMa, KOTOpas Y€ yCTaHOBJEHAa Ha KECTKOM
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mucke. Ecnu mpomylieH Hy>KHbIE MOMEHT, HYKHO IEpe3arpy3uTh KOMIIBIOTED U [0
MCTEYCHHS] YCTAHOBJIEHHOTO BPEMEHM OXUIAHUS BbIOpATh HYXHBIM MYHKT B MEHIO
3arpy3uuka.

HavanpHplli dSTanm yCTaHOBKM HE TpeOyeT BMeIIaTeabCTBA IOIh30BATENS:
MPOUCXOJIUT ABTOMATHUECKOE OIlpeseiieHne o0OpyAOoBaHUS M 3allyCK KOMIIOHEHTOB
nporpaMMmbl  ycTaHOBKHM. [IpepBarh HauanbHBIA 3Talm YCTAHOBKM W BEPHYThCA B
HavasibHOE MeHI0 ycTaHOBKHM PEJ] OC moxHO HaxaB kinapuiny ESC.

HeoO6xonuMocTh 3arpy3uThCsi B aBapUMHOM PEXHME MOXKET BO3HUKHYTH B
CIEAYIOIINX CIIyYasx:

- HEBO3MOXKHO 3arpy3uTh OC 00BbIYHBIM 00pa3oMm,

- BO3HUKIIA MPOTPAMMHEBIE WJIM anmapaTHble MPoOJeMbl 1 HEOOXOAUMO H3BJICYb
Ba)KHBIE (aiiiIbl C )KECTKOTO JHCKA.

PexxrmM BOCCTaHOBJIEHUS TO3BOJIAET 3arpy3UTh MUHUMaNIbHOE OKpykeHue OC ¢
TUCTPUOYTUBHOIO HOCHUTENSI BMECTO 3arpy3Ku C SKECTKOTO JAucka. B pexume
BOCCTAaHOBJICHHSI MOXHO TIOJY4YHMTh JOCTyHn K (ailaM, naxxe eciu He yaanoch
3anyctuth OC ¢ 3TOTO IHCKA.

B pexxume BoccTaHOBIEHUsT OYIET BBIMOJIHEHA MOMBITKAa HAalTH ycTaHOBKY OC u
MOAKIIOUNTh €€ B /mnt/sysimage. Ilocie 3Toro MoxxHo OyJeT BHECTH HEOOXOIHUMBbIC
u3MeHeHus. Takyke MOXKHO MOJKITIOUNTh (PaiiIoBbIE CHCTEMBI B PEKUME UTECHUS BMECTO
YTEHUS-3aIUCH.

B pexxume BOCCTaHOBJICHUS TaKXKE HUMEETCS BO3MOXKHOCTb HCIPABUTH PadboOTy
3arpy3unka GRUB, koTOpbIif MOT OBITH IO OLIMOKE yJaJ€H, MOBPEXICH I 3aMEIIeH
3arpy34MKOM JIPYroi oneparuoHHON CUCTEMBI.

B OC nmomMumo pexuMa BOCCTAHOBIICHHS €CTh ABAPUMHBIM pEXUM. Pexum
BOCCTAaHOBJICHHSI KBUBAJICHTEH OJIHOMOJIB30BATEILCKOMY PEXHMY U TpeOyeT Mmapoiib
root. PexuM BOCCTaHOBIIEHHS TO3BOJISIET BOCCTAHABJIMBATH CUCTEMY B CUTYyaIUsX,
KOTJ[a OHAa HE MOXET 3aBEPIIUTh OOBIYHBIN MpoIece 3arpy3ku. Pe:KUM BOCCTaHOBIICHUS

IIOIBITACTCA IMMOAKIIOYNTE BCC JIOKAJIBHBIC CI)aI‘/’IJ'IOBI)Ie CUCTEMBI M 3allyCTUTb HCKOTOPEIC
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BaKHBIE CHCTEMHBIC CIIy’)KObI, HO OH HE AaKTUBHUPYET CeTeBble HHTep(]Eiichl, U HE
pas3pemaeTr BX01 B CUCTEMY HECKOJIBKUM I10JIb30BaTEIISIM.

ABapuiiHbII peXUM 00€CIEUMBAET MUHHMAIbHYIO BO3MOXXHYIO OKPYKarOIIYIO
Cpedy U IO3BOJISIET BOCCTAaHABIMBATH CUCTEMY JAX€ B CUTyalUSAX, KOTJA CHUCTEMA HE
MOKET BOWTH B PEKUM BOCCTAHOBJICHUs. B aBapuiiHOM peKUME CUCTEMA MOHTHUPYET
KOpHEBYIO (PaliJIoOByI0 CHCTEMY KakK JOCTYNHYIO TOJBKO MJii YTCHUS, HE MbITACTCS
MOHTHpPOBATh Jpyrue JOKajgbHble (alIoBble CUCTEMbl U HE AKTUBUPYET CETEBBIC

UHTEPPENCHI.
4.2. AllbTepHATHBHBbIE CNIOCO0BI YCTAHOBKH

Jns mwratHoit ycranoBku guctpuOytuBa PEJ] OC ucnonb3yercs 3arpy304HbId
ONTHYECKH HocuTenb uH(popmaumm - DVD-guck W3  KOMIUIEKTa IOCTaBKH
muctpudytuBa PEJ[ OC. Eciu mpou3BOIWTCS yCTaHOBKA C TaKOTO JHMCKA, MOXKHO
MIPOIYCTUTH ITOT Pa3/eil U Cpa3y MEPEUTH K CIEAYIOUIEMY PA3IEINTY.

VYcraHoBka ¢ ontuyeckoro Hocurens uHpopmauuu (DVD-aucka) - 310 nuuib
OJIMH U3 BO3MOXHBIX cioco6oB ycraHoBkH PEJ] OC. OH moaxoauT A OOJIbIIMHCTBA
clly4yaeB, HO He paboTaeT, HalpuMep, B CIIy4ae OTCYTCTBHUS Ha KOMITbIOTEPE HAKOMUTES
HAa ONTHYECKUX HocuTensx wuHpopmanuu - DVD-npuBoma. [Ins Takux ciydaes
MOAICPKUBAIOTCS AIbTEPHATUBHBIE METOAbl YCTAHOBKU. Ba)XKHO MOHUMATh, YTO IS
Hayaja yCTaHOBKU HEOOXOJIMMO JIBE BEIIIM: UMETh BOBMOKHOCTh 3arpy3UTh KOMITbIOTEP
U WMETh JOCTYIl K YCTaHOBOYHBbIM (haiimam. B cimydae ycTaHOBOYHOTO
muctpuOyTuBHOro DVD-aucka 5Tu JB€ BO3MOXKHOCTH TPEIOCTABISIOTCA CaMUM
JIMCKOM: OH SIBJISIETCSI 3arpy304YHBIM M COJIEPKHUT BCE HEOOXOIUMBIEC ISl YCTAaHOBKHU
¢aiinpl. OnHako BIIOJIHE JOMYCTUM M TAaKOW BapuaHT: IEpBOHAYalIbHAs 3arpyska
MPOUCXOJIUT CO ClenuanbHo noaroToBieHHoro flash-mucka, a ycranoBouHble (aityibl
oepyres ¢ FTP-cepBepa certn.

Takum 06pa3zom, JuIst yCTaHOBKH TUCTPUOYTHBA HEOOXOIUMO:

- BriOpaTh crioco6 nepBoHaualbHON 3arpy3Ku KOMIIBIOTEPA;

- BriOpaTh UCTOYHUK YCTAaHOBKH.
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[ 3arpy3ku KOMIIBIOTEPA € LEIbI0 YCTAHOBKU OIEPALlMOHHOW CHUCTEMBI
HEOOXOJMMO BOCIOJIB30BAaThCS HOCHUTEJIEM, COAEPIKAIMM HAvaJbHBIA 3arpy3uuk.
TakuM HOcHUTENnEM MOXET OBITh, KaK caM 3arpy304HbId ONTHUYECKUW IHCK, TaK M,
Hanpumep,  flash-nakonurens,  KOTOpBIE  MOXHO  clenaTh  3arpy304YHBIM,

BOCIIOJI30BaBIINCH YTUIIUTOM 1S02usb.

4.2.1. ICTOYHUKHN YCTAHOBKH

ITocne mepBOHAYaAIIBHOW 3arpy3Kd C OJHOTO M3 MOIJACPKUBAEMBIX HOCHUTEIIEH,
MOXXHO BBIOPATh UCMOYHUK YCMAHOBKU - MECTO, OTKyJa MporpaMMa YCTaHOBKH OyJeT
OpaTh Bce HEOOXOAMMBIC MPU YCTAHOBKE JaHHBIC (MPEXKAE BCEro, YCTAaHABIMBAEMOE
[10). Tak kak ycTaHOBKa CUCTEMbI BO3MOXHA HE TOJIBKO C J1a3€pHOr0 AMCKA, TO MOKHO
BBIOpATh OJIMH U3 TOIJIEPKUBACMBIX ATbTEPHATUBHBIX HICTOYHUKOB YCTAaHOBKH.

M cTOYHUKM YCTAaHOBKH:

- CereBbie:

- FTP-cepsep;
- NFS-cepsep;
- HTTP-cepsep.
- JlokanbHble:
- 3arpy304Hbli (hiel-IucK.
VYcnoBuem s BceX CHOCOOOB YCTAHOBKM SIBJIIETCS JOCTYITHOCTH JIepeBa

(aiiIoB, aHATIOTUYHOTO COJIEP)KUMOMY YCTAHOBOYHOTO JIMCKA.
4.2.2. 3anmyck ceTeBOM YCTaHOBKH

Ilepen 3amyCKOM CE€TEBOM YCTAaHOBKM IMPOU3BOJIMUTCS HACTPOMKA HA CEPBEPE CETH.
Brinonusiercst ycranoBka v HacTporika cepepa DHCP.

# yum 1nstall dhcp

B ¢aitn  xondurypanuu /etc/dhcp/dhepd.conf  BHOcsTCS  cnenyromue

KOH(DUTypaLUu:
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subnet 10.YY.XX.0 netmask 255.255.255.0 {# numamazon 1ip aJpecos
OpraHu3anuu

option subnet-mask 255.255.255.0;

option routers 10.YY.XX.1;

option broadcast-address 10.YY.XX.255;

option netbios-name-servers 10.YY.0.251;

option netbios-dd-server 10.YY.0.251;

option domain-name-servers 8.8.8.8;

option broadcast-address 10.YY.XX.255;

range 10.YY.XX.20 10.YY.XX.201;

b

default-lease-time 600;

max-lease-time 7200;

allow booting;

allow bootp;

option option-128 code 128 = string;

option option-129 code 129 = text;

next-server 10.YY.XX.1;

filename "/pxelinux.0";

Jlanee BBITIOTHSIETCS 3aITyCK CEpPBHUCA:

# service dhcpd start

BrimonHsieTcst yctaHOBKa B HacTpoika tftp-cepsepa.

# yum install tftp-server

B ¢aiin xondurypanuu /etc/xinetd.d/tftp BHOCSATCS cnenyronie KOHPUTYpALTUH:

disable = yes Ha disable = no

Brimonusem nepesamyck xinetd:

# service xinetd restart

BrImonHsieM MOATOTOBKY HEOOXOAMMBIX (pailyioB /Jisi HadalnbHOUM 3arpy3ku. Jlis

ATOTO YCTAHABIMBAEM YTHIMTY Syslinux.
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# yum install syslinux

Konupyem HeoOXoauMbIe (aiiiibl B KOPHEBYIO TUPEKTOpHIO tftp-cepBepa:

# cp /usr/share/syslinux/chain32.¢32 /var/lib/tftpboot

# cp /usr/share/syslinux/mboot.c32 /var/lib/tftpboot

# cp /ust/share/syslinux/memdisk /var/lib/tftpboot

# cp /usr/share/syslinux/menu.c32 /var/lib/tftpboot

# cp /usr/share/syslinux/pxelinux.0 /var/lib/tftpboot

CoznaeM qupeKTopuu sl KOHQUTYpaluuu U AUCTPUOYTHBOB:

#mkdir -p /var/lib/tftpboot/images/REDOS

#mkdir -p /var/lib/tftpboot/pxelinux.cfg

CozmaeMm (aitn mento /var/lib/tftpboot/pxelinux.cfg/default ¢ conepxumbim:

default menu.c32

prompt 0

timeout 30

ONTIMEOUT local

MENU TITLE PXE Menu

LABEL REDOS

MENU LABEL REDOS

KERNEL images/REDOS/x86 64/6.4/images/pxeboot/vmlinuz

APPEND initrd=images/REDOS/x86 64/6.4/images/pxeboot/initrd.img
ramdisk size=128000 ip=dhcp method=http://10.YY.X.1/images/REDOS/x86 64/6.4/

devfs=nomount

LABEL REDOS 6 1686

MENU LABEL REDOS 6.4 1686

KERNEL images/REDOS/1686/6.4/images/pxeboot/vmlinuz

APPEND initrd=images/REDOS/images/pxeboot/initrd.img
ramdisk size=128000 ip=dhcp method=http://10.YY.X.1/images/REDOS/

devfs=nomount
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[TpouzBoanm noaroroBky nuctpudytuBoB PEJ] OC pacmakoBKoOW COAEPKUMOTO
yctaHoBouHbIX quckoB PEJ] OC B cOOTBETCTBYIOIINE KATAJIOTH.

Jnsa x86_64 apXuTeKTyphI:

# mount -t 1509660 -0 loop REDOS-DVD1.iso /iso

# cp -vR /iso/ /var/lib/tftpboot/images/REDOS/

# umount /150

[IpousBoaumM ycTtaHOBKY web-cepBepa /uist obecrieueHus pa3faud yCTaHOBOYHBIX
00pa3os:

# yum install lighttpd

B ¢daitn  kondurypaumm /etc/lighttpd/lighttpd.conf BHoOcsTCS cremyromnme
U3MCHCHHUS:

var.server_root = "/var/lib/tftpboot"

server.use-ipv6 = "disable"

server.bind ="10.YY.X.1"

server.document-root = server root

[IpousBoamm 3amyck web-ceppepa:

# service lighttpd start

[IpousBoautcs noaroroska k cereBoil ycranoBke PEJ] OC Ha pabouyeil craHUuuu.
[Ipu cereBoil yCTAaHOBKE CO CTOPOHBI KJIMEHTa (KOMIIbIOTEpPA, HA KOTOPBII
MPOU3BOAMUTCS YCTAHOBKA) HEOOXOAMMO ONPEIEIUTh MapaMeTpbl COCIUHEHUS C
CEpPBEPOM YCTAaHOBKU. B »TOM cliyyae Ha »dKpaHe OyAyT TMOSBIATHCS JAHAJIOTH,
HampuMep, € MPEeAJIOKEHHEM BBIOpaTh CETeBYIO0 KapTy (€CiaM HMX HECKOJbKO) WU
ykazaTh Tun [P-agpeca: crarnueckuii (moTpedyercs BIUCATh €r0 CaMOCTOSITENIBHO) UITU
nuHamuueckuii (DHCP).

Hns ycranoBku PEJ] OC na paboueit craniuu B BIOS CBT kondurypupyercs
BbIOMpaem 3arpy3ka mo cetu: «Network Boot Agent» wumu «PXE booty.
KonouryprupoBanue BBHIIOJHSAETCS B COOTBETCTBUU C TEXHUYECKOM JOKYMEHTaluel Ha

KOHKpeTHOoe oOopynoBanue CBT paboueit cranuuu. Ilocne koHpuUrypupoBaHus
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npousBoauTcs mnepesarpy3ka CBT W BBINOJTHSETCS YCTAaHOBKA COIJVIACHO ITaTHOM
MpOoILEeIypPE YCTAHOBKH.

[locne ycHemHoro COEIMHEHHS C CEpBEpPOM B IMaMATh KOMIIbIOTEpA OyJleT
3arpy’keH o0pa3 yCTaHOBOYHOTO JIMCKA, MOCJIE€ Yer0 HAYHETCS YCTAaHOBKA CUCTEMBI TaK

e, KaK U MPU YCTaHOBKe ¢ TucTpudyTtuBHoro DVD-aucka.
4.3. [locienoBaTeIbHOCTh YCTAHOBKH

Ho Toro, kak Oyzaet npousBeaeHa ycraHoBka PEJ] OC na xectkuii auck CBT,
porpaMma yCTaHOBKU pabOTaeT ¢ 00pa30oM CUCTEMBI, 3arpyKEHHBIM B ONEPATUBHYIO
NaMsATh KOMITBIOTEPA.

Ecin wunnumanmzanus obopynoBanuss CBT 3aBepmmiack ycnemHo, Oynaer
3amyIlieH TceBaorpaduyeckuit uHTEpGENC MporpaMMmbl-ycTaHOBIIMKa (anaconda).
IIponiecc yCTaHOBKM pean30BaH B BUJIE «MACTEPA» YCTAHOBKHU, KOTOPBIM IIPEACTABIAET
U3 ce0s WHTEepaKkTUBHBIA Trpaduyeckuii uHTEppeic, B KOTOPOM MOJb30BATEIIO
npeajaraeTcsi OTBeYaTh Ha BOMNPOCHI M yKa3biBaTh HeoOxoaumble onuuu PEJ] OC.
MacTtep yCTaHOBKM pa3[elieH Ha IIard, KaXKAbld IIar IOCBSIIEH HAacCTPOMKE WIH
YCTAHOBKE  OINpENeNeHHOro  cepBuca cucteMbl. [llarm  HyXHO  HPOXOIUTH
IIOCJIE0BATENBHO, MEPEXO] K CIEAYIOIIEMY ILIary IPOUCXOAUT I10 HAKATUIO KHOIIKU
«Janee». Ilpu nmomoum kHonku «Haszam» mpu HEOOXOIMMOCTH MOXHO BEPHYTHCSA K
YK€ MPOUJICHHOMY IIary U M3MEHUTh HACTPOMKU. Ha HEKOTOpBIX 3Tamax yCcTaHOBKHU
BO3MOYKHOCTh II€pexojia K MPEeIplAylIeMy IIary OrpaHM4YeHa TEMHU IIaramu, IJe HeT
3aBUCHMOCTH OT JAHHBIX, BBEJICHHBIX PaHEE.

Ecnu no kakuMm-To NpUYMHAM BO3HHMKJIA HEOOXOIUMOCTh NMPEKPATUTH YCTAHOBKY,
HaXMHUTE Reset Ha CUCTEMHOM OJoke KoMIibrorepa. IlomHHTE, 4YTO COBEpPIIEHHO
be3onacHo TIpeKpalaTh YCTaHOBKY TOJIbKO 10 1mara «IloaroroBka Aucka», MOCKOJIbKY
J0 OTOr0 MOMEHTA HE IPOU3BOAUTCA HMKAKUX MU3MEHEHUM Ha XECTKOM aucke. Ecim
IIpepBaTh YCTAaHOBKY MeXy maramu «IIoaroroska nucka» U «YCTaHOBKA 3arpy34MKa,
BEPOSATHO, YTO IOCJIE 3TOr0 C KECTKOrO0 JAMCKA HE CMOXKET 3arpy3UThbCsl HA OJIHA W3

YCTAHOBJICHHBIX CUCTCM.
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TexHuueckne CBEACHUS O XOJAE€ YCTAaHOBKM MOYKHO IIOCMOTPETh, HaXKaB
Ctrl+Alt+F1, BepHyTbcs K mporpamme ycTtaHoBku - Ctrl+Alt+F7. Ilo HaxaTuio
Ctrl+Alt+F2 oTkpoeTcs OTaaA04yHasi BUPTyallbHAsi KOHCOJIb.

Bo Bpems yctanoBku PEJ] OC BBINOJHSIOTCS CAEAYIONIUE IIaru:

- Br16op tuna nakonurens CBT;

- IIpucBoeHME WMEHM KOMIBIOTEpPA B CETM W HACTPOWKA CETEBBIX
UHTEP(EHCOB;

- Br16op gacoBoro mosica;

- 3agaHue napoiis AAIMUHUCTPATOPa CUCTEMBI;

- [TonroroBka pa3aesioB JUCKa;

- Bb160op Tuna yCcTaHOBKU: cepBep WK paboydasi CTaHIIHS;

- YcTaHOBKA CUCTEMBI;

- YcTaHOBKa 3arpy34nKa;

- Ilepe3arpy3ka CUCTEMBI;

- JIMIEH3UOHHBIN 10TOBOP;

- Coznanue CUCTEMHOTO MOJIb30BaTENs;

- YcTraHoBKa 1aThl U BPEMEHU;

- CoxpaHeHHE HACTPOEK;

- 3aBepIICHUE YCTAHOBKH.
4.4. SI3bIK

A3pik  uHTEpdelica mporpaMmbl YCTAaHOBKM U Tpaduueckoro wuHTEpdeiica
ycranaBiauBaeMod PEJ[ OC mo yMmon4aHHMiO pyCCKHM, HE KOH(QUIYpUPYETCS U HE
U3MEHAETCS B Ipouecce ycraHoBKU. [JonmomautensHbiM s3bikoM PEJ[ OC sBnsiercs
AHTTIMUACKUN s3bIK. JIpyrye AOMONMHUTENbHbBIE A3bIKOBBIE AKETHl MOKHO YCTAHOBUTDH U3
penozutopus nocie 3asepuieHus: ycranosku PEJ] OC.

Ilepexmtouenue packiaaku kinaBuatypsl npu ycraHoBke PEJ[ OC u B
rpadpuueckom wmHTepdeiice PEJ[ OC BwimonHsSETCS HaXaTHEeM KOMOWHAITUU

bynkunoHanbHbIX KaaBuil Alt u Shift onHoBpemeHHoO.
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4.5. O030p ycTaHOBKH

[Tocne  BbIOOpa  sA3bIKa  HEOOXOAMMO  IPOU3BECTH  IEPBOHAYANIBHYIO
KOH(UTYpALHIO YCTAaHOBIIMKA U TApaMeTpOB Oy Tymieil CUCTeMBI (PUCYHOK 4.2).

OB30P YCTAHOBKI YCTAHOBKA RED OS MUROM-7.2

1 Cnpaeka

PEIrMOHAJIbHbIE HACTPOVIKI

OATA W BPEMA KNABUMATYPA

Hacosoii nosac Espona/Mocksa Pycckuid (Pycckas),...Asrmickas (CLUA))
E A3bIKOBASI MO AMEPXKKA

Pyccxmt (Poccina)

MPOIrPAMMHOE OBECIIEYEHUE

NCTOYHWK YCTAHOBKI BbIBOP MPOrPAMM
JlokansHeIA HoCHUTEeNs PaGo4as cTaHUwA C ...eCKHM OKDYXEHHMEM
CUCTEMA
o PACMOJIOXEHWE YCTAHOBKW 9 CETb 1 M5 Y3J1A
\ Bol6pako asTOMaTH. ..e pasbrenme Qucka 6 He nogknioven

Brixon

Pucynox 4.2 — O0630p ycTaHOBKH

B »3ToM oOkHe HeoOXOAMMO 3aJaTh PErMOHANbHBIE HACTPOWKH, COCTaB
MPOrpaMMHOr0 00€CIeYeHUsI U CUCTEMHbBIE HACTPOUKH. 3/1€Ch U B MOCIEAYIOMINUX OKHAX
YCTaHOBILMKA KPACHBIM I[BETOM BBIBOJATCS IIOJCKA3KM y Te€X BKIAN0K, KOTOpBIE
JOJKHBI OBITh 00S13aTENIBHO 3aII0JHEHBI J0 EPEX0/1a K CIEIYIOIIEMY I1ary yCTaHOBKH.

PaccMoTpu moapoOHee KaKayro BKIAJKy OKHa.

JaTa u Bpemst
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B okne HacTpoiiku naThl U BpeMeHHU (pUCYHOK 4.3) MOXXHO BBIOpaTh TEKyIIUN
PErHOH M TOpOJl U YCTAaHOBHUTH MCIOJIb3YyEMOE JIOKaJIbHOE BpeMms, Aaty u (opmar

BPEMEHHU.

OATA W BPEMA

UROM-7.2
FeToBn Cnpaeka

Perﬁo'u:‘ Eepona | W | I'opnn:| Mockea ‘ - ‘ CeTesoe spemaA DE‘ &

T
16:58 nocne rnonyaHs

Ml v ]

(®) 24-vacosoi thopmar
() AMIPM

07~ H 06 « H 2019w

A Tins enonsaoeaing NTR HyaHo cHauana HacTpouTs ceth

Pucynok 4.3 — Jlara u Bpems

Ecnu ycraHoBieHa ceTb, U €CTh JIOCTYI K TJI00ANbHON CETH, MOXKHO Pa3pelInuTh
aBTOMAaTUYECKYIO HACTPOUKY BPEMEHH C TMTOMOIIBIO CITY>KObI ntp — CETEBOE BpeMs.

JlaHHYI0 HacTpOilKy MOKHO M3MEHUTH mocie 3aBepuieHus ycraHoBku PEJ] OC.
ITo ymonmuanuto ycranaBinuBaetcsi yacoBoi mosic UTC+04:00 (EBporia/MockBa).

3nech M Jainee BO3BpaT B MPEIbIIYLIEE MEHIO OCYLIECTBIISIETCS C IOMOIIBIO
KHOMKHU «I'0TOBOY.

KnaBuarypa

B okne HacTpoiiku knaBuaTypsl (pUCYHOK 4.4) MOKHO BHIOpaTh HCIOIb3yeMbIC B

OC packinaaku.
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PACKITALOKA KITABUATYPbI YCTAHOBKA RED OS MUROM-7.2

BblﬁEpHTE packnagky Knaeunatypel. I'Iepaas: packnafka B cnncke ﬁy‘ﬂeT MCNONb30BATRCA MO YMONYaHWIO.

Pycckmia (Pycckan) MpoBepsTe BLIGPaHHYIO PAcKnamky:

Anrmaickmia (Adrmviackar (CLLA))

Alt+5Shift gne nepexmoyerna packnagri.

MapameTps:

Pucynok 4.4 — Packnajka KjlaBuaTypbl

B oraenbHOM TONIE BBOJIa MOXKHO TPOBEPUTH KOPPEKTHOCTH OTOOpaXEHUS
BBOJIMMBIX CUMBOJIOB.

[lepBas packiaaka B CIIUCKe OyAET MUCMOJIb30BATHCS 10 YMOTYAHUIO.

S3bIKoBas MOIEPKKA

B oxHe s3bIKOBOM MOJJEPKKHU (PUCYHOK 4.5) MOXXHO 3a/1aTh S3BIKU, KOTOPbHIC
OyIlyT yCTaHOBJIEHBI B cucTteMme. Hactpoiika 1 BIOOp COOTBETCTBYIOIIETO SI3bIKA OYIyT
JIOCTYIIHBI B HACTPOMKAX CUCTEMBI IOCIIE YCTAHOBKU. TakKe Mocie yCTaHOBKU CUCTEMBbI
MOXXHO Oyner n00aBUTh JOMOJHUTEIbHBIE SI3bIKU, KOTOPbIE HE OBLIM YCTAHOBJICHBI

panee. [lo ymomgaHuIO UCTIONB3YETCS PYCCKHM SI3BIK HHTEpdETica.
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A3bIKOEAS MNOOOEPXKA

FoToen

Bblﬁepwre OOMONHWUTENbHBIA A3bIK:

Yy I

Bwoe
Slovencina
Slovenscina
Shqip
Cpnickm
Svenska
S
ey
Touymkn
na
Tiirkece
YKpaiHcbKa
sl
Tiéng Viét
2574

IsiZulu

YCTAHOBKA RED OS MUROM-7.2

e C 7
Sififala _| Pycckuin (Ykpanra)

Slovak
Slovenian
Albanian
Serbian
Swedish
Tamil
Telugu
Tajik

Thai
Turkish
Ukrainian
Urdu
Vietnamese
Chinese

Zulu

HcTounuk YCTaAaHOBKH

Pucynok 4.5 — fI3pixoBas noauepxka

B meHio BIOOpa MCTOYHUKOB YCTAHOBKHM (PUCYHOK 4.6) MOKHO 3a/1aTh, OTKyJa

cucremMma 6y,11€T IMOJIy4aThb MMAaKCThI B IIPOUCCCC YCTAHOBKHU.
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NCTOYHWK YCTAHOBKIW YCTAHOBKA RED OS MUROM-7.2

BriGepnTe MCTOUHMK YCTAHOBKA

*) OD6Hapy*eHbl YCTAHOBOYHBIE HOCUTERN:

YerpoiacTeo: sr0

MeTka: redos-MUROM-7.2_x86_64 HF’E@PMTb

@ainn I150:

R AL VEOX HARDDISK /devicdal (12 Tub MB) axtd

NARANRLLIEE 38PKANO *

[ononHUTENBHBIE PENO3INTOPHN

Pucynok 4.6 — VICTOYHUK yCTaHOBKH

HcToyHMKaMu YCTaHOBKM MOTYT OBITh JIOKQJbHBIE HOCUTENIN WM CETEBBIC
VUCTOYHUKH.

Br100op nporpamm

B meHio BriOopa mporpamm (pucyHok 4.7) MOXKHO 3a7aTh Kakas KOH(Uryparus
13 yucia 0a30BOro OKpy>XKeHHsi OyJIeT yCTaHOBJIEHA!

- paboyas cTaHIIUs,

- C€pBEP MUHUMAJIbHBIN,

- cepBep ¢ rpaduuecKuM UHTEpQercoM.

47



EbIBEOP MPOrPAMM YCTAHOBKA RED OS MUROM-7.2

Bazoeoe okpyxeHve LornonHeHWa Ang Bei6paHHOro OKPYXeHUA
(*) paGouasn CTAHLAA C rPAPUUECKIAM OKPYIKEHMEM 2/ Cinnamon
PaGouana cTasumA c rpachuueckum okpysenuem (MATE wmw Cinnamon) Cinnamon NpegocTasnAeT paboyni CTON € TPAOMLMOHHBIM BHELLHWM
| CepBep MWHUMaNkHBIA BMAOM, PACLUVPEHHBIMI BO3MOXHOCTAMM, MPOCTON B MCMONE30RAHMK,
Cepeep MHMMANLHEIA. MOLLHLIA W TUBKMIA.
| CepBep C rpaguUUecKuM MHTeppeicom ) MATE
Cepaep C rpaghM4BckUM MHTEPLDBACOM. MATE - nérkas cpea pabodyero CTona, ABNAIILAACA OTBETRNEHHUEM OT

koposod Gasuw cpegs GNOME 2.
C

PacwupeHHsie Cpeactea MynsTumMeana
PaciumpeHHan cucTeMa ayamo/enaeo BUENMDTEK ANA paBounx CTaHLMA.
O

DononaHuTensHele apaiseps GecnpoBoAHLIX yCTpORCTE
[ononxKTensHele Opafeeps GeCNpPOBOOHLIX YCTPORCTE.

|| OpucHbIn KOMANEKT

MHOroMYHKUWOHAMNEHBIA KOMANEKT OgMCHBIX NPUNOKEHMA.

_| KnuenTel ypanéuHoro pafouero cTona

_ Mopnepka cMapT-KapT
Moppep#ka ayTeHTUUKALIMM C MOMOLLLIO CMapT-KapT.

| BUGANOTEKH COBMECTUMOCTH
BMGAMOTEKM COBMECTUMOCTI ANA NPUNOKEHAIR, CO30aHHLIX B
npensoyunx sepcuax Peg OC.

Cpeactea paspaGoTkn

CraHpapTHas cpepa pa3paboTki.

|_| Cpepncresa 6esonacuocTn
CpepcTea 33aWMThl ANA 06ECNEYRHWA LIEMOCTHOCTA W MPOBEpKW
NOAMMHHOCTK.

Pucynok 4.7 — Bwibop mnporpamm

JIOTIOTHUTENBHO ISl KaKJ0M M3 BHIOPAHHBIX KOH(UTypaluii MOKHO HACTPOUTH
IPYIIIbI TAKETOB, KOTOPbIE OyAYT YCTAHOBJICHBI.

B PEJ] OC Bce onepaliuu yCTAaHOBKU U YJAJI€HUS IPOU3BOJISATCS HAJl MAKETaAMU -
OTACIBHBIMM  KOMIIOHEHTaMU cUCTeMbl. Ilaker © mporpamMma  COOTHOCSITCS
HEOJIHO3HAYHO: MHOT/IA OJIHA MPOrpaMMma COCTOUT M3 HECKOJBKHUX IMaKETOB, MHOTAA
OJIVH ITaKEeT BKIIFOYAET HECKOJIBKO IIPOTPAMM.

B mpomnecce ycranoBku PEJ] OC o00buHO He TpeOyeTcs JeTalu3upOBaHHBIN
BBEIOOpP KOMIIOHEHTOB Ha YPOBHE IMAKETOB - 3TO TPEOYyeT CIMIIIKOM MHOTO BPEMEHU H
3HAaHMK OT TMPOBOSIIETO YCTaHOBKY. Tem Ooiiee, 4TO KOMIUIEKTAIlMs JUCTPUOYTHUBA
noaOupaeTcss TakuM o00pa3oM, 4YTOObI W3 HMEKIIMXCA NOPOrpaMM MOXKHO ObLIO
COCTaBUTh MOJHOLICHHYIO palouyro cpeay Uil COOTBETCTBYIOLIEH ayJIUTOPHUH

nonb3oBarene. Iloatomy B mpomecce ycranoBku PEJ OC  monb3oBarento
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npejuiaraeTcsl BeIOpaTh W3 HEOONBIIOr0 CHHCKa KOH(PUTYypanui, 00beIMHSIOMINX
MaKeThl, HCOOXOIMMBIC JIJIS PEIICHHs HanOoJiee paclipoCTpaHEHHBIX 3a/1a4.
Pacnosoxxenune ycTaHOBKH
B MeHio BbIOOpa pacrmoyioKeHUs YCTaHOBKH (pUCYHOK 4.8) MOXXHO BBIOpaTh
YCTPOWCTBO JJII YCTAHOBKH OTIEPAIIIOHHON CUCTEMBI.

MECTO YCTAHOBKHW YCTAHOEKA RED OS5 MUROM-7.2

BEuiGop ycTpoiicTe

BblﬁEpIﬂTE ycrpoﬁcrﬂa OnA yCTaHOBKK OI"‘IEpaLl,HOHHOIr""I cucTemsl, OHM He EJY,EWT M3MEHEHBI OO TEX NOp, NOKAa Bbl HE HAXMETE KHOMNKY «HavaTe
YCTaHOBKY® B TMaBHOM OKHE.

NokaneHele JUCKH

12 Twb

hg“
ATAVBOX HARDDISK
sda / 4095 Kub ceoboaHo
MameneHmsa BBTPOH}/T TOTEKD Bbfﬁp&HHbl’E‘ 30eCk OHCKH.
Cneunanumponauﬂue W CeTeBble OWCKH
[l
Oo6aeuTe OKUCK...
MaMeHeHnA 33TPOHYT TOMLKO BaIGPaHHAIE 308Ch QUCKH,
Opyrue napaMeTpbl XPaHeHNA AaHHBLIX
Pas6ueHune
; CDBﬂaTb paanenb:. dETOMATUYECKA ] 4 HBETPDHZI |J33,D,Eﬂbi

|| BeigenuTs OOMNONHWTENLHOE NpocCTpaHCcTED

WnppoeaHue
[l 3awmnposath AaHHbe [

[MonHas CEOOKa MO OMCKaM M 3arpyaumKy... Bubpal 1 guck; emkocts 12 Tb; ceobopHo 4095 Knb O6HoBWTS...

Pucynok 4.8 — PacnosioxeHne ycTaHOBKH

[lepexonq Kk 3TOMy IIary MOXET 3aHATh HEKOTOpoe BpeMs. Bpems oxupanus
MOKET OBITh pa3HbIM M 3aBHUCUT OT IMPOU3BOAUTEIBHOCTH KOMIIBIOTEpA, 00bEMa U
THUIIOB UCIIOJIb3YEMBIX HAKOIIUTENEH, KOJMYECTBA CYIIECTBYOIINX PA3CIIOB HA HUX.

Ha sTom sTane noarorasnuBaercs mioniaaka st yecranoBku PEJI OC, B nepByro
oyepenb - BBIAEISAETCS CBOOOIHOE MECTO Ha JUCKE.

Mo>xHO BbIOpaTh M HMCHOJB30BATH Npoduin pazduenus aucka. [Ipoduias - 310
11a0JIoH pacrpeaeneHus Mecta Ha aucke st yctanoBkd PEJ] OC. MoxHo BbIOpaTh:

- CO3JaThb pa3aciibl aBTOMATUYCCKHU,
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- sl HACTPOIO PA3LEIIbI.

[lepBbIii mpoduib MpeArnojaraeT aBToMaTH4Yeckoe paszOueHue aucka. byner
BBIOpaHO oNnTUMalIbHOE pacnoioxenne OC.

HeoOpaTtuMble  u3MEHEHHUs  pa3/efioB  HAa  JKECTKOM  JUCKE  TpeOyroT
MOATBEPKIEHUSI CO CTOPOHBI ToJib3oBaTensd. llociae NOATBEpkKACHHS BHECEHHBIE
M3MEHEHMS COXPAHSIOTCA Ha XKeCTKOM Aucke/nuckax CBT.

Ecnu nns nmpuMeHnenust ofgHoro w3 mnpoduieil aBTOMATHUYECKOW pa3METKH
JOCTYITHOTO MeCTa OKaXKeTCS HEeAOCTaTO4YHO, OyJEeT BBIBEICHO COOOILEHHE O
HEBO3MOKHOCTH BBITIOJIHEHUS Ollepaly pa30MeH sl TUcKa.

[Ipn HEoOXOAMMOCTH OCBOOOJIUTH YAaCTh JUCKOBOTO MPOCTPAHCTBA, CIEAYET
BOCTIOJIB30BaThCsl MpoduieM pazOueHus Bpy4yHY0. MOXXHO yHaiduTh HEKOTOpbIE M3
CYLIECTBYIOILIMX Pa3/IeOB WM cojepxKaliuecs B HUX (aitnoBeie cuctemsl. [Tocne aToro
MOXXHO CO3/1aTh HEOOXOAMMBIE pa3/eNbl CaMOCTOSTEIbHO WM BEPHYThCA K Iary
BbIOOpa npoduist. Beibop 310l BO3MOKHOCTU TpeOyeT 3HaHUI 00 yCTPOMCTBE AMCKA U
TEXHOJIOTUSIX €ro pa30ueHus.

[To Haxxaturo «I'0TOBO» OylIeT MpOM3BE/eHA 3alIMCh HOBOM TaOJIMIIBI pa3/iesioB Ha
IUCK W (opmaTtupoBaHue pasfenoB. Pas3ienbl, TONBKO YTO CO3JaHHBIE Ha JIUCKE
MPOrpamMMoOi YCTaHOBKH, TIOKa HE COJAEpKaT JaHHBIX U MOATOMY (QopMaTUpyrOTCs 0e3
NPEAYNPEXICHNS. YKE CYHIECTBOBABIINE, HO U3MEHEHHBIE PA3EIbl, KOTOPbIE OYIyT
0T()OpMaTHPOBAHBI, MOMEYAIOTCS CIELUUANIbHBIM 3HAYKOM B KOJIOHKe «DailnoBas
CUCTEMAY.

He cnenyer dbopmatupoBath paszieiibl ¢ TEMHU JAHHBIMU, KOTOpbIe HEOOXOIUMO
COXpaHUTh, HANpHUMEp, C TMOJIb30BATEILCKUMHU JaHHbIMH (/home) wnm ¢ npyrumu
onepauuoHHbIMU cucTtemMamMu. C Ipyroil CTOpoHbl, OTHOPMATUPOBATH MOXKHO JIFOOOU
paszen, KOTOpblii HEOOXOAUMO «OUUCTUTHY (T.€. YAAJIUTh BCE JaHHBIE).

CeTb n uM1 y3J1a

B MeHwo BwiOOpa HacTpoliku cetd (pucyHok 4.9) MOXKHO aKTUBUPOBATh

COCANHCHUC C CCTBIO U 3a1aTbh UM y3JIa.
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CETb 1 UMSA Y3IA YCTAHOBKA RED OS MUROM-7.2

/I_ﬂ Ethernet (enpOs3) | | o

== Orrnioder

AnnapatHeid agpec 08:00:27:C4:AF:8F
Cropocte 1000 M6/c
Macka nopgecetw 127.0.0.1

+ . _ HacrpouTs...

WmMA yana: | localhost.localdomain MpumernTs Tekylee WMA yana:  localhost

Pucynoxk 4.9 — Cetb u ums y37na

Ha nanHoMm sTarme HeoOXoAMMO 3alaTh UMsI KOMIbIOTepa B ceTu (xocta). [Ipu
HAJIMYUM CETU HMS KOMIIBIOTEPA MCIIOIB3YETCA MJI1 OJIHO3HAYHOIO OMNPEACICHUS
KaXIOro KomIbioTepa. MMs KOMIIBIOTEpAa COCTOUT HEIMOCPEICTBEHHO W3 HWMEHU
KOMIIbIOTEpa U UMEHHU JIOMEHAa B CETH, K KOTOPOMY MNPUHAIJICKUT KOMIIbroTep. MMms
KOMIIBIOTEPA U UMS1 JOMEHA PA3IAEISAIOTCS 3HAKOM «.) .

IIpu HamuuuKu TOMEHa CETH UMs JOJKHO J1aBaThCsl MOJHOCTBIO. [Ipu oTcyTcTBUN
CETH JIOMEHY TaKXe MOKET OBITh JaHO MPOU3BOJIBLHOE UMSI.

B kadectBe OyKkB B MIMEHH KOMIIBIOTEpA Pa3pelIaeTCcsi TOJbKO OYKBBI JIATUHUIIBI.
B umenu koMmbproTepa He JOMYyCKAaeTCs UCIOJb30BaHUE 3arjaBHBIX OYyKB, MPOOEIOB U

CIiICHuaJIbHBIX CHUMBOJIOB.
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Tak e Ha JaHHOM dTale MOXXHO CKOH(GUTYpUPOBATh MapaMeTphl HACTPOUKHU
CeTeBbIX MHTep(eiicoB: aBTOMaThuyeckoe BKIoueHue wuHtepdeiicoB, MAC-aapeca

CETEeBBIX MHTEP(EHCOB, TAPAMETPHI CETEBBIX MTPOTOKOJIOB.
4.6. 3aaHue MapoJisi A AMUHUCTPATOPA CUCTEMbI

ITocne Toro kak npeaBapuTCibHasd HaCTPOﬁKa.CHCTGMBIS&BGPHKHHL HA4YMHACTCA
HCTIOCPCACTBCHHAA YCTAaHOBKAa CHCTCMBI. IIapannenLHo C YCTaHOBKOﬁ H€O6XOHHMO
HaCTPOUTH IIapOJib aAMHHHCTpATOpA root u Impu HCO6XOHHMOCTH CO31aTb YYCTHBIC

3anucH nojib3oBareneit (pucyHok 4.10)

KOH@UIYPALINA YCTAHOBKA RED OS5 MUROM-7.2
1 Cnpaeka
NMOJIb3OBATENN
@ MAPOJNb ROOT . CO3OAHUE NOJIL30OBATENEN
Mapons root He ycTaHoBeH - [Nons3oBatens He 6yOer cosnaq

Co3ganwe extd Ha /devimapperiro-root

Pucynok 4.10 — Kondurypamus OC
PEJI OC - sTo MHOromoJyib30BaTelIbCKasi onepaloHHas cucteMa. Ha mpaktuke
ATO O3HAYAET, YTO JUIsi pabOThl B CUCTEME HYXKHO B HEH 3apecucmpuposamscsi, T.€. 1aTh
MOHSATH CUCTEME, KTO MMEHHO HaXOJUTCS 3a MOHUTOPOM M KiaBuaTypoi. Haunbonee

paclpoOCTpaHEHHBIN CMOCO0 pPETrUCTpallud Ha CETOJHAIIHUN JIeHb - HCIOJb30BaHUE
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cucteMHbIX UMEH (login name) u nmaposieid. IT0 HAIEKHOE CPEJACTBO YOSAUTHCS, UTO C
CUCTEMOM paboTaeT TOT, KTO HYXKHO, €CJIHM IOJIb30BATEIM XPAaHAT CBOM IApOJId B
CEKpETE U €CIIM Napojb JOCTATOYHO CJIOKEH M HE CIMIIKOM KOPOTOK (MHAYe €ro JEerkKo
yrajaTh WIM 10100paTh).

B OC Bcerna npucyTCTBYET OJIMH CHIEIUATIBHBIN NIOJIB30BATEIb - aIMUHUCTPATOP,
OH Xe€ cynepnosb3oBarenb win agmuuauctparop PEJ] OC, ans Hero 3ape3epBHpPOBAHO
CTaHJAPTHOE CUCTEMHOE UMS - rOOt.

Heobxoaumo 3amOMHHUTH Maposib root - €ro Hy>XHO OyJeT BBOJIUTH, 4YTOOBI
MOJIYYUTh IIPaBO M3MEHATh HACTPOMKU CHCTEMBI C IOMOIIBIO CTaHAAPTHBIX CPEICTB

nactporiku PEJ[ OC (pucynok 4.11).

MAPOJ1b ROOT YCTAHOBKA RED OS MUROM-7.2

VueTHas 3anuce agMUHWUCTPaTopa {root) MNpenHa3Ha4yeHa Ona ynpaenesus cucTeMon. Beegute naponk root.

Mapens root: |

MycToin

MopTeepKARHKE:

Pucynok 4.11 — 3aganue napons agmunauctparopa PEJ] OC

BBox mapoins 3amuineH, mpu HaOOpe Mapolii BMECTO CHMBOJIOB Ha JKpaHE

OTO6pa}KaIOTC$I CIiICnuaJIbHBIC CUMBOJIBI. Yr1o0On! N30€KaTh ONCYATKH ITpHU BBOJC I1apOJId,
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€ro IpemIaraeTcs BBECTH JBaxIbl. K BBEICHHOMY MapoJIl0 B PEXKUME PEATBHOIO
BPEMEHHU MPUMEHSETCS MOJIMTUKA CI0KHOCTH MAPOJIs, T.€. IPOU3BOJUTCS €ro IPOBEpKa,
M TpPH CIUMIIKOM IIPOCTOM MapoJie WIM COBHAAECHUM TApOis C MapOJIbHOM
MOCJIETIOBATEIHFHOCTHIO U3 CIIOBApS MapoJiei CHCTEeMON OyeT MPEeaIoKEeHO MPOU3BECTH
cMeRny napoiist anmunuctparopa PEJL OC.

AJIMUHHCTPATOp OTJIHWYAECTCA OT BCEX IMPOYUX MOJB30BATENICH TEM, YTO €My
MO3BOJICHO MPOU3BOJUTH JIIOOBIE, B TOM YHCIIE CaMble pa3pylIUTENIbHbIC, U3MEHEHUS B
cucreme. [TorTomy BbIOOp maposist ammuaucTpaTopa PEJ] OC - oueHb BaKHBI MOMEHT
st 0€30IMacCHOCTH: JIIO0OM, KTO CMOXKET BBECTH €ro NpaBWIbHO (y3HATh WIH
noa00paTh), MOJYYUT HEOTPAHUUYECHHBINH JOCTYI K cucTeme. Jlake Bamu cOOCTBEHHBIE
HEOCTOPOKHBIE IEUCTBUSL OT UMEHU r00t MOTYT UMETh KaTaCTpO(PUUECKHe MOCIEICTBUS
IUIA BCEU CUCTEMBEL.

[Tomumo agmunuctparopa PEJl OC (root) B cuctremy HE0OXOUMO 100aBUTH, 10
MEHbIIEH Mepe, OJTHOr0 OOBIYHOIO MOoJIb30BaTeNsl. PaboTa OT MMEHH aJIMHHHUCTPATOpPA
PEZl OC cuuraercss omacHOl (MOXHO IO HEOCTOPOKHOCTH MOBPEIUTH CHUCTEMY),
nosTomy mnoBceHeBHYI0 padoty B PEJ] OC cneayeT BBINOJHATHL OT UMEHU OOBIYHOTO
MIOJIb30BATEIIS, IOJIHOMOYUS KOTOPOrO OTPaHUYEHBI.

[Ipn noGaBieHUM MOJB30BATENSl MpEAjiaraeTcsi BBECTH UMs yYETHOM 3alvcu
(login name) nonb3oBarens. Mt yu€THOM 3amucu BCeraa MPEACTaBIsIeT cOO0OM OJHO

CJIOBO, COCTOSIIEE TOJNBKO M3 CTPOYHBIX JIATUHCKUX OYKB (3aryiaBHBIC 3ampeieHbl),

9 (T2

nu@dp ¥ CUMBOJIA TOTYEPKUBAHUS (npuuém uudpa u cuMBOI HE MOTYT CTOSITh B

Hayase cioBa). YToObl HCKITIOUUTH OMEYATKH, MAapOJib MOJIb30BATENS BBOAUTCS IBAXKIbI.
Tak »xe, xak mnpu BwIOOpe mapons amgmunucTparopa PEJ[ OC (root), nedcTBYrOT
TpeOOBAHMSI MO CIOKHOCTH MAPOJISL.

B npouecce ycTaHOBKHM NpemiaraeTcs CO34aThb TOJBKO OAHY YUYETHYHO 3aIlUCh
OOBIYHOTO TMOJI30BATENS - YTOOBI OT €ro uMeHu cucteMHublil anmunuctpatop PEJ] OC
MOT BBITIOJTHSTH 337291, KOTOPhIE HE TPEOYIOT MPUBUIIETUN CYyTIEPIIOIh30BaTEIIS.

YuérHBle 3amucH N7 BCEX MPOYMX IOJIH30BATENEH CHCTEMBI MOXXHO Oyner

CO3/1aTh B JIIOOOM MOMEHT TOCJI€ €€ YCTaHOBKHU.
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4.77. YCTAaHOBKA CUCTEMBbI

OTan ycTaHOBKHU MPOUCXOIUT MapajliedbHO € 3aJaHUEM HapoJis aIMUHUCTPATOpa
U TpEeACTaBIsieT CcOOOM YCTAaHOBKY Habopa MporpaMm, HEOOXOAMMBIX Uis pPabOThHI

cucteMbl (pucyHok 4.12).

KOHQUIYPALINA YCTAHOEKA RED OS MUROM-7.2
BEus Cnpaeka
MOJIb3OBATENN
@ OAPOJSIb ROOT : '_ CO3QOAHWE NOJSIb30BATESEN
Mapens root 3agaH ' ' byner coanaH nonesosarens jvanov

YcraHoeka Libpinyin-data (460/1496)

Pucynok 4.12 — Ycranoska nakeroB PEJ] OC

[Tony4yeHne mMakeTOB OCYIIECTBIACTCS C HMCTOYHUKA, BHIOPAHHOTO Ha JTame
HavajabHOM 3arpy3ku. [Ipu cereBoit ycranoBke (1o nmpotokosy FTP unu HTTP) Bpems
BBITIOJIHEHUS ATOTO IIara OyJeT 3aBUCETh OT CKOPOCTH COCAMHEHUS W MOXKET OBITh
3HAYUTEIHHO OOJIBIIIUM, YEM IIPU YCTAaHOBKE ¢ qucTpuOyTuBHOTO DVD-nucka.

Hauunas ¢ 3Toro miara, mporpamma yCTaHOBKH padoTaeT ¢ (ailjiaMu TOJIBKO 4TO

YCTaHOBJCHHON 0a30Boil cucTteMbl. Bce mocnenyromue H3MEHEHHs MOXHO Oyzer
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COBEPLIMTh  IIOCJIE€  3aBEpPLICHHUsS  YCTAaHOBKH  IIOCPEACTBOM  PEAAKTHUPOBAHMSA
COOTBETCTBYIOIIUX KOH(PUTYpPAIMOHHBIX (DailioB WM TpU TOMOIIM MOJIYJen
yHOpaBICHUS, BKIIOYEHHBIX B AUCTPUOYTHB.

3arpy3uMKk — IMporpamma, KOTOopas II03BOJSI€T 3arpyarb YCTaHOBJICHHBIE
onepaluroHHble cUCTEMBI. [Ipu aBTOMaTHUYeCKOM pa30MEHUHN pa3/iesiOB HAKOMMTENS Ha
JKECTKUX JUCKAX CPEICTBA BBIYMCIUTEIBHOM TEXHUKM 3arpy34dK aBTOMATHYECKH
YCTaHABJIMBAETCA B HAYAJIbHBIN pa3fen IUCKa.

Ecnum e muaHupyeTcs MCHOJIb30BAaTh U JAPYIHME ONEPALUMOHHBIE CUCTEMBI, YXKE
YCTAQHOBJICHHBIE HAa HTOM KOMIIBIOTEpE, TOrJa MMEET 3HA4YeHHE, Ha KAaKOM JKECTKOM
IUCKEe WIH paszzielie OyIeT pachoyiokKeH 3arpy3yuk. B OonbIIMHCTBE CilydyaeB
IporpamMma yCTaHOBKH MPaBUIIBHO NOJ0EPET paCIONIOKEHUE 3arpy3urKa.

[Tocne Bemonuenusi konupoBanus ¢ainoB PEJ] OC u ycTraHoBKHM 3arpy3unka
MOJIB30BATENI0  Ipeiaraercss  npousBect  nepesarpy3sky PEJ[  OC  kHomkow

«Ilepeszarpy3utby».
4.8. Corsianmenue noJsib3oBaresisi M JIneH3MOHHBIN 10TOBOP

[Tocne ycnemHoi nepe3arpy3ku U Inepea NpOAOHKEHHEM YCTAHOBKU CIIEYET

BHUMATEIHLHO IIPOUYNTATh YCIOBUS MOJb30BATEIBLCKOTO coTfianieHus (pucyHok 4.13).

am MEPBASI HACTPOIKA RED OS MUROM (7.2)
HPE/[ OCMYPOM =11 (e
CUCTEMA
—) CETb N UAMS Y3/IA
6’ Iposoarioe coeaurerve (enpOs3) ycrarosrero .
JMUEH3UPOBAHUE
TVLEH3USE

Pucynok 4.13 — IlepBas HacTpoiika
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B nmuniensuu (pucyHok 4.14) roBoputcs o mpaBax paclpoCTPaHEHUSI U TapaHTHUSAX

IIPOU3BOIUTCIIA.

JINLEH3MS RED OS MUROM (7.2)

FoToso =1 Crpaska

TuuersuoHKoe comnaueHme:

JILIEH3VIOHHOE COMMALIEHNE

HaCToslee MMLiEHaMOKHOE Cornaluenve (ganee — «COMMALIEHHEr) ONPERENAET YCHOBHS, Ha KOTOphix OBLIECTED C OTPaHAYEHKOI OTBRTCTERHHOCTH «Pen Cogr (ganee — «PEL] COMT») mpeaocTaanner Bam HEVCKTIOUMTEHKE NPAEa Ha MCTONL30EaHM e
NIPOTPaMM ANA IMEKTPOHHAX BLUACTUTENLHX MaLLIHH (nanee BBM ). onpenenekx 8 Cornaeni

2 Cornalienitn npUaHaeTc HaRexaLielt & Tol CreneHi, & KOTOPOl 3aKOHORATENLCTED PoCchiickoi (enepaLiii A0MYCKAET 3aKIOUEKHE AOTOBOPA O Nepeate ucnonssosanve nporpamm anA SBM s ynpouerHom nopagke (.5 cr.1286 wacm 4
I Pm) - Commteine REACTBATENSHO, €CTH B RETAETECh DUIMSECKAM WA IOPHOAYECKHM NLION, KOTOPOE vamépenn r‘paBnMEpHo BBeMeHHbIE B TPAMAZHCKMT 06OpOT PEJ] CouT A 2 eva ormacin TPETBAMA MLIZMA SKIEMITAPH NIPOTPaMM AR 3BM,
onpenenentsix e Cornalwenim. B 3rom cysae Bu  PEL CODT sanerect Hapnexalum croponamn Comnatenys (ganee — «Cro

©AKTOM 3ATPY2KWA UNU YCTAHOBKM B MAMSITb 3BM, BOCIPOVZBEREHVIS AT MOB O [PYTOM GOPMbI ICTIOINb30BAHMS MPOTPAMM [11 3BM, OMPEENEHHbIX B COTMAWEHIAV, Bbl YJOCTOBEPSIETE HAYATIO VX NCMO/b30BAHIAS,
4TO OZHAYAET BAILE COTTIACVIE CO BCEMY TEPMUHAMU 11 OTPECIENIEHUAMU, A TAKKE YCTTOBIAMIA COMTAWIEHIAS.

ECnin Bu AenAeTecs MoKy naTenem KIeMnnApos nperpam wna 3BM, onpenenen s & Comaluena, W e COMMack ¢ ycnosuami Cornauenis, Bu 06r3yeTect BepryTe P, a TakKe yRANWTS Bce Komuw
nporpamm Ana 3BM, orpenenerHsix & Cornaluenaw, w3 namTA Baluei 3BM 1 Apyrx HOCTenel MHQOPM ALV

Ecnw B swpaxaete cornacte ¢ ycnoeusmu Cornawenis, PEX COOT npenocrasnse Bam npasa 1a ucrionsaoeakire MTpoayKTa, B COOTRETCTEAN € HAXECTERY OLIMM

1. TEPMUHbI V1 OMPEOENEHIA

1.1, «QC» — nporpamma a1 3BM <PEL] OC» (Perncrpauinonsei Homep 3751 & EMHOM PEecTpe POCCATCKIX POTPAMM IR 3NEKTPOHHSIX BHMACTATENSHEIX MALLVH 1 633 AaHHbX), MPEACTARNALIAR (060N COCTAEHOE NPOVIEENEHVE, NCKTIQUMTENEHSIMA
NpaBaMUA Ha WCTONL3083HIE KOTOPOTO 06NanaeT PEL] CODT.

1.2, «KomnorenTs OC» — nporpamisl s 3BM, FENSIOLIUECH OTRETUMOY MO KEOTARMMMOM YaCTH

KaK COCTaBHOO MpoIBeneHNS.

PEQl CODT.

oC, uct

chopma npeacT: omaHzL Tp mn 3BM  mpyrix PHLX YCTPOVICTE C Lientio MOy NEHVA OIpEREneHHorD peaynTara.
nporpamms s 3BM

1.6. «MopucpcaLIs» — BHECEHME MOGKX WaMenenwit 8 OC () KomrokenTs OC, KOTOPE HE DXBATHEAIOT WIMEHEHMA, OCYLLECTRNAMAE HCKTIOUMTELHO B LIeNAX 0GECTIZY2HUA (DYHKLUOHUPORaHMA OC Ha npkaanexauux Bam 3BM.

Pucynok 4.14 - JluueH3us
[Ipyu npuobpereHnn AUCTPUOYTHMBA JIaHHOE JIMIIEH3MOHHOE COTIJIAlEHUE
npujaraeTcs B MEYaTHOM BHJE K KONUHM AUCTPUOYTHMBAa Ha BKJIAQJBIINIE KOMILUICKTA

nuctpuOyTuBa. JIuneHsus otHocuTcst Ko Bcemy auctpudytuBy PEJ[ OC.
4.9. 3aBepuieHUE YCTAHOBKH

ITocne coxpaHeHHMs HACTPOEK U MEpe3anmycka CHUCTEMbl —I0JIb30BATENIO
MIPEJOCTABISAETCS DKpaH MPUBETCTBUS U TPHUIVIAIICHHS K aBTopu3anuu. Ha sTom
ycraHoBka u Hactpoiika PEJ] OC 3aBepmiena, u PEJ] OC mnoiHOCTBIO TOTOBa K

UCITI0JIb30BAHUIO.
4.10. IToaroroBuTEJBbHbIC MPOLEAYPbI

[Tocne ycranoBku PEJI OC He Bce (yHKIMM O€30MaCHOCTH BKJIIOYEHBI I10
YMOJIYAHUIO. AJMUHHUCTpATOp JODKEH  ONpeAeiuTh  (DYHKIHOHAIBHYIO  POJb
ycraHoBieHHOW komuu OC, mnepedeHb peliaeMbIX 3aJad4, U B COOTBETCTBHM C

I[Cf'ICTBy}OHIHMH MOJINTHKAMHM  0€30ITaCHOCTH opraHm3aliid W pPoOJIK I10Jb30BATCIIA,
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KOTOPBIN TUIaHUPYET Ucmoib3oBaTh OC, MPOU3BECTH aKTUBAIMIO HEOOXOAUMBIX CITYXkKO,
CEPBHUCOB U MPUJIOKEHUN. A UMEHHO:

- CKOH(UTYpHpPOBaTH TEPEUYCHHb OTCIICKUBACMBIX COOBITHI 0€30MacHOCTH
(mpuHUMasT BO BHHUMAaHHE TO, YTO J>KypPHAJIbl ayJauTa TpPU OTCICKHWBAHUH BCEX
CUCTEMHBIX COOBITHI MOTYT UMETh OIPOMHBIN pa3Mep U OBICTPO HcUepIiaTh CBOOOIHOE
MECTO Ha KECTKOM AUCKE, MO ymoidaHhio B OC BKIIOYEHO OTCIEKUBAHUE JIUIIb
OTIPEJICIICHHOT'0 YUCJIa KPUTUYECKHA BaXKHBIX COOBITUH; KaK HACTPOUTh HEOOXOANMBIC B
JAHHBIA MOMEHT COOBITHSI cMOTpPH B paznene «Ayaut B PEJ] OCy),

- HAaCTPOUTH JECHCTBUA B Cilydyae OOHAPYKCHHS KPUTUYECKU BAKHBIX COOBITHIA
6e3omnacHocTu (cM. pazaen «Aynut B PEJ] OCy),

- HACTPOWUTH NCWUCTBUS ISl TPEAOTBpAIICHUS TMOTEPH IaHHBIX ayauTa (CMm.
onucanue KoHpuryparuonsoro Qaitia auditd.conf),

- co3/1aTh HEO0OXOIUMOE KOJIMUECTBO MOJIb30BATENICH, TPYII, POJIE U CBS3aTh
MOJI30BATENIeH C TPyNIaMy U POJISIMU, UCXOJI U3 HEOOXOUMBIX UM MOTHOMOUYHM (CM.
no/ipasziesibl « YIpaBieHue mojab3oBarensiMm», «SELinuxy),

- YCTaHOBUTH IpaBa JOCTyMa Ha CO3/laBacMble BHOBbL KaTajoru U ¢auisl (cwm.
noapasnen «IIpaBa noctyma k ¢aitiam u Kataioram),

- OMNpEJENNUTh MPaBWJIa YCTAHOBKH MPOrpPaMM U IpaBujia 3allycKa KOMIIOHEHTOB
nporpaMMHoOro ooecnedeHus (cMm. nojapasaen «Cucrema ynpapiieHus nakeraMu Y UMy,
«Systemd»),

- ONpeNeTuTh M HACTPOUTH HCIOJIb3YEMbIE MEXaHU3Mbl HICHTU(UKAIIUU |
ayTeHTU(UKaIUK (IO YMOIYAHUIO UCIIONB3YETCs MPOCTasi mapojbHasi ayTeHTUPuKaIus
U UJeHTU(DUKAIMS 110 JIOTUHY TOJb30BaTENs), CPOKH ACHCTBUS YUYETHBIX 3amucedl u
napoJjieii, TpeOoBaHuUs, MPEABIBIIEMbIC K ayTeHTU(DHUKAITMOHHBIM JIAHHBIM, 3a7aTh JJIS
MOJIb30BaTeNIe CUCTEMBI He Oojiee 4 HEYCHENIHbIX MOMBITOK ayTeHTU(UKAIUHU, TTOCIIe
KOTOPBIX  JIOJDKHA  BBITIOJIHUTBCS ~ BpEMEHHass OJIOKUPOBKA  YYETHOM  3amlucH
noJib3oBatess (cM. moapasnaen «PAM»),

- co3JaTh HEOOXOJMMbBIE PE3epBHBIC KOMHH JJAHHBIX, AyJUTa W CHUCTEMHBIX

HAaCTPOCK U IMMPOBOAUTH IICPHUOAUICCKOC NX TCCTUPOBAHHC (CM. moapas3aciibl «YTUIINTBI
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st pabotel ¢ (aitnmoBeiMu cuctemMammy», «Crontaby, «AMTU», «9KcrnopT HaHHBIX
MOJIb30BaTeNs», «Pe3epBUpoBaHUE JAaHHBIX),

- HaCTPOUThH JIOBEPEHHBIE CepBEpa TOUHOTO BpeMeHH (CM. mojapasen «ntpdatey),

- TPOBEPUTH IEIOCTHOCTh BAXKHBIX JAaHHBIX M CHUCTEMHBIX (ailioB (cM.
noapazaen «Aficky),

- OpPTraHM30BaTh OTKA30yCTONYMBBIN KJIACTEP MPU HEOOXOIUMOCTH OOECTIeueHUs
MOHM)KEHHOU 0TKa30yCTOMYMBOCTH (CM. mojapaszzaen «OTKa30yCTONUMBBINA KIIacTepy),

- OMpeAenuTh KBOTHI W TPUOPUTETHI, BBIJCIAEMbIC IOJH30BATEISAM (CM.
nojapasnensl  «M3MeHeHue mnpuopureTra Imporeccay, «YIpaBieHHE JIUCKOBBIMU
KBOTaMm», «OrpaHUYEHUE PECYPCOB MOJIb30BATENN ),

- YCTaHOBUTh HEOOXOAMMBIE OTrPAaHUYECHHS HaA CEaHCHl TMOJIb30BaTeneil (cM.
noapasnaen «PAM»),

- YCTaHOBHUTH MPOJOIKUTEILHOCTh O€3/IeHCTBUSI TMOJIb30BATEIHCKOTO CEaHCca,
Mocjiae KOTOporo ceaHc OyneT 3a0JIoOKMpoBaH WM 3aBepiieH (CM. Moapasfien
«Hactpoiika xpaHuTels dKpaHa, OJOKMPOBKM U PEXKHUMA 3SHEProcOEpekeHUs
nokymeHnTa «OnepanuonHas cuctema «PEJ] OCy». PykoBoACTBO MOIb30BaTENN).

Nudopmarnus, npuBeneHHas B JTaHHOM PYKOBOJCTBE, JOJKHA HCIIOJIB30BATHCS

COBMCCTHO CO BCTpOGHHOﬁ CHpaBO‘{HOP'I CHUCTEMOH man.
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5. YnpaBjieHue nporpaMMHbIM o0ecrnie4eHrueM

5.1. BBeeHue: nakeTbl, 3aBUCUMOCTH ¥ PeNO3UTOPUH

B PEJl OC orpomHoe umciio oOLIUX PecypcoB, KOTOPHIMH TOJIB3YIOTCS Cpa3y
HECKOJIBKO MPOTPAMM: pa3lesieMblX OMOIHOTEK, CONEPIKALUX CTaHIAPTHBIC (PYHKIIHH,
UCHIOJHSAEMBIX (ailyioB, CLIEHApUEB U CTAHIAPTHBIX YTUIUT U T.A. YJaJ€HUE WIU
M3MEHEHUE BEPCHM OJHOTO M3 COCTABIISIIOIIMX CUCTEMY KOMIIOHEHTOB MOKET MOBJIEUYb
HEpabOTOCIOCOOHOCTD APYTUX, CBA3AHHBIX C HUM KOMIIOHEHTOB, WJIM J1a’K€ BHIBECTH U3
CTpOsI BCIO CHUCTEMY. B KOHTEKCTE CHCTEMHOT0 aAMUHUCTPUPOBAHUS MTPOOIEMBI TAKOTO
poJla Ha3bIBAIOT HAPYLIEHUEM yYeloCMHOCMU cucmemsl. 3ajada agMUHUCTpaTopa -
o0ecreunTh HaJIUyue B CHUCTEME COIJIACOBAHHBIX BEpPCUH BCEX HEOOXOIUMBIX
IPOrpaMMHBIX KOMIIOHEHTOB (00€ecredeHre EeJI0CTHOCTU CUCTEMBI).

Jis  yCTaHOBKH, yHAajJeHUss W OOHOBICHHUS MpPOTrpaMM H  TOAJEp:KaHUs
LIEJIOCTHOCTH CHUCTEMBI HCHOJIB3YIOTCS MeHeddcepbl nakemos. C  TOUYKH 3PEHUS
MEHE/DKepa [aKeTOB MPOrpaMMHOE oOecredeHue NpeacTaBiser coboil  Habop
KOMITIOHEHTOB - IPOIPAMMHBIX naxemog. Takue KOMIIOHEHTHI coJiepKaT B cebe Habop
UCIOJIHSAEMBIX IPOrPaMM U BCIIOMOTATENbHBIX (PaiioB, HEOOXOAUMBIX ISl KOPPEKTHON
paboThl MporpaMMHOro obecrieueHus. MeHeKepbl MaKeTOB OOJIErdarT YCTaHOBKY
OporpaMM: OHH TO3BOJSIIOT MPOBEPUTh HAIWYME HEOOXOAUMBIX [UIsl pabOThI
YCTaHABIMBAEMOI MpOrpaMMbl KOMIIOHEHT MOAXOJAILIEH BEPCUM HEMOCPEICTBEHHO B
MOMEHT YCTaHOBKH, a TAKXKE MPOU3BOJAT HEOOXOIMMBIE MPOUEAYPHI UIsl pErHCTpaLiN
IIpOrpaMMbl BO BCEX ONEPALMOHHBIX CpPelax IOJIb30BATEN: Cpa3y IOCIE YCTaHOBKH
porpaMma MOKET OBITh JOCTYIHA MOJIb30BaTEI0 U3 KOMAaHIHON CTPOKHU U - €CIIH 3TO
MPELYCMOTPEHO - MOSABIISIETCS B MEHIO BCEX TpapuuecKrX 000J0UEK.

Baxno: bnarogaps MeHeKepaM MaKeTOB, M10JIb30BATEI0 OOBIYHO HE TpedyeTcs
HEIMOCPEJICTBEHHO 00paIlaThCsi K YCTAHOBOYHBIM MIPOLEAYypaM OTAENbHBIX MPOrpamMm
WM HEMIOCPEACTBEHHO padOTaTh € KaTajoraMu, B KOTOPBIX YCTAHOBJICHBI UCIIOHSAEMBbIE

(baiisibl 1 KOMIIOHEHTHI TIporpaMm (00bIYHO 3TO /ust/bin, / usr/share/umsi_makera) - BCIO
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paboTy nenaer MeHemkep maketoB. [1o3Tomy ycTaHOBKY, OOHOBJIEHHWE W yJaJeHHE
IporpaMm OOBIYHO Ha3bIBAIOT YIPABICHUEM ITaKETAMHU.

YacTo KOMIIOHEHTHI, HUCIOJIb3YEMBIE PA3IUYHBIMU MPOrPAMMaMHM, BBIICISIOT B
OTJEJIbHbIE MAKeThl U MMOMeyaroT, uTo A padotsl [10, mpenoctaBiseMoro nakerom A,
HE0OX0MMO YCTaHOBUTH NMakeT B. B TakoMm ciydae roBopsr, 4to maker A sagucum OT
nakera B wim yto Mexay makeramu A u B cyliecTtByer 3agucumocme.

OTcnexuBaHUE 3aBUCHUMOCTEN MEXAYy TaKMMHM IAKeTaMu IpEeACTaBiseT coOO0M
CEpbE3HYI0 3a/]auyy - HEKOTOpble KOMIIOHEHThI MOTYT OBITh B3aUMO3aMEHSIEMBIMHU:
MO’KET OOHAPYKUThCS HECKOJIBKO MMaKEeTOB, Mpe/Ulararonx 3aTpeO0oBaHHbIN pecypc.

3ajaya KOHTPOJS LEJOCTHOCTH W HENPOTHBOPEYMBOCTH YCTAHOBJIEHHOIO B
cucrteme I1O eme cnoxuee. IlpencraBum, yto Hekue nporpammbl A u B TpeOyror
Hanuuust B cucteme kommnoHeHThl C Bepcum 1.0. OOHOBIEHHWE BepcUHM MakeTa A,
TpeOytoliee 0OHOBIEHHS] KOMITOHEHTHI C 10 HOBOM, MCIIOJNIB3YIOIIEH HOBBIA UHTEp(deEiic
J0CTyMa, Bepcuu (ckaxkem, A0 Bepcuu 2.0), BieueT 3a coboi 00s3aTeIbHOE 0OHOBICHUE
Y porpammsl B.

OpHako MeHeIKephl MaKETOB OKAa3aJlMCh HECMOCOOHBI MPEIOTBPAaTUTh BCE
BO3MOXKHbIE KOJUIM3UM TPU YCTAaHOBKE WM YJAJICHWU @porpamMm, a Tem Ooiee
3¢ (PEKTUBHO yCTPaHUTh HAPYLIEHUS LEIOCTHOCTU CUCTEMbl. OCOOEHHO CHIIBHO 3TOT
HEJOCTaTOK CKa3bIBAa€TCi MpU OOHOBIEHUHM CHUCTEM M3 LEHTPAIU30BAHHOIO
peno3umopus. nakemog, B KOTOPOM IOCIEAHHE MOTYT HEMpPEephIBHO OOHOBISATHCH,
IpoOuThCS Ha Ooyiee MEIKHE W T. M. DTOT HEIOCTAaTOK M CTUMYJHMPOBAJ CO3/IaHUE
CUCTEM YIpaBJE€HUS MPOTPAMMHBIMU MAaKE€TaMU M MOAJEPKaHUS LETOCTHOCTH
CUCTEMBI.

Jnsa aBromaruzaumu 3toro mnpouecca B PEJ[ OC mnpumensercs cucrema

yIIpaBJIEHUs NPOrpaMMHBIMU naketamMu Y UM.
5.2. OcHoBbl padoTsl ¢ RPM

rpm (Redhat Package Manager) ciayXuT /uis paOoThl ¢ MakeTaMH - YCTaHOBKA,

yAalieHue, MpoBepKa u T. 1. [Ipu ycTaHOBKE makeTa rpm 3amuchiBaeT MHGOPMAIHIO O
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HEM B CBOIO 0a3y JaHHBIX, YTO M TMO3BOJSET B JajbHEHIIEM YJaJlATh IaKeT,
MPOCMAaTPUBATh UHPOPMAIUIO O HEM U T.]I.

Takoit nogxon k yctaHoBke [1O nMeeT HECKOJIBKO JOCTOMHCTB, B YACTHOCTH:

- yauumpoBaHHas padoTa ¢ pa3HbIMU MTaKETaMH,

- OTCJIE)KMBAHUE 3aBUCUMOCTEN MEXK/y IMaKeTaMU BBITIOJHSAETCS aBTOMAaTUYECKH,

- HEMIPOTUBOPEUYMBOCTD MEXIY Pa3HBIMU MaKETaMHU.

Ecnu BbI3BaTh rpm 0€3 mapameTpoB, TO OH MOKaXET KPATKUM CIUCOK KITIOYeH.
OO0b1yHO k€ (hopMaT BhI30Ba rpm TaKOM:

rpm -KirwuPexuma [qonosiHuTeIbHbIE KJIKYH]| [TapaMeTpbl]|

KitouPexxuma, yka3piBaeMblii TIEpPBBIM, OMpenensieT pexkuM padboTbl. OCHOBHbBIE
BapHAaHTHI BBI30BA Ipm:

rpm -i ¢pailsi-nakera.rpm YcranoBka naketa (install)

rpm -U ¢aitn-nakera.rpm  OOHoBieHue nakera (Upgrage)

rpm -e maker VY nanenue nakera (erase)

rpm -q naKeTr [Tonyuenne unpopmaruu (query)

rpm -v naKer [IpoBepka nakera (verify)

rpm -b Cozmanue naketa .rpm u3 .src.rpm (build)

B aprymenTax oObIYHO MCIIOJIB3YETCs JIBa BAPUAHTA CCHUIOK HA MAKETHI.

Nwms ¢aiina-nakera.rpm A1 pexxuMoB -1 ¥ -U - 3T0 mosiHoe (C JTUPEKTOpHE) uMs
¢aiina. Hampumep, ~/RPMS/apache-1.3.3-1.i1386.rpm. B npunnune, rpm mnOHUMAaET
uMeHa ¢aiinoB B Buje ftp-URL, T.e. ftp://cepBep/mupexropus/daiin.rpm.

[lakeT - 3TO UM y’K€ YCTAaHOBJIEHHOI'O NakKeTa Uil PeXUMOB -€, -q U -y. OHO
MOJKET YKa3bIBaThCA Kak C HOMEpPOM BepcHuH, Tak u 6e3 Hero. [Ipumepsr: acroread-3.01-

4, acroread. Eciu BMecTO crnucka MakeToB ykaszaTh kitou "-a" (all), To 3Tto Oymer
o3HayaTh "Bce makeThl'. Kpome toro, kmrou "-f' mo3BosseT BMECTO MMEHHU IaKeTa
yKa3aTh Kakou-1u0o (aiin, npuHaaiIeKalui 3ToMy MakeTy.

MoxHo yka3bplBaTh He OAMH (paiij-makeTa MM TAKeT, a Ccpa3y HECKOJBKO,
paznensis uX npooderaMu.

KomaHnpa rpm -q mo3BoJjsieT nojy4arh CaeAyolly0 HHPOPMaLHUIO O aKeTe:
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- BEPCHIO MMaKeTa,

- cIucoK (paitnos,

- yero TpedyeT maker,

- MOXXHO Y3HaTh, KAKOMY MAaKETy MPUHAJJICKUT YKa3aHHBIA (aii.

[IpocTto "rpm -q umsA-makera" BBIJAET IOJHOE HA3BaHHME IIAKETa, BMECTE C
Bepcuerd. Ho uvame Bcero xomanpa "rpm -q" MCHONB3yeTCS I MOJYYEHHUs CIUCKA
(aiioB makera.

Komanzaa "rpm -qi" (info) BbimaeT cBoAKy mH(MOpMalUK O MaKeTe -- Ha3BaHUE,
BepcHsi, 00bEM U T.[., IUTFOC KPATKYI0 aHHOTALIMIO.

Jlns mosmyuenus cnucka ¢aiaoB ucrnonbiyercs kiatod "-1" (list).

[TockonpKy HEKOTOpBIE MAKEThI COACPKAT OYCHb OOJIBIIOE KOJUYECTBO (hailyios,
TO CTOUT OTMPABIATH BBIBOJ OT rpm -l komane less.

Jnst monmydenust "monHou" nHdopmanuu o nakere (AaHHOTALMKU U CIIUCKA (ailioB)
MOKHO yKa3aTh Kiato4d "-1" u "-1" oqHOBpeMeHHO.

YacTto BO3HUKAET HEOOXOUMOCTh Y3HAaTh, KAKOMY MAKETy MPUHAIJICKUT KaKOM-
To ¢ain (Hanpumep, YTOOBI 3HAThH, IJIE MUCKaTh K HEMY JOKYMEHTaluio). s 3Toro
MOXHO BOCIOJIb30BaThCs Kirouom "-f" (file).

[Ipu sTOM HamoO yKa3blBaTh MOJIHOE UM (paitna - ¢ qupexropueii. Kpome Toro,
eciu K (paitny ecTh "HECKOJIBKO ImyTel" (M3-3a CUMBOJIBHBIX JINHKOB HA IUPEKTOPUH), TO
ClIeyeT yKa3blBaTh "OCHOBHOW" (OOBIYHO TOT, KOTOPBIM 0€3 CHMBOJBHBIX JIMHKOB),
MHAYe rpm He CMOXET AaTh OTBET.

Kmrou "-R" (Requirements) mo3BoJiieT y3HATh, Kakhe MaKeThl U OHOIMOTEKH
TpeOytoTrcst makety. OcoOeHHO dYacTo 3TO TpeOyeTcss mIepel YCTaHOBKOM MakeTa.
KoManga rpm -y makeT Mmo3BOJSIET CPaBHUTH TEKYIEEe COCTOSHUE (aillioB makera ¢
nHpopManuel, 3anMcaHHol B 0a3e JaHHBIX. DTO TpeOyeTcs, HalpuMep, IMPU MPOBEPKE,
HE UCMIOPYEHBI JIU KaKue-HUOY/Ib BaXKHBIE JJI1 CUCTEMbI (DaliIbl (TaKoe CIydaeTcs Mmocie
BHE3AIMHOTO OTKJIIOUEHUs TuTanus). [Ipu HaXoxIeHnH pa3auduil eyataercs KioueBas

CTpOKa, ¢ 0003HaUeHNEM OTJIMYUN U UMs (aiisia, B KOTOPOM OHH HaWJICHBI.
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5.3. Haznauenne YUM

dakTUYeCKH, yum Tpe/cTaBisgeT coboi 00070UYKy AJid rpm 00€CTeUrBAIOIIYIO
paboTy C pemo3uTopusMU. YTHIIMTA yum - 3To MeHekep makeToB Red Hat, koTopsrit
yMeeT 3allpallivBaTh MHPOPMAIUIO O MakKeTaX, MOJy4yaTh MAKeThl U3 PEMO3UTOPUEB,
YCTaHAaBJIMBATh U YAAISATh UX, UCIOJIb3Ysl aBTOMAaTUYECKOE pa3pelIeHNE 3aBUCUMOCTEN,
a Takke OOHOBJIATH LEJIMKOM CHUCTEMY JO TNOciHeAHUX Bepcuidl maketoB. YUM
BBITIOJTHSET aBTOMATHMYECKOE pa3pelICHUE 3aBUCUMOCTEM I MaKETOB, KOTOPHIE
OOHOBJISIIOTCS, YCTAHABIMBAIOTCA WIM YAAIAIOTCS, W, TaKUM 0O0pa3oM, IO3BOJSET
aBTOMAaTUYECKM ONPEAENATh, I0Jy4aTb M YCTAHABIMBATH BCE JOCTYIIHBIE IO
3aBucuMocTsIM mnakeTbl. [ng YUM MOXHO HAcTpOUTh HOBBIE, JOMOJHUTEIbHbBIC
PENO3UTOPUH, WIH, O-APYTOMY, HCTOYHUKH ITAKETOB, KPOME TOTO, JUIsl HETO JOCTYITHBI
MHOTHE JOMNOJIHEHUS, KOTOPBIE YIYUIIAOT U PACIIUPSAIOT €ro BO3MOXHOCTH. Y UM
ITO3BOJIAET BBINIOJHATH MHOTHE M3 3a/ad, KOTopble BbIMoJHsAeT RPM; kpome Toro,
MHOTHE U3 OMNIIMM KOMAaHIHOM CTPOKHU y HEro Takxe nmogoOHsl onuusM RPM. Yrunura
yum 00€cIeurBaeT MPOCTOe U JIETKOE YIIPABJICHHUE MAKETaMHU Ha OJTHON MalllMHE UITU Ke
Ha IPYyIIIe MalluH.

YUM obGecnieunBaer 0e30macHOE YIPABJICHHE TMaKeTaMH ITyTeM BKIIOUYCHUS
npoBepku curHatyp GPG nmns makeroB, moamucaHHbix ¢ nomombio GPG, mna Bcex
PENO3UTOPUEB TTAKETOB WIM JUISI OTACNIBHBIX DPEMO3UTOPUEB. B cilyyae BKIIIOUEHUS
nmpoBepku curHaryp, YUM oOTKaxeTcs yCTaHAaBIMBATh JIOOBIE TIAKEThI, HE
MTOANMCAHHbIE KOPPEKTHBIM KIKOYOM JUISl JAHHOTO PEMO3UTOPHUS. DTO O3HAYAET, YTO
MOXHO J0BepATh mnakeraM RPM, KOTOpble CKauMBarOTCSA W YCTAHABIMBAKOTCS Ha
MAaIllMHE B TOM CJIy4Yae, €CIM OHM MOJYYEHBbl U3 JIOBEPEHHBIX MCTOYHUKOB, U OHU HE
ObLIIM U3MEHEHBI B IIPOLIecce Mepeaayu.

YUM Takke TO3BOJISIET JIETKO CO3/aBaTh COOCTBEHHBbIC perno3uTopuu RPM-

IMaKCTOB OJIA CKAYUMBAHUA U YCTAHOBKH MX HA JAPYI'MX MalllMHAX.
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5.4. UcTouHMKHN POrpaMm (peno3uTopuu)

Penosumopuu, ¢ xoropeimu padotaer YUM, oTinyarotcs oT 00bIYHOTO HaOOpa
MAaKeTOB HaJMYMeM MeTa HH(POpMAIMM - HWHICKCOB IMAKETOB, COJACPKAIIUXCS B
pEno3uTOpUU, U CBeAeHU 0 HuX. [loaTomMy, 4TOOBI MOTYYNUTH BCIO HMH(POPMAIIUIO O
peno3utopun, Y UM 10CTaTOYHO MOJIYYUTH €M0 UHAECKCHI.

YUM wmoxeT paboTaTh ¢ JII0ObIM KOJIMYECTBOM PEMO3UTOPUEB OJHOBPEMEHHO,
dbopmupys eanHy0 MHGOPMAIIMOHHYI0 0a3y 000 BCeX COAEpk AIIMXCS B HUX MaKETaX.
[Ipu ycranoBke nakeroB YUM oOpaiiaer BHUMaHUE TOJIbKO HA HAa3BaHUE MAKETa, €ro
BEPCUI0 U 3aBUCHMMOCTH, & PACIOJIO)KEHUE B TOM WJIM MHOM DPEINO3UTOPUU HE HMMEET
3nauenuda. Eciu morpedyercs, YUM B pamkax OJHOW omepanyud YCTAHOBKU TPYIIIIBI
MTAKETOB MOXET MOJIb30BATHCS HECKOJBKUMU PEMTO3ZUTOPUSIMH.

Basxkno: [Ipu ucnonp3oBanuu cepruduiupoBanHoit Bepcun OC 3amperaeTcs
HACTpOWKa CIIy)kO aBTOMAaTHYECKOro OOHOBJIEHUS Ha UCIOJIb30BAaHUE BHEUIHUX
CTOPOHHHX PENO3UTOPUEB ONEPALUOHHBIX CUCTEM.

YUM no3BoJisSIET B3aUMOJIEHCTBOBATh C PEMO3UTOPUEM C MTOMOIIBIO PA3ZTUYHBIX
npotokoiioB nocryna. Hanbonee nonmymnspusie - HTTP u FTP, ognako cymiecTByoT u
HEKOTOPBIE TOTOJHUTEIBHBIE METOMBL.

Hns Ttoro uro6st YUM Mor wucnoib3oBaTh TOT WJIM HHOW PEMO3UTOPH,
nH(OPMAITHIO 0 HEM HEOOXO0IMMO TIOMECTHTh B MarnkKy /etc/yum.repos.d/

[Tocne ToOoro Kak OTpeJAaKTUPOBAH CIHCOK pPENo3uUTOpueB B sources.list,
HEO0OXO0IMMO OOHOBHUTH JIOKAJIbHYIO 0a3y JaHHbIX YUM O JOCTYNHBIX MakeTax. ITO
JenaeTcsi KomaHao yum update.

[Ipu BbIOOpPe makeToB s YycTaHoBKM, YUM pyKOBOJCTBYeTCS 6cemu
JOCTYIHBIMHU PENO3UTOPUSMH BHE 3aBUCHUMOCTHU OT crocoda goctyna K HUM. Tak, ecinu
B PEMO3UTOPUH, JOCTYNHOM Mo ceTu MHTepHer, oOHapyxeHa Ooyiee HOBas Bepcus
MPOrpaMMbl, YEM HAa KOMIAKT-AHCKE, TO YUM HauHET 3arpykarh AaHHBIA NAKET U3
cetu MHTEpHET.

st co3nanust peno3uTopus, CAEAYUTE CICAYIOIUM YKa3aHUSIM:

Y CcTaHOBUTH MAKET createrepo:
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yum install createrepo
CkomnupoBaTh Bce MaKeThl B OJMH KaTayor, HanpuMep: /mnt/local _repo.

3amycTuTh KOMaHy createrepo --database, yka3aB 3TOT KaTaJior:

createrepo --database /mnt/local_repo
5.5. [louck nakeros

Ecnu monp3oBaTens He 3HAET TOYHOTO Ha3BaHUS MAKeTa, ISl €ro MOUCKa MOXHO
BOCTIOJIB30BaThCSl YTHIIMTOM yum search, xKoTopas mo3BoyisieT MCKaTh HE TOJIBKO TIO
MMEHM MaKeTa, HO U 0 €r0 OMUCAHHUIO.

Komanpga

yum search nmoacrpoka

MO3BOJISIET HANTH BCE MAKEThl, B IMEHAX WJIU OMHMCAHUHM KOTOPBIX MPUCYTCTBYET
yKaszaHHas nojctpoka. Hampumep:

# yum search gdm

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile

========= N/S Matched: gdm

gdm-1ibs.1686 : GDM plugin libs

gdm-libs.x86 64 : GDM plugin libs

gdm-plugin-fingerprint.x86_ 64 : GDM fingerprint plugin
gdm-plugin-smartcard.x86 64 : GDM smartcard plugin
gdm-user-switch-applet.x86 64 : GDM User Switcher Panel Applet
plymouth-gdm-hooks.x86 64 : Plymouth GDM integration
pulseaudio-gdm-hooks.x86 64 : PulseAudio GDM integration
gdm.x86 64 : The GNOME Display Manager
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Jlnst Toro 4toOBl MOApOOHEE y3HATh O KAXKIOM U3 HAWICHHBIX TMaKETOB U
MPOYUTATh €ro OMHCaHWE, MOXKHO BOCIOJB30BAaThCS KOMaHIOM yum info, kotopas

MOKakeT HH(POPMAIIUIO O MAKETE U3 PEIO3UTOPUS:

# yum info gdm-libs

Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile

Installed Packages

Name : gdm-libs

Arch : x86 64

Epoch  :1

Version :2.30.4

Release :39.el6

Size : 76 k

Repo : installed

From repo :anaconda-REDOS-201312061828.x86 64
Summary : GDM plugin libs

URL : http://download.gnome.org/sources/gdm
License : GPLv2+

Description : The GDM libs subpackage contains experimental libraries for

: developing GDM plugins.
Available Packages
Name : gdm-libs
Arch : 1686
Epoch 1

Version :2.304
Release :39.el6
Size 196 k
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Repo : base

Summary : GDM plugin libs

URL : http://download.gnome.org/sources/gdm

License : GPLv2+

Description : The GDM libs subpackage contains experimental libraries for

: developing GDM plugins.

5.6. YcTaHOBKA WJINM OOHOBJICHHE MAKETA

YcranoBka nakera ¢ ToMoInbo Y UM BBITTOTHAETCS KOMaHIOM:

yum install umsi_nakera

YUM mno3BoJiieT yCTaHaBIMBAaTh B CHCTEMY MaKeThl, TpeOyromume sl padoThl
ApyTHe, TIoKa emé He yCTaHOBJICHHbBIE. B 3TOM ciydae oH ompezenser, Kakue MmaKeThl
HEOOXOJMMO YCTAaHOBHUTb, M YCTAHABIMBACT UX, MOJB3YSICh BCEMHU JOCTYIMHBIMU
PENO3UTOPHUAMH.

VYcranoBka maketa vsftpd komanoit yum install vsftpd npuBenér k cneayromemy
nuanory ¢ YUM:

# yum install vsftpd

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package vsftpd.x86 64 0:2.2.2-11.el6.1 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
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Installing:
Vsfttpd x86 64 2.2.2-11.el6.1 base 150k

Transaction Summary

Install 1 Package(s)
Total download size: 150 k
Installed size: 331 k
Is this ok [y/N]: y
Downloading Packages:
vsftpd-2.2.2-11.e16.1.x86_64.rpm
| 150 kB 00:00
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : vsftpd-2.2.2-11.e16.1.x86 64
1/1
Veritying : vsftpd-2.2.2-11.e16.1.x86_64
1/1
Installed:
vsftpd.x86 64 0:2.2.2-11.el6.1
Complete!

Komanna yum install uMsa makera wucnonb3yercs W i OOHOBJICHHS YK€
YCTaHOBJICHHOTO TIaKeTa WJIM TPYIIIBI MMaKeTOB. B 3TOM cilydae yum JOIMOJHUTEIHHO
MPOBEPSCT, HE OOHOBWIACH JIM BEPCHsl TAKEeTa B PEMO3UTOPUH IO CPABHCHHUIO C

YCTAHOBJICHHBIM B CUCTCMC.
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[Tpu nomommm YUM MOKHO YCTaHOBUTH M OTACJIbHBINA OWHAPHBIN rpm-TMakeT, He
BXOJSIIMNA HU B OJIMH U3 PEMO3UTOPUEB (HANpuUMep, noiayudeHHbll u3 Muarepuer). s
3TOr0 IOCTATOYHO BBIITOJIHUTH KOMAHAY:

yum install <mytb_k_daiiny.rpm>.

ITpu aroM YUM npoBeAET CTaHAAPTHYIO NPOLENYPY IPOBEPKU 3aBUCUMOCTEU U
KOH(JIMKTOB C Y€ YCTaHOBJIEHHBIMU MMAKETAMH.

NHorma, B pe3ynbpTaTe omepanuil ¢ MakeramMu Oe3 wucronab3oBaHus Y UM,
LIEJIOCTHOCTh CHUCTEMBI HAPYIIAETCS, U YUum OTKa3bIBAE€TCS BBINOJHITH OIEpaIun
YCTaHOBKHU, yAaJICHUs WIM OOHOBJIECHHS. B 3ToM ciydae HEOOXOAMMO TOBTOPHUTH
onepainuyio, 3a7aB oONuui -f, 3acTaBiAONIIYI0O yum HWCIPaBUTh HapyUICHHBIC
3aBUCUMOCTH, YJIAIUTh WIH 3aMCHHUTHh KOHQMIUKTYIONIME TMakeThl. B 3TOoM cirydae
HEOOXOMMO BHUMATEIHHO CIEAWTH 32 COOOIIEHUSMH, BblAaBaeMbIMU yum. JIroObie
JNEUCTBUSL B DTOM peXUME 00s3aTeIbHO TPEOYIOT MOATBEPKICHHUS CO CTOPOHBI

ITOJIb30BATEIIS.
5.7. YaajieHue yCTAHOBJICHHOIO MMAKeTAa

s ynaneHus makera UCIoyib3yeTcs KOMaH1a

yum remove <ums_IaKera>.

st Toro, yToObl HE HApyIIaTh LEJIOCTHOCTh CHUCTEMBI, OYIyT yJaJeHbl U BCE
MAKeThl, 3aBHCSIINE OT YJIAIseMOTO: €CIM OTCYTCTBYET HEOOXOMWMBIN i pabOThI
MPWIOKEHUST KOMIIOHEHT (Hampumep, OMOIMOTEKa), TO caMO MPHUIIOKEHNE CTAHOBUTCS

OecroJIe3HbIM.
5.8. O0HOBJIeHME BCeX YCTAHOBJICHHBIX IAKETOB

J1st OOHOBJIEHMS BCEX YCTAaHOBJICHHBIX MTAKETOB MUCIIOJIb3YETCs] KOMaHAa

yum upgrade.

Ona 1mo3BoJisieT OOHOBUTH T€ U TOJBKO T€ YCTAHOBJICHHBIC MAKETHI, JIJIST KOTOPHIX
B PEIMO3UTOPHSX, MEPEUUCICHHBIX B /etc/yum.repos.d, UMEIOTCS HOBBIE BEPCHH; IMPHU

TOM U3 CHUCTEMBI He OYIyT yAajeHbl HUKAKHE JPYTHe MaKeThl. ITOT CIOCO0 MOJe3eH

70



npu pabore €O CTAaOMJIBHBIMU TIAKeTaMHU TPUIOKEHUN, OTHOCUTEIHHO KOTOPBIX
M3BECTHO, YTO OHU MPU CMEHE BEPCUU U3MEHSAIOTCS HECYILIECTBEHHO.

B ciydae o6HOBeHHS Beero nuctpuOytrBa Y UM mpoBenéT cpaBHEHHE CHCTEMBI
C PENO3UTOPHUEM W YIAJIUT YCTAPEBIIME IIAKEThl, YCTAHOBUT HOBBIE BEPCHU
MPUCYTCTBYIOIIIMX B CHUCTEME IIAKETOB, a TAaKXKE OTCICAUT CUTyaluH C
MIEPEMMEHOBAHUSIMUA TIAKETOB WJIM M3MEHEHUS 3aBUCHUMOCTEM MEXKAY CTapbIMH U
HOBBIMHM BepcusMH TMporpamm. Bc€, yto morpebyercss MOCTaBUTh (MW YIAIHUTh)
JOTIOHUTENIBHO K YK€ HMMEIoLIEeMycsi B cuUcTeMe, OyleT yKa3aHO B OTYETe yum,
koTopbiM Y UM mpenBaput camo oOHOBJICHUE.

J171st OOHOBJIEHHS BCEH CUCTEMBI PEKOMEHTyEeTCs MCIIOJIb30BaTh KOMaHIy

yum update.
5.9. Puppet

Puppet - 3T0 KpoccmiatrgpopMeHHas CTPYKTypa, MO3BOJISIONIAS CHCTEMHbBIM
aJIMUHUCTPATOPaM BBINOJHATH OOIIME 3aJa4M C UCIIOIb30BaHUuEM kona. Kox mo3Bossier
BBITIOJIHATh Pa3JMYHbIE 33Ja4d OT YCTAHOBKM HOBBIX IPOTrpaMM [0 MPOBEPKU MpPaB
noctymna (aiyioB Wik OOHOBJICHHH IOJb30BATEIbCKUX YYETHBIX 3amuced. B
OOJIBIIMHCTBE CIIy4aeB puppet HCIOIB3YeTCsl B KOHPUTYpAIMU KJIUEHT/CEpBED.

OTOT paszen IMOKa3blBaeT YCTAaHOBKY M HAcTpodky Puppet B koHdurypamuu
KIIMEHT/cepBep. DTOT MPOCTOM HpuUMep AEMOHCTPUPYET Kak yCTaHOBUTH Apache ¢
rcnois3oBaHuem Puppet.

[ns ycranoBku Puppet BBenure B TepMUHAIE:

yum install puppetmaster

Ha knuenTckoi MammHe (MM MaliiHaX) BBEAUTE:

yum install puppet

[Tpexxne uem HacTpauBaTh puppet BaM BO3MOKHO TTOHAJO0UTCS J00aBUTH 3alUCh
DNS CNAME pansa puppet.example.com, rme example.com - sTto Bam gomeH. [lo
yMoJlyaHuio KiueHTsl Puppet mposepstor DNS Ha Hanuuwme puppet.example.com B

KadyecTBe UMEHH puppet cepBepa (Puppet Master).
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Ecau BeI He mpeanonaraere ucroiab3oBaTh DNS, BBl MOXKeTe 100aBUTH 3alIUCH B
daiin /etc/hosts Ha cepBepe u kinuenre. Hampumep, B daitn /etc/hosts Puppet cepsepa
n00aBbTE:

127.0.0.1 localhost.localdomain localhost puppet

192.168.1.17 meercat(2.example.com meercat(2

Ha xaxxmom Puppet kmuenTe 1o6aBbTe 3amuch s cepBepa:

192.168.1.16 meercat.example.com meercat puppet

He 3abynpre 3amenuth IP aapeca U goMeHHBIE MMEHA M3 MpUMEpa Ha Ballu
aKTyaJbHbBIC aJjpeca U UMEHA cepBepa U KIMEHTOB.

Teneps HacTpoum HeKOTOpbIE pecypcehl s apache2. Co3naiite daiin /etc/puppet/
code/environments/production/modules/install_pkg/manifests/init.pp, CoJIeprKalIHii
CJIeTyIOLIee:

class install_pkg {

package {
'apache2':
ensure => installed
}
service {
'apache2':
ensure => true,
enable => true,
require => Package['apache2']
3
3

O6paruTe BHMMaHWe, 4TO OBUI co3maH kimacc install pkg coBmamaromuii ¢
uMeHeM Moxyns install pkg. Monmynu — 3TO BO3MOXHOCTh MCIOJIb30BAaTh KJIACCHI U
byHkuu B puppet. Momysnb — 3TO BCEro JIMIIb TUPEKTOPUS C MPEAONPEICHEHHON
CTPYKTYpOil KaTajioroB u (QaiioB. BHIrIsauT CcTpykKTypa MOAYJsS MNPUMEPHO Tak:

{umsa_monyns}/
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files/ - comepxut paznuyHbie (aityibl

lib/ - comep>XuT TIarvMHbI, HaNpUMep, ocoOble mepeMmeHHble (facts) WM THIBI
pecypcoB (MOKeT BbI co3aaanute cBou file yours Tum)

manifests/ - XpaHUT Bce MAaHU(PECTHI

nit.pp - TOJKEH OBITh 0053aTETBHO
{kmaccl}.pp
{onpenensieMblil_THI }.pp
{kmaccl}/
{mox_xmaccl}.pp
{mmon_xmacc2}.pp

templates/ - conepkut ucnoapzyemsie madaonsl "*.erb”

tests/

OO6partienue B kojie puppet K kjraccam OyJeT BBITISIICTh KaK:

uMsi_ Moy { ... }

uMsi_moays::knaccl { ... }

uMsi_Monyisi::knaccl::moa kmaccl { ...}

Jliist Toro, 4ToOBI MOJTYJIb BOOOIIIE 3apaboTai T0CTaTOYHO UMETh MANKy C UMEHEM
MOJIYJIS, TTaNKy ¢ MaHU(PECTaMHU M HadaJIbHBIM MaHU(ECTOM init.pp.

TpeOyetcs, 4ToObI B Kaxa0M M3 (aiinoB «kiaccly ... «noa_kmaccl» Obul oquH U
TOJIBKO OJHMH KJIACC C COOTBETCTBYIOIIUM HWMEHEM: «MMs_ MOJYJIS: :Kiaaccly
«umsi_MmopyJis::knacel::mon kmaccly. Ilpu aTom daiin init.pp 10IKEH COepKaTh KIacc
C UIMEHEM «HMS_MOTYJISD».

[Tomyunts pmocTynm K ¢aimaM MOIYJIS MOXKHO, HalpuMep, IO aJpecy
puppet:///modules/umsi_Momys/.

Hanee cosnaiite (aiin y3mna /etc/puppet/code/environments/production/manifests/
site.pp c:

node 'meercat02.example.com' {

include install pkg
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3amenute meercat02.example.com Ha akTyaibHOe UMs Baiero Puppet kinenra.
Hcnonp3yiiTe 1151 IMEHHM HOABI KitoueBoe cioBo default, ecan Heo6X0aMMO IPUMEHUTH
HAaCTPOMKHM I BCEX Y3JIOB.

@uHaNIBHBIM 1IAroM JJI1 3TOro npoctoro Puppet cepBepa siBisieTcs nepesammyck
cepBuca:

systemctl restart /etc/init.d/puppetmaster

Teneps Ha Puppet cepBepe Bce HACTPOEHO U BPEMsI HACTPOUTh KIIUEHTA.

Chauvanma HacTtpoum cepBuC Puppet arenra mns 3anmycka. OTpemakTupyiuTe
/etc/default/puppet, 3amenuB 3Hauenne START Ha yes:

START=yes

[anee 3amycTure cepBuc:

systemctl start /etc/init.d/puppet

Bosspamaemcst Ha Puppet cepBep 1 MOANUCH KIMEHTCKOTO CepTU(HUKATA C
MOMOILBIO KOMaH/bI:

puppetca --sign meercat(2.example.com

[IpoBepbte /var/log/syslog Ha moOble ok KoHpuUrypamuu. Eciu Bce nporuuio

Xopoiiio, makeT apache2 u ero 3aBucuMoctu OyIyT ycTaHOBJIEHBI Ha Puppet kinenre.
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6. Cucrema 0e3onacuoctu PEJI OC

6.1. Ilporpamma sudo

sudo - 3TO mporpamMma, pazpaboTaHHasi B IOMOIIb CUCTEMHOMY aJIMHHHUCTPATOPY
W TIO3BOJISIONIAST JICJIETUPOBATh T€ WIM WHBIC TMPUBWICTUPOBAHHBIE PECYPCHI
MOJIB30BATEIISIM C BEJIEHUEM MPOTOKoJIa paboTel. OCHOBHAS UES - AaTh MOJIb30BATEIISAM
KaK MO>XHO MEHBIIIE MpaB, HO MPU I3TOM POBHO CTOJIBKO, CKOJIBKO HEOOXOIUMO IS
pEIIeHNS TIOCTABIICHHBIX 3a/1a4.

Komanma sudo mpenocTaBisieT BO3MOXXHOCTH —IIOJIB30BATENSIM  BBITTOJHSTH
KOMaH/Ibl OT UMEHU 1oot b0 Mpyrux monb3oBareneid. [IpaBuma, nucnomszyemsie sudo
JUISL IPUHSATHUS PEIICHUs O MPEOCTABICHUH JIOCTYIIa, HaXosaTcsl B ¢aiiie /etc/sudoers;
Kpome Ttoro, mpumep mpaBmiI, MPEIOCTABISIONINX TIOJIH30BATEIISM, SBIISIOIIAMUCS
YJIEHAMH TPYIIIBI IPM, BO3MOXXHOCTh YCTaHABINBATh, OOHOBIIATh M yAAJIATh MAKETH B
cucTteme, mpuBesieH B ¢aitne/usr/share/doc/sudo-<sepcus>/sample.sudoers.

Hns penaktupoBanusi (aiina /etc/sudoers cieayeT HMCHOIb30BATh MPOTPAMMY
visudo, KOTOpasi MPOBEPSIET CHHTAKCHC U TEM CaMbIM TIO3BOJISIET M30€XaTh OMHMOOK B
TpaBUIIaX.

B GonbmMHCTBE cilyyaeB IpaMoTHas HacTpoika sudo jaenaer paboTy OT UMEHU

CyHEPHOJIb30BATENSI HEHYKHOM.
6.2. IP ¢puanTp iptables: apxuTeKkTypa M CHHTAKCHC

Hasnauenue IP ¢unbrpa - 00paboTka mMOTOKA MaHHBIX, MPOXOASAIINX Yepe3 CTEK
ceTeBbIX MPOTOKOJIOB s/ipa OC 1o 3aJJaHHBIM KPUTEPUSIM.

@uabTpbl COCTOAT U3 NpaBwiIl. Kaxaoe mpaBuiio - 3TO CTPOKA, COIEpXk amas B
cebe KpUTEpHuH, OINpEeAeIIoNINe, MOANANaeT JM IMAaKeT MOJ 3aJaHHOE IPaBUIIO, U

JecTBHE, KOTOPOE HEOOXOUMO BBITIONHUTH B CITydae yIOBICTBOPECHUS KPUTEPHUSL.
6.2.1. YcrpolictBo ¢uibTpa iptables

Jlst iptables B o01iem Bujie mpaBuiia BBITIAIAT TaK:
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iptables [-t table] command [match] [target/jump]

He 06s13aTenbHO CTaBUTH ONMMCAaHKUE eHCTBUS (target/jump) MOCIeTHUM B CTPOKE,
HO JTy4IlIe TTPUACPKUBATHCS UIMEHHO TaKOW HOTAIMH JIJIST yI000YUTAEMOCTH TIPABHIL.

Ecnu B mpaBuno He Bkitouaercs creuudukatop [-t table], To mo ymonuanuto
npeanosiaraerca ucnojib3oBaHue Tabmunbl - filter, ecnu ke  mpeamosaraeTcs
WCTIONb30BAaHUE JIPYToi TaONuWIbl, TO 3TO0 TpeOyeTcs ykaszath siBHO. Crenudukarop
TaOJIUIBI TaK K€ MOYKHO YKa3bIBaTh B JIIOOOM MECTE CTPOKH IpaBHIIa, OJHAKO OoJjiee
WM MEHEe CTaHJIapTOM CUMTAETCS yKa3aHue TaOIuIbl B HaUaje mpaBuiIa.

Jlanee, HENOCPEACTBEHHO 3a HMMEHEM TaOJIMIbl JOJDKHA CTOSTh KOMAaHJa
ynpasienus ¢uiabTpoM. Ecnmm cnenmdukaropa Tabmuilkl HET, TO KOMaHJa BcCeraa
J0JKHA cTosATh nepBoidl. KomaHaa onpenenser aeiictBue iptables, Harpumep: BCTaBUTh
MIPaBUJIO, WX TOOABUTH MPABUIIO B KOHEI] IEMOYKH, WM yAATUTh MPABWIO U T.I. Tejo
KOMaH/Ibl B OOIIEM BUJE BBITJISAUT TaK:

KOMAaH/1a Leno4kKa

Kitou xomaHza yKkas3plBaeT Ha TO, YTO HYXKHO CJENaTh C MPABUIOM, HAIpPUMED,
KOMaHJia -A yKa3blBa€T Ha TO, YTO MPABHIO HYXHO J00aBUTh B KOHEIl yKa3aHHOU
IEMTOYKH.

[{ermouka yka3bpIBaeT B KaKylO IEMOYKY HYKHO 100aBUTH mpaBuiio. CTaHIapTHBIE
nerouku - INPUT, OUTPUT, FORWARD, PREROUTING u POSTROUTING. Onu
HaxoJATca B Tabimuuax ¢uibTpa. He Bce Tabmuupl copepaT BCE CTaHAAPTHBIE
LEMOYKH.

Pasnen match 3amaer kpuTepuum mNOpoOBEpKHU, IO KOTOPBIM ONpenessieTcs,
MOJMAAeT JU TaKeT MOJ JEHCTBUE STOTO IMpaBUja WIM HET. 371eCh MOXHO YyKa3aTb
camble pa3Hble KpuTepuu - [P-aipec ucToyHMKa MakeTa WM CeTH, CETEBON HMHTepdeiic
U T.]I.

target yka3bIBaeT, Kakoe JEHCTBHE JIOJKHO OBITh BBIMOJHEHO MPU YCIOBUU

BBITIOJTHEHUS KPUTEPHUEB B MIPABUJIE. 31€Ch MOKHO IEPENATh MAKET B APYTYHO LEMOYKY
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paBui, «COPOCHUTH» MaKeT W 3a0BITh MPO HETO, BBIJATh Ha MCTOYHUK COOOIICHHE 00
omrmOKe u T.J.

Korga mnaker mnpuxoIuT Ha CETEBOE YCTPOMCTBO, OH 00OpabarbiBaeTCs
COOTBETCTBYIOIIUM JIpaiiBepoM U faiee nepenaerca B uibtp B siape OC. Jlanee maker
MPOXOAUT PO TAaONWIl U 3aTeM IMepefacTcs JTUO0O0 JOKAThbHOMY MPHIIOKCHHIO, JIHOO

MEPENPABISACTCS HA IPYTYIO0 MAllUHY.

6.2.2. Bctpoennsie Tabnuilsl puiibTpa iptables

[To ymomuanuto ucnonszyercsa Tabnuna filter. Onus -t B mpaBuiie yka3bIBaeT Ha
ucrosib3yemyo tabnuiry. C KII04OM -t MOXKHO YKa3bIBaTh CIEAYIOIIME TaOMUIbl: nat,

mangle, filter.
6.2.2.1. Tabnuya nat

Tabnuia nat Ucmonb3yeTcs, TJIABHBIM 00pa3oM, JIsl MPeoOpa3oBaHUsI CETEBBIX
anpecoB Network Address Translation. Yepe3 3Ty Tabiuily MpOXOAHUT TOJIBKO NEPBBIM
naker u3 nortoka. IIpeoOpa3oBaHus aipecoB aBTOMATHUYECKH MPUMEHSETCS KO BCEM
MOCJEAYIONIMM IMaKeTaM. JTO OJUH U3 (PaKTOPOB, UCXOAS W3 KOTOPHIX, HE HYKHO
OCYUIECTBIIATh KaKyr0-IH00 PUIBTPAIIMIO B 3TON TabIHUIIE.

Henouka PREROUTING wucnons3yeTcs AJisi BHECEHUSI U3MEHEHU B MAKEThl Ha
BXOJI€ B (prIIBTP.

[ermouka OUTPUT wucnonp3yercst st mpeoOpa3oBaHUsl MAKETOB, CO3JaHHBIX
MPUIOKEHUSIMA BHYTPU KOMIIBIOTEpAa HAa KOTOPOM YCTaHOBJEH GUIBTP, Mepen
MPUHATHEM PEIICHUS O MapIIpyTU3AIUH.

[Hemouka POSTROUTING wucnonb3yeTrcs i MpeoOpa3oBaHUs MAKETOB IEpPe

BbIJa4yel UX B CETh.
6.2.2.2. Tabauya mangle

Tabnuua mangle ncnonp3yercst 111 BHECEHUS U3MEHEHUI B 3ar0JIOBKU MAKETOB.
[Ipumepom Mmoxer ciyxkuTh uzMeHenwe nosns TTL, TOS unmum MARK. Baxno: B

nerctBuTesbHOCTH 106 MARK He u3MeEHseTCAa, HO B MHaMSITH sapa 3aBOAUTCS
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CTPYKTypa, KOTOpasi COMPOBOK/IACT JAHHBIM MAKET BCE BPEMSI €TI0 MPOXOKIACHUS YEPE3
MaIllMHY, TaK 4TO JAPYTHe MpaBWia U MPWIOKESHUS HA JAHHOW MaluHe (M TOJIbKO Ha
JAHHOW MAaIlIMHE) MOTYT HMCTOJL30BaTh 3TO IMOJIE€ B CBOWX IeisaX. Tabmuiia uMmeer 1aBe
nermoukn PREROUTING u OUTPUT.

[Henouka PREROUTING wucnons3yercst i1 BHECEHUS U3MEHCHUN HAa BXOJE B
GunbTp nepe NPUHATHEM PELICHUS O MAPIIPyTU3ALUH.

[Henouka OUTPUT - myisi BHeCEHHS M3MEHECHHH B MAKETHI, MOCTYIMAIOIIAE OT
BHYTPEHHMX MpujiokeHud. Tabnuna mangle He MOKHA WCMOJIL30BaThCA IS
npeoOpazoBanus cereBbix aapecoB (Network Address Translation) wim mMackapanunra

(masquerading), MOCKONBKY JUIS 3THX II€JIeH nMeeTcs TadauIia nat.

6.2.2.3. Tabnuya filter

Tabnuua filter ucnonb3yercst rmaBHbBIM 00pa3oM Uil PUIbTpAalUUU MakeToB. s
npumepa, 3aecb Mbl MoxkeM BbITOIHUTE DROP, LOG, ACCEPT umu REJECT 6e3
KaKUX-TMOO CIIOXKHOCTEH, Kak B APyrux tadiumax. Mimeercs Tpu BCTPOEHHBIX IIEMOYKH
FORWARD, INPUT, OUTPUT. Llenouka FORWARD wucnons3yercs s GpuiabTpaun
MAKeTOB, UAYIINUX TPAH3UTOM 4Yepe3 QUIbTPYIOMIHUA KOMITBIOTED.

Hemouka INPUT mnpennazHauena i oOpaOOTKHM BXOJAIIUX  ITAKETOB,
HAIPaBJISEMBIX JTOKATHHBIM MPIIOKEHUSIM (DUIBTPYIOMIETO KOMIIBIOTEPA.

[lemouka OUTPUT wucnons3yercs st GUIbTPAMM HMCXOMASIIUX TAKETOB,

CITCHCPHUPOBAHHBIX JIOKAJIbHBIMHA IIPUTOKCHUAMHA (bHHBprTOIJ.[GFO KOMIIBIOTCPA.

6.2.3. KomaHbl yTuiaThl iptables

Hwxe mpuBOAMTCS CIIMCOK KOMaH/ U MpaBUjia UX HUCIONb30BaHus. [locpeacTBom
KOMaH1 coolrraercs iptables, uto mpenmomnaraercs caenats. OOBIYHO MpearoaracTcs
OJIHO W3 JABYX JEUCTBUHU - 3TO J00ABJICHHE HOBOTO IMpaBWIa B IEMOYKY WU yIAJICHHE
CYIIECTBYIOIIETO MpaBWja W3 TOW WM MHOM TaOmuibl. [lanee mpuBeneHbl KOMaH/IbI,

KOTOPbIE UCTIONIB3YIOTCS B iptables.
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Komanna

dopmar BbI30Ba

PezyabTart

-A, -append

iptables -A INPUT

Jlo6aBiisieT HOBOE MPABUIIO B KOHEII 33 JAHHOM I[ECTTOYKH.

-D, -delete

iptables -D INPUT -dport 80 -j
DROP, iptables -D INPUT 1

VYnanenue mpaswia u3 nenodykd. Komannma mmeer nBa ¢opmara
3amKCcH, TIEPBBIH - KOT/a 3a1aeTCsl KPUTEPHH CPAaBHEHMS C OTIHEH -
D (cM. mepBslif pumep), BTOPOH - MOPSAKOBBIM HOMEpP IIpaBHIIA.
Ecmu 3amaercst kpuTepuil CpaBHEHHs, TO yJalsdeTcsl IMPaBUIIO,
KOTOpOe HMeeT B ce0e 3TOT KPUTEpHH, €ClIM 33haeTcsi HoMep
npaBuia, TO OyJeT yAaJeHO MPaBHIIO ¢ 3aJaHHBIM HoMmepoM. Cuer
IPaBHJI B LIETOYKaX HaYMHAeTcs ¢ 1.

-R, -replace

iptables -R INPUT 1 -s
192.168.0.1 - DROP

JlaHHas KOMaHJa 3aMEHseT OJHO MpaBHJIO JIPyruM. B ocHOBHOM
OHa UCIIOJIB3YETCS BO BPEMsI OTIaIKH HOBBIX TPaBUIL

-1, -insert

iptables -1 INPUT 1 -dport 80 -j
ACCEPT

BceraBnsier HOBoe mpaBuiio B 1enouky. Yucno, cienyromiee 3a
MMEHEM IIEMOYKU, YKa3bIBaeT HOMEp IMpaBuiia, Mepea KOTOPHIM
HY’KHO BCTaBUTh HOBOE MPABWJIO, APYTUMHU CIOBAMH YKCIO 3a/1aeT
HOMEp IJIsl BCTAaBISIEMOTO IpaBmiia. B mpumepe, yka3pIBaeTcs, 4TO
JIAHHOE MTPABMJIO TOJDKHO OBITh 1-M B nienouke INPUT.

-L, -list

iptables -L INPUT

BrIBo crimcka mpaBWIT B 3aJaHHOW LEMOYKE, B JAHHOM IPHUMEpe
npenmnosiaraerca BeIBoA mpaBwil u3 uenoukun INPUT. Ecnu ums
LIENOYKHU HE YKa3bIBA€TCs, TO BBHIBOJUTCS CIMCOK MPaBWJI JI BCEX
uenouyek. GopmaT BBIBOJA 3aBUCUT OT HAJIMYMS JOMOJHUTEIbHBIX
KJII0Uel B KOMaHJie, HampuMep -n, -V, U Tp.

-F, -flush

iptables -F INPUT

VYnaneHue Bcex MpaBWI W3 3aJaHHON menouku (Tabmwusl). Ecnm
UMsI TEMOYKH W TaONWIBI HE YKa3blBacTCs, TO YIAISIOTCS BCE
IpaBHJIa, BO BCEX LETIOYKAX.

-Z, -zero

iptables -Z INPUT

OOHyIleHHE BCEX CUYCTYMKOB B 3aJaHHOW Iieriouke. Ecimm wmms
LIENOYKH HE YKa3bIBA€TCs, TO MOApa3yMeBaloTcsa Bce Lenoyku. [lpu
HCTOJIb30BAaHUN KJIF0Ya -V COBMECTHO C KOMaHAou -L, Ha BBIBOJ
OyIyT MOJAaHBI M COCTOSHHSI CUCTYMKOB IAKCTOB, MOMABIIUX IOJ
IEUCTBUE Ka)KIIOTO MpaBua. Homnyckaercs COBMECTHOE
ucronb3oBaHne koMaHx -L u -Z. B stom ciydae OymeT BbIgaH
CHayaja CIUCOK MpPaBHJ CO CUYETYMKAMH, a 3aTeM NPOU30UIET
OOHYJICHHE CUCTYHKOB.

-new-
chain

iptables -N allowed

Co3naeTcss HOBasi LEMOYKa C 33JaHHBIM HMEHEM B 3aJaHHOMN
tabmue B Bblle NpHBEACHHOM MPUMEPE CO3AACTCs HOBAsl LICMOYKa
¢ umereM allowed. MimMs 11e110YKH JTOJDKHO OBITh YHUKAJIBHBIM U HE
JIOJDKHO COBMAAaTh C 3ape3epBHPOBAHHBIMH MMEHAMH IICTIOYCK H
nerictuii (DROP, REJECT wu 1.11.)

X,
chain

-delete-

iptables -X allowed

VnameHue 3a4aHHON LENMOYKHA M3 3aJaHHOM TaOmumel. Y maisemas
[[ENoYKa He JODKHA MMETh MPABWI U HE JTOJDKHO OBITH CCBUIOK U3
IPYTUX [ENOYeK Ha yAAIIeMylo [ermodky. Eciu mMs memouku He
yKa3aHO, TO OYIyT yHaleHbl BCEC IICTIOYKH, OIPEICICHHEIC
koMaHaoi -N B 3aaHHOM TaOIHIE.

-P, -policy

iptables -P INPUT DROP

Onpenenser MONMUTHKY 0 yYMOJNYAHUIO JUIS 3aJaHHON IEMOYKH.
[TonMTHka IO YMONYAHUIO ONpEAeNsieT NEHCTBUE, MPUMEHIEMOe K
MaKkeTaM HE TOMAaBIIMM TOJ ACHCTBHE HU OJHOTO M3 TPaBWI B
mernoyke. B KkadecTBe MOJIWTHKA TIO YMONYAHHIO HOIMYCKaeTCS
ucnonbzoBath DROP, ACCEPT u REJECT.

-E,
chain

-rename-

iptables -E allowed disallowed

Komanna -E BBIMONHSET MEpeMMEHOBAHUE —IOJIB30BATEIbCKOM
uernouku. B npumepe nenouka allowed Oyzer nepenmeHoBaHa B
nernouky disallowed. DTu meperMeHOBaHUS HE W3MECHSIOT MOPSIOK
paboThl, @ HOCSIT TONBKO KOCMETHYECKHI XapaKkTep.

Komanna nomkna ObITh ykazana Bcerga. CHHCOK JOCTYITHBIX KOMaH][ MOYKHO
MPOCMOTPETh C MOMOIIBbI0 KOMaH/ kI iptables -h wnu, 4to, TO Ke camoe, iptables -help.

HCKOTOpBI@ KOMaHAbI MOTYT HCIIOJIB30BATBCA COBMCECTHO C AOIIOJIHHUTCIbHBIMHA
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karouyamu. Huke IIPpUBOAUTCA CIIMCOK JOIIOJIHUTCIbHBIX KJ'IIO‘IGI‘/JI, N OIINMCBIBACTCA

pe3ynbTaT UX ACHCTBUS.

6.2.4. Kimtoun ytunuThl iptables

Kiarou

Ipumep IosicHeHust

-v, -verbose

-list, -append, -insert, - | J[aHHBI{ KITIOY HCHONB3YeTCS MJIS TOBBIMCHUS HH()OPMATHBHOCTH
delete, -replace BBIBOJIA M, KaK MPABHIIO, UCIOJIB3YETCSI COBMECTHO ¢ KOMaH 10t -list. B
cllyyae HUCIMONb30BaHHs C KOMaHO# -list, B BBIBOJ 3TOW KOMAHJbI
BKITIOUAIOTCS TaK ke UMsI MHTepdeiica, CUSTIYNKN MAKeTOB U OalT [ist
Kaxaoro mpasuiia. MopMar BhIBOJA CUETUYUKOB MPEIIOJIATACT BBHIBOJ
KkpoMe nudp Yucia eme U cuMBOJBbHBIE MHOXuTenmn K (x1000), M
(x1,000,000) u G (x1,000,000,000). nst Toro, 4ToOBl 3acCTaBUTh
koMmaHny -list BbIBogMTh TONHOE uwuciao (0e3  ymoTpeOiieHHs
MHOXXHUTEJeH) TpeOyeTcsi IPUMEHSITh KJIFOY -X, KOTOPBINA OMUCaH HHXKeE.
Ecnu imrod -v, -verbose UCIoib3yercst ¢ KoMaHaaMu -append, -insert, -
delete mnm -replace, To To Ha BEIBOZ OyAET BBIJAH IMOAPOOHBII OTYET O
TPOU3BEICHHON OTepalnu.

-X, -exact

-list Jlg Bcex uMcen B BBIXOJHBIX JAHHBIX BBIBOAATCS MX TOUYHbIE 3HAYCHUS
0e3 okpyrneHus u 6e3 npuMenenust MHoxutened K, M, G.

-n, -numeric

-list Iptables BeiBomuT IP-ampeca W HOMepa MOPTOB B YHCIOBOM BHJE
NpeIOTBPAlIIas MONBITKU MPeo0pa3oBaTh UX B CHMBOJIMYECKHE UMEHA.

-line-numbers

-list Kitou -line-numbers BKIFOYaeT pekUM BBIBOJA HOMEPOB CTPOK MIpHU
OTOOpaXCHHH CITHCKA MTPABHIL.

-C, -set-counters

-insert, -append, -replace | DTOT K04 HCIONB3YyeTCA IPH CO3JaHUM HOBOTO IpaBHa st
YCTaHOBKM CUYCTYMKOB IIAKCTOB M OalWT B 3aJaHHOC 3HAYCHHE.
Hampumep, ximtod -set-counters 20 4000 yCTaHOBUT CYETUHK MAKETOB =
20, a cuetymk G6aut = 4000.

-modprobe

JIrobas xomaHa Kirrou -modprobe onpenensier KOMaHy 3arpy3Ku MOTYJIS siApa.

6.2.5. OcHOBHBIC IEWCTBHS HAJI MakeTamMu B GUIbTpE iptables

JleiictBue IMosicHeHusn

ACCEPT [TakeT mpekparaeT ABI)KEHHE MO IIeTOoYKe (M BCeM BBI3BABIIMM IIEMOYKAM, €CIH TEKyIlas [eHnovKa
OblIa BJIOXKEHHOI) M CUUTACTCS IPUHSATHIM, TEM HE MEHee, IIaKeT MPOIOJDKUT JBHIKEHHUE I10 L[EII0YKaM B
JPYTHX TabIHIIaX ¥ MOXKET OBITh OTBEPTHYT TaM.

DROP OtOpaceiBaer makeT u iptables «3a0bBaeT» 0 ero cymecTBoBaHHH. OTOpOIICHHBIE ITAKETHI
MIPEKPAIIAIOT CBOE JIBUKEHUE MOJIHOCTBIO.

RETURN IIpexpamaeT ABIKEHHE MaKeTa MO TEKYILEH IenoYKe NpaBUl U IPOU3BOAUT BO3BPAT B BBI3BIBAIOLLYIO
IETI0YKY, €CIIM TeKyIlas IeroYka ObUla BIOKCHHOM, MIIM, €CIIM TEKyIlas Ierodyka JISKUT Ha CaMOM
BepxHeM ypoBHe (Harpumep INPUT), To k nakery OyzieT npuMeHeHa ITOJIMTHKA 110 YMOJIYaHHIO.

LOG CnyxuT [UId KypHAJHMPOBAHUS OTICIBHBIX ITAKETOB M COOBITHHA. B CHCTEMHBIH >XypHAaT MOTYT
3aHOCHUTHCS 3aroyIoBKH IP makeToB U pyrasi HHTEpeCyIomas Bac HHPOpMaIus.

REJECT Hcnonb3yercs, Kak MpaBWio, B T€X K€ camblx cutyaiusx, uto 1 DROP, no B ortinuuue or DROP,
komanna REJECT Beigaer coobmieHne 00 ommbKe Ha XOCT, IIepeAaBUINi MaKeT.

SNAT HUcnone3yercs mis npeoOpazoBanusi cereBbix anpecoB (Source Network Address Translation), T.e.
n3meHeHue ucxonguero IP anpeca B IP 3aronoske nakera.

DNAT Destination Network Address Translation wucmomb3yercs misi mpeoOpa3oBaHHMA ajpeca MecTa
HaszHaueHus B [P 3arosoBke makera.

MASQUER B ochoBe cBoell mpencrasasier To ke camoe, uro ¥ SNAT Tonbko He MMeeT Kimroua -to- source.

ADE [IpnunHOM TOMY TO, 4TO MacKapaJuHI MOXeET paboraTh, Hampumep, ¢ dialup MOAKIIOYCHHEM WIIH
DHCP, te. B Tex cmyuasx, korma IP angpec mpucBamBaercs YCTpOHMCTBY AuHamuuecku. Ecmu
HCHOJb3yeTCsl AWHAMHUECKOE IOJAKIIOYEHHE, TO HYXHO HCIOJIb30BaTh MAacKapaJuHT, €CIU JKe
HCTIONIB3yEeTCs cTatudeckoe [P mogkmiodeHue, To JTydIIuM BBIXOJOM OyZEeT HCIOJIb30BAaHUE NEHCTBHSA
SNAT.

REDIRECT BelnonHseTr nepeHamnpaBleHHE MAKETOB U INOTOKOB Ha JPyrod mopT ToH ke camoi mammuHbl. K
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JeiicTBue

Ilosicnenus

npuMepy, MOXHO makersl, nocrynatromue Ha HTTP nopr nepenanpasutes Ha nopt HTTP proxy.
Heiicteue REDIRECT odeHp ymoOHO A7l BHITONHEHHS «IIPO3PAYHOTO» MPOKCHPOBaHUA (transparent
Proxy), Korja KOMIbIOTEPHI B JIOKAIBHON CETH AK€ HE TIOJ03PEBAIOT O CYIIECTBOBAHIH POKCH.

TTL

Wcnone3yercs Uit M3MEHEHHsT cofep>KuMoro 1ot «Bpemst sxu3Hu» (Time To Live) B IP 3aronoske.
OnuH U3 BapuaHTOB NPHUMEHEHUS ITOTO JEHCTBUS - 3TO yCTaHABIUBaTh 3HaueHue mois Time To Live
BO BCEX MCXOSIIUX MaKeTax B OJJHO U TO )K€ 3HaueHue. Ecii yCTaHOBUTH Ha BCE MAaKETHl OJJHO U TO K€
3HayeHue TTL, To TeM caMbIM MOKHO JIMIIUTh MpoOBaiifiepa OJAHOrO U3 KPUTEPUEB OIMPEACIICHUS TOTO,
YTO NOJKIIOYEHHE K VHTEepHETYy paznensercd MeXIy HECKOJIBKUMH KoMIbloTepamu. s mpumepa
MokHO nipuBecTr ynciio TTL = 64, koTopoe siBiisieTcst cTannapTHbIM s siapa OC.

6.2.6. OCHOBHbIE KPUTEPUHU MTAKETOB B PUIIbTpE iptables

Kpurepnii

IMosicnenus

-p, -protocol

Hcnone3yercss Uit ykazaHust Tuna nporokona. [Ipumepamu mporokonoB moryt Obite TCP, UDP wu
ICMP. Crmncok mpoTOKOJIOB MOKHO TTOCMOTPETh B (aiine /etc/protocols. IIpexxne Bcero, B kadecTse
HMMEHH TIPOTOKOJIA B JAHHBIN KPUTEPUI MOKHO IIE€pEeJaBaTh TPH BBIIICYTIOMSHYTHIX MPOTOKOJIA, a TAKKE
kiroueBoe coBo ALL. B kauecTBe MpOTOKOJIA JIOITYCKACTCs IEPEAaBaTh YHCIIO - HOMEP MPOTOKOJIa

-8, -SrIC, -source

[P-ampec (-a) mcrouHMKa makeTa. AJpec MCTOYHHKA MOXKET yKa3bplBaThcsa Tak - 192.168.1.1, torma
nojJipa3yMeBaeTcs eAMHCTBeHHBIH [P-anpec. A MoxHO ykaszath ajpec B Bujae address/mask, Hanpumep
kak 192.168.0.0/255.255.255.0, winun Oonee coBpeMeHHbIM criocobom 192.168.0.0/24, 1.e. dakTuyeckn
ompejensisi Auamna3oH aapecoB Kak u paHee, CMMBOJ !, YCTaHOBJICHHBIH Tepel] aJipecoM, O3HadaeT
JIOTHYECKOE OTpullanue, T.e. -source ! 192.168.0.0/24 o3navaer nr000# ampec, KpoMe aapecoB
192.168.0.x.

-d, -dst, -
destination

1P-agpec (-a) momyuarens. FiMeeT CHHTaKCHC CXOXKHUH C KPUTEPUEM -SOUrCe, 3a UCKITIOUSHHEM TOTO, 9TO
noJipa3yMeBaeT aJpec MecTa HazHa4deHUs. TOYHO Tak e MOXKET ONpeNeNATh KaK eIMHCTBEHHbIH [P-
aJipec, TaK M AWanasoH ajpecoB. CHMBOI | HCHONB3YETCsI IS IOTHYECKOH MHBEPCHH KPUTEPHSL.

-1, -in-interface

Wnrepdeiic, ¢ koroporo ObuI Mosly4deH makeT. Vcroap30BaHne STOro KpUTEpUs JOIYCKAETCsl TOJBKO B
nernioukax INPUT, FORWARD u PREROUTING, B mo0Obix Apyrux ciaydasx OyAeT BBI3bIBATh
coobuieHue 00 omuoKe.

-0, -out- | 3amgaeT uMs BBIXOJHOTO uHTEpdeiica. DTOT KpUTEpHid AOMYCKAETCS UCIOIb30BaTh TOJBKO B LIEMOYKAX

interface OUTPUT, FORWARD u POSTROUTING, B mpoTHBHOM ciiydae OyIeT TEHEpHUPOBATHCS COOOICHHE
00 ommOKe.

-f, -fragment [MpaBuno pacmpocrpansiercss Ha Bce (parMeHThl ()parMEeHTHPOBAHHOIO MaKeTa, KpoMe IEepBOro,

C/IeNaHo 3TO MMOTOMY, YTO HET BO3MOYKHOCTH OIPEICIUTh UCXOSIMNA/BXOIAMIME HOpT i pparMeHTa
nmaketa, a a1 ICMP-naketoB onpenenuts ux tum. C MOMOIIBIO (pparMEHTHPOBAHHBIX MTAKETOB MOTYT
MIPOM3BOJIMTHCS ATAKW HA MEXCETEBOH JKpaH, TaK KakK (h)parMeHThl MAKETOB MOTYT HE OTJIABIUBATHCS
JIPYTHMH TIPaBIJIAMH.

-sport, -source-
port

HWcxo/Hblii OPT, ¢ KOTOPOro ObLT OTIPABIICH MaKeT. B kauecTBe mapaMeTpa MOXKET YKa3blBaThCsi HOMEP
MOpTa WM Ha3BaHUE CETeBOM CiykObl. COOTBETCTBHE UMEH CEPBHCOB M HOMEPOB MOPTOB BBl CMOXKETE
Halitu B (aiine /etc/services Ilpum ykazaHWM HOMEPOB IMOPTOB MpaBHJA OTPaOATHIBAIOT HECKOIBKO
OBICTpEE.

-dport, -
destination-port

ITopT, Ha KOTOPBII afpecoBaH MaKkeT. APryMEHTHI 331al0TCsI B TOM e (opMmare, YTo U IS -source-port.

-tcp-flags

SYN,ACK,FIN SYN Omnpenensier Macky u ¢uaru tcp-makera. [lakeT cumTaercs yIOBIETBOPSIOUIHM
KPHUTEPHIO, €CIIM U3 TEPEUUCICHHBIX (JIaroB B IIEPBOM CIHCKE B CIUHUYHOE COCTOSIHHE yCTaHOBIICHBI
¢rarm u3 Broporo cnucka.B kagecTBe aprymenToB kputepus Moryt Beictynath (iaarn SYN, ACK, FIN,
RST, URG, PSH, a Tak e 3ape3epBupoBannbie uaeHrupukaropst ALL u NONE. ALL - 3naunutr BCE
¢naru 1 NONE - HU OIVIH ¢mnar. Tax, kputepuii -tcp-flags ALL NONE o3nauaer, uto Bce ¢uaru B
nakeTe JOJDKHBI ObITh cOpomieHsl. Kak u panee, ciMBoJI | 03HadaeT nHBEpcHIo kputepus Mmena ¢uaros
B KKJIOM CIIMCKE JIOJDKHBI Pa3/IesisiThCsl 3aMAThIMU, TIPOOEJIBI CITYKaT JJIsl Pa3/iesIeHUs] CITUCKOB.

-icmp-type

Tunr coobmenns ICMP ompenensercs HOMepoM WiH UMeHeM. UWCIIOBBIE 3HAYCHHS OIPEICIISIOTCS B
RFC 792. Uro6b1 momyuuts cricok umer ICMP 3HaueHwmid BEITOTHUTE KOMaHy iptables -protocol icmp
M. CuMBoJ | HTHBEPTHPYET KPUTEPHii, Hanmpumep -icmp-type ! 8.

-state

Jng ucronb3oBaHMA MAHHOTO KPUTEHPs B IpaBWie Iepe] -state Hy>KHO SIBHO yKa3aThb -m state.
[IpoBepsieTcsi TpU3HAK COCTOSHHS coenuHeHUs. MokHO ykasbiBaTh 4 cocrosHus: INVALID,
ESTABLISHED, NEW u RELATED. INVALID noapa3ymeBaeT, YTO MakeT CBA3aH C HEM3BECTHBIM
MMOTOKOM WJIM COCNWHCHHEM H, BO3MOXXHO COJEPXKHT OINMOKY B JAHHBIX WIJIH B  3aroJIOBKE.
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Kpurepmii IosicHeHus1

ESTABLISHED yka3siBaeT Ha TO, YTO MAaKEeT MPUHAIJICKUT YXKE YCTAHOBICHHOMY COSIMHEHHUIO depes
KOTOpO€ MakeThl UAyT B obenx HampasieHusx. NEW mozmpasymeBaer, 9To HakeT OTKPHIBAET HOBOE
COEIMHEHUE WJIU MAKET NPUHAISKUT ogHoHanpasieHHOMY oToKy. RELATED yka3biBaer Ha TO, 4TO
MaKkeT NPUHAUICKUT YK€ CYIIECTBYIOLUIEMY COEAMHEHHMIO, HO IpPH 3TOM OH OTKPBIBA€T HOBOE
coennHenue. [IpuMepoM TOMy MOXET CIy)XUTh nepenada maHHbIX o FTP, nnm Bemada cooOrieHus
ICMP 006 ommbke, koTopoe cBsizaHo ¢ cymectByoumM TCP unun UDP coennnenuem. [pusnak NEW -
9TO HE TO € caMmoe, 4To ycraHoBieHHBIH Our SYN B makerax TCP, mocpencrBoM KOTOpBIX
OTKPBIBAETCSI HOBOE COEJHHEHHE, U, MOJOOHOr0 pOja MAKEThl MOTYT OBITh MOTEHIMAIBHO ONACHBI B
ciayyae, KOI/Ia JUIsl 3alUThl CETH MCIIONIb3YETCsl OIUH CETEBOM HKpaH.

6.2.7. Ucnonb3oBanue ¢unptpa iptables

PEJI OC yxe BKkiIO4aeT B cebOs mpeaycTaHOBIECHHBINM iptables. Jlmsa ero
HACTPOWKH PEKOMEH/IYETCS UCIIOJIb30BaTh BO3MOKHOCTH CHCTEMBI HACTPOHKH ceTH /etc/

netconfig u /etc/networks.

6.3. Aynut B PEJ] OC

6.3.1. @aitnbl u yrunutel ayauta PEJ[ OC

6.3.1.1. Onucanue auditd.conf

B ¢aiine /etc/audit/auditd.conf onpenensitorcsa mapameTrpsl ciyxObl aynuta. Ha
OJIHOM CTPOKE MOKET ObITh HE OOJIbIIE OJHOW TUPEKTUBBI. /[MpEeKTHBAa COCTOUT U3
KJIIOYEBOTO CJIOBA (Ha3BaHMs IapaMeTpa), 3Haka paBEHCTBA U COOTBETCTBYIOUIUX €MY
JaHHBIX (3HAYEHUs apameTpa). JlomycTumble KII0YEeBbIE CIOBA!

log file, log_format, flush, freq, num logs, max log file, max log file action,
space left, action _mail acct, space left action, admin_space_left,
admin_space left action, disk full action u disk error_action.

Jlanee gaércs onucaHue KakKaoro U3 HUX.

Kurou 3HaYeHHne KII04Ya
log file [TonHoe M3 Qaiina, B KOTOPBIH CIIEAYET 3aMChIBaTh IIPOTOKOJI.
log_format Odopmiienre JaHHBIX B mpoTokoie. Jlonyctumsl aBa 3HadeHus: raw u nolog. Ilpu

ykazanun RAW, naHHple OyayT 3amuchiBaThCsi B TOM BHJAE, B KOTOPOM OHH
mony4arotres oT siapa. 3HadeHne NOLOG oTkimrodaeT 3amich JaHHBIX 00 ayawWTe.
OTOT mapaMeTp He BIHMAET Ha 00pabOTKy MaHHBIX IUCIIETYEPOM COOBITHI CHCTEMBI
ayJura.

priority boost HeoTpunarenbHoe 4YMCIO, OMNPEIENAIONIEe MOBBIIICHUE MPUOPUTETA BBIMOIHEHUS
CyXObl ayauTa. 3HAuCHHE MO yMmomyaHuto: 3. Jljs TOro uyToObl HE H3MCHSTH
npuopuTer, ykaxure 0.

flush Crparerus paboTsl ¢ JAWCKOBBIM Oydepom. JlomycTumble 3HA4YeHHSA: none,
incremental, data u sync. BapuaHt none, oTKJIrO4aeT Kakue-IMO0 JNOMOJHHUTENbHbIE
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Kuarou

3HaveHue KJIn4a

JIEHCTBUS CO CTOPOHBI CIyXOBI 10 CHHXpOoHU3auH Oydepa ¢ nuckom. [Ipu 3HaveHnn
incremental, 3ampocsl Ha TEepeHOC NaHHBIX W3 Oydepa Ha INUCK BBIIONHSIOTCSA C
4acTOTOM 3amaBaeMmoii mapamerpoM freq. I[lpm 3Hauenmm data nmamHBIC (aiina
CHHXPOHHM3HMPYIOTCS HEMEIUIEHHO. 3HayeHHE Sync YKasblBaeT Ha HEO0O0XOJMMOCTh
HEMEIJICHHON CHHXPOHM3AIMHU KaK JaHHBIX, TaK ¥ METaIaHHbIX (aiiyia py 3amucy Ha
JIACK.

freq

MakcHUMaabHOE YMCIIO 3alMCed MPOTOKOJA, KOTOPbIE MOTYT XPaHUThCS B Oydepe.
ITpu JOCTHKEHUH 3TOrO YKCIIA MPOU3BOIMUTCS 3alKCh Oy(EepHOBAHHBIX AaHHBIX HA
nuck. JIaHHBIN mapamMeTp JomyCTHM, TodibKo ecid flush mmeer 3HaueHue incremental.

num_logs

MaxkcumanbHOE YHCIO (ailjioB ¢ TpOTOKoNamu. Kcmonp3yeTcs, eclid mapamerp
max_log file action mmeer 3HaueHwe rotate. Ecim yka3aHO 4mcio MeHbIIE 2, MpH
JIOCTH)KCHUM OTpaHHuCHHS Ha pa3Mmep (aiiina oH oOHyJseTcsA. 3HAYCHUE Mapamerpa
HE JIOJDKHO TpeBbimarh 99. 3Hauenue no ymonmdanuto: 0. [Ipu ykazanuu OOJBIIOro
YHUClia MOXKET MOTPEOOBAThCS YBEIMUNUTh OTPAHUUYEHUE HA KOJUYECTBO OXKUIAIOIIHX
3anpocoB. DTO MOXKHO ciienath B (aiine / etc/audit/audit.rules.

dispatcher

Jucrietyep - mporpamma, KOTOpPOH (Ha CTAaHOApTHBIH BBOA) OyIyT mHepenaBaThCs
KOIMH COooOmeHuit o coOmTisix aymuta. OnHa 3amyckaercs (¢ mpaBamu
aJIMHHHCTpATopa) ciy»k00H ayuTa IpH 3arpy3Ke ImocaeHen.

disp_qos

PazpemnTh 11 O6JI0KMpOBaHKME HPU B3aMMOICHCTBUY ¢ aucnerdepoM. s nepenaun
nHdopManuKu aucreTdepy wucrosb3dyercs Oydep pasmepom 128 k0. DTo 3HayeHue
SIBJISIETCSL ONITUMAJIBHBIM JUIsI OOJIBIIIMHCTBA cy4yaeB. Eciu 60KupoBaHue 3ampeieHo
(lossy), To Bce cooOrieHus1, HOCTynaroImue mpu moyiHoM Oydepe, He OyIyT TOXOIUThH
10 JHcIieTdepa (3amucy O HUX MO-TIPeKHEMY OyAyT BHOCHTHCS B (paill Ha JHCKE,
eciu Toibko log format He paBHO nolog). B ciydae, ecnu GII0OKupoBaHUE pa3pelIeHO
(lossless), cayx0a aynuTta OyAeT 0KUAATh MOSBICHUS CBOOOTHOTO MECTa B OYEPEIH,
nepenaBaTth COOOLIEHWE JHCHETYePY M TOJBKO IIOTOM 3alliChIBaTh €ro Ha JHUCK.
Jomyctumble 3HaueHust: lossy u lossless. 3HaucHre 10 YMOTYaHUIO - l0ssy.

max_log_file

Orpannyenue Ha pa3Mep (aitna nmporokoia B merabaiitax. JleicTBHe, BRITOIHICMOE
Nnpu JOCTH)KEHHH pa3Mepa (aiiia yka3aHHOrO 3HA4YEHUS, MOXKHO HACTPOHMThH C
MOMOIIBIO CIEAYIONIETO MapaMeTpa.

max_log_file action

JeiicTBe mpeanpHHEMAEMOe TIPH MOCTIDKEHHH pa3MepoM ¢aifa mpoTokoia
MaKCHMaJIbHOTO 3HadeHus. JlomycTiMble 3Ha4eHus: ignore, syslog, suspend, rotate u
keep logs. Bapmanr ignore, OTKIIo4aeT KOHTPOJIb HaJ pasmepoMm ¢aiina. Ilpu
3HauUeHMH Syslog B CHCTEMHBIH TPOTOKOJ OyAET BHECEHO COOTBETCTBYIOILEE
cooOmenne. Ilpnm 3HaueHmm suspend nanbpHEHIIee BeJIeHUWE MPOTOKOJA OyaeT
npekpaimeHo. Cixyx0a no-npesxxHemy Oyzer padoraTs. [Ipu 3HaueHnH rotate TeKymuit
¢aitn Oyaer mepeMMEHOBaH WM Ui MPOTOKOJA OyAeT co3maH HOBBIA Gaitn. s
NpeIbIIyNIero IMpoToKoia OyIeT MOMOJHEHO 4YHueloM 1, a Homepa ApYrux
MIPOTOKOJIOB (€CITM OHM MMEIOTCS) OyIyT YBENWYCHBI Ha €OUHMIYy. TakuMm o0paszom,
yeM OoJjplile HOMEp y MPOTOKOJIA, TEM OH cTapuie. MakcuManbHOe yucio (aiinos
orpezensieTcs napaMeTpoM num_logs (ecTeCTBEHHO, COOTBETCTBHE €MY JIOCTHTACTCs
3a CY€T yJaleHHsl CaMbIX CTapbIX INPOTOKOJOB). Takoe TNOBelneHHWE aHAIOTMYHO
noBezieHuo yTwinThl logrotate. Bapuant keep logs ananmorndeH npensiayiemy, HO
quCIIo GaiJIoB HE OTrpaHUYCHO.

action_mail acct

Anpec 9JEeKTPOHHOW TOYTHL. 3HAYeHHWEe MO ymondaHuio: root. Ecmm ampec He
JIOKAJIbHBIM 10 OTHOIIEHWIO K JAHHOM CUCTEME, HEOOXOAMMO 4TOOBI B HEH ObLI
HACTPOEH MEXAHMU3M OTIIPABKH TIOYTHL. B 4acTHOCTH, TpeOyeTcst HATMYHE TPOTPAMMBI
/usr/lib/sendmail.

space_left

MuHUMYM CBOOOIHOTO IMPOCTPAaHCTBA B MeradaiTax, MpU JOCTHKEHHH KOTOPOTO
JIOJKHO BBINOJTHSTECS JEHCTBHE OMPEENIeMOE CIIEAYIONIUM TapaMeTPOM.

space_left action

JlelicTBre, MpeANpUHIMAEMOe MPHU TOCTHKEHUH 00bEMOM CBOOOTHOTO MTPOCTPAHCTBA
Ha JUCKE yKa3aHHOT0 MHUHMMyMa. JlomycTuMble 3HaueHHs - ignore, syslog, email,
exec, suspend, single u halt. [lpm 3HadeHWm ignore, HUKAKUX JACHCTBHHA HE
npousBoxuTcs. llpu 3HadeHuM syslog B CHCTEMHBI NPOTOKON 100aBIseTCS
COOTBETCTBYIOIIAsl 3amuch. [lpm 3HaueHMH email 1o aapecy yKa3aHHOMY B
action_mail_acct otmpaBisercss yBemomuieHue. [lpu 3HaueHMHM exec <myTh K
nporpamMMe™ 3alycKaeTcs Mporpamma o ykaaHHomy IyTH. Ilepenaya mapamerpos
He mnopnepxuBaercs. Ilpm 3HaueHum suspend cmyx0a ayaura HpPEeKpaTHT BECTH
MIPOTOKOJI COOBITHI Ha TUCKe, HO OYIeT MpOoJo/uKaTh paboraTh. YKazaHue single
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Kuarou 3HaveHue KJIn4a

NpUBENET K MEPEBOAY KOMIIBIOTEPA B OJIHO MOJIb30BATENILCKUIA pexnM. Ykazanue halt
pUBEAET K BHIKIIOUCHUIO KOMITBIOTEpA.

admin_space left Kputnyeckuit MUHUMYM CBOOOHOTO MPOCTPAHCTBA B MerabaiTax, Mpy JOCTIKECHIH
KOTOPOT'O JIOJDKHO BBITIOJHATHCS JICHCTBHE ONpeJessieMoe CIeIYIOINM HapaMeTpoM.
JlanHOE  gneficTBME  clielyeT — paccMarpuMBaTh  Kak  IOCIEIHIOI  Mepy,
NpeANPUHUMAEMYI0 TIepel] TeM, KaK 3aKOHYMTCS MECTO Ha JHCKe. 3HaueHue
HACTOSNIEro apamerpa JI0JKHO ObITh MeHbIIIe 3HaueHus space left.

admin_space left action JeiicTBre, MpeqnpuHIMaeMOe TIPU JOCTIKEHUH 00bEMOM CBOOOTHOTO TIPOCTPAHCTBA
Ha JHUCKE YKa3aHHOTO KPUTHYECKOTO MHHHUMyMa. JloIycTHMBIE 3HaUeHHsA - ignore,
syslog, email, exec, suspend, single u halt. [Ipu 3HaueHny ignore, HUKaKMX AECHCTBUIH
He mnpomsBoauTcs. [Ipn 3HayeHHM Syslog B CHCTEMHBIH HPOTOKON 10OaBISETCS
COOTBETCTBYIOIIAsl 3amuch. [lpn 3HaueHMu email 1o aapecy yKka3aHHOMY B
action_mail acct otmnpasisiercst yBenomsieHue. I[lpu 3HaueHMm exec <myThb K
nporpamMMe™> 3alycKkaeTrcs Mporpamma o ykaaHHomy myTH. Ilepenadya mapamerpoB
He nopnepkuBaercs. [lpu 3HaueHuu suspend ciyxba ayaura NpPEeKpPaTHT BECTH
MPOTOKOJI COOBITHII Ha MHCKe, HO OyIeT MpoJobKaTh paboTaTh. YKasaHue single
MpHUBEIET K MEPEBOIY KOMITBIOTEPa B OJHOMOIB30BATENECKAN pekuM. YKa3anue halt
TPUBENET K BHIKIIOUCHUIO KOMITBIOTEpa.

disk_full action HeiictBue, mpeAnmpHHEMacMOe TpH OOHAPYKEHHH OTCYTCTBHS CBOOOIHOTO
npocTpaHcTBa Ha aucke. JlomyctuMble 3HaueHus - ignore, syslog, email, exec,
suspend, single u halt. [Ipu 3HaueHHMM ignore, HUKAKUX JACUCTBUI HE MPOU3BOIMTCS.
ITpu 3HayeHun syslog B CHUCTEMHBIM MPOTOKOJ HO0ABISETCS COOTBETCTBYIOIIAS
3amuch. Ilpu 3HaueHmH email Mo aapecy ykazaHHOMy B action mail acct
OTIpaBIseTCs yBeJAOMIIeHUE. [Ipu 3HAYEHHH €XeC /HEKOTOPBIH-NMYTh 3aIyCKaeTCs
CleHapuii 1O yKazaHHOMYy nyTH. Ilepemavya mapameTpoB  CIEHApUIO HE
noanepxkuBaercs. [Ipn 3nHauennm suspend ciyx0a aynura NPEKPAaTHT BECTH
MIPOTOKOJI COOBITHH Ha AWCKE, HO OyleT MpomoibkaTh paboraTh. YkasaHue single
NpUBENET K NEPEBOIy KOMIIBIOTEPA B OJHOIOJIB30BATEILCKIIA PEKUM. YKa3anue halt
NPUBENET K BHIKIIOUSHUIO KOMITBIOTEpA.

disk_error_action JeiicTBre, mpeampuHEMaeMOe TPH BO3HUKHOBEHHH OIMMOKH B pabOTe C TUCKOM.
Homyctumele 3HaueHus - ignore, syslog, email, exec, suspend, single u halt. IIpn
3HAQUEHMHU ignore, HUKAaKUX JIeHCTBHHA He mpomsBoauTcs. [Ipu 3HadeHum syslog B
CHCTEMHBIN ITPOTOKOJ T00aBIAETCS COOTBETCTBYIONIAS 3aMuch. [Ipn 3HadeHun email
o ajpecy yKa3aHHOMY B action mail acct otmpasisiercst yBenomsieHue. llpu
3HAUEHHMU €XeC /<HEKOTOPBIH IyTh> 3allyCKaeTcs CIEHapHil MO yKa3aHHOMY ITyTH.
[lepenaua mapamerpoB cleHapui0 He mojanepkuBaercs. [lpu 3Hauenuu suspend
cinyxba ayauTa TMPEKPAaTHT BECTH MPOTOKOJN COOBITHH Ha JUCKE, HO OyneT
mpopopkatk paboraTh. YKa3aHue single mpuBeméT K IMepeBoay KOMITBIOTEpa B
OJTHOTIONb30BATENbCKUI  pekUM. YKazanue halt mpuBeaér K  BBIKIIOYCHHIO
KOMITBIOTEPA.

Jlnst oOecrieueHus: MOJHOTO MCIOJIb30BaHUs pasjiena napamerpam max_log file u
num_logs cieayer mpHCBOUTH COOTBETCTBYIOIIME 3HAYCHMsS. YUHUTHIBAHTE, YTO YeM
Oonbie ¢aiaoB co3maércs Ha AUCKE (M COOTBETCTBEHHO INMEPEMMEHOBBIBAETCS), TEM
0oJbIIE BpeMEHH OyAET yXOJIUTh Ha 00pabOTKYy COOBITUM MPHU JTOCTHKEHUH pPa3MEPOM
ouepenHoro (aitta Makcumyma. Ilapamerpy max log file action pexomeHmyeTcs
npucBouTh 3HaueHue keep logs.

3nadenue space left MOKHO OBITH TaKUM, KOTOPOE MO3BOJIUT aJIMUHHCTPATOPY
BOBpEMsI cpearupoBaThb Ha mpexnynpexzaeHue. OObYHO B  YHCIO JAEHCTBUN

BBITTOJTHAEMBIX aJIMUHUCTPATOPOM BXOJUT 3aIyCK aureport -t 1 apXMBUPOBAHUE CAMBIX
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CTapblX MIPOTOKOJOB. 3HaueHue space left 3aBUCHMT OT cHCTeMbI, B YaCTHOCTH OT
4acTOThl TMOCTYIUIEHUS COOOIIeHui o coObiTusix. 3HadeHue space left action
peKOMeHIyeTcs yCTaHOBUTh B email. Eciiu Tpebyercst oTnpaBka coobmieHust snmp trap,
YKa)XKUTE BapUaHT eXec.

VYcranoBute 3HaueHue admin space left Ttakum oOpazoM, YTOOBI XBaTHUIIO
CBOOOJHOrO MecTa Il COXPaHEHHs 3aluced O MOCIHEAYIOIMX JEHCTBUSIX
aJMUHUCTpaTopa. 3HadeHue napamerpa admin space left action ciemyer ycTaHOBUTH
B single, orpaHnuuuB, TakuM 00pa3oM, CHOCOOBbI B3aUMOJEHCTBUA C CHUCTEMOM
KOHCOJIBIO.

HetictBue, ykazanHoe B disk full action, BeITIONHSIETCS, KOT/Aa B pasjeiie yKe He
OCTajoch CBOOOAHOrO MecTa. JlocTynm K pecypcam MamluHBI JOJKEH ObITh MOJTHOCTHIO
npeKkpamiéd, T.K. HET BO3MOXKHOCTH KOHTPOJHUPOBATh PabOTy CHUCTEMBI. DTO MOXHO
c/ieNaTh, yKazaB 3HaueHue single wiu halt.

3nauenue disk error action ciemgyetr ycraHoBuTh B syslog, single, nu6o halt B
3aBUCUMOCTH OT COTJIAIlIeHUs] OTHOCHUTENIbHO OOpamieHusi co COOMHBIM armapaTHBIM

o0ecreyeHueM.
6.3.1.2. Cnyocoa ayouma - auditd

Cnyx6a auditd - 3To mpuUKIagHOM KOMIIOHEHT cucTeMbl ayauta. OH Benér
MPOTOKOJ ayauTa Ha gucke. (s mpocMoTpa MpOTOKOJIOB MpeaHa3HAYEHBI KOMaHJIbI
ausearch u aureport. Komanna auditctl mo3Bossier HactpanBath npaBuia ayauta. Kpome
TOTO, IPH 3arpy3Ke 3arpy»arorcs npasuia u3 ¢aiina /etc/audit/auditd.rules. Hekoropsie
napameTpbl caMoi ciTy>kObl MO’KHO U3MEHUTH B (paitne auditd.conf.

CunTakcuc:

auditd [-f] [-1] [-n]

Ommn:

-f HE TepexoAuTh B (POHOBBIN pexkum (mns ominanku). CooOrieHus
nporpaMmbl  OyJIyT HaANpaBJISITHCS B CTaHAAPTHBIA BBIBOJ IS
omuOoK (stderr), a He B daiin.

-1 BKJIIOYUTH CJIEJIOBAHHE MO CHMBOJIMYECKUM CChLJIKAM IPHU TOUCKE
KOH(UTYpallMOHHBIX (halJIoB.
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|-n HE CO3/aBaTh JOUYEPHHM mporiecc. [l 3amycka u3 inittab.

Cur=aJsr:

SIGHUP [lepe3arpy3utb KOH(PUrypaluio - 3arpy3uth Gaiia KoHPUrypamuuu ¢
mucka. Ecoum B (ailie HEe OKaXeTCs CHUHTAKCMYECKUX OIIHUOOK,
BHECEHHbIE B HEro HM3MEHEHUs BCTynsaT B cuiy. [lpu stom B
MIPOTOKOJI Oyner nobapieHa 3aIuCh 0 COOBITHH
DAEMON_CONFIG. B npoTtuBHOM ciiy4ae JEHCTBUSA CITY>KOBI
OynyT 3aBUCETH oT apaMeTpoB space_left action,
admin_space left action, disk full action, disk error action daiina
auditd.conf.

SIGTERM OpEeKpaTUTh 00pabdOTKY COOBITHI ayauTa W 3aBEpIIUTH paldoTy, O
4EéM IPE/IBAPUTEIBHO 3aHECTH 3alUCh B MPOTOKOJL.

SIGUSR1 co3faTh HOBBIM (Qailnl Ajie OPOTOKOJA, NEPEeHYyMEpPOBaB CTapble
Gdaiinbpl UM ynaauB 4acTh M3 HHUX, B 3aBUCMMOCTH OT Iapamerpa
max_ log size action.

Baxno: [[ns Toro droObl cnenarb BO3MOXKHBIM ayJIuT BCEX IPOIECCOB,
3aMyIIeHHBIX J0 CHOyKObl ayauTa, JJ00aBbTE B CTPOKY MapaMeTpoB sapa (B
KoH(purypanuu 3arpy3umka) audit=1. B mpoTtuBHOM ciyyae ayauT HEKOTOPBIX

MpOLIECCOB OyI€T HEBO3MOKEH.
6.3.1.3. Ymunuma auditctl

Yrunura auditctl ucnonb3yeTcs AJis KOHTPOJIA MOBEEHUS, TOJYYEHHS] COCTOSHUS

U 100aBieHus/yAalleHUs PaBUJl ayIUTa, IPEIOCTABISIEMOTO SAPOM.

Omyu:
Onuus 3HaueHne onuuu
-b backlog YCTaHOBUTh MaKCUMAlbHOE KOJHMYECTBO JOCTYNHBIX JUIS ayauTa Oy(hepoB, OKHIAOIINX

00paboTku (3HaueHHe B supe 1o ymoiyanuio - 64). Eciu Bce Oydepa 3ansaThl, TO dar coos
OyJIeT BBICTABJICH SIIPOM JUIS €T0 JaJIbHEH e 00paOoTKH.

- [0..2] YcranoBuTh ¢nar 010kHpoBKU. O TO3BOJIUT Ha BPEMsI OTKIIIOYHTD ayIUT, BKIIOUHUTE €ro 00paTHO
MOXHO, mepenaB | Kak mapamerp. Ecim yCTaHOBIEHO 3HaueHHME ONUIMH 2, TO 3aIIUTUTH
KOHQHUTypaluio ayAauTa OT W3MeHeHHH. Kakaplii, KTO 3axo4eT BOCHOJIB30BATHCS ITOM
BO3MOXKHOCTBIO, MOXET MOCTaBUTH 3Ty KoMaHay nocnenHer B audit.rules. ITocie sToit KomaHb1
BCE TIOMBITKA W3MEHHUTh KOHQUTYypanuio OyIyT OTBEPTHYTHI C YBEAOMJICHHEM B >KypHaiax
ayaura. B oToM ciydae, yTOOBI 3a/eiiCTBOBaTh HOBYIO KOH(MIYpalHIO ayauTa, HEoOXOIHMO
nepe3arpy3uTh CUCTEMY ayAuTa.

-f[0..2] YcranoBuThk cmocod obpabotkm s ¢mara cbos. O=silent 1=printk 2=panic. Orta ommusa
MO3BOJISIET OMPEAENUTh, KaKUM o0pazoMm sapo OymeT oOpabaThiBaTh KPUTHYECKHE OIUIHOKH.
Hanpumep, ¢aar c0osi BBICTABISETCS MPH CIEAYIONMX YCIOBUAX: OIIMOKH Mepenadd B
MPOCTPAHCTBO CITY>KOBI ayUTa, MPEBbILICHUE TUMUTA OyPEepoB, OKUAAIOIIUX 00paOOTKHU, BHIXO]
3a Mpezesbl NaMsITH sIpa, NPEBBIICHHE JHUMUTAa CKOPOCTH BBLIAYM COOOIIEHHH. 3HAUYeHHE I10
ymosrganuio: 1. Jlns cucreM C NOBBIIIEHHBIMH TPeOOBaHMSAMH K 0e30macHOCTH, 3Ha4YeHHE 2
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Onuus

3HaueHne ONuuU

MOJKET OBITh 00JICe MPEATIOUYTUTEIBHO.

-h

KpaTKa;{ IIOMOIIb 1O ApryMeHTaM KOMaH,I[HOfI CTPOKH.

-1

HrnopupoBath OIMOKK IPH YTEHUHU MPABUII U3 (aiia.

BrIBecTH CIMCOK BCeX MPaBUJI IO OJIHOMY MPABHUITY B CTPOKE.

-k k104

YCcTaHOBUTH Ha NMpaBWiIo Kimo4 GuibTpanuu. Kimod GuibTpauu - 3T0 Mpou3BOJIbHAS TEKCTOBAs
cTpoka qmmHOW He Oosbme 31 cumBona. Kirou momoraer yHHKaIbHO HACHTH(DHUIIMPOBATH
3aIMCH, TeHEPUPYEMBIE B X0JIa ayIiTa 3a TOYKOH HaOJII0JeHHS.

-In TEKCT

Ilocmars B CHUCTEMY ayauTa IOJIb30BATCILCKOC COO6HI€HI/IG. DTO MOXKET OBITH CACIIaHO TOJIBKO
n3-110Q y‘leTHOﬁ 3aIliCu 1oot.

-p [r|wix|a]

YcraHoBUTh  (UIBTP TpaB JOCTyHa M TOYKH HAONIOACHHs. TI=4YTEHHE, W=3aIlKCh,
X=HCIOJIHEHUE, a=n3MeHeHHne aTpudyra. He myraiite 3TH nmpaBa jocTyna ¢ OOBIYHBIMU ITPaBaMU
Joctymna K (aiiay - OHM OIpenessioT THIIBI CHCTEMHBIX BBI30BOB, KOTOPBIE BBHINOJHSIOT JaHHbIE
JieicTBHA. 3aMeThTe, CUCTEMHBIC BBI30BHI read M write He BKIIIOYEHBI B 3TOT HaOOP, MOCKOJIBKY
JIOTH ayauTa ObUIN Obl eperpykeHbl HHopManuel o paboTe STHX BHI30BOB.

-r yacToTa

YCTaHOBUTH OTpaHMYECHHE CKOPOCTH BBIAA4YM cooOmeHuid B cekyHAy (0 - HET orpaHWYeHHs).
Ecnu sra yacToTa He HyJeBas M OHa NPEBBIACTCS B XOJ€ ayAuTa, (iar cO0sl BHICTAaBISIETCS
SIIPOM JUIsl BBITIOJIHEHHSI COOTBETCTBYIOLIErO AecTBUS. 3HaUeHHE 0 yMoa4aHuto: 0.

-R ¢aiin

Yurare npaBuia u3 Qaina. [IpaBuia qOmKHBI ObITH PACIIONOXKEHBI [0 OJTHOMY B CTPOKE U B TOM
MOPSIIKE, B KAKOM OHHU JIOJDKHBI UCTIONHATHCS. Cliefyrole orpaHnueHus HakJa bIBalOTCs Ha
(aiiin: BIagenpleM JODKeH OBITh root M JOCTYII Ha YTEHHE JOJDKEH OBITh TOJNBKO y Hero. daiin
MOJKET COofep)KaTh KOMMEHTapHH, HaunHamommecs ¢ cuMBona '#'. IlpaBmiia, pacmosoXeHHBIE B
(aiine, MICHTHYHBI TEM, YTO HAOMPAIOTCS B KOMaHJHOM CTpoke, Oe3 ykazanus 'auditctl'.

=S

[Tony4auTs cTaTyc ayaura.

-a CIIMCOK, JeiicTBHe

J106aBUTH MMPaBUIIO C yKa3aHHBIM JISHCTBHEM K KOHILY CIIMCKa. 3aMeThTE, UTO 3alsitasi pa3aeiseT
9TU JBa 3HauyeHus. OTCYyTCTBHE 3amsiTOW BbI30BEeT OmMOKYy. Hipke ommcaHbl MMeHa JOCTYITHBIX
CIIMCKOB:

task

Jl06aBUTh TIPABUITO K CIUCKY, OTBEYAIONIEMY 3@ IPOIECCHI. ITOT CITHCOK TPABUII UCTIOIb3YETCS
TOJBKO BO BpEMs CO3J@HUs MpOIEcca - KOrja POJUTENbCKHA mporecc Bbi3biBaeT fork() mmm
clone(). IIpu MCIIONB30BaHNM 3TOTO CITUCKA BBl MOYKETE HUCIIOIB30BaTh TOJBKO T€ TIOJIS, KOTOPhIE
M3BECTHBI BO BpEeMsi co3JlaHumsl mmporiecca: uid, gid u T.11.

entry

IIO6aBI/ITL MIpaBUJIO K CIIUCKY, OTBCHAIOIIEMY 3a TOYKHU BXOJla CUCTCMHBIX BBI3OBOB. DTOT CIHCOK
IIPUMEHACTCA, KOTrga HCO6X0,Z[I/IMO co3aaThb CcoOBITHE UL ayanuTa, IPUBIA3aHHOE K TOYKaM BXOJa
CHCTCMHBIX BBI3OBOB.

exit

ﬂO6aBI/ITB MIpaBUJIO K CIIMCKY, OTBEHAIOIIEMY 3a TOYKH BbIXOJa U3 CHUCTEMHBIX BBI3OBOB. ITOT
CITMCOK MMPUMEHSAECTCS, KOraa H606XOI[I/IMO CO31aThb CcOOBITHE UL ayanTa, IMPUBA3aHHOC K TOYKaM
BbIXOJa U3 CUCTCMHBIX BbI3OBOB.

user

J106aBUTh NpaBUIIO, OTBEYAOIIEE 33 CIIMCOK (PUIBTPAIMU TOJIB30BATEIBLCKUX COOOIICHUH. ITOT
CIHMCOK  HCIONB3YeTCs  SAPOM, 4YTOOBI  OT(GMIBTPOBATH  COOBITHS — HPUXOJSIIME U3
MOJIb30BATEICKOTO MPOCTPAHCTBA, IEpea TeM KaK OHHM OyAyT mepemaHbl Cioyx0Oe ayaura.
Heo6xonnmMo 0TMETHTB, UTO TOIBKO CIIETYIONINE TIOJISI MOTYT OBITh HCHOIB30BaHEL: uid, auid, gid
u pid. Bee ocranpHble moJs1 OyayT 00paboTaHbl, KaK ecJii Obl OHHM HE COBITAJIH.

exclude

J106aBUTh MPaBUJIO K CIHCKY, OTBEYAIOIIET0 33 (DUIBTPALMIO COOBITUN OMPENeICHHOrO THUIIA.
DTOT CMUCOK UCIOIB3YeTCs, YTOObI OT(UIBTPOBBIBATH HEHYKHBIE COOBITHS. Hampumep, eciii Bbl
HE XOTUTEC BHUICTH avC COO6H_ICHI/IH, Bbl OOJIXKHBI MCIIOJBb30BaTh 3TOT CIIMCOK. Tun COO6HIGHI/ISI
3a/1aeTCsl B MoJie msgtype.

Hwxe onucanbl JOCTYIHBIE JEUCTBUSA IJIS TIPABUIL:

HeiicTBue

Onucanue geicTBus

never

Aynut He OyAeT TCHEepPHpPOBaTh HHUKAKUX 3amuceil. OTO MOXET OBITh HCHOJIB30BAHO IS
MOJIABJICHUS TCHEPAIIUH COOBITHI. OOBIYHO HEOOXOIUMO MOAABJISITh TEHEPAIIMIO BBEPXY CITHUCKA,
a HE BHU3Y, T.K. COOBITHEC MHUIIMUPYETCSI HA IIEPBOM COBIIABIIEM PABHUIIC.

always

VCcTaHOBUTh KOHTEKCT ayanra. Bcerna 3amonssaTs ero Bo BpEMs BXOJa B CHCTEMHBINA BBI3OB, U
BCErJia rCHEPUPOBATH 3aIIMCh BO BPEMS BBIXOAd M3 CUCTCMHOI'O BBI30OBA.

-A CNIUCOK,AeicTBHE

ﬂO6aBI/ITB IIPpaBUJIO C YKa3aHHbIM HCﬁCTBI/IGM B Ha4YaJIO CITMCKa.

-d cniucok,aeiicTBHe

YHEU'H/ITB MMpaBuJIo € YKa3aHHbIM HeﬁCTBHGM n3 CIIMCKa. HpaBI/IJ'IO yYAaJldaeTcsa TOJIBKO B TOM
CJ1ydac, €CJIv NOJTHOCThIO COBIIAJIUM U UM CUCTCMHOI'O BbI30BA U T10JIA CPaBHCHMA.

-D

y;[am/m) BCC ITpaBuJia U TOUKH Ha6J’IIOI[eHI/IH.
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JeiicTBue

Onucanue geiicTBus

-S [MMs1 miam HoMmep
CHCTEMHOI'0 BbI30Ba|

Jto0o0ii HOMEp WM MMsI CHCTEMHOTO BBI30Ba MOXKET OBITh HCIOJB30BaH. Tarke BO3MOMKHO
HCTOJb30BaHue KimrodeBoro cioBa all. Ecmm kakoi-mubo mporecc BBITIONHACT yKa3aHHBIHA
CHUCTEMHBI BBI3OB, TO ayJIUT IE€HEPUPYET COOTBETCTBYIOIIYIO 3amuch. Eciiv 3HaueHus moneu
CpaBHEHHS 3aJaHbl, & CHCTCMHBIA BBI30B HE YKa3aH, MPAaBHJIO OyIET MPHUMEHATHCS KO BCEM
CHCTEMHBIM BBI30BaM. B 0THOM mpaBmiie MOXeT OBITH 3aJaHO HECKOIBKO CHCTEMHBIX BBI30BOB -
3TO IIOJIOKHUTENIFHO CKa3bIBAETCS Ha IPOWU3BOJIUTENBLHOCTH, ITOCKOJIBKY 3aMeHseT 00paboTky
HECKOJIBKMX MPaBHIL

-F [n=v | n!=v | n<v |
n>v | n<=v | n>=v |
n&v | n&=vj

3ajaTh mOJNE CpaBHEHUsS] AJsl mpaBwia. ATpuOYTHl TOJSL ClEAyrolMe: OO0BEKT, oreparus,
3HaueHue. Bel Mokere 3amaTh 10 64 mosel cpaBHeHMs B OJHOW KoMmaHzae. Kaxknoe HOBoe moie
JIOJDKHO HauuHaThes ¢ -F. AyauT Oyner reHepupoBaTh 3amuch, €CIIU MPOU30IILIO COBIAJEHHE MO
BCEM MOJISIMH CpaBHEHUs. J[OMyCTUMO HCIOJIb30BAaHHE OIHOTO M3 CICAYIOIIUX 8 OMepaTropoB:
PaBHO, HE pPaBHO, MEHBIIIE, OOJBIIE, MCHBIIE OO0 PaBHO, OOJbIIE JHOO PaBHO, OMTOBAas Macka
(n&v) m OwuroBas mpoBepka (n&=v). buroBas nposepka BwImoONHsET omnepaunuto 'and' Han
3HAYCHUSAMH W MPOBEPSET, PABHBI JIM OHU. BUTOBas Macka MPOCTO BBIMOJHACT omeparnuto 'and'.
Ionsi, omepupyronme ¢ UACHTU(GUKATOPOM I[OJIH30BATENS, MOTYT TaKXKe padOTaTh C MMEHEM
MOJIb30BATENsl - MPOrpaMMa aBTOMATHYECKH IONYYUT HJICHTH(PUKATOP MOJIB30BATENST M3 €ro
nmern. To jxe caMoe MOYKHO CKa3aTh U PO WM TPYIIIIbL

[lonst cpaBHeHUss MOTYyT OBITh 3aJlaHbl I ClEAyroUmMX Oo0BeKTOB: YeTsipe

IICPBLIX aApPrymecHTa, IMNCPCAaHHbBIX CHUCTCMHOMY BLI3OBY. CTpOKOBBIC APryMCHTBI HC

MNOAACPKHUBAIOTCAL. OTO CBSI3aHO C TEM, YTO AAPO AOJDKHO IIOJYy4YaTb YKa3aTClib Ha

CTPOKY, a IIPOBCPKA IIOJA II0 3HAYCHHIO aApeCa YKa3aTclld HC JKCJIAaTCJIbHA. Takum

o0pa3oM, HE0OX0IMMO UCIIOJIb30BaTh TOJIBKO IIU(POBBIC 3HAUCHHUS.

ITosie cpaBHeHus Onucanne

arch ApPXUTEKTypa IpoIeccopa, Ha KOTOPOM BBITIONHSAETCS CHCTEMHBIN BbI30B. Mcmone3yiite 'uname -
m', 9TOOBI ONPENETUTh apXUTEKTYPY. ECIii BBl HE 3HaeTE apXUTEKTYpPY Ballleil MAIIUHbI, HO XOTUTE
HCIIONIb30BaTh Tabmmiy 32-X OMTHBIX CHCTEMHBIX BBI30BOB, M Ballla MalllMHA MOAJCPKUBaeT 32
Ourta, BB MOXeTe wHcmoib3oBaTth x32. [TomoOHO sTOMy X64 MOXET OBITH HCIIONB30BAHO JUIS
WCII0JIb30BaHUS TaOJIUIbI 64-X OUTHBIX CHCTEMHBIX BBI30BOB.

auid Oro abbOpermarypa: audit uid - waeHTHPUKATOP MOJIB30BATENS, WCIOIH30BAHHBIA JUIS BXOJa B
CHCTEMY.

devmajor ['naBHbIl HOMep yctpoiicTa (Device Major Number)

devminor BcemomorarensHbiii HoMep yerpoiictBa (Device Minor Number)

egid JlelicTBUTETbHBIN HICHTU(HUKATOP TPYIIITEL.

euid JlelicTBUTENbHBINA HICHTU(PHUKATOP MOJIb30BATENS.

exit 3HaueHHe, BO3BpAIaeMOe CUCTEMHBIM BBI30BOM IIPH BBIXOJIE.

fsgid W nenTudukaTop rpymisl, IpUMEHsIeMbIH K HalIoBoOH crucTeMe.

fsuid W nenTudukaTop mojp30BaTeNs, MPUMEHIEMBIH K (HaliIoBOi crcTeMe.

gid WpenTnduxarop rpynisl

inode Howmep

inode key AJBTEpHATUBHBIN CITOCOO YCTAHOBHTH KIIt0U (GuiIbTpanii. CMOTPH BBITIIE ONUCAHKE OMIIHH -K.

msgtype Hcnone3yercs Ui IPOBEPKH COBMAJCHHS C YUCIOM, OMMCBHIBAIOIIUM THUII cooOmeHus. Moxer
OBITh HCIOJH30BaH TOJNBKO B cIucKe exclude.

obj user Wwmst monp3oBarens-Biaiensia pecypea (B kontekcre SELinux).

obj_role Posb pecypca (B konrekcre SELinux)

obj_type Tun pecypca (B koHTekcTe SELinux)

obj lev_low Hwmxuauit ypoBeHb pecypea (B konTekcre SELinux)

obj _lev_high Bepxnwuii ypoBeHb pecypca (B konTekcTe SELinux)

path [onueiii myts k Qaiury s Touku HaOmoaeHus. CMOTpu HipKe onucaHue omnuuu "-w". Moxer
OBITB MCIIOJIH30BaH TOJILKO B CITUCKE eXit.
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Ilose cpaBHeHUs Onucanue

perm @Ounbtp mpaB goctyna A (ainoBbix oneparmid. CMOTpH Bbllie onucaHue omiuu "-p". Moxer
OBITH MCIIOIH30BaH TOJILKO B CITUCKE €Xit.

pers IlepcoHanpbHBII HOMEp ONEPAIMOHHON CHCTEMBI.

pid WnentudukaTtop mpoiiecca.

ppid WneHTn(UKaTOp pOAMTEIHCKOTO MPOIecca.

subj_user Mwms mostb30Batensi-BiIaaenbia npomuecca (B kourekere SELinux).

subj_role Poxp mpomecca (B korTekcte SELinux).

subj_type Tun nponecca (B kourekcre SELinux).

subj_sen UyBcTBUTEIBHOCTH Iponecca (B koHTekcre SELinux).

subj clr Jonyck npouecca (B koutekcre SELinux).

sgid YcTaHOBIEHHBINH HICHTH(QUKATODP TPYIIIbL.

success Ecnu 3HaueHwe, BO3BpallaeMoe CHCTEMHBIM BBI30BOM, Oousibine 00 paBHO 0, MaHHBIH OOBEKT
Oymer paBeH "true/yes", mnade "false/no". Ilpm co3manmm mpaBuia HCHONB3yHTEe 1 BMeEcTO
"true/yes" u 0 BMecto"false/no".

suid YcraHOBIIEHHBIH HICHTU(QHUKATOP HOJIb30BATENS.

uid W nenTrudukaTop noan30BaTeIs.

-W MyTh Job6aBuTh TOUKy HaOMIOACHNA 32 (alIOBEIM OOBEKTOM, HAXOIAIMINMCS 110 YKa3aHHOMY IyTH. BB
HE MOXKeTe 100aBIIATh TOUKY HAOJIOAEHHS K KaTalory BEPXHETO YPOBHS - 3TO 3aIPENICHO SAPOM.
I'pymmoBeie  cumBonbl  (wildcards) Takke HE MOTYT OBITH HCIONB30BAHBI, IIONBITKH WX
WCIIOJIb30BaHKUsL OyAyT TEHEpHpOBaTh Mpenylpexamniee CcoodleHne. BHyTpeHHE TOYKH
HaOJIIOEHNS] pealn30BaHbl Kak ciexenue 3a inode. Takum 00pa3oM, eciii BBl YCTAaHOBHUTE TOUKY
HaOJIIOJICHUSI 32 KaTalioroM, Bbl yBuauTe (hailioBbie COOBITHS, KOTOPHIE B ICHCTBUTENBEHOCTH Oy IyT
O3HayaTh OOHOBJICHHS METaJaHHBIX 3TOW inode, W BBl MOXETE HE YBHICTh COOBITHI,
HETOCPEICTBEHHO CBA3aHHBIX C (haitmamu. Ecim Bam HeoOxoamMo crnenuTs 3a BceMH (aiiiamu B
KaraJjore, peKOMEHYEeTCsl CO3/1aBaTh MHIWBUAYAIbHYIO TOUKY HAaOIMIONCHUS U KaXOoro (aiina.
B mpoTHBOMONIOKHOCTE K TIpaBHIaM ayJHWTa CHCTEMHBIX BBI30BOB, TOUKM HAONIOJCHUS He
OKa3bIBAIOT BIMSHHA HA TIPOU3BOJUTEIHFHOCTD, CBSI3aHHYIO C KOJHMUYECTBOM MPABHJI MOCHUIAEMBIX B
SLIPO.

-W nyts Y panuTh TOUKY HaOJIr0IeHUs 32 (DailyIOBBIM O0BEKTOM, HAXOASIIMMCS 0 YKA3aHHOMY ITYTH.

IIpuMmepbr:
Y10o0HBI YBUACTH BCC CHCTCMHLIC BBI3OBbI, HCIOJb3YCMbLIC OIPCACICHHBIM
IIpOoLIECCOM:

auditctl -a entry,always -S all -F pid=1005

YroOs! yBUIETH BCe (DANITBI, OTKPBITHIE ONPEIEICHHBIM M0Ib30BATEIEM:

auditctl -a exit,always -S open -F auid=510

YtoOb! yBUIIETH HEYaYHBIE MOMBITKYA BHI30Ba CUCTEMHON (DyHKIIMH 'Oopen':

auditctl -a exit,always -S open -F success!=0

6.3.1.4. Ymunuma aureport

YTunura aureport - 3T0 UHCTPYMEHT, KOTOPBIM F€HEPUPYET UTOIOBBIE OTYETHI HA

OCHOBE JIOTOB CIIy>)KObl ayauTa. aureport MOXET TakKe IPUHUMATh JIaHHBIE CO

cTaHAapTHOro BBojAa (stdin) g0 Tex mop, mMoka Ha BXoje OyayT HeoOpaOoTaHHBIE
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JaHHBIC JIOT'OB. B manke KaXXJ0ro oTucra I KaXJ0I'o CTOJ'I6I_Ia CCTb 3aroJIOBOK - 3TO

o0Oyier4yaeT NMOHUMaHHUE JaHHBIX. Bce OTYCThI, KPOMC OCHOBHOI'O HTOT'OBOI'O OTHYCTA,

coziep kaT HoMepa coObITUH ayauTa. Mcmons3ys ux, BBl MOKETe HAUTH TOJTHBIC JaHHBIC

0 COOBITUU C TOMOIIBIO ausearch -a HoMep coObITHs. Eciin B OTYETE CIMIIKOM MHOTO

JaHHBIX, MOJXHO 3a1aTb BPEMsA HadaJla U BpEMA OKOHYAHUS IJId YTOUYHCHUA BPECMCHHOI'O

npomexyTtka. OT4deTbl, TeHEepuUpyembie aureport, MOryT OBbITh MCHOJIb30BAaHBI Kak

PICXO,Z[HBIﬁ MaTcpual I MMOJTYyUCHUA Ooinee Pa3BCPHYTHIX OTUCTOB.

Omyu:
Onuus 3HayeHHe ONIMH
-au, --auth OTuer 0 BCeX IMOMBITKAX ayTeHTU(HKALINH.
-a, —-ave OTuer 0 Bcex ave COOOIICHUSIX.
-¢, --config OTuer 0 U3MEHEHUIX KOH(UTYpaLnH.
-cr, --crypto OTuer 0 COOBITHSIX, CB3AHHBIX C IIM(POBAHUEM.
-e, —-event Otuer 0 COOBITHSIX.
-f, —-file Oruer o daitnax.
--failed Jns obOpaboTkm B oT4eTaXx BBIOMpATh TOJNBKO HEyAadHble coObITHA. [lo ymomganmio
MIOKa3bIBAIOTCS U y/IauHbIC M HEeyIauHble COOBITHSI.
-h, --host Oryer 0 XocTax.

-i, --interpret

TpaHciupoBaTh YMCIIOBBIC 3HAYCHHS B  TEKCTOBbIe. Hampumep, HIACHTH(HKATOD
noJip3oBarens OyJneT OTTPAaHCIMPOBAaH B MMs HOJb30Batrelisl. TpaHCIsus BBIIOJIHSETCS C
HCIIOJIb30BAHMEM JAHHBIX C TOM MalluHBL, TAe 3amylieH aureport. T.e. eciu BB
[IEPEUMEHOBAJIM YUETHBIE 3aIIMCHU I0JIb30BATENIEH UM HE UMEETE TAKUX )K€ YUETHBIX 3allcen
HAa Balllei MaIllMHE, TO BBl MOXKETE MOJMYUYHUTh PE3YJIBTaTh, BBOISIINC B 320y KICHHUE.

-if, --input ¢aiin

Hcnons3oBaTh yKa3aHHBII\/‘I Q)aﬁn BMCCTO JIOTOB ayauTa. DTO MOKeT OBITh IOJIE3HO npu
AHaAJIN3€ JIOTOB C I[pyFOﬁ MAlIWHbI WU IPU aHAJIU3C YACTUYHO COXPAHCHHBIX JIOT'OB.

-1, --login OT4eT 0 NONBITKAaX BXOJA B CUCTEMY

-m, --mods OTt4eT 00 M3MEHEHHSX ITOJIb30BATEIBCKIX YUCTHBIX 3aIIHCeH.

-ma, --mac OT4eT 0 COOBITHSAX B CHCTeMe OOeclieurBaromield MaHIATHOE YIpPaBICHHE JOCTYIIOM -
Mandatory Access Control (MAC).

-p, —-pid Oryer o nporeccax

-1, --response OT4eT 0 peakIusaX Ha aHOMAaJIbHbIC COOBITHS

-s, -—-syscall OT4YeThl O CUCTEMHBIX BBI30BAX

--success Hns o0pabotkm B oOTYeTax BHEIOMPATh TOJBKO yHAadyHbIe coObITHA. [lo ymomgaHHIO
MTOKA3BIBAIOTCS M yIAYHBIC U HEYIAYHbIC COOBITHSL.

--summary 'eHepupoBaTh HWTOTOBBIA OTYET, KOTOPBIA JaeT WHGOPMAIMIO TOJBKO O KOJHYCCTBE
9JICMEHTOB B TOM WJIM UHOM OT4eTe. Takol pexHM eCTh HE Y BCEX OTUCTOB.

-t, --log OTOT mapameTp reHepUpPYeT OTUET O BPEMEHHBIX paMKaxX Ka)JIO0To OTYeTa.

-te, --end [naTa] [Bpems]

HckaTh coOBITHS, KOTOpPBIE IMPOM3OLUIN paHbIIe (WM BO BpeMs) yKa3aHHOM BpPEMEHHOU
Touky. PopMaT AaTHl ¥ BPEMEHH 3aBUCHUT OT BAaIlMX PETHOHAIBHBIX HAacTpoeK. Ecim nara He
yKa3aHa, TO MoipasyMeBaeTcs TeKymuid nens (today). Ecnmm He ykazaHo Bpems, TO
nojpa3zyMeBaeTcs TeKyIuid MOMEHT (now). Mcrnosp3yiite 24-4acoBylo HOTAIMIO BPEMEHH, a
He AM/PM. Hanpumep, nara Mosker ObITh 3aana kak 10/24/2005, a Bpems - kak 18:00:00.
Bbl MOXeTe TakKe HCIOJIb30BaTh KIIIOUEBhIC CJI0Ba: now, recent, today, yesterday, this-week,
this-month, this-year. today o3HawyaeT mepByr CEKyHAy IMOCIC MOJYHOUYU TEKYIICTO JIHS.
recent - 10 MuHYT Ha3ax. yesterday - mepByr0 CEKyHIy IOCIE ITOIYHOUH IPEABIIYIIETO THS.
this-week o3Ha9aeT MepByI0 CEKyHAy IOCIE MOIYHOYH IEPBOTO MOHS TEKyIIeH Hemend,
TIEPBBIH JICHb HEJEH OIIpeAessIeTCs U3 BalllMX PErHOHANBHBIX HacTpoek. this-month o3Hagaer
MIEPBYIO0 CEKYHIy MOCIe TOJYyHOYM IEpPBOTO YHCIa TEKymero mMecsua. this-year o3navaer
MIEPBYIO CEKYHJIy TOCJI€ MTOJIYHOUYH IIEPBOr0 YMCIIa IEPBOr0 MECsIia TEKYIEro roja.

-tm, --terminal

OTueT 0 TepMHUHANAX.

-ts, --start [naTa]

VickaTh COOBITHS, KOTOPBIE IPOU3OILIH ITOCie (MM BO BpeMsi) YKa3aHHOH BPEMEHHOH TOYKH.
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Onuus 3HavyeHue ONMIUHU

[Bpems] ®opMaTr naTel M BPEMEHM 3aBUCUT OT BallUX PETHMOHAIBHBIX HacTpoek. Ecim nara He
yKa3aHa, TO MojpasyMeBaeTcs TeKymuid nens (today). Ecnmm He ykazaHo Bpems, TO
monpasyMeBaercsi momHo4b (midnight). Mcnons3yiiTe 24-9acoByr0 HOTAIMIO BPEMEHH, a HE
AM/PM. Hanpumep, nata Mosxet ObITh 3aana kak 10/24/2005, a Bpems - kak 18:00:00.

BbI MoJkeTe Takke MCIONIB30BaTh KIIIOYEBEIE CIIOBa: now, recent, today, yesterday, this-week,
this-month, this-year. today o3HawyaeT mepByr CEKyHAy IMOCIC MOJYHOUYU TEKYIICTO JIHS.
recent - 10 MUHYT Ha3ax. yesterday - mepByrO CEKyHIy IOCJE TOJYHOUYH HPEIbIAYIIETo JHS.
this-week o3Ha9aeT MepByI0 CEKyHAy IMOCIE MOIYHOYH TEPBOTO MOHS TEKyIIeH Hemend,
TIEpPBBIH JICHb HEJIeIH OIIPEAeIIeTCs U3 BalllUX PErHOHANBHBIX HacTpoek. this-month o3Havaer
MIEPBYIO0 CEKYHAy MOCIe TOIYyHOYM IEpPBOTO 4YHCIa TEKymero mMecsua. this-year o3navaer
MIEPBYIO CEKYH]Ty TIOCIIE€ MTOTYHOYH TIEPBOTO YMCIIA IEPBOTO MECSIIA TEKYIIETO TO/1a.

-u, --user OTyeT 0 NoJb30BaTelIsX.

-v, --version BrIBecTu BepcHIO MpOrpaMMbl U BBIATH.

6.3.1.5. Ymunuma ausearch

[Iporpamma ausearch sBisieTCSI MHCTPYMEHTOM IIOMCKAa MO XypHajly ayJauTa.
YTunura ausearch MoXxeT Takyke MPUHUMATh JAHHBIE CO CTaHAAPTHOTO BBOAA (stdin) mo
TeX TIOp, MOKa Ha BXojJe OyayT HeoOpaOoTaHHBIE JaHHBIE JIOroB. Bce ycioBwus,
yKa3aHHbIE B MMapameTpax, oobenuustores gorndeckum U. K nmpumepy, npu ykazanuu -
m W -ul B KadecTBe IMapaMeTpoB OyAyT TOKa3aHbl COOBITHS, COOTBETCTBYIOIIHUE
3aJlaHHOMY THUITY U UACHTHU(PUKATOPY MOJIH30BATEINS.

CTOUT OTMETUTh, YTO KK CHCTEMHBIA BBI3OB Spa M3 TOJIb30BATEIHCKOTO
MPOCTPAHCTBA U BO3BPAIIICHHUE JIAHHBIX B MOJIb30BATEIHCKOE MPOCTPAHCTBO UMEET OJIMH
YHUKAJIBHBIN (7151 KaXKA0r0 CHCTEMHOIO BbI30Ba) UEHTU(UKATOP COOBITHS.

Pasnuunble yacTu sipa MOTYT J00aBIATH TOMOJIHUTENbHBIC 3anucu. Hanmpumep, B
coObITHE ayJIUTa JIJIs CHCTEMHOTO BbI3oBa "open" mobamisercs 3amuck PATH ¢ umenem
¢aiina. ausearch mokasbIBaeT BCE 3allUCU COOBITHS BMECTE. JTO O3HAYaeT, YTO MpHU
3ampoce ONMpPEAEICHHBIX 3alIMCel pe3yJIbTaT MOKET coaepxkaTh 3anucu SY SCALL.

Tak>ke MOMHHUTE, YTO HE BCE THUIIBI 3aMUCEN COJEPKAT YKa3aHHYIO0 MH(POPMAIIHIO.

Hampumep, 3anuce PATH He comepxut ums y3ma wiu loginuid.

Ommn:
Onuus 3HaueHHe ONIHH

-a, --event audit-event-id Hckate coOBITHS ¢ 3alaHHBIM HACHTHPHUKATOpOoM CcOOBITH. Co0OmeHns OOBIYHO
HaunHAIOTCs mpuMepHo Tak: msg=audit(1116360555.329:2401771). Unentudukarop
COOBITHS - 3TO yKcio nocie :'. Bee coObITHS aymuTa, CBI3aHHBIC C OJJHUM CHCTEMHBIM
BBI30BOM MMECIOT OJMHAKOBBIN HICHTU(UKATOP.

-¢, --comm comm-name Hckath cOOBITHS C 33JaHHBIM COMM nName. COmMMm name - UMs HCIOJHIeMOro (aiina
3a/1a4m.

-f, --file file-name Hckath cOOBITHS C 3aIaHHBIM HMEHEM (aiiia.
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Onuus

3HaueHue ONuuU

-ga, --gid-all all-group-id

Hckarh coObITHSt ¢ 3aaHHBIM 3((GEKTUBHBIM WM OOBIYHBIM HJCHTH()HUKATOPOM
TPYIIIBL

-ge, --gid-effective effective- | lckaTs coObITHA ¢ 3aqaHHBIM () (HEKTUBHBIM UACHTH(PHUKATOPOM TPYIIITEI HIIH HMEHEM
group-id TPYIIIBL

-gi, --gidgroup-id Hckath coOBITHSI C 3a/JTaHHBIM HACHTH()UKATOPOM TPYIIIIBI MIIM HMEHEM TPYIIIbL.

-h, --help Crmpaska.

-hn, --host host-name

TpaHcIHpOBaTh YHCIOBBIC 3HAYCHHWs B TEKCTOBbIe. Hampumep, wumeHTHHKATOP
MOJNB30BaTENsA  OyNET OTTPAHCIMPOBAH B HMMS  TIOJB30BATENs. TpPaHCIANSL
BBITIOJTHSIETCS C MCIIOJB30BAHUEM JIAHHBIX C TOW MaIllMHBI, T1e 3amymieH ausearch. T.e.
€CJIM BBl MEPEUMEHOBAIIN YUETHBIE 3allMCH T10JIb30BATENICH MM HE MUMEETE TaKHX JKE
YUETHBIX 3alucedl Ha Ballell MalluHe, TO Bbl MOXETE MOJYYUTh PE3YJIbTATHI,
BBOJISIIME B 3a0Jy)KICHHUE.

-if, --input file-name

Hcnonp3oBaTh yKa3zaHHBIN (aill BMECTO JIOTOB ayAuTa. ITO MOXKET OBbITh TOJIE3HO TPH
aHaJIM3¢e JIOTOB C IPYrOf MalIMHbI MIIH IPY aHAIW3€ YACTUYHO COXPAHEHHBIX JIOTOB.

-k, --key key-string

MckaTh cOOBITHS C 3aJJaHHBIM KJIIOYCBBIM CJIOBOM.

-m, --message message-type |
comma-sep-message-type-list

Hckath coOBITHS C 3aJaHHBIM THIIOM. BBl MOXeTe yKa3aTh CIHCOK 3HA4YCHUH,
Pa3ICICHHBIX 3alATHIMU. MOXKHO YKa3aTh HECYIICCTBYIONIHMIA B coObITUAX Tl ALL,
KOTOpBIM TO3BOJISIET TMOJNYYUTh BCE COOOMmIEHUS cucTeMbl ayauTa. Crucok
JONMYCTUMBIX THIIOB OONbIIOW M OyneT NOKa3aH, €CclIM yKaszaTh 3Ty ONUHI0 0e3
3HAa4YeHUs. THI COOOIIEHHsI MOXKET OBITh CTPOKOH WM YHCIOM. B crmcke 3Ha4YeHHUit
STOr0 IMapaMeTpa B KadecTBE pAa3IeNUTENsi HCHOJB3YIOTCA 3alaThle W IPOOEIBI
HEIOIYCTHMEI.

-0, --object SE-Linux-context-
string

HckaTh cOOBITHSA C 3aTaHHBIM KOHTEKCTOM (0OBEKTOM).

-p, --pid process-id

HckaTh cOOBITHS C 3aJTaHHBIM HICHTU(HHUKATOPOM MPOoIIecca.

-pp, —-ppid parent-process-id

Hckath cOOBITHS C 3aIaHHBIM HISHTH(PUKATOPOM POJIUTEIBCKOTO MpoIecca.

-r, --raw

Heo0GpaboTaunsiii BeiBoa. Mcmons3yerces s W3BICUSHHS 3alUCed s JalbHEeHIero
aHamu3a.

-sc, --success syscall-name-or-
value

Hckath cOOBITHS C 3aJaHHBIM CUCTEMHBIM BBI30BOM. BbI MOXeTe yKa3aTh €ro HoMep
Wi umst. Eciu BBl yKaszajau MMs, OHO OyZeT NMPOBEPEHO Ha MallWHe, TJe 3amylieH
ausearch.

-se, --context SE-Linux-context-
string

Uckate coOprtust ¢ 3amaHHBIM  KOoHTekcToM SELinux (stcontext/subject
tcontext/object).

nim

-su, --subject SE-Linux-context-
string

HUckath coObIThs ¢ 3amanabM koHTekcToM SELinux - scontext (subject).

-sv, --success success-value

Uckarh coObITHSI ¢ 3agaHHBIM (DJIaroM YCIEIIHOTO BBIMOJNHEHUs. JlomycTuMble
3Ha4yeHUs: yes (YCnemHo) u no(Hey1auHo).

-te, --end [end-date] [end-time]

Hckate cOOBITHA, KOTOpBIE MPOM3ONUIA paHbIIe (WX BO BpeMs) YKa3aHHOU
BpeMEHHOW ToukH. PopMaT 1aTbl M BPEMEHHM 3aBUCHT OT BallUX PETHOHAIBHBIX
Hactpoek. Ecim nata He ykasaHa, TO MozpasymeBaeTcsi TeKynmid aeHsp (today). Eciu
HE yKa3aHO BpeMs, TO MOApa3yMeBaeTcs TeKymui MoMeHT (now). Mcmomssyiite 24-
4acoBYIO HOTaLMIO BpeMeHu, a He AM/PM. Hanpumep, nara Moxer OBbITh 3a/1aHa Kak
10/24/2005, a Bpems - kak 18:00:00.

Bl MOXkeTe Takke HCIOIb30BaTh KJIFOUEBBIC CIIOBA: now, recent, today, yesterday,
this-week, this-month, this-year. today o3Hayaer mepByl CEKyHIy IOCJE HOJYyHOUH
Tekymero nmHsA. recent - 10 MumHYT Hasanm. yesterday - mepByO CeKyHIy TIocie
MOJTYHOUH TIpeasIaymiero aus. this-week o3HagaeT mepByro CEKyHAY MOCIE HOTYHOUH
MIEpBOTO JHS TEKYIIeH HeNeNnd, MEepBbId JIeHb HENeNN ONpeleNsercss M3 Ballnux
pernoHanbHEIX HacTpoek (cM. localtime). this-month o3HauaeT mepByro ceKyHIy mocie
MOJYHOUM IIEPBOIO YMCIa TEKyliero Mmecsna. this-year o3HadaeT mepByrO CEKyHIY
T10CJIE TIOJIYHOUYH EPBOT0 YKCIIa IIEPBOr0 Mecsla TEKYIIEro roja.

-ts, --start [start-date] [start-
time]

HckaTh cOOBITHS, KOTOPBIE TPOM3ONUIH MOCTe (MM BO BpeMsl) YKa3aHHOW BPEMEHHOM
tTouku. dopmar AaThl ¥ BPEMEHH 3aBUCHUT OT BALIMX PETMOHAIBHBIX HacTpoek. Eciu
JaTa He yKaszaHa, TO IOIpa3yMeBaeTcsi TeKymmui aeHs (today). Ecim He ykaszaHO
BpeMsI, TO Mopa3yMeBaeTcs noiaHodb (midnight). Vicone3yiiTe 24-4acoByio HOTAIHIO
Bpemenn, a He AM/PM. Hampumep, nara moxer ObITh 3amana kak 10/24/2005, a
BpeMs - kak 18:00:00.

Bl MoxeTe Takke MCHONB30BaTh KIIFOUEBBIC CJIOBA: Now, recent, today, yesterday,
this-week, this-month, this-year. today o3HauaeT mepBYI CEKyHAY IMOCIE MOJYHOUYU
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Onuus

3HaueHue ONuuU

Tekymero nmHsA. recent - 10 MuHYT Hasam. yesterday - MEpBYIO CEKyHIy MOCIE
MOJYHOYH MpeAblayiero aus. this-week o3HavaeT MepByr0 CEKyH.Iy MOCTe MOIYHOUYH
MEPBOrO JHS TEKYyIeW HeIeld, MepBbId JIeHb HENeNld OMpEelsieTcsl M3 BallnuX
perHOHANBHEIX HacTpoek. this-month o3HauaeT MEpBYO CEKyHIY MOCIE MOIYHOUYH
MEPBOTO YHUCIIA TEKyIero wecsma. this-year o3Ha4YaeT NEpPBYH CEKYHIy IOCHE
TIOJIYHOYH IIEPBOTO YMCIIa IEPBOI0 MECsla TEKYIIEro To/Ia.

-tm, --terminal terminal

Hckath cOOBITHS C 3aaHHBIM TepMUHAIOM. HekoTopbie ciyOblI (Takue Kak cron u
atd) MCIOJB3YIOT UM CITY)KOBI KaK MMsI TEpMUHAJIA.

-ua, --uid-all all-user-id

Uckate coOBITHS, y KOTOPBIX JIOOOH W3 WACGHTH(HKATOpA IIOJE30BATEN,
3¢ (eKTUBHOTO HACHTHU(HUKATOpa Mmonb3oBarenss win loginuid (auid) coBmamaroT ¢
3aJ]aHHBIM UACHTU(UKATOPOM MOJIH30BATEIS.

-ue, --uid-effective effective-

user-id

HUckatb coObiTus ¢ 3anaHHBIM 3()(DEKTUBHBIM HACHTH()UKATOPOM TI0JIL30BATEIS.

-ui, --uid user-id

Hckath cOOBITHS C 3aIaHHBIM HISHTH(PUKATOPOM IIOJIH30BATETISI.

-ul, --loginuid login-id

Hckarh coObITHS C 33/laHHBIM HICHTH(UKATOPOM MoJb30BaTes. Bee mporpaMmbl,
KOTOpPBIE €T0 UCIONB3YIOT, JOJDKHBI UCTIONB30BaTh pam loginuid.

-v, --verbose

IToka3zatb BepcHIO U BBIUTH

-w, --word

CoBrniasienne ¢ NoiHbIM cioBoM. [lognepxuBaercst 1uisi UMeHH (ailia, UMEHH y3ia,
TepMuHaia 1 KoHTekcra SELinux.

-x, ——executable executable

HckaTh coOBITHS C 3aJaHHBIM HMEHEM HCIIONHAEMOHN IIPOTPaMMBI.

6.3.1.6. Ymunuma autrace

YTunuta autrace - 3TO mporpamma, KoTopas J00aBiseT NMpaBuia ayaudTa s

TOrO, YTOOBI CJICANTDh 3a UCIIOJIBb30BAHUCM CUCTCMHLBIX BbI3OBOB B YKA3aHHOM IIPOLCCCEC

noJo0HO TOMy, Kak 3To aenaer strace. [locrme moOaBieHHs TpaBUiI OHA 3aITyCKaeT

mpoueccC €C yKa3aHHbIMHU apryMCHTaMU. PGSYJ'IBTaTBI ayauTa 6YJIyT 00 B JOrax ayauTa

(ecnu cimy>x0a ayauTa 3amylleHa), 1100 B CUCTEMHBIX Jiorax. BHyTpu autrace ycrpoeHa

TaK, 4YTO YJAJsIeT BCE MpEAbIAyLIME MpaBWIa ayAauTa, Ieped TeM KakK 3alyCTUTh

YKaSaHHBIﬁ IMpoLecC M IOCJIC €ro 3aBCPIICHUA. HOSTOMy, B Ka4YCCTBC ,IIOHOJIHI/ITCJILHOﬁ

MCPBI ITPCAOCTOPOIKHOCTH, IIPpOrpaMma HE 3aIlyCTHUTCA, €CIIU NICPC €€ NCIIOJIb30OBAHUCM

npaBuia He OyAyT ynaieHsl ¢ momombio audtictl - mpegynpexparoriee cooOuieHue

U3BECTUT 00 ITOM.

Omuu:
Onuus 3HaYeHue ONIUU
-r Orpannunth cO0p HHPOPMAIIMH O CUCTEMHBIX BBI30BaX TOJIBKO TEMH, KOTOPHIE
HEOOXOJWMBI JJIA aHaIW3a WCIOJB30BAHUS PECypCcoOB. ITO MOXKET OBIThH
TIOJIC3HO TIPU MOJICIMPOBAHUU BHEINTATHBIX CUTYaIlMH, K TOMY K€ TO3BOJISET
YMEHBITUTH HArPY3Ky Ha JIOTH.
[Ipumepsr:

Huxe MMpCACTaBJICH IPUMED OOBIYHOT'O MCIIOJIb30BAHUS IIporpaMMablI:
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autrace /bin/lIs /tmp

ausearch --start recent -p 2442 -i

Eme onun npuMep 1715 pexxuMa OrpaHudeHHOro coopa nHpopMaluu:
autrace -r /bin/ls

ausearch --start recent -p 2450 --raw | aureport --file -summary

ausearch --start recent -p 2450 --raw | aureport --host —-summary
6.3.1.7. I paghuueckas ymunuma npocmompa JdcypHanos ayouma

[Tocne 3amycka Ilporpammbl MpocMOTpa CHCTEMHBIX KYPHAJIOB OTOOpa)kaeTcs

CIIeayIoIIee OKHO (pUCYHOK 6.1).

@aiin Mpaeka Bug ©uAeTpel ChnpaBka

Oct 23 10:14:33 localhost journal[414]: Runtime journal
Dct 23 10:14:33 localhost systemd-journald[196]: Receiy
btmp Oct 23 10:14:33 localhost kernel: systemd: 25 output 11
Oct 23 10:14:33 localhost kernel: random: crng init don

boot.log

S Dct 23 10:14:33 localhost kernel: audit: type=1484 audi
dmesg Oct 23 10:14:33 localhost kernel: audit: type=14083 audi

_ Dct 23 10:14:33 localhost systemd[1]: Successfully load

» maillog Oct 23 18:14:33 localhost systemd[1]: Relabelled /dev z

Oct 23 10:14:33 localhost kernel: wboxguest: loading ou
Dct 23 10:14:33 localhost kernel: wvgdrvHeartbeatInit: S
YeTeepr, 4 OKT Oct 23 10:14:33 localhost kernel: input: Unspecified de

D-:t 23 19:14:33 localhost kernel: wvboxguest: misc devic
b e Oct 23 10:14:33 localhost journal[414]: Journal started

¥ messages

b secure Oct 23 10:14:34 localhost systemd[1]: systemd 219 runni
Dct 23 10:14:34 localhost kernel: [drm] VRAM 040080080

spooler Dct 23 18:14:34 localhost kernel: [TTM] Zone kernel: A

tallylog Oct 23 18:14:34 localhost kermel: [TTM] Initializing pg

Dct 23 18:14:34 localhost kernel: [TTM] Initializing DM
wpa_supplicant.log Oct 23 10:14:34 localhost kernel: fbcon: vboxdrmfb (fbg
Dct 23 10:14:34 localhost kernel: Console: switching te
Oct 23 10:14:34 localhost kernel: vboxvideo 00060:00:82.
Xorg.9.log Oct 23 10:14:34 localhost kernel: [drm] Initialized vbo
Dct 23 10:14:34 localhost systemd[1]: Detected virtuali

Xorg.Dlog

b sriaoem Lo

3525 cTpok (356,3 KB) — nocnegHee obHoeneHWe: BT okT 23 12:00:01 2018

Pucynok 6.1 - Okno [IporpaMmmbl IpocMOTpa CUCTEMHBIX KYPHAJIOB

Jlns mocTtyma K OKypHaJlaM ayJuTa T0JIb30BaTellb JIOJDKEH BBECTH MApOJib
aaMuHUCTpatopa. Ilocme mepBoro 3amycka IIporpaMMbl MPOCMOTpa CHCTEMHBIX
KYpPHAJIOB TPUJIOKEHUE MO YMOIYAHUIO OTOOpa)kaeT HECKONbKO (DaiiyioB >KypHaiIoB
(takue, kak /var/log/messages). OTKpbITbIE JOTH (3KypHAJIbI) IPEICTABIICHBI B CITUCKE B
JICBOM YacTH OKHa NPHWIOKCHHS. BBIOpaHHBIH W3 CHHMCKa XypHal OTOOpakaeTcs B

IJIaBHOM YaCTHU OKHA IIPUIIOKCHMAA.
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[To ymomyanuto IIporpamMma mpocMOTpa CHCTEMHBIX KYpPHAJIOB OTOOpa)kaer
U3MEHEHHUS] KaXXJOr0 OTKPBITOTO JKypHaJla, W JIIOOble HW3MEHEHUS TMOSBISIOTCA
aBTOMATHYECKH B IJJTaBHOM OKHE.

3ametbte, uto IIporpamma mpocMOTpa CUCTEMHBIX KYPHAJIOB TaKyKe MO3BOJISET
BaM  OTKpbIBaTh  apXWBUPOBAHHBIE JKypHaibl (Ha3BaHus  (alJOB  KOTOPBIX
OKaH4MBaroTcs Ha ".gz").

YtoObI cKOMUPOBaTh OJHY WK OoJiee CTPOK KypHaja B Oydep oOMeHa mpocTo
BBIICJIUTE CTPOKU B IJIaBHOM yacTu okHa U BbiOepuTe [IpaBka » KonupoBats. Ecnu Bb
XOTUTE KONMUPOBAaTh BeCh JXypHal B Oydep oOMeHa, BBIOEPUTE €ro IMOJHOCTHIO,
uCronb3ys HacTpoiiky IlpaBka » Beigenutrs Bc€, 3arem BwiOepute IlpaBka »
Komuposars.

Bbl moxere ucnonb3zoBath [IporpaMmmy mpocMoTpa CHUCTEMHBIX KYPHAJIOB IS
MOHUTOpHUHTa JIOTOB (>kypHasoB). [lo ymMoiuaHuio, KO BCeM KypHajam, OTKPBITHIM B
IIporpaMmme mpocMOTpa CHUCTEMHBIX XYPHAJIOB, IMPUMEHSIOTCS TEKYIIUE WU3MEHEHUS.
Ecnu HOBble cTpoku n00aBieHbl K KypHalTy, HPOCMaTpUBA€MOMY C TOMOIIBIO
[IporpaMmbl IPOCMOTpPa CUCTEMHBIX KYPHAJIOB, HAUMEHOBAHUE JKypHaia BBIAEIUTCS
KUPHBIM HadepTaHueM mpudTa B CHHCKe XypHaioB. Ecnu >xypHan otoOpaxkaercs B
HACTOsILEE BpeMsl B TJIABHOM YacTH OKHA, HOBBIE JIMHUMU MOSBATCS aBTOMAaTHUYECKU B
KOHIIE XypHQJIa M, MO HCTEYEHUH IIATH CEKYyHJ, HAaUMEHOBAaHWE >XypHajla CHOBA
BEpHETCA K OOBIYHOMY HaYEPTAHUIO B CITUCKE KYPHAJIOB.

Nudopmanus o xxypHasie 00bIYHO 0TOOpakeHa B CTPOKE COCTOSIHUS, BKITIOYAS:

KonmuecTBo CTpOK B KypHaie.

Pa3mep xypHaina B Oaiftax.

Haty nociienHero oOHOBIeHUS (M3MEHEHUs] ) )KypHaJa.

Ctpoka COCTOSIHHSI MOKET OBITh MOKa3aHa WM CKPBITAa Yepe3 MyHKT MeHio Buy »

Ctpoka cocTosIHHUS.
6.3.1.8. dxcnopm danuwix ayouma

Jns skcmopra gaHHBIX ayauTta s gpyroro jgosepeHHoro UWT mnpoaykra

MpeajiaraeTcsl UCIOIb30BaTh CKAThle apXUBHBIE (DANMIIBI ¢ TAPOJIBHOM 3alIMTON. ApPXUB
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MO3BOJIUT 3HAUUTEIHHO YMEHBIIUTh O0BEM IMEpElaBaeMbIX JaHHBIX, a MapOJib 3AIIUTUT
OT HECAaHKIIMOHHPOBAHHOTO PACKPBITUS MpHU Tepeaade. s cxxatus KypHaJIOB ayauTa
HEOOXOMMO UCIIONIB30BaTh YTUIIHTY ZIp.

Zip - 9TO YTUJIUTA JUISl COKATUS W YIAaKOBKU (haljIoB U KaTtajmoroB. UTOOBI CKaTh
(haiis1 MM KaTajior ¢ MOMOIIbI0 KOMaH Ikl ZIp, HAOepUTe B KOMaHHOM CTPOKE:

zip -r ums_(aiiia.zip karajaor

B srom mpumepe ums aiina.zip — co3gaBaeMblii Bamu ¢aiiia, a KaTajior —
KaTaJjor, KOTOpbId OyJeT MOMEIIEeH B HOBbIN zip-daiin. Onius -r yka3blBaeT, 4TO BCE
daiipl U3 KaTajora Katajor — OyJIyT BKIIOUEHBI pEeKYPCUBHO.

YcTaHoBUTH Mapoiib HA apXUMB MOKHO € TMOMOIIBIO Kitova -P, a kimou -e ckpoer
NapoJjb IpH BBOJIE.

6.3.2 ’Kypnaasbl aygura

OC npu COOTBETCTBYIOIIEH HACTPOUKe (HOPMHUPYET pAJl KYpHAIOB ayauTa. Turmsl
cOOBITHII 0€30IMaCHOCTM M MeCTa pa3MELIEHUs COOTBETCTBYIOIIMX >KYpPHAJIOB

MIPUBEJICHBI B TAOJHUIIC:

CoObITHE Kypnaa aynura

3amyck U 3aBeplleHHE BBIMOTHEHUS QyHKINK ayanTa /var/log/audit/audit.log

3amnuce ayauTta i CO6LITHI>1, CBA3aHHBIX C UCTCYCHUCM YCTAHOBJICHHOI'O

o /var/log/secure
aJIMUHUCTPATOPOM CPOKa JCUCTBHUS MapOJIst

3anuch ayaura Ijid CO6BITI/H>1, CBA3aHHBIX C MCTCYCHUEM YCTAHOBJICHHOI'O
aJIMUHHCTPATOPOM cpoka neiictBusi uaeHTH(ukaTopa monbs3zoBarens OC |/var/log/secure
(y4eTHoi1 3ammch)

I{eﬁCTBI/IH, npeanpuHuMacMbie B OTBET HaA BO3MOXHBIC HAPYHICHUSA

6€30MacHOCTH /var/log/maillog

Bce momndukanum kKoHQHUTYypanuu ayanuTa, IPOUCXOIAIINE BO BpeMs cOopa

JaHHBIX ay U /var/log/audit/audit.log

BJ'IOKI/IpOBaHI/IC yquHOﬁ 3allMCH B PE3YyJbTAaTC NPCBLINICHUA MAKCUMAJIbHOT'O

/var/log/secure
Yrciia HEYCIEIIHbIX MOMBITOK BX0/a CUCTEMY

Bce MoanuKkanyuy mONIUTHKY ayJUTa /var/log/audit/audit.log

Bce Moaudukain 3HaueHH aTpHOYTOB 0€30MTaCHOCTH, MCIOIb3yEMBIX IS
CMEHBI HaYaJbHOU ayTeHTU(UKAMOHHON uHpopMaruu nosb3oBareias OC |/var/log/secure
HI0CJIe OJTHOKPATHOTO MCIIOJIb30BAHHS

Bce mopudukanum ayreHTUGUKaIMOHHONW HHQOpMAUU /var/log/secure

IlonHoTEKCTOBAS 3aIlluCh MPUBUJIICTUPOBAHHBIX KOMaH/Q (KOMaH,Z[,

/var/log/audit/audit.log
VIIPABJISIOIINX CHCTEMHBIMH (DYHKITHSIMHU )

IIpuMeneHne MeXxaHn3Ma BOCCTAHOBJICHUS HHGOPMAITUN /var/log/messages
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H3MmeHeHne HacTpOeK MEXaHU3MOB YHHUTOXKEHUS (CTUPaHUs) TaHHBIX

/var/log/audit/audit.log

COowu B paboTe MEXaHNU3Ma W30JISAIIHN TIPOIIECCOB

/var/log/messages

ITonbITKM YCTaHOBKM BHEIIHMX MOAYJIEH YPOBHS S1pa, HE MPOBEPEHHBIX
pa3paboTuyuKOM (TPOM3BOAUTEIEM), WIM BHEUTHUX MOJYyJIEH YPOBHS sifipa C
HapyIIEHHOW LETOCTHOCTHIO

/var/log/audit/audit.log

[ompITKHM 3amycka KOMIOHEHTOB HPOTrPaMMHOT0 00eCIIeYeHHs], LIETOCTHOCTh
KOTOPBIX OblJIa HApyIIEHa, U MOMBITKH 3aIlyCKa KOMIIOHEHTOB IIPOTPaMMHOTO
oOecrievyeHus, TPOW3BEACHHBIX B HAPYLICHWE YCTAHOBJICHHBIX MPaBUI
3aIrycKa KOMIIOHEHTOB MPOTrPaMMHOT0 06ecIiedeHus

/var/log/audit/audit.log

Urenue wHboOpMaIMKM U3 3amUCcel ayJuTa, HEYCICUIHBIC TMOMBITKA YUTATh
“H(pOPMAITHIO U3 3aMHCeH ayanTa

/var/log/audit/audit.log

IIpeanpruHrMaeMble IEHCTBUSL IOCIE NPEBBILIEHUS IOPOra 3aIlOJHEHHS
KypHajla ayAWTa, TpeAlpHHUMaeMble AEeHCTBUS TpH cOoe XpaHEeHHs
JKypHaja ayauTa

/var/log/messages

Bcee 3alipoCbl Ha BBINNOJIHCHUC onepauHﬁ Ha O6’beKT6, Ha KOTOpLIﬁ
PaCIpoCTpaHACTCA MOJIUTUKA JUCKPCIIHUOHHOT'O UJIK POJIEBOI'O AOCTYyIIa

/var/log/audit/audit.log

Bce mombITkH 3KCcTIOpTHPOBATH HH(DOPMAIIHIO

/var/log/audit/audit.log

Bcee pe€UmIC€HUA 110 3alpocaM Ha CETEBBIC IIOTOKW IIPHU HMCIIOJIB30BaAHUH
(1)I/IJ'ILTpaLlI/II/I CCTCBBIX IIOTOKOB

/var/log/messages

OTKIOHCHUE WJIH OPpUHATUC 000r0 MMPOBCPCHHOI'O IMAapoJId IpU MNPOBEPKE
€ro Ha CII0XKHOCTh/ 3aJaHHBbIC MCTPUKHU

/var/log/secure

Bce crmydanm wucmonp3oBaHWS MeXaHM3Ma ayTEHTU(UKALUU, pPe3yJbTar
JENUCTBUSL KaXXIOr0 aKTHUBU3UPOBAHHOTO MEXAaHM3Ma BMECTE C HTOTOBBIM
perieHuemM

/var/log/secure

Bce chaywyam wucmonib30BaHUST MeXaHU3Ma HWACHTU(UKAIMU T10Jh30BaTEII,
BKJTIOYAs TIPEICTABICHHBIN HACHTU(UKATOP TIOIH30BATEIS

/var/log/secure

YcmenmHoe WM HEYCIEITHOE aTpuOyTOB  0E30MacHOCTH

II0JIB30BATEIS C CYOBEKTOM

CBA3BIBAHNC

/var/log/secure

Haznauenue cpoka neiictBus g atpulyTa U ASWCTBUSA, TPEAIPUHATHIE TIO
UCTEYCHNH HA3HAYEHHOTO CPOKa.

/var/log/secure;

/var/log/audit/audit.log

Moaudukanyst rpynisl HonIb30BaTeIen

/var/log/audit/audit.log

Hcnonb3oBanue QyHKIMHA yIpaBIeHUS /var/log/messages
VI3MeHeHns: BHYTPEHHETO PE/ICTABICHHS BPEMEHH /var/log/messages
BrimonHeHne 1 pe3ynbTaThl CAMOTECTUPOBAHUS /var/log/messages
Tum c6ost nu pepbIBaHUS 00CITY)KUBaHUS /var/log/messages
Bce oneparmum OC, npepBaHHbIe H3-3a cOO0s /var/log/messages

Bce nombiTkn ncnonp3oBaHusa (GYHKIIHHA PACIPENEICHUS PECYPCOB C YUETOM
MIPHOPUTETHOCTH OOCITYKUBaHUS

/var/log/audit/audit.log

Bce oOpatenns k GyHKIUSIM pacipeie]IeHUs] peCypcoB

/var/log/audit/audit.log

OTKIIOHEHHE HOBOT'O CeaHca, OCHOBaHHOE Ha OrPAaHWYCHWH 4YHCIA

/var/log/secure
napaJuleNIbHBIX CEaHCOB
Bce mombITkM pa30IoKupoBaHU HHTEPAKTHBHOTO CeaHca /var/log/secure
3aBepIIeHre HHTEPAKTUBHOTO CeaHca MEXaHH3MOM OJIOKHPOBaHUS ceaHca /var/log/messages
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3anuvcy >KypHa/ioB ayjuTa UMeIOT CelyIoLui BUJ;

Kypuan aynnra IIpumep 3anucu coObITHS 0€30MIACHOCTH

/var/log/audit/audit.log type=DAEMON_START msg=audit(1505824570.753:4329): op=start
ver=2.6.5 format=raw kernel=4.9.30-1.el7.x86 64 auid=4294967295
pid=614 subj=system u:system r:auditd t:sO res=success
type=SERVICE START msg=audit(1505824570.773:6): pid=1 uid=0
auid=4294967295 ses=4294967295 subj=system_u:system_r:init_t:sO
msg="unit=rngd comm="systemd" exe="/usr/lib/systemd/s

/var/log/secure Oct 11 09:51:01 redos login[4682]: LOGIN ON tty2 BY ivanov

Oct 11 09:56:40 redos vlock[5049]: pam_unix(vlock:auth): authentication
failure; logname= uid=1001 euid=1001 tty=pts/0 ruser= rhost=
user=ivanov

/var/log/maillog Oct 17 10:47:11 redos postfix/cleanup[9004]: E6G6AE400BE: message-
1d=<20171017074711.E66 AE400BE@redos.localdomain>

Oct 17 10:47:11 redos postfix/qmgr[2780]: E6G6AE400BE:
from=<root@redos.localdomain>, size=496, nrcpt=1 (queue active)

/var/log/messages Oct 11 09:49:38 redos systemd[1]: Starting Local File Systems (Pre).
Oct 11 09:49:38 redos systemd[1]: Mounting /mnt/test_disk...

Oct 11 09:49:38 redos kernel: EXT4-fs (sdb1): mounted filesystem with
ordered data mode. Opts: (null)

6.4. IIpaBa nocryna K gaijiamMm U Katajgoram

PE]J] OC — cucteMa MHOTOIOJIb30BaTENIbCKas, TO3TOMY BOIPOC 00 OpraHu3aiuu
pasrpaHdueHus 10CTyna K Qaiiaam U Karajoram SIBISETCS OJHHM M3 CYIIECTBEHHBIX
BOIIPOCOB, KOTOPBIE JOJKHA PElIaTh ONEPALIMOHHAS CUCTEMA.

B ocHOBe ME€XaHM3MOB pa3rpaHUYEHUs JOCTYIIA JISKAT UMEHA IOJb30BaATENICH U
uMeHa rpynn nois3oBateneil. B PEJ] OC kaxaplii 10ib30BaTellb UMEET YHUKAJIBLHOE
UMs, TOJ] KOTOPBIM OH BXOJMUT B cucteMy (yorupyercs). Kpome Toro, B cucreme
CO3Ja€TCA HEKOTOPOE YMCIIO TPYIII IOJIb30BATENEH, NMPUYEM KaXKAbIA ITOJb30BATEINb
MOXXET OBITh BKJIFOYEH B OJIHY WJIM HECKONbKO rpymm. Co3maeT u yaanseT TPYMIbI
CYIIEPIOJIB30BATENb, OH K€ MOXKET HU3MEHSATh COCTaB YYAaCTHUKOB TOWM WM HWHOU
rpynmnbl. YsieHbl pa3HbIX Tpynn MOTYT MMETh pa3Hbie MpaBa Mo JOCTyNy K Qaiinam,
HarpuMep, TpyIa agIMUHUCTPATOPOB MOXKET HUMETh OoJbllie IpaB, 4YeM TIpymnna

IIPOTPaMMUCTOB.
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B unaexcHoM neckpunrtope Kaxjaoro daiiga 3amucaHbl UMsl TaK Ha3bIBAEMOTO
BJIaJielblia (ailyia u rpyIiIbl, KOTopas UMeeT MpaBa Ha AToT (aitn. [lepBoHavansHO, Mpu
co3nanuu (haiiyia ero BIaACNbIeM OOBSIBISACTCS TOT MOJIB30BATENb, KOTOPBINA 3TOT (haii
co3nai. TouHee — TOT MOJb30BaTENb, OT YbET0 UMEHU 3aITyLIEH MPOLIECC, CO3AIOIIMNI
¢aiin. I'pynmna Toxke Ha3HAYaeTCs MpU CO3/IaHnU (aiiyia — Mo UACHTUPHUKATOPY TPYIIIBI
npoiiecca, cozaatomero (aitn. Brnagensua u rpynny Qaitia MOXHO MOMEHSTh B XOJ€
nanpHenIen paboTsl ¢ MOMOIILI0 KoMaH 1 chown u chgrp.

Beimmonnum komanay Is -l. Ho 3agagum et B KauecTBe JIOMOJHHUTEIHHOTO
napameTpa uMsi KOHKpeTHOro (aitna, Harpumep, (aiina, 3amaroiiero camy KoOMasmy ls.

$ Is -1 /bin/ls

-rwxr-xr-X 1 root root 49940 Sep 12 1999 /bin/ls

B nanHOM ciyuae BmamenbiieM (Qaina sSBISETCS MOJb30BaTeNlb oot W Tpymma
root. Ho Hac celiuac B BBIBOJIE ATOM KOMaH/bI OOJbIIE WHTEPECYET IEpBOE IMOJE,
omnpenensamoniee Tumn (aitna u mpaBa goctyna K (aiiny. DTo moje B NPUBEACHHOM
NpUMEpPE TMPEACTABICHO IEMOYKOM CHMBOJIOB -TWXI-X-X. OTH CHMBOJIBI MOHO
YCJIOBHO PA3JENIUTh HA 4 TPYIIIBIL.

[lepBas rpyrra, cocTosas U3 eAMHCTBEHHOTO CUMBOJIA, ONIpeeNsaeT TuIl (aiina.
OTOT CHUMBOJI B COOTBETCTBHMU C BO3MOXKHBIMH THUIaMH (DaillioB MOXXET NMPUHUMATH
TaKue 3HAYCHUSL:

- — OOBIYHBIN (aili;

d — karanor;

b — (aiin 6104HOrO YCTPONCTBA;

¢ — (aity1 CHMBOJILHOTO YCTPOMCTBA;

s — JOMeHHoe THe3/0 (socket);

P — MMEHOBAHHBIN KaHa (pipe);

| — cumBonmueckas ceplika (link).

Hanee ciaeayroT TpU TPYIIbl [0 TPU CUMBOJIA, KOTOPBHIE M OMPENECIAIOT IMpaBa
nocTyna K (paitiry COOTBETCTBEHHO ISl Biajenblla (aiina, yisi TPYIIbI MOJIh30BaTeNeH,

KOTOpasi COIOCTaBlI€HAa AAaHHOMY (aiily, M I BCEX OCTAJIBHBIX IOJb30BaTENEH
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CUCTeMBI. B HaileM mpuMepe npaBa I0CTyNa JJi BiIaJeblia OMpeaesieHbl KaK WX, 4TO
O3HayaeT, 4yTo Biajenel (root) uMeeT mpaBo yuTaTh ¢aii (r), IPOU3BOIUTH 3aIMKCh B
aToT (aitn (W), W 3amyckaTth (aiim Ha BBITIOJHEHHE (X). 3aMeHa J000TO W3 JTHX
CUMBOJIOB  TIpouepkoM  Oyaer  o3Ha4yaTh, YTO  TOJIb30BATENb  JIMIIAETCS
COOTBETCTBYIOIIETO TpaBa. B TOM >ke mpuMepe MBI BHJIUM, YTO BCE OCTaJIbHBIC
MOJIb30BATENH (BKIIIOYAs M T€X, KOTOPBIE BOIUIM B TPYIITY 0O0t) JIMIICHBI MTpaBa 3alucu
B ATOT (paili, T. €. He MOTYT (haiil pelaKTUPOBATH U BOOOIIE KaK-TO U3MEHSTh.

[IpaBa noctyma u wuHbopMmarus o THme Qaima XpaHATCS B HHICSKCHBIX
JIECKPUINITOPAX B OTACIBHOM CTPYKTypE, COCTOSIICH M3 IBYX OaWTOB, T. €. U3 16 OHT.
Yerbipe Outa u3 3THX 16-THM OTBENEHBI IJIsi KOJAMPOBAHHOM 3amucu o Tume Qaiiia.
Crenytone Tpu OMTa 3a/1a10T 0coOble CBOMCTBA MCMONHAEMBIX (aitnoB. M, HakoHer,
ocTaBiuecs 9 OUT ompeneNsaioT mpaBa AocTyna K daitmy. It 9 6ut pazmenstorcs Ha 3
rpynmsl o Tpu 6uta. [lepBeie Tpu OuTa 3a7al0T MpaBa MOJIb30BATENs, CIEIYIOIINE TPU
Outa — mpaBa TPYMIbI, MOCIeAHHE 3 OuTa OMPENessIOT MpaBa BCEX OCTAIbHBIX
noJib3oBaTesie (T. €. BCeX IMOJIb30BaTeNIe, 3a UCKIIOUEHHWEM Biajenblia (aiina u
rpynmsl Qaiina).

[Ipu »TOM, e€ciM COOTBETCTBYIOIIMH OUT WMeeT 3Ha4YeHwe 1, TO TMpaBo
MPEIOCTaBIsETCS, a eclid OH paBeH (0, TO MpaBo He mpeaocTaBisieTcs. B cumBoibHON
dbopmMe 3amucu mpaB eIMHUIA 3aMEHSETCS] COOTBETCTBYIOIIMM CUMBOJIOM (T, W WIIH X), a
0 mpencTaBisieTCsl IPOYEPKOM.

[IpaBo Ha ureHue (r) Qailna o3HAYaeT, YTO MOJIB30BATEIb MOXKET MPOCMATPUBATh
coaepkuMoe (aiisia ¢ TOMOIIBIO PAa3TUYHBIX KOMaH] IPOCMOTpPa, HAIPUMED, KOMaHI0K
more WIM C TIOMOULIBI0 JI00Oro TEKCTOBOro peaakrtopa. Ho, moapemaktupoBaB
coaepkumoe (haiisa B TEKCTOBOM PENAKTOPE, BBl HE CMOXETE COXPAHHUTh W3MEHEHUS B
daiine Ha AUCKe, e€ClIM HE MMeeTe MpaBa Ha 3amuch (W) B »ToT (aitn. [IpaBo Ha
BBITIOJIHEHUE (X) O3HAYAET, YTO BBl MOXKETE 3arpy3uTh (ailil B MamsATh U MOMBITATHCS
3aIlyCTUTh €r0 Ha BBIMIOJIHCHHE KaK WCIOJHsSEeMYyI mporpammy. KoHedHo, ecnmu B
JeicTBUTENbHOCTH (aitn He sBisieTcss mnporpammoit (unu  ckpunrtom shell), To

3aIyCTUTh ATOT (pailyl Ha BBIIIOJIHEHHE HE YAAcTCsl, HO, C APYroi CTOPOHBI, JTaXe €CIH
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daiin nedCTBUTETBHO SABIISETCS MPOTrpaMMOil, HO MPaBO Ha BBHITIOJHEHUE NIJISI HETO HE
YCTaHOBJIEHO, TO OH TOXE HE 3aIyCTUTCS.

Ecnu BBIMONHUTE Ty %e KoMaHAy s -1, HO B kauecTBe MOCIEIHEr0 apryMeHTa ei
yKkazaTh He uMs ¢aiiga, a UM KaTajiora, Mbl YBHJIUM, YTO JIJISi KATaJOTOB TOXKE
OIpEJIENICHbI MTpaBa JOCTYIIA, IPUYEM OHHU 33JAI0TCS TEMU K€ CAMBIMU CUMBOJIAMU TWX.
Hanpumep, BpImoaHUB KOMaHay Is —1 /, MBI yBuauM, 4TO Karamory bin COOTBETCTBYET
CTpOKa:

drwxr-xr-x 2 root root 2048 Jun 21 21:11 bin

EcTecTBEHHO, YTO MO OTHOLIEHUIO K KaTajJoram TpPakTOBKAa MOHATHHN 'IpaBo Ha
yTeHue", "mpaBo Ha 3anmuch" U "MPaBO Ha BHIMOJIHEHHUE" HECKOIBKO M3MeHseTcs. [IpaBo
Ha YTEHHE M0 OTHOLIEHHWIO K KarajoraM JIErKO MOHATh, €CIM BCIIOMHUTh, YTO KaTajor
— 9310 mTpocTo aia, coAepKamMA CHOUCOK (ailJloB B JAHHOM KaTajore.
CnepoBarenbHO, €CIM BBl HMMEETE€ MPAaBO HAa YTEHHWE KaTajaora, TO Bbl MOXETE
MIPOCMATPUBATH €0 COAECPKUMOE (3TOT caMmblil cucok (paiioB B katanore). [IpaBo Ha
3aMKCh TOXKE MOHATHO — UMEsl TaKOE€ MPaBO, Bbl CMOXKETE CO3/1aBaTh U YAAIATH (ailibl
B 3TOM KaTajlore, T. €. MPOCTO J00aBIsATh B KaTalor WM yAANATh U3 HEro 3aIlucCh,
COJEpKaIlyl0 MMs Kakoro-to ¢aiia M COOTBETCTBYIOLIME cChUIKM. IIpaBo Ha
BBITIOJTHEHUE B JAHHOM CJIy4dae O3HaudaeT MpaBO MEPEXOJUTh B 3TOT Karayor. Ecinu Bbl,
KaK BJaJeJiel, XOTUTE aTh JOCTYI APYIMM IOJIb30BaTEIsIM Ha MPOCMOTP KaKOIO-TO
¢aita B cBOEM KaTaJlore, BbI JOKHBI AaTh UM MPABO AOCTYIA B KAaTaJlor, T. €. JaTh UM
"IMpaBO Ha BBINOJHEHHE Kartajora'. bosee TOro, Hamo JaTh IMOJB30BATENIO MPABO HA
BBINIOJIHEHHWE JJIi BCEX KarajoroB, CTOSIIMX B JEpPEBE BbIIIE JAHHOTO KaTajora.
[TosTOMYy B MpUHLMNE AJI1 BCEX KATAJIOTOB MO YMOJIYAHUIO YCTAHABIMBAETCS MPABO Ha
BBINIOJIHEHUE KaK ISl BJIAJAEIblia U TPYMIbl, TAK U JJIs1 BCEX OCTAIbHBIX MOJIb30BaTEIIEH.
W, yx eciii Bbl XOTHTE 3aKPBITh JOCTYIl B KaTaJor, TO JIMIIMTE BCEX IOJIb30BAaTENIECH
(BKJTIOUAs TPYIITY) MpaBa BXOJAUTH B 3TOT KaTajor.

[locne mpoureHus mnpeaslayliero ad3ama MOXKET INOKa3aThbCs, YTO MPaBO Ha
YTEHHE KaTajora He JAaeT HUYEro HOBOI'O II0 CPABHEHMIO C IPABOM Ha BBINOJIHEHUE.

Onmnako pasHua B OTHUX IIpaBaX BCC XKC CCThb. Ecin 3agate TOIBKO IIpaBoO Ha
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BBITIOJIHEHUE, BBl CMOXKETE€ BOWTHU B KaTajor, HO HE YBUIUTE TaM HU OJHOrO (aiina
(3T0T 3 PeKT 0COOEHHO HATJISAHO MPOSBISETCA B TOM Cllydae, €Clid Bbl MOJb3YyeTeCh
KakUM-TO (haiIOBBIM MEHeIKepoM, Hampumep, nporpammorr Midnight Commander).
Ecnu BBl nMeeTe mpaBo J0CTyna B KAaKOM-TO M3 MOJKATAJIOTOB 3TOTO KaTajaora, TO BBI
MOXkeTe nepeiTu B Hero (komaHaou cd), HO, Kak roBOpUTCS "Bciemyro', Mo MmamsTH,
MMOTOMY YTO CITUCKA (DaiJIOB ¥ TTOAKATAIIOTOB TEKYIIET0 KaTaiora Bbl HE yBUIUTE.

AJNTOPUTM TIPOBEPKH IMpaB MOJIb30BATENsl MPU OOpalleHHH K Qailily MOXKHO
onmucarh CcleAyrmuM obpa3zoMm. CucreMa BHauaje NpPOBEPSET, COBHAAACT JIM HMS
MOJIb30BaTElIsI C UMEHEM Biajaenblia (daitna. Eciu 5Ti nMeHa coBmagaror (T. €. Blajenell
oOpaiaercst kK cBoemy (Qailiry), To mpoBepsieTCsi, UMEET JIM BIIaJIeNiel] COOTBETCTBYIOIIEE
MpaBO JOCTyIa: Ha YTCHHWE, HA 3alHiCh WM HAa BBINOJTHCHWE (HE YIWUBISUTECH,
CYTIEpIIOJIb30BATEh MOXKET JIUIINTh HEKOTOPBIX MpaB U Biajenbila daina). Eciau npaso
TaKoe €CTh, TO COOTBETCTBYIOIIAs OIepalys pasperraetcs. Eciu jke Hy»XKHOTO TpaBa
BIIAJICNICI] HE MMEET, TO MPOBEpKa IMpaB, MPEAOCTABISIEMBIX 4Yepe3 TPYMIy WU depes
rpynmny arpuOyToB JOCTyNa JUisi OCTajJbHBIX IIOJIb30BATENICH, YyKe Jaxe He
MIPOBEPSIOTCS, a TIOJB30BATEII0 BBIJIAETCS COOOIIEHUE O HEBO3MOYKHOCTH BBITIOJTHCHHUS
3aTpeOOBAHHOTO JCHCTBHUSI.

Ecnu umst monb3oBatens, oOparmiaronierocsi k (aiiny, He COBHAJAeT C UMEHEM
BIIAJICNIbIIA, TO CHUCTEMa MPOBEPSET, MPUHAJICKHUT JHU BIAJENEN K TPyIIe, KoTopas
corocTaBiieHa AaHHoMY (aiiny (manee OyaeM MPOCTO Ha3bIBaTh €€ TPYMIo (aima).
Ecmm mpuHammexuT, TO IS ONPEACIICHHs BO3MOXKHOCTH JIOCTyma K (haimy
UCITIOJIB3YIOTCSl aTpUOYThI, OTHOCAIIUECS K TPYIIe, a Ha aTpuOYTHI IJIs BIAACNbla U
BCEX OCTaJbHBIX MOJb30BaTEIe BHUMaHUs He oOpariaercs. Eciu ke nonb3oBaTenb He
SBIIICTCS BiaaenblieM (aitla u He BXOAUT B Tpymnmy daiiaa, TO €ro mpasa
OTIPEJICIISIFOTCSL aTpuOyTaMu JIJIsi OCTAJIbHBIX MOJb30BaTeneil. Takum oOpa3om, TpeThs
rpynmna arpuOyTOB, OINpEAENSAIONIMX IpaBa JOCTyna K (ailily, OTHOCHUTCS KO BCEM
MOJIB30BATENISIM, KpPOME BIajenblla Qaila W TMOJb30BATENCH, BXOASAIIMX B TPYIITY

daiina.
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6.4.1. chmod

Jns u3meHeHus mpaB jgoctyna K (aiinmy ucnonb3yercss komanna chmod. Ee
MOXXHO HCIIOJIb30BaTh B JBYX BapuaHTax. B TepBOM BapuWaHTE BBl JIOJDKHBI SIBHO
yKa3zaTh, KOMY KaKO€ MPaBo JAETe WJIA KOTO STOTO MPaBa JIUIIAETE:

$ chmod wXp ums-daiina

/I BMECTO CHMBOJIa W TIOJICTaBIISIETCA

7100 CUMBOJ U (T. €. MOJIb30BATENb, KOTOPBIN SBIISIECTCS BJIAJICIBIEM);

nu6o g (rpymma);

anb0 o (Bce MOJB30BATENM, HE BXOJSANIME B TPYIIY, KOTOPOW MPUHAIJICIKUT
TaHHBIN (aiin);

6o a (Bce MOJB30BATENM CHUCTEMBI, T. €. W BIJeNelN, W TPpynma, W BCE
OCTaJIbHBIE).

Bwmecrto X craBurcs:

mu60 + (IpenocTaBIsieM MPaBo);

100 — (JTUIIaeM COOTBETCTBYIOIIETO MIPaBa);

100 = (YCTaHOBUTH yKa3aHHBIE ITPpaBa BMECTO UMEIOIINXCS),

BwmecTo p — cumBoJI1, 0003HAYArONTHH COOTBETCTBYIOIIEE ITPaBO:

1 (uTeHue);

W (3aImuce);

X (BBIIOJIHEHUE).

BoT HeckoIbKO MPUMEPOB UCIOJIb30BaHUsI KOMaH bl chmod:

$ chmod a+x file name

MPEIOCTABISET BCEM IOJIb30BATENIIM CHUCTEMBI MPABO Ha BBINOIHEHHE JAHHOTO
(aiina.

$ chmod go-rw file_ name

yAaJseT MpaBo Ha YTEHUE U 3allUCh JIJIS BCEX, KpoMe Blajiesnblia Qaitna.

$ chmod ugo+rwx file_name

JacT BCCM IIpaBa Ha YTCHUC, 3aIIMCh W BBIIIOJIHCHUC.
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Ecnu omycTuTh yka3aHue Ha TO, KOMY IPEAOCTaBISAETCA JaHHOE IIPaBO, TO
noJipa3yMeBaeTcs, 4YTo peyb UeT BooOIIe 000 BCeX MOJIb30BaTeNsIX, T. €. BMecTo

$ chmod a+x file name

MO>KHO 3alKCcaTh MPOCTO

$ chmod +x file_name

Bropoii BapuaHT 3ananug komaHael chmod (OH Hcnonp3yercs yamie) OCHOBaH Ha
nuGpoBOM MpeAcTaBICHUM MpaB. JlJii 3TOro Mbl KOJUpyeM CHMBOJA T nudpoun 4,
cUMBOJI W — Ludpoit 2, a cumBon X — mudpoin 1. s Toro, 4roObl NpeoCTaBUTh
MOJIb30BATENSIM KaKOM-TO HAOOp MpaB, HAg0 CIOXKUTh COOTBETCTBYIOIIME LHQPHI.
[TomyuuB, TakuMm 00pa3oM, Hy>KHbIE LIU(PPOBbIE 3HAYCHUS Ul Biajaeibla (aiina, ais
rpynnbsl ¢aina U JJig BCEX OCTalbHBIX IOJb30BATENeH, 3a7aeM 3TH Tpu LUPPHI B
KauecTBe aprymeHTa komauapl chmod (ctaBuM 3TH UQpHI MOCIE WMEHH KOMaH/IbI
nepesa BTOPbIM apryMEeHTOM, KOTOPBIN 3anaeT ums ¢aitna). Hanpumep, eciu Hamo nath
BCE IpaBa Biajenbiy (4+2+1=7), mpaBo Ha YT€HHE U 3aMUCh — Tpymie (4+2=6), u He
JaBaTh HUKAKUX IPAB OCTAIbHBIM, TO CIEAYET JaTh TaKyt0 KOMAaHJY:

$ chmod 760 file_ name

Ecnu BBl 3HAKOMBI C JABOWYHBIM KOJHWPOBAHUEM BOCBMEPUYHBIX IIU(P, TO BbI
noiiMere, 4To HU(PHI IOCJIE UMEHU KOMaH/bl B 3TOM (hopMe ee MpeACcTaBIeHUs! €CTh He
YTO MHOE, KaK BOCBMEpHYHAs 3alUCh TE€X CaMbIX 9 OWUT, KOTOpbIE 3aal0T MpaBa AJs
BIajenbiia (aitia, rpynmsl (aityia u 11 BCeX MOJIb30BATENCH.

BoinonHATh cMeHy TpaB AocTyna K (aiiay ¢ momoibo komanasl chmod moxer
TOJBKO caM Biajeneln (aitna wnm cyneprnoiab3oBaTenb. [[ias Toro, 4toObl HMETH
BO3MO>XHOCTb HM3MEHUTh IIpaBa TPYMIbI, BIAJENEL JOJDKEH JONOJHUTEIBHO OBITh
YJICHOM TOW IpyIIIbl, KOTOPOM OH XOYET JaTh MpaBa Ha JaHHBIN (ail.

Hano pacckaszaTh ele o Tpex BO3MOXHBIX aTpuOyTax (haiina, ycTaHaBIMBaEMbIX
C IOMOIIbIO TOW ke KoManAbl chmod. DTo Te camble aTpuOyThl ISl UCHOJIHSIEMBIX
¢aitioB, KOoTOpble B MHAEKCHOM JeckpunTope (aiima B ABYXOAWTOBOM CTPYKTYpE,
ompenelsronel nmpaBa Ha (aitn, 3aHMMAlOT MO3UIMM S5-7, cpa3y Iocjiae Koja THIa

(aiina.
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[lepBbIit U3 3TUX aTpUOYTOB — TaK Ha3bIBaeMbIN "OUT CMEHBI WIAEHTU(DUKATOPA
noJsib3oBaTesis". CMBICI 3TOro OMTa COCTOUT B CJIEIYIOLIEM.

OObIYHO, KOTJa MOJb30BATENb 3aIyCKAET HEKOTOPYH MporpaMMmy Ha
BBITIOJIHEHUE, ATa MPOTpaMMa TMOJIydaeT T€ e MpaBa JOCTyma K ¢aiiaM u KaTajioram,
KOTOpBIE MMEET IOJIb30BaTeNb, 3ayCTHBIINNA mporpammy. Ecim ke yctaHoBieH "OuT
CMEHBl MACHTHU(UKATOpa MOJb30BaTeNs", TO IporpaMma MOJIY4YUT IpaBa JOCTyIa K
daiinam u Karamoram, KOTOpble UMEET Biajelel (aitiia mporpaMMsl (TakuM 00pa3om,
paccMaTpuBaeMblii aTpuOyT Jy4lle Ha3plBaTh '"OUTOM CMEHBbl UACHTHU(PUKATOpa
BIajenbia"). DTO MO3BOJSET peniaTh HEKOTOPhbIe 3a7adyd, KOTOpble MHA4Ye ObLIO OBl
TPYJIHO BBIMOJIHUTH. CaMblil XapaKTepHBIN MPUMEP — KOMaHJIa CMEHBI MapoJis passwd.
Bce mapomm momp3oBateneit xpaHsarcs B aitne /etc/passwd, BIagenbiieM KOTOPOTO
SBIIIETCSI CYIEPIONIb30BaTeNb root. [loaTomy mporpamMmpl, 3amylieHHbIE OOBIYHBIMU
MOJIb30BATENISIMHU, B TOM UKCJIE KOMaH1a passwd, He MOTYT MPOU3BOJUTH 3aIUCh B ATOT
(aiin. A, 3HaYUT, MTOJIB30BATENb KaK Obl HE MOXKET MEHATh CBOM COOCTBEHHBII MapoJib.
Ho nna daitna /usr/bin/passwd ycraHoBieH "OUT cMeHbI HACHTU(GUKATOpA Bliaiebla”,
KAKOBBIM SIBJISIETCSl TOJIb30BaTeNb root. CienoBaTeiabHO, MporpaMMa CMEHBI HapoJs
passwd 3amyckaeTcsi ¢ TpaBaMu root M IMOJy4yaeT IpaBo 3amucu B (aiin /etc/passwd
(yxke cpeacTBaMu caMOUM MpOrpamMMbl OOECIEYMBAETCS TO, YTO IMOJIH30BATEIh MOXKET
U3MEHUTH TOJIBKO OJHY CTPOKY B 3TOM (ailne).

YcTaHOBUTH "OouTt CMEHEI unaeHTudukaropa Biagensna" MOJKET
CYTEpII0JIb30BaTENb C TOMOIIBIO KOMaH/IbI

# chmod +s file_name

AHaJIorHYHBIM 00pa3oM padoTaeT "OUT CMeHbI HACHTU(UKATOPA TPYIIIH".

Eme oauH BO3MOXHBIN aTpuOyT UCTIONHAEMOTrO ¢aiiina — 3T0 "OUT COXpaHEeHHUs
3amaun” wim "sticky bit" (mocmoBHO — "OUT mpwiHUIMUUBOCTH"). ITOT OUT yKa3bIBaeT
CUCTEME, YTO TIOCJE 3aBEpIIEHUs MPOrpaMMbl HAJ0 COXPAaHUTh €€ B ONEpPaTUBHOU
namsaTH. YJ00HO BKJIIOYHTH 3TOT OWT A 3aJad, KOTOpPbIE YacTO BBI3BIBAIOTCS Ha
BBHITIOJIHEHUE, TaK KaK B 3TOM CJIy4ae SKOHOMUTCS BpeMs Ha 3arpy3Ky MpOTrpaMMBbl MpU

KaKJIOM HOBOM 3alycke. OJTOT aTpuOyT ObLT HEOOXOAMM Ha CTapblX MOJEIAX
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KOMITbIOTEpOB. Ha coBpeMEeHHBIX OBICTPOJICHCTBYIOIMIUX CUCTEMAX OH HCIOJIb3yeTCs
pelnKo.

Ecnu ucnone3yercs uudpoBoi BapuaHT 3ajaHus aTpuOyToB B KomaHzae chmod,
TO IIU(GPOBOE 3HAUCHHE ITHX aTPUOYTOB JOJDKHO MPEIIIECTBOBATH U(Ppam, 3aTar0ITIM
IpaBa MoJIb30BaTeJIs:

# chmod 4775 file_name

[Tpu »>TOM Beca 3TUX OWTOB Ml MONYYCHHsI HY>)KHOTO CYMMapHOTO pe3yibTara

3aar0TCA CIICAYIOIINUM O6p&30MZ

4 — "OuT cMeHbI uaeHTU(UKATOpA TTOJIb30BaTeNs",
2 — "Out cMeHbl uACHTU(UKATOPA TPYIIIBI",
1 — "OuT coxpanenwus 3agaun (sticky bit)".

Ecnu kakue-1o u3 3THX Tpex OUTOB yCTAHOBJIEHHI B 1, TO HECKOJIBKO U3MEHSAETCS
BBIBOJI KOMaH/IbI Is -1 B yacTu oTOOpakeHusl yCTAaHOBJIEHHBIX aTPpUOYTOB IIpaB JOCTYIIA.
Ecnu ycranoBieH B 1 "OUT cMeHbl HaeHTH(HUKATOpa MONb30BaTeNs", TO CUMBOI "X" B
rpynie, onpenesstonlel npasa Biajenblia ¢aina, 3ameHsercss cumboiioM "s". [Ipuyem,
€CJIM BJajeNiel] MMeeT MpaBO Ha BhIMOJHEHHE ¢aiiia, To cuMBOI "X" 3aMeHsIeTCS Ha
MajieHbKoe "'s", a eclii BiIajieNiel] He MMEeT IIpaBa Ha BhINONHEHUE (aitna (Hampumep,
daiin BooOIIe HE UCTIONHIEMBI), TO BMecTO "X" ctaButcs "S". AHajIOTrHYHBIE 3aMEHbBI
UMEIOT MECTO TPH 3aJaHuM "OWTa CMEHBI HISHTHU(HUKATOpPA TPYNIMHBI", HO 3aMEHSICTCS
cumBon "x" B rpymme arpuOyTOB, 3aJarommXx mpaBa rpynmbl. Eciam paBen 1 "Out
coxpaHeHus 3agaun (sticky bit)", To 3amensiercs cumBon "X" B rpynmne arpuOyTOB,
ONPEAEISAIONIEN TTpaBa ISl BCEX OCTAJbHBIX IMOJB30BATENCH, MpUUeM X" 3aMeHsIeTCA
cuMBOJIOM "t", eciau Bce MOJIb30BaTelId MOTYT 3allyCKaTh (paili Ha BBIMIOJIHEHHE, U
cumBosioMm "T", ecii OHM TaKOTO MpaBa HE UMEIOT.

Taxkum 00pa3oM, XOTsS B BBIBOJE KOMaHbI Is -1 HEe mpeaycMOTPEHO OTIAEIbHBIX
MO3ULUNA 1T OTOOpaKeHHs] 3HAaYeHUW OUTOB CMEHBI HUACHTU(HUKATOPOB U OUTa
COXpaHEHUs 3aJa4d, COOTBETCTBYIOIIAas HWH(OpManus BBHIBOAWTCI. BoT HEOOIBIION
MIPUMEP TOTO, KaK 3TO OYJET BHITIISICTh:

#1s -1 priml
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-rwSrwsrwT 1 kos root 12 Dec 18 23:17 prim1
6.4.2. umask

umask (ot anrn. user file creation mode mask — Mmacka pexxuma CO3IaHUS
MOJIb30BaTENbCKUX (aitioB) — ¢ynkius cpenbl POSIX, u3menstomas mpasa JA0CTyma,
KOTOpbIE TPUCBAUBAIOTCA HOBBIM (haiilaM M JUPEKTOpUAM Mo ymosyaHuto. IIpasa
noctyna (haisoB, CO3JAHHBIX NPH KOHKPETHOM 3HAYEHHHM umask, BBIUHMCIAIOTCS IpH
MOMOIIM CJIEIYIOUMX MOOUTOBBIX omnepanuii (umask o0ObIYHO ycTaHaBIUBaeTCs B
BOCBMEPUYHON CHUCTEME CYUMCIIEHHS): MmooutoBoe M Mexay yHApHBIM JIOMOJHEHHEM
apryMmeHnTa (ucnonb3ys noourosoe HE) u pexxumom nosiHoro gocrymna.

dakTruyeckd, umask yka3bIBaeT, Kakue OUTHI CIeIyeT COPOCUTH B BHICTABIIIEMbBIX
mpaBax Ha (paili — KaXIbli yCTaHOBJICHHBIM OWT umask 3ampermaeT BBICTAaBIICHHE
COOTBETCTBYIOLIEro Outa mpaB. VckimioyeHHWeM M3 3TOro 3ampeTra sBisercs OuT
UCIIOJIHSIEMOCTH, KOTOPBIN JJi1 OOBIYHBIX (DAISIOB 3aBUCUT OT CO3JAIOIIEH MPOTrpaMMBbI
(TpaHCHISITOPBI CTaBAT OWUT MHCHOJHSIEMOCTH Ha co3JaBaemble (Galibl, JOpyTHe
porpaMMbl — HET), a JAJI1 KaTajloroB cieayeT obmeMy npaBuiy. umask 0 o3Havaer,
YTO clieyeT (MOXKHO) BBICTABUTh BCE OUTHI MpaB (rwxrwxrwx), umask 777 3amnpeniaer
BBICTaBJICHUE JIFOOBIX TIPAB.

HonycTtum, uto 3HadyeHWe umask paBHsieTcss 174, Torma Kakablidi HOBBIM (haiii

Oyner uMmeTh paBa qoctyna 602, a kaxaas HoBast AupexTopus 603.
6.4.3. chown

chown (ot anri. change owner) — yTwinTa, WU3MEHSIONIAs BIaJebla /WU
rpynny i yKa3aHHbIX (aiioB. B KauecTBe MMEHHM BIaJeiabLa/Tpynibl Oepércs
IIEPBBI apryMEHT, HE SBILIOIIMKCS onuueil. Eciii 3a1aHO TOJIBKO MM IOJIb30BaTENs
(W1 YMCIIOBOM MIIEHTU(UKATOP MOJIb30BATeNA), TO AAHHBIA MOJIb30BATENIb CTAHOBUTCS
BJIQJIETIbIIEM KaXXJO0r0 U3 yKa3aHHBIX (DailioB, a rpymnma 3TUX (aillioB HE W3MEHSETCH.
Ecnu 3a nMeHeM nosib30BaTess yepe3 ABOETOUUE CIEAYET UMs TpYMNIbl (WIM YUCIOBOM
uaeHTU(UKATOp TPYMIbI), 0e3 MpoOeIOB MEXTy HUMH, TO U3MEHSETCS TaKKe U TpyIia

daiina.
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Hcnonbs3oBanue

chown [-cfhvR] [--dereference] [--reference=rfile] mosb3oBaTesb[:rpynmnal
¢paiin...

-c, --changes IToapoOHO omucHIBaTH AEHCTBHE I Kaxaoro (aiina, Biamgesnelr
KOTOPOTO JCHCTBUTEIHHO H3MEHSICTCS.

-f, --silent, --quiet He BbimaBarTh cooOmieHus o0 ommOkax s (aidaoB, yeu
BIIaJIeJICI] HE MOXKET OBITh M3MEHEH.

-h, --no-dereference PaGorarh ¢ caMUMH CHMBOJLHBIMHU CCHIJIKAMHM, a HE C
(aiimamMu, Ha KOTOpPBIC OHM YKa3bIBalOT. JlaHHAS OMIMS TOCTYITHA TOJIBKO €CIIH UMECTCS
CHUCTEMHBIN BBI30B Ichown.

-R, --recursive PekypcuBHOE U3MEHEHHE BiaJeliblla KaTallorOB MW UX
COJIEP)KUMOTO.

-v, --verbose [logpoOHoe omucanue AeHCTBUS (WJIM OTCYTCTBHS JNEUCTBUS) IS
Kaxxzoro Qaiina.

--dereference M3menutsh Bnajaenbna ¢aiisia, Ha KOTOPBIM YKa3bIBa€T CUMBOJIbHAS
CCBIIKa, BMECTO CAaMOM CMMBOJILHOM CCHUIKH.

--reference=rfile M3menuts Bnazenviia Qaitia Ha TOTO, KOTOPBIM SIBISETCS

BIIaJIeIblIeM (aiia.
6.4.4. ACL

ACL (Access Control List - Cmucox Koutpons Jloctyma) mpemocraBiser
pacHIMpeHHbIN U OoJjiee THOKUI MEXaHU3M pacnpeeneHus npas (ailoBeix cucteM. OH
NpelHa3HaueH [UIsl paclmupeHus mpaB jgoctyna K ¢aitmam. ACL mno3Bossier
yCTaHaBJIMBATh pa3pelieHusl JIOO0BIM TMOJB30BATENSM WM TPYIIaM JJs pPa3IudyHbIX
(hailsIOBBIX PECYPCOB.

Yroosr Bmounth ACL, (aiinoBas cucrtema A0mKHA OBITH CMOHTHPOBaHa C
onruent acl. Ucnonb3yiite fstab it TOCTOSHHOTO MOHTHPOBAHUE C JAHHOW OMIIHUCH.

Jlnst m3menenus npaB ACL ucnons3yiite komaHy setfacl.

I[O63BI/ITI> paspCUICHUA AJIA I1I0JIb30BaTCILA (user 34C€Ch UM ITOJIb30BATCIIA HJIIN €TI0

ID):
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# setfacl -m "u:user:permissions" <file/dir>

JloGaBuTh paszpemieHus Juisi TPYMIb (group 37ech uMs rpynmsl wiu e€ [D):

# setfacl -m "g:group:permissions" <file/dir>

Bce ¢aitner m katanmorm mpu coszmaHuu OyayT HacnenoBaTh 3amucu ACL
POJIUTEIBCKOIO KaTajora:

# setfacl -dm "entry" <dir>

VY nanuts onpenenéunyro ACL 3anuche:

# setfacl -x "entry" <file/dir>

V nanuth Bce ACL 3ammcu:

# setfacl -b <file/dir>

[Tocmotpets mpaBa ACL:

# getfacl <file/dir>

VY nanenue Bcex 3anucei pacmmpenust ACL:

# setfacl -b abc

ITIpoBepka pazpenieHuil:

# getfacl abc

3nak +(Turoc) B BhIBOJE KOMaHbl Is -1 koTopeiii crnexyer 3a mpaBamu Unix,
yKa3bIBaeT Ha ucnoiibzoBanue ACL.

$ Is -1 /dev/audio

crw-rw----+ 1 root audio 14, 4 nov. 9 12:49 /dev/audio

$ getfacl /dev/audio

getfacl: Removing leading '/ from absolute path names

# file: dev/audio

# owner: root

# group: audio

user::rw-

user:solstice:rw-

group::rw-

mask::rw-
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other::---

[Touck ¢aiinos ¢ npaamu ACL

getfacl -R -s -p <dir> | sed -n 's/*# file: //p'

JaHHAs KOMaHJa WIIET B YKa3aHHOM KaTajiore W €ro MojKaragorax Bce (paiibl u

IUPEKTOPUU KOTOphIe UMEIOT npaBa ACL.
6.4.5. Chattr u Isattr

chattr — u3mensier atpulyThl (aiinoB Ha GalIoBbIX cucTeMax ext3, ext4.

CunTakcuc

chattr [ -RV | [ -v Bepcus | [ aTpu0yTsI | paitibl...

-R PexypcuBHO u3MEHSTh aTpuOyThl KaTajoroB M HX cojepkumoro. Bce
HalJICHHBIC CUMBOJIMYECKHUE CCHUTKU OYIyT HTHOPUPOBATHCS

-V BeBoguT Oojiee TONHYIO BBIBOAUMYIO HMHGOPMAIMIO W  BEPCHUIO
nporpammsl chattr

-f OTKIJIFOYUTH BBIBOJ] OOJILIIMHCTBA OIHOOK

-p POEKT  YCTaHOBUTH HOMEP MPOEKTA

-v Bepcusi Y CTaHOBUTh HOMEpP Bepcuu/TeHepanuu ¢aiina

dopmat cumBoIBHOTO pexuma: +-=[ASacDdlijsTtu].

Omnepatop «+» o00o3HadaeTr jJ00aBICHHWE YKa3aHHBIX  aTpHOyTOB K
CYIIIECTBYIOIINM; «-» 0003HAYAET UX CHATHE; «=» 0003HAYAET YCTAHOBKY TOJBKO ATHX
aTpuOyTOB (haitimam.

CumBonbl «ASacDdijsu» yka3pIBalOT Ha HOBbBIE aTPUOYTHI (DAMIIOB:

a append only. ®aiin MOXKeET OBITh OTKPBIT TOJIBKO B PEKUME J103AMUCU

A no atime updates. He 0OHOBIISTE moJie atime (BpeMs MOCIeHEro JOCTYIIA)

¢aiina. YMeHbIlIaeT KOJUYECTBO ONEpaIlfil 3aMMCH Ha yCTPOIMCTBO

Cc compressed. daiin 3amucad Ha AUCK C UCIIOJIB30BAaHUEM COKATHS

C no copy-on-write. OTkmrouenne pexkuma Copy-on-write Uit YKa3aHHOTO
daiina.

d no dump. OTkIOYaeT co3gaHWe apXWBHOW KomuM (haija MporpamMmoin
dump
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D synchronous directory updates. BxkmrouaeT CHHXPOHHYIO — 3alllCh
M3MEHEHUH B IaHHOM KaTayiore. TO SKBUBAJIEHTHO OMUKHU dirSync mpy MOHTHUPOBAHUU
(haiI0BOI CUCTEMBI

§] extent format. Bkirouaer ncnonp3oBanue extent IIpHU BBICIICHUHU MECTa Ha
yCTpoicTBE ATpUOYT HE MOXKET OBITh OTKJIFOUEH € MOMOIIBIO chattr

E ATpuOYT SKCIIEpUMEHTAJIbHBIX METO/IOB CKaTusl  ATpuUOYyT HE  MOXKET
OBITh YCTAHOBJICH WJIM CHST C MOMOIIIbIO chattr

1 immutable. Yka3piBaeT, uto (aitn 3amuiieH oT U3MEHEHHH: HE MOXKET
OBITh yJlaJICH WU TEPEMMEHOBaH, HUKaKas CChUIKA (3KeCTKasi) He MOKET OBITh CO3/1aHa

Ha 3TOT (haiisl, HUKaK1e JaHHbIE HE MOTYT OBITh 3aMMCaHbI B (haii.

I VYKa3bIBAE€T YTO yKA3aHHBIA KaTaJOT MPOWHIECKCUPOBAH C IIOMOIIBIO XEIll-
nepeBa
] data journalling. Bce nmannbie ¢aiina nepen 3anucbi0 OyAyT MOJHOCTBHIO

3amMcaHbl B XKypHan ext3/ext4, HecMoTps Ha onuKKu MOHTUpoBaHUs «data=ordered» win
«data=writeback». B pexume «data=journal» 6GeccmbiciaeH

P project hierarchy. VYkaspiBaeT, 4TO Karajor ¢ BIIOXEHHBIMH (aiiamu
ABJISICTCS UEPAPXUUECKON CTPYKTYPOU MPOEKTA.

S secure deletion. ATpuOyT 3amuieHHOro yaadeHus ¢aiina, nepen
yAaJeHHeM Bce coiep kuMoe ¢aiiina moiHoCThio 3aThpaetcs «00»

S synchronous updates. ATpuOyT CHHXPOHHOM 3alMCH ISl JaHHOTO (aiinia,
aHAJIOTWYEH OMIIUN MOHTUPOBAHUS «Sync» (haioBoi CUCTEMBI

t no tail-merging. Otkiroyaet Metoy tail-merging nis daiina.

T top of directory hierarchy. YkaspiBaeT 4TO Karajior SIBISETCS T'OJIOBOM
UepapXUH KaTajJoroB.

u undeletable. VYkaspiBaeT cucreme, uTO TpH ynajdeHuu (aitnma ero
CONIEP)KUMOE  JOJDKHO  OBITh  COXPAaHEHO C  BO3MOKHOCTBIO  JalIbHEHIIEro
BOCCTAHOBJICHHSI

Isattr - BEIBOAUT aTpuOyTHI (haiina pacmimpeHHON (PailliIoBON CUCTEMBI.

CHUHTAKCHUC
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Isattr [ -RVadyv | [ files... |

Isattr BeIBOIUT aTtpuOyThl (haiiyia, KOTOpbIE MOTJIM OBITh YCTAHOBJIEHBI paHee
KoMaH10# chattr.

OInn

-R PekypcuBHO BBIBOJUT aTpUOYTHI KATAJIOTOB M X COJICPKUMOTO.

-V BpIBOOUT BEPCHUIO TPOTPAMMEI.

-a BeiBoguT mHpopmanuio mo Bcem ¢aiiyaM B KaTallorax, BKJIIOYash CKPBITHIE
(aiiibl, YbM UIMEHA HAUUHAIOTCS C ..

-d OTtoOpakaeT MMEHa KaTajJoroB TaKXe, KaK U OCTaJbHbIE OOBIYHBIC (HaWIIBI

(BBaMGH BbIBOJIa CIITMCKOB HX COI[ep}KI/IMOFO).

-v BeIBOAUT BepcuIo WK HOMEp MOKOJEHUs (aiina.
6.5. Systemd — ynpasJienne komnoHenramu OC

Systemd — meHeKep cCUCTEMBI U cepBUCOB B omnepanronHoit cucteme PEJ] OC.

Systemd peanusyer koHuenuuio rOHUTOB systemd. FOHUTBI mpencTaBiIeHBI
KOHQUTYpaMOHHBIMU (halijiaMu, pa3MEIICHHBIMU B OJJHOU U3 JTUPEKTOPHIA:

/ust/lib/systemd/system/ — FOHUTBI U3 YCTAHOBJICHHBIX TTakeTOB RPM.

/run/systemd/system/ — FOHUTBI, CO3JlaHHBIC B paHTaliMe. ITOT KaTajor
NPUOPHUTETHEE KATAJIOTa C YCTAHOBJICHHBIMY FOHUTAMH U3 MTAKETOB.

/etc/systemd/system/ — FOHMTBI, CO3JaHHBIE M YIpaBIseMble CHUCTEMHBIM
aIMUHUCTPATOPOM. DTOT KaTaJlOl MPUOPUTETHEE KaTajora IOHWUTOB, CO3JaHHBIX B
paHTanMme.

KOuuThl comepkar WH(OPMAIMIO O CHUCTEMHBIX CEPBUCAX, MPOCITYIIMBAECMBIX
COKETaxX, COXpPAaHCHHBIX CHAIIIOTAaX COCTOSHUN CHCTEMBl H JPYTHX OOBEKTaXx,
OTHOCSIIITUXCS K CUCTEME MHUITHATU3AIINH.

Tune! toruTOB systemd:

.Service — CHCTEMHBIH CepBHUC,

target — rpynmna oHUTOB systemd,

.automount — TOYka aBTOMOHTHUPOBaHUS (HalJIOBOM CUCTEMBI,
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.device — daiin ycTpolcTBa, paClIO3HAHHOTO SAPOM,

.mount — TOYKa MOHTUPOBaHUS (DATIOBON CUCTEMBI,

.path — daiin wnu gupekropus B (aiiioBoi cucteme,

.Scope — Mpoliecc, CO3/IaHHbII U3BHE,

slice — rpymma uepapXWdYeCKd OpPTraHW30BAHHBIX IOHWUTOB, YIIPABIISIOIIAS
CHUCTEMHBIMH TPOIIECCaMH,

.snapshot — coxpaHeHHOE COCTOsIHHE MeHeKepa systemd,

.socket — COKeT MEXMPOIIECCHOTO B3aUMOCHCTBHS,

.Swap — CBall-yCTpONCTBO Wi cBar-daiin (haiia moakauku),

.timer — Talimep systemd,

Bo Bpems 3arpy3km systemd MOpoCIyImMBaeT COKETHI JJII BCEX CHCTEMHBIX
CEPBHUCOB, TMO/IEP)KUBAET ITOT TUIl AKTUBAIIMM W TIEPEAeT COKETHl ITHM CEpBUCAM
Cpasy Tocje cTapTa CepBHCOB. JTO MO3BONSIET systemd He TOJBKO 3aIyCKaTh CEPBHUCHI
napajuiebHO, HO TaKKe MTaeT BO3MOXKHOCTH Iepe3amycKkaTh CEpBUCHI 0e€3 MmoTepu
JTFOOBIX  OTMPABJICHHBIX WM COOOIICHWN, TII0OKa CEpPBUCHI OBUIM  HEIOCTYITHBI.
COOTBETCTBYIOIIUH COKET OCTAeTCS JOCTYITHBIM M BCE COOOIICHUS BBICTPAMBAIOTCS B
ouepe.b.

CuctemMHBIe  CEepBHCHI, ucHonb3ytomue D-Bus mig  mexmporeccHoro
B3aMMOJICUCTBHS, MOTYT OBITH 3alyIIeHbl 1O TPEOOBAHMIO, KOTJA KIHEHTCKOE
MIPUIIOKEHUE TIHITACTCS CBSI3aTHCS C HUMU.

CHucTeMHBIE CEPBHUCHI, TOJJCPKHUBAIONINE AaKTUBAIMIO, OCHOBAaHHYIO Ha
YCTPOWCTBAaX, MOTYT OBITh 3alyIIeHBI, KOTJAa OIpPEACICHHBI THI OO0OpPYIOBaHUS
MOJIKJTFOYACTCSI MITU CTAHOBUTCS JIOCTYITHBIM.

CucTeMHBIE CEpPBUCHI MOTYT IOJJICPKWUBATh OSTOT BHUJ AaKTUBAIMH, €CJIIU
U3MEHSIETCS] COCTOSIHUE TAIKHU WA JTUPEKTOPHUHU.

Cucrtema MOXET COXPAaHATH COCTOSHHME BCEX IOHHTOB M BOCCTaHABIIUBATH
MPEABIAYINEe COCTOSTHUE CUCTEMBI.

Systemd  orciaexxuBaeT W ympaBisieT ~ TOYKAMH ~ MOHTHPOBAaHUS |

ABTOMOHTHUPOBAHHAL.
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ArpeccuBHasi mapaienuzaius  Systemd 3amyckaeT CHCTEMHBIE CEpPBHCHI
napajjielbHO H3-32 HUCIIOJIb30BAaHUSI aKTHBAllMM, OCHOBaHHOW Ha cokerax. B
KOMOWHAIIMK C CEepPBHUCAMH, TOMJICPKHUBAIONMMUA AaKTHUBAIMIO TIO0 TPeOOBaHUIO,
napajiebHas aKTUBAIIHS 3HAYUTEIHHO YMEHBIIAET BPEMS 3aTrPy3KH CUCTEMBI.

Jlo aKkTMBaNMKM W JCaKTUBAIIMU FOHUTOB Systemd BBIYHCISAECT WX 3aBUCHUMOCTH,
CO37a€T BPEMEHHYIO TPAH3AKIHMIO M MPOBEPSET LEIOCTHOCTh 3TOM TpaH3akuuu. Ecin
TpaH3aKIUs He LIeNOCTHas, systemd aBTOMaTUYECKHU MBITAETCS UCTIPABUTD €€ U yJIaTUuTh
He TpeOyroluecs 3aanus u3 Hee 10 GopMUPOBaHUS COOOIIEHUS 00 OLIOKeE.

SystemD mMOJHOCTBIO TMOJACPKUBAECT CKPUMNTH WHULUATU3AIMK SysV, Kak
ornucano B cnenudukanmuu Linux Standard Base (LSB), uro ympomraer mepexos Ha
systemd.

[To cnocoOy MCTOIB30BaHMS CEPBUCHBIC FOHUTHI .S€TVICE€ HATOMUHAIOT CKPUIITHI
vHULIManu3auuu. Jjis mpocMoTpa, cTapTa, OCTaHOBKH, MEpe3arpy3Ku, BKIOUCHUS WU
BBIKJIFOYEHHUSI CUCTEMHBIX CEPBUCOB MCIOJb3yeTcsa KoMaHaa systemctl. Komanmabl
service u chkconfig mo-npexxHeMmy BKIIIOUYEHBI B CUCTEMY, HO TOJBKO 0 COOOpaKEHUAM
COBMECTUMOCTH.

[Tpu ucnons3oBanuu systemctl ykaspiBath paciiupenue (aiiia He 00s3aTeNbHO.

OcHOBHBIE KOMaH/IbI systemctl:

systemctl start name.service — 3amyck cepBuca,

systemctl stop name.service — ocTaHOBKa CE€pBHCa,

systemctl restart name.service — nepe3amnyck cepBuca,

systemctl try-restart name.service — Iepes3anyCck CepBHCAa TOJBKO, €CIIM OH
3aIyuieH,

systemctl reload name.service — nepe3arpy3ka KoH(pUTypaluu cepBuca,

systemctl status name.service — MpoBEpKa, 3aMyUIEH JU CEPBUC C JACTaTbHBIM
BBIBOJIOM COCTOSIHHSI CEpBHCA,

systemctl is-active name.service — npoBepka, 3aIyIlIeH JI1 CEPBUC C IPOCTHIM
OTBETOM: active WiIu 1nactive,

systemctl list-units --type service --all — oToOpaxxeHue cratyca Bc€X CEpBUCOB,
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systemctl enable name.service — akTUBUpYET cepBHC (ITO3BOJIAET CTAPTOBATH BO
BpEMsI 3aITyCcKa CUCTEMBbI),

systemctl disable name.service — 1eakTUBUpPYET CEPBUC,

systemctl reenable name.service — 1€aKTUBUPYET CEPBUC U Cpa3y aKTHUBUPYET
ero,

systemctl is—enabled name.service — npoBepsieT, aAKTUBUPOBAH JI CEPBUC,

systemctl list-unit-files --type service — oTroOpakaeT Bce CEpBUCHI U MIPOBEPSIET,
KaKWe U3 HUX aKTUBUPOBAHBI,

systemctl mask name.service — 3amensieT ¢aln cepBuUCa CUMJIMHKOM Ha
/dev/null, nenast FOHUT HETOCTYITHBIM IS systemd,

systemctl unmask name.service — Bo3BpamaeTr ¢aiin cepBuca, jaenas IOHUT
JTOCTYITHBIM JiJIs Systemd.

@aiinbl nenelt systemd .target mpenHa3Ha4YEHbI U1 TPYNIIUPOBKH BMECTE APYTHUX
IOHUTOB systemd uyepe3 nenouky 3aBucumocted. Hampumep ronut graphical.target,
UCIIOJIb3YIOIIMICS Ui cTapTa rpaduueckoil ceccuu, 3alyCKaeT CUCTEMHBIE CEPBUCHI
GNOME Display Manager (gdm.service) u Accounts Service (accounts—
daemon.service) u akTuBuUpyeT multi—user.target. B cBoro ouepens multi—user.target
3alycKaeT JIpyrue CHUCTEMHbIE  CcepBHCHl, Takue kak Network Manager
(NetworkManager.service) wiu D-Bus (dbus.service) u akTuBupyeT Apyrue LEIeBbIC
IOHUTHI basic.target.

B PEJ] OC npucyTCTBYIOT IPEAONPEACICHHBIC LIEIU, MOX0KUE HA CTAaHJAPTHBIN
Ha0op ypoBHe# 3amycka. [lo cooOpakeHUsSIM COBMECTUMOCTH OHU TakKKe HMEIOT
MICEBJIOHUMBI Ha 3THU II€JIM, KOTOPhIE HANPSIMYIO0 OTOOpa)xaloTcs B YPOBHSIX 3aIlycKa
SysV.

poweroff.target (runlevel(.target) — 3aBepiieHue pabOThl M OTKIIOUYCHHUE
CUCTEMBI

rescue.target (runlevell.target) — HacTpolika 000J0YKH BOCCTAHOBIICHUS

multi—user.target (runlevel2.target, runlevel3.target, runlevel4.target) —

HacTpoiika HerpauuecKoi MHOTOMOJIb30BATEILCKON CUCTEMBI
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graphical.target (runlevelS.target) — HACTpOMKa rpaguyecKon
MHOT'OMOJIb30BaTEIbCKOM CUCTEMBI

reboot.target (runlevel6.target) — BeikiIroueHHE U nIEpe3arpy3Ka CUCTEMBI

Komannsr runlevel u telinit mo-mpexHeMy JOCTYIHBI, HO OCTaBJIEHBI B CHCTEME
Mo COOOpaX€HUsIM COBMECTUMOCTU. PekoMeHayeTcsi ucnoiib3oBaTh systemctl s
W3MEHEHUS WIN HACTPOMKU CHCTEMHBIX LIEJIEH.

[ns onpeneneHus, KaKol LENEBOM FOHUT UCIOJIB3YETCS M0 YMOJIYaHUIO, TIOJIE3HA
cleayromas KOMaHaa:

systemctl get—default.

JAns mpocMoTpa BCEX 3arpy’KEHHBIX LEJEBBIX FOHUTOB BOCHOJIb3YHTECH
KOMaHJI0H1

systemctl list-units --type target,

a 1711 IPOCMOTpa BOOOIIIE BCEX LEJIEBbIX FOHUTOB KOMaH/I0M:

systemctl list-units --type target --all.

s u3MEeHeHus ey 0 YMOJIYAHUIO IOMOXKET KOMaHAa

systemctl set-default name.target.

JIJ1s1 "BMEHEHUS TEKYILEH LEeJH:

systemctl isolate name.target.

Komanpa 3amycTWT LENeBOM IOHUT M BCE €0 3aBUCHMOCTH M HEMEIJIEHHO
OCTAaHOBUT BCE OCTAJIbHBIE.

B PEJ] OC systemctl 3ameHsIeT 3HaUUTEIbHOE KOJIMYECTBO KOMAaH]I YIIPaBIICHUS
nutanueM. [IpexxHue KoOMaHIbl COXPAaHEHBI JJIi COBMECTUMOCTH, HO PEKOMEHIYETCS
HCIIOJIb30BaTh systemctl:

systemctl halt — octanaBnuBaer cucremy,

systemctl poweroff — Beik;TIOUaET cucTemy,

systemctl reboot — nepesarpyxaer cucremy.

Systemd mno3BomsieT ynpaBnarh yaaneHHoW MamuHou no SSH. g ynpaBneHus
WCIOJIB3YUTE KOMAHAY:

systemctl --host user name@host name command,
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r7Ie user hame — UWMs TMOJb30BaTelsl, host name — HUMs XOCTa, KOTOPHIM
OCYIIECTBIISIETCSl YJAJICHHOE YIIpaBiieHHe, a command — BBIMOJHIEMAas KOMaHIa
systemd.

[Tonpobnast wHboOpMammss O Bcex mapameTpax (aitma .service ecTbh B
COOTBETCTBYIOIIEM pa3jeliec JOKyMEHTAINHU 1o systemd.

[Unit]

Description=Daemon to detect crashing apps

After=syslog.target

[Service]
ExecStart=/usr/sbin/abrtd

Type=forking

[Install]
WantedBy=multi-user.target

HaBaiite mocmorpum Ha cexkuuro [Unit]. OHa comepKuT oO01Iyr0 HHGOPMAIIUIO O
cepuce. Takas cekuus €CTh HE TOJBKO B CEPBHUC-IOHUTAX, HO M B JIPYTUX IOHHUTaX
(HampuMep NOpH  YIPaBICHUH YCTPOMCTBAMHM, TOYKAMU MOHTUPOBaHUA U T.1.). B
MpUMEpPE MBI JJa€M OINMMCAaHWE CEPBHCA W YKa3bIBa€M Ha TO, YTO JIEMOH JIOJDKEH OBITh
3amyieH nocie Syslog.

B cnenyromieit cexuuu [Service]| HEMOCPEACTBEHHO COAEPKUTCS MHPOpMALIUS O
Hamem cepBuce. Mcnonb3yembiii mapamerp ExecStart ykaspiBaeT Ha HMCHOJIHSEMBIH
¢aiin Hamero cepBuca. B Type mbl yka3piBaeM, Kak cepBUC yBemomisieT systemd 00
OKOHYaHUU 3aITycKa.

OunanbHas cexuus [Install] cogepxut nHbOpMaIIMIO O TENH, B KOTOPOH CEPBUC
JOJKEH CTapTOBaTh. B MaHHOM ciydae MbI TOBOPHM, UYTO CEpPBHC JOJDKEH OBIThH

3aImyIieH, Korjaa OyIeT akTHBHpOBaHa 11eb multi—user.target.
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OT0 MUHUMAIBHBIN paboTatomuii (aitn cepBuca systemd. HamumcaB cBoi, st
TECTUPOBAaHMUS  CKONMMpyHTe ero B  /etc/systemd/system/ums cepBuca.service.
BrimotHuTEe KOMaH BT

systemctl daemon-reload.

Systemd y3HaeT 0 cepBUCE U BbI CMOXKETE €0 3ayCTHUTh.
6.6. SELinux

SELinux (Security-Enhanced Linux) o0ecrieunBaeT yCWJICHHE 3aIUThl IyTeM
BHECCHHMsI WM3MCHCHMHA KaK Ha YpOBHE sjIpa, TaKk W Ha YypOBHE IPOCTPAHCTBA
noJyib3oBaTesns. Jlamee omMchIBalOTCS OCHOBHBIC MPHUHIUIBI, Ha KOTOPBIX MOCTPOCHA

pabora ucrnonb3dyembix 6ndauorex SELinux, a takxe ux peanuzamus B PEJ] OC.
6.6.1. Beeaenue

B OonbIIMHCTBE OMEPAIMOHHBIX CHUCTEM UMEIOTCS CpEeCTBA YIpaBIEHUS
JOCTYTIOM, KOTOpBIE OMPEENIAIOT, MOXKET JIM OMpPEIEICHHbII 00BbeKT (TOJIh30BaTEINb
WIM [OporpamMma) MOJY4YUTh JOCTyn K omnpeneneHHomy pecypcey. B PEJl OC
MIPUMEHSIETCSl pa3TpaHUUYUTENbHBIA KOHTPOJb nocTyna (discretionary access control,
DAC). DtoT MeToa MO3BOJSET OTPAaHUYUTH JOCTYIl K OObEKTaM Ha OCHOBE TpyMHI, K
KOTOPBIM OHU TpUHaANexaT. Hampumep, mis kaxaoro Qaiiina onpeaeseHsl BIajenell,
rpynmna, a TakXe yKa3aHbl IpaBa JocTyma K 3tomy ¢ainy. [IpaBamu npocrtymna
OTIPENEISIETCS, KTO MOXET TOJYYUTh JOCTYN K (DailiTy, KTO MOXKET OTKPBITh €T0 IS
YTEHHS, KTO MOXXET BHECTH B HEr0 M3MEHEHHS, KTO MOXXET 3alyCTUTh ATOT (aiim Ha
BbIMOJHeHWE. [IpaBa gocTyma ompedeneHsl Ui TpeX KaTerOpuid: TOJIb30BaTElNb
(Bnagener ¢aiina), rpyrra (Bce MoJIb30BaTENN, KOTOPBIE SBISIOTCSA YJIE€HAMU TPYIIIIbI) U
apyrue (Bce Mojib30BaTeNM, KOTOPhIE HE SBIISIIOTCS HU BiajelblieM ¢aiina, HU YieHaMH
TPYIIIBI).

JpyrumM MeTOJ0M YyMpaBJICHUS JOCTYIIOM SIBJISIETCS YIPaBJICHHE JOCTYIIOM Ha
ocHoBe poueit (role-based access control, RBAC). Ilpu ucnonszoBanuu RBAC npasa
JOCTyTa MPEIOCTABISAIOTCS HA OCHOBE pOJICH, BBIIABAEMBIX CHCTEMOM O€30MacHOCTH.

OTanune KOHUEMIUU POJjed OT TPAJULIHUOHHBIX TPYNI COCTOMT B TOM, YTO rpymmna
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MPEJICTABIISAECT OJHOTO WJIM HECKOJBKHUX IMOJIb30BATENICH, B TO BpEMs KaK pojb, XOTs OHA
TaK)k€ MOXET OBITh NpPUMEHEHAa K HECKOJBKUM I0Jh30BATENIsAM, TIPEACTABISAET
COBOKYITHOCTb MOJIJHOMOYHI Ha BBIMIOJIHEHUE ONPEICIICHHBIX ICHCTBUN.

Ucnonp3yembie Oubnmorekn SELinux m00aBisitoT B OMEpPallMOHHYIO CHUCTEMY

noanepxky RBAC.

6.6.2. YcTaHoBKa

Jns ycranoBku SELinux TpeOyeTcsi ycTaHOBUTH makeT selinux-policy. 3to
MO>XHO CJIeNaTh, HAPUMEpP, BOCIOJIb30BATHCS KOMAHIHOW CTPOKOM C IPHUBUIETHUAMH
root MoJIb30BaTEINS:

# yum install selinux-policy

ITocne mepesarpy3kn SELInux mpowHACKCHPYET COAEPKUMOE KECTKOTO JIHCKA,
ATO MOJKET 3aHATh HEKOTOPOE BPEMSI.

Jns  wactpoiiku SELInux MOXHO HCIOJNb30BaTh pa3M4Hble TEKCTOBBIE
pENaKTOpbl 4YTOOBI HACTPOUTH BPYUHYIO €ro (pailyl KOHPUrypauuu:

/etc/selinux/config.

6.6.3. YTHauTel

6.6.3.1. Ymunuma audit2allow

Yrunura audit2allow co3gaer paspemaronue npaBuia moiauTuku SELinux u3
(haiisioB KypHAJIOB, COJIEPKAIIUX COOOIIEHUS O 3aMpeTe ONepariuii.

OTa yTWINTAa CKAaHUPYET KYpHAIIbl B IOUCKE COOOIICHUH, MOSBIISIONIUXCS, KOT/1a
CUCTEMA HE J1aeT pa3pelICHHs Ha omeparuro. [lanee yruinra reHepupyeT psia NpaBul,
KOTOpBIE€, Oyy4Yu 3arpy>KeHHBIMHU B MOJUTHUKY, MOTJIM Obl Pa3pelIuTh 3TH OMEpaIUu.
Onnako, JaHHasg yTWUIUTa TEHEPUPYET TOJIBKO pazpemaromue mnpaswia Type
Enforcement (TE). Hekoropsle oOTKa3pl B HCHOJb30BAHUM Pa3pEIICHUNH MOTYT
noTpeOoBaTh NPYrux HW3MEHEHWW monuTuku. Hampumep, mobGaBieHue aTpuOyTa B

OTIpEJICICHNE THWIIA, JUIsl Pa3pelieHrs CYIIECTBYIOIIETO OrpaHuYeHus (constraint),
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no0aBlieHUsl pa3peliaroniero IMpaBuiaa IS PoOJIM WM MOAU(PUKAINH OTrPAHHYCHUS
(constraint). B cinydae coMHeHUM sl AMATHOCTUKKA MOXHO MOMPOO0OBATh UCITIOIH30BaATh
ytunuty audit2why.
CrmemyeT € OCTOPOKHOCTBIO paboTaTh C BBIBOJOM JIAaHHOW  YTHIIWTHI,
yOeIUBIIINCH, YTO pa3periacMbie ONEpai HE MPEACTABISAIOT yrpo3bl 0E30MMaCHOCTH.
OOBIYHO OBIBACT JIYYINIEC ONPECITUTh HOBBIA JOMEH H/WIIA THI WM IPOU3BECTH JIPYTHE
CTPYKTypHble H3MeHeHus. Jlydiie u30upaTesnbHO pa3pelIuTh ONTHUMANbHBIA HaOOp
orepanuii BMECTO TOTO, YTOOBI BCIICIYIO MPUMEHHUTHh WHOT/IA CIUIIKOM IITHPOKHE
paspelieHusi, PEKOMEHJAOBAHHBIE JATOM  yTWIMTOM. Hekoropsle 3ampeTsl Ha
MCIIOJIb30BAaHUE pa3pelleHi ObIBAIOT HE MPUHIMIHAIBHBI JUIsl TPUIIOKeHHs. B Takux
CiIydasix BMECTO HCIIOJIb30BaHUs pa3pemuTenpbHoro mpasuia («allow» rule) mydmne
MPOCTO TOJIABUTH KYPHAIIMPOBAHUE ITHX 3aMPETOB MIPH moMoIy npasmia «dontaudity.
Cunrakcuc:

audit2allow [options]

Ommu:
Onuus 3HayeHHe oMK
-a | --all [Ipouects BXoaHyI0 MHGOpPMAIMIO M3 JKypHanoB message u audit. He
HCTIONIb3YETCs BMECTE C OMIHUEH -i
-d | --dmesg IIpodecth BxOAHYIO HH(pOpMAIMIO U3 BhIBOAa KoMmaHasl /bin/dmesg. Ob6patute

BHUMaHUE, 4yTO Koraa paboraet auditd, He Bce COOOIICHHUS ayuTa JOCTYIIHEI Yyepe3
dmesg. BmecTo aToro ncnonb3yiite "ausearch -m avce | audit2allow " wim "-a".

-f | --fefile <File Context File>

Jo6asutp @aitn KoHTEKCTOB B reHEpHPYEMBI MakeT MOAYIA. Tpebyer onmmio -
M.

-h | --help

BriBecTn KPAaTKYyI0 CIPaBKY IO MCITIOJIb30BAHUIO

-i <inputfile> | --input <inputfile>

[Tpouecth BxoaHy0 nHpopmanuto u3 <inputfile>

-1 | --lastreload

[TpoyecTh TONBKO YacTh BXOAHOW MH(OpMALWK, HAYWHAS C MOMEHTA MOCIHeIHEeH
Tepe3arpy3Kn IOJTUTUKU

-m <modulename> | --module | 'erepupoBats Monymnb. Tpebyercs BeiBoa <modulename>
<modulename>

-M <modulename> ['enepupoBaTh 3arpyxaeMpli maket MoayJisi. Onuusi KOHQIMKTYET € -0
-0 <outputfile> | --output | Jlormcats BeIBOI B <outputfile>

<outputfile>

-r | --requires

reHCpI/IpOBaTB BbIBOJ B CHHTAKCHCEC 3arpy>XacMoro MOAyJIs.

-R | --reference

I'enepupoBath  STanoHHYI0  mouuTHKY  (reference  policy),  wmcnome3ys

ycraHoBIIeHHbIe Makpochl. TpeOyercs naker selinux-policy-devel.

-t | -tefile

Yka3bIBaeT, 4To BBIXOJHOW (aiin siBisercs te-daitom (type enforcement). Moxer
MCIIOJIb30BaThCs JUISI KOHBEPTALIMH CTaporo opmara MoJMTHK B HOBBIH opMar.

-v | --verbose

BximrounTh 0/IpoOHBIH BEIBOI

IIpumep:

120




OTOT mMpuUMep MOIXOIUT JIJIsi CUCTEMbI, UCTIoNb3ytomen naket audit. Ecnu B He
ucnonb3yere maket audit, cooOmenuss AVC Oynyt nosiBnsatbes B /var/log/messages. B
aToM cirydae 3amenute /var/log/audit/audit.log, ncnons3yemsrii B mpumepe, Ha /var/log/
messages.

Ucnonw3oBanue audit2allow s reHepanud MOHOJUTHOW (HE MOMIYJIBHOMN)

IIOJIUTHUKHU

$ cd /etc/selinux/$ SELINUXTYPE/src/policy

$ cat /var/log/audit/audit.log | audit2allow >> domains/misc/local.te
$ cat domains/misc/local.te

allow cupsd_config_t unconfined t:fifo file { getattr ioctl };
[IpocmoTtpute domains/misc/local.te u usmenure ero

$ make load

Hcnonb3oBanue audit2allow qist renepanium MOy IbHOM MOTUTHKU:
$ cat /var/log/audit/audit.log | audit2allow -m local > local.te

$ cat local.te

module local 1.0;

require {

role system_r;

class fifo_file { getattr ioctl }; type cupsd_config_t; type unconfined_t;};
allow cupsd_config_t unconfined_t:fifo_ file { getattr ioctl };
[Ipocmotpute local.te u n3menure ero.

Coznanue MOAyJIsl OJIMTUKH BPYUHYIO:

CxoMIunupymuTe MOIyJb:

$ checkmodule -M -m -0 local.mod local.te

Co3naiTe Maker:

$ semodule package -0 local.pp -m local.mod

3arpy3ute MOAyJb B SIAPO:

$ semodule -i local.pp
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Ucnonb3oBanue audit2allow juist renepariiy ¥ Co31aHusi MOJTYJISI IOTUTHKU:

$ cat /var/log/audit/audit.log | audit2allow -M local

Cosznmaetcst HOBBIH type enforcment ¢aiin: local.te.

KOMHI/IHHHI/IH IIOJINTHUKH.

checkmodule -M -m -0 local.mod local.te

Co3manue makera:

semodule package -0 local.pp -m local.mod

JI71st TOro 9TOOBI 3arpy3UTh TOJIBKO YTO CO3/IaHHBIN MaKeT MOJUTUKH B SIIPO, BaM

HE0OXO0IMMO BBITTOJIHUTH KoMaHay semodule -1 local.pp.

6.6.3.2. Ymunuma secon

YTunura secon — MO3BOJISIET MpocMOTpeTh KOHTEKCT SELinux ms aiina,

IMporpaMmsbl HJIK BBO/JA ITOJIb30BATCIIA.

IIpocmarpuBaer

yacTh  KoHTekcTa. KoHTekcr  Oeperca u3  daiina,

I/IJICHTI/I(l)I/IKaTOpa mponecca, BBOJA ITOJIL30BATCIIA WM KOHTCKCTA, B KOTOPOM ObL1a

3amylieHa YTUJIATA Secon.

CuHTaKcuc:

secon [-hVurtscmPRfLp] [CONTEXT] [--file] FILE [--link] FILE [--pid] PID

Onuun:
Onuus 3HaueHne ONIUH

-V, --version ITocMOTpeTh TEKYLIYIO BEPCUIO SECON
-h, --help BrisecTr HHPOPMAITHIO 110 MCIIOJIB30BAHUIO SECON
-P, --prompt BriBecTr 1aHHbIe B JopMare, MOIXO/SILEM sl [TOCKAa3KH
-u, --user [Toka3aTh MOJIB30BATENSI KOHTEKCTa 0€30IT1aCHOCTH
-1, --role [Toka3aTh poib KOHTEKCTa 0€30MacHOCTH
-t, --type [Toka3aTh THI KOHTEKCTa 0€30MACHOCTH

-8, --sensitivity

[TokazaTh ypoBeHb UyBCTBUTEIBHOCTH (sensitivity level) koHTekcTa Oe30macHOCTH

-c, --clearance

ITokasath ypoBeHb gomycka (clearance level) koHTekcTa 6€30MMACHOCTH

-m, --mls-range

IMToka3zatp ;1 KOHTEKCTa OE30IAaCHOCTH B BHJIE AWAIla30HAa YPOBEHb UyBCTBUTEIHLHOCTH
(sensitivity level) u ypoBens gomycka (clearance)

-R, --raw BriBecTr ypoBeHb uyBCTBHTENBFHOCTH (sensitivity level) u ypoBens momycka (clearance) B
dbopmare 6€3 TpaHCIALUU

-f, --file [ToayunTh KOHTEKCT 3aanHoro Qaiina FILE

-L, --link ITonyunth KOHTEKCT 3ananHoro ¢atina FILE (He ciemoBaTh M0 CHMBOJIUYIECKIM CCHUIKAM)

-p, --pid [Tony4unTh KOHTEKCT 33JaHHOT0 TIpoliecca 1mo uaeHtudukaropy PID

--pid-exec [ToayunTh €xec KOHTEKCT 331aHHOTOo npoliecca 1o uaeHtugukaropy PID
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Onuus 3HayeHHe ONMIIUMN
--pid-fs Ionyuuts fscreate KOHTEKCT 3aJaHHOTO Mpoilecca o uaeHTudukaropy PID
--current, --self [Toay4nTh KOHTEKCT M3 TEKYIIEro mpolecca
--current-exec, --self-exec [Mosy4uTh €Xec KOHTEKCT U3 TEKYIIEro mporecca
--current-fs, --self-fs [onyuuTs fscreate KOHTEKCT U3 TEKYIIETO Mpoliecca
--parent IToy4nTh KOHTEKCT M3 POAUTEIBCKOTO MPOIIECca TEKYIIEro mporecca
--parent-exec [oay4uTh eXeC KOHTEKCT U3 POJMTEIILCKOr0 MPOIlecca TEKYIIEero mpoiecca
--parent-fs [MoayuuTs fscreate KOHTEKCT M3 POJUTENBCKOTO MPOIecca TEKYIIEro mpolecca

Ecnu e Obuto 3a7aHO OMIUE, TO AJISI TOTO, YTOOBI SECON MOJYYHJI KOHTEKCT U3
JPyroro UCTOYHUKA, MOXKET ObITh 3a7aH gonoiaHuTenbHbId apryMmenT CONTEXT. Ecnu
ATUM apryMEHTOM sBisieTcsl 3HaK neduca (-), TO KOHTEKCT OyleT MpOYUTaH U3
cTaHJIapTHOTO BBOJA. Ecnu apryMeHTOB He ObLIO 3alaHHO, TO Secon OYJIeT MBITaThCs
MPOYUTATh KOHTEKCT CO CTAaHJApTHOIO BBOJA, HO TOJIBKO B TOM Cly4yae, €cilu
CTaHJApPTHBIM BBOJ He TepMuHai (tty). B aTom ciyudae secon OyneT BecTH ceOsi Kak
Oynro Oblia nepenana onuus --self .

Ecnu He 3agana HU oJHA omIus U3 --user, --role, --type, --level wim --mls-range,

TO BCE OHU OyAyT UCIOJIb30BAHBI.

6.6.3.3. Ymunuma audit2why

Yrunura audit2why — mo3BossieT onpenenuth U3 coobmenus ayauta SELinux
IPUYUHY 3arpeTa I0CTyIa.

Ora yrtunurta oOpabarbiBaeT coobmenuss ayauta SELinux, OpUHSATBIE CO
CTaHJAPTHOTO BBOJA, W COOOIIAET, KAaKOM KOMIIOHEHT TMOJHMTHUKH BBI3BAI KaXKIBIH U3
3arpetoB. Eciu 3amana omius -p, TO HCIONIB3YeTCsl YKa3aHHAst 3TOM OMIMEN IMOTUTHKA,
B TPOTHUBHOM CIIy4a€ HCIIOJIB3YETCS AaKTHBHAs MONHUTHKA. ECTh TpH BO3MOXKHBIE
NPUYUHBI 3aMpeTa JoCcTyna:

- OTCYTCTBYET WU OTKIt0ueHO paspemmuTenbHoe TE npasuio (TE allow rule),
- HapylIeHue orpaHudeHus (a constraint violation)
- OTCYTCTBYET pa3pelmTesnbHoe mpaBuio st ponu (role allow rule).

B mepBom cnywae paspemmurensHoe TE npaBWiio MOXKET NPUCYTCTBOBATH B

MOJIUTHKE, HO OBUIO OTKIIIOUEHO 4epe3 OyneBbl aTpuOyThl. Ecim ke pa3permmrensHoro

npaBuia He ObLIO, TO OHO MOXET OBITh CO3JaHO MPU MoMoIlu yTUIuThI audit2allow.
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Bo BTOpOM cCitydyae MOrjio mpoW3O0WTH HapylleHue orpanuyeHus. lIpocmorpure
policy/constraints umu policy/mls myist Toro, 4To0bl ONPEIETUTh UCKOMOE OTpaHUYEHUE.
OOb1yHO, TpOOIEMa MOXKET OBITH pelieHa J00aBIeHUEM aTpuOyTa THIA K JOMEHY.

B tpethem ciyuae Oblia MpOM3BENECHA MOMBITKA CMEHUTH POJIb, MPU TOM YTO HE
CYIIECTBYET Pa3peIIMTEILHOTO TMpaBWia JUisl YYacTBYIOIIEH MpPU 3TOM Mapbl POJieH.
[Ipobiiema MOXkKeT ObITH pelieHa 100aBIECHUEM B MOJIUTUKY Pa3pEeIINTEILHOTO MpaBuia
IUJISL 3TOM TIapbl POJIEH.

Cunrakcuc:

audit2why [options]

Onunu:
Onuus 3HayeHHe ONMIHUU
--help BrIBeCTH KOPOTKYIO MOJICKA3Ky
-p <policyfile> Yka3aTh aabTePHATHBHBIN (hailyl MOJTUTHKHY.
ITpumep:

$ /usr/sbin/audit2why < /var/log/audit/audit.log

type=KERNEL msg=audit(1115316408.926:336418): avc: denied { getattr }
for path=/home/ sds dev=hda5 ino=1175041 scontext=root:secadm_r:
secadm_t:s0-s9:¢c0.c127

tcontext=user u:object r:user home dir_t:s0 tclass=dir

[Ipuuunoit sBuserca: OTCYTCTBYET WM OTKJIKOYEHO paspemnresbHoe TE
npaBuio. Pazpemmurensnoe TE mpaBuio MoKeT IPUCYTCTBOBATH B MOJUTUKE, HO OBLIO
OTKJIFOUEHO uepe3 OyJieBbl NEPEKII0UaTeNn; MPoBepbTe OyseBbl Nepekiovarenu. Bl
MOKET€ MIOCMOTPETh HEOOXOIMMBIE pa3pelInTEIbHbIE paBuia, 3amyctus audit2allow u
MOJ/IaB 3TO COOOIICHNE ayIuTa Ha BBOJI.

type=KERNEL msg=audit(1115320071.648:606858): avc: denied { append }
for name=.bash_history dev=hda$ ino=1175047 scontext=user u:user r:user_ t:sl-

§9:¢0.¢127 tcontext=user _u:object r:user home t:s0 tclass=file
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[Mpuunnowi ssnsercs: Hapymenue orpanudenus. [IpoBepsre policy/constraints.
OObIYHO, 711 pa3pelieHus] OrpaHUYeHUs HEOOXOAMMO [100aBUTh B JIOMEH aTpuOyT

THIIA.

6.6.3.4. Ymunuma chcat

VYTunura chcat — no3BosasieT u3MeHUTh KaTeroputo 6ezonacHoctr SELinux as
(aiina.

N3menuts/Y ganuth KaTeropuro O€30MacHOCTH IS Kaxkjaoro (Qaitma wumum
nosib3oBatens. Mcnonw3yitte +/- nns gnoOaBieHus/yaalieHus KaTeropuu y ¢aiina wim
MOJIb30BaTEJIA.

3ameuanue: [lpy ygajeHun KaTeropuu Bbl JAOJDKHBI 33JaTh '--° B KOMaHJIHOMN
CTPOKE J0 HCHOJIb30BaHUsI cuHTakcuca -Category. OTO cOOOIIUT KOMAaHIE, YTO BbI
3aKOHYMWJIM BBOJUTH OMIIUU U TE€TIEPh 33]]a€TE UM KaTeTOPUH.

Cunrakcuc:

chcat category file...

chcat -1 category user...

chcat [[+|-]category...] file...

chcat -1 [[+]-]category...] user...

chcat [-d] file...

chcat -1 [-d] user...

chcat-L [ -1] [ user ... ]

Onuun:
Onuus 3HaYeHUs ONIUU
-d Y namuth kateropuro u3 kaxaoro ®ANJIA/TTOJIb30BATEJIA.
-L BrIBecTH IOCTYIIHBIE KATETOPHUH.
-1 Coobmute komanzae chcat, 4To HYXHO pabOTaTh C TOJB30BATEIIIMH BMECTO
¢aiinos.

[Ipu pabote ¢ aitiamu TaHHBII CKPUOT BRI3BIBAET KOMaHAy chcon.
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6.6.3.5. Ymunuma fixfiles

Vrunura fixfiles — mo3BosisieT BOCCTAaHOBUTH KOHTEKCT Oe3omacHoct SELinux

s aiina.

CHHTAKCHC:

fixfiles [-F][ -R rpmpackagename[,rpmpackagename...] | [ -C
PREVIOUS FILECONTEXT | [-] logfile | [-0 outputfile | { check | restore | [-F]
relabel | verify }" fixfiles [-F] [-]1 logfile | [-0 outputfile |{ check | restore|[-f] relabel

| verify } [[dir/file] ... ]

Onucaunmue:

Yrunura fixfiles wucmonws3zyercs, B TeEpByH odepenb, Korjga HEO0OXOAUMO

CKOPPEKTHpOBaTh 0a3y MJaHHBIX C KOHTEKCTaMH O€30macHOCTH (pacuIiupeHHBIC

aTpuOyThl) A1 (PailIoBOI CUCTEMBI.

Ero takxe MOXHO 3ammycKaTh B JIF000€ BpeMsi JjIsl J0OaBJICHUS MOIACPKKH HOBOM

MTOJIMTHKY WJIM YTOOBI Y6CI[I/ITBC$I B TOM, 4YTO (bafmaM IMPHUCBOCHBI HYKHBIC KOHTCKCTHI.

IIo YMOJTYAaHHUIO CKPHUIIT OOHOBJISIET METKH Ha BCEX CMOHTHPOBAHHBIX (1)8,I>'IJIOBBIX

cucreMmax ext2, ext3, xfs u jfs, maxe eciiu OHM HE MUMEIOT OMIMA MOHTHUPOBAHUS C

KOHTEKCTOM Oe3omacHocTd. Bbl Mokere ucmonb3oBath (iar -R mns Toro, 4roObl B

Ka4CCTBC AJIbTCPHATHUBLI UCIIOJIb30BATh IPpM-I1aKCT.

Onuun:

Onmus

3HaueHne ONIHH

-1 logfile

CoxpaHuTh BBIBOJ B 3a1aHHOM (aiise logfile

-0 outputfile

CoxpaHuTh Bce nMeHa (ainoB, nMeromux file context, oTmudgarommiics
0T KOHTEKCTA 10 YMOIYaHHIO B (haiin outputfile.

-F

[puHyIUTEIPHO YCTAaHOBUTH KOHTEKCT Kak B file context s
HacTpauBaeMbIX (aiinoB (customizable files).

f

He npenynpexaats 00 yaajeHUU U3 TUPEKTOPUH /tmp.

-R rpmpackagename[,rpmpackagename...]

[Ipu momommm 6a36l JaHHBIX rpm, HAUTH Bce (ailibl U3 3a1aHHOTO TTaKeTa
U BOCCTAaHOBHTH JUIsl HUX KOHTEKCT (-a BbIAAacT Bce (aimbl u3 0asbl
JaHHBIX RPM).

-C PREVIOUS_FILECONTEXT

3anyctuth diff nnsa cpaBuenus daitna PREVIOUS FILECONTEXT c
TEKYIIMM M BOCCTAHOBHTH KOHTEKCT Ha BCEX 3aTPOHYTHIX (aiaax

ApPryMeHThI:

ApPrymMeHT MOXET OBbITh OJTHUM U3 CIETYIOITUX:

AprymenT 3HauyeHHe apryMeHTa
check BriBecTn Bce HEKOppEKTHBbIE METKHM KOHTeKcTa (aiinoB. IlokazaTe M CTapblii M HOBBIH
KOHTEKCT, HO HE U3MEHSITH €T0.
restore VI3MEeHUTh BCe HEKOPPEKTHBIE METKH KOHTEKCTa (haiiyioB.

126




relabel 3agate BoOmpoc 00 YAAJICHHUH COJCPKUMOTO JHPEKTOpHH /tmp W, 3aTeM, W3MECHEHHMs
HEKOPPEKTHBIX METOK KOHTeKcTa (ailyioB Jyisi HPUBENCHUSI B COOTBETCTBHE C (pailiiom
file contexts.

verify BriBecTH Bee (aiiipl ¢ HEKOPPEKTHBIM KOHTEKCTOM, HE MEHSATBH €T0.

[[dir/file] ... | Cricok (aiyioB WIIM TUPEKTOPHA, JUIS KOTOPBIX Bbl XOTHTE IIPOBEPUTH KOHTEKCT.

6.6.3.6. Ymunuma genhomedircon

Yrunura genhomedircon — mo3BosseT co3gaTh crneuuUKaAIUu ¢ KOHTEKCTOM
SELinux st (haityioB TOMaIIHUX JUPEKTOPUI TTOTh30BaTEIICH
CuHTaKCcuc:

genhomedircon [ -d selinuxdir | [-n | --nopasswd] [-t selinuxtype ] [-h]

Omyu:
Onuus 3HaueHne oONuuU
-h BbIBeCcTH KOPOTKYIO MOJICKA3Ky
-d selinuxdir (--directory) Jupekropusi, T1ie ycTaHOBJIEHBI (aiinsl selinux. [To ymomyanuto /etc/selinux.
-n --nopasswd Vkazate yTunute He Oparth HHPOPMAIUIO O JOMAIIHUX JUPEKTOPUAX U3 0as3bl
MapoJiei.
-t selinuxtype (--type) Ykazath i ycraHoBkH selinux. ITo ymomganmio - "menesas” ("targeted").
Onucanmue:

JlanHasi yTUIMTa KCMONB3YETCs ISl TeHEepaluu crenu(uKanuu ¢ KOHTEKCTOM
SELinux mys ¢aiiyioB JOMaIIHUX JAUPEKTOPHI MOJib30BaTeel, OCHOBBIBASACH HA MX
3amucu prefix B 3amuMcu TOJIB30BaTeNsl semanage. genhomedircon 3amyckaercs BO
BpEMsl CO3/aHUSl TOJIUTHKUA. YTHIUTA TAKKE€ MOXET 3aIllyCKaTbCsi aBTOMATHYECKU
KKl pa3, Korja yTHinMTa semanage U3MEeHsEeT 3aluch user win login. A IMEHHO, MbI
3amensieM makpoccel HOME ROOT, HOME DIR " ROLE B daitne
/etc/selinux/<<SELINUXTYPE>>/contexts/files/homedir_template Ha cneundpuynbie
Uil monb3oBatens creHepupoBaHHble 3HaueHus. HOME ROOT u HOME DIR
3aMEHSIOTCA HAa MECTOPACIOJIOKEHHS MOJb30BAaTEIbCKUX JOMAIIHUX AupekTopuil. I1o
ymonyanuio - /home. ROLE 3amensieTcst Ha 3HaueHue, OCHOBaHHOE Ha 3anucu prefix B
3amucH. user genhomedircon wWIEeT BCe CTPOYKU IS MPOCTHIX (HE CHCTEMHBIX)
MoJib30BaTeliel B 0a3ze AaHHBIX maposieid. Takumu nosb3oBaTesnsiMu OyayT Te, yeit UID
oonbie win paBeH STARTING UID (mo ymonuanuto - 500), 1 ansg koro B nozie login

shell me crout "/sbin/nologin" wmm "/bin/false".
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6.6.3.7. Ymunuma load policy

Ytunuta load policy — mo3BossieT 3arpy3uth HOBYIO0 nonutuky SELinux B
AIpO.

CuHrakcuc:

load_policy [-bq]

Onucanmue:

load_policy - yrtunura, ucnonb3yemasi Juisl 3arpy3Ku/3aMeHbl MOJTUTHKU B SJIpeE.

[lo ymomyanuto npu 3arpy3ke noiautuku load policy coxpaHser Tekymiue 3HAYCHUS

HCpGKJ’IIO‘IElTGJICﬁ.
Omuu:
Onuus 3HavyeHue ONIUHA
-b COpocuTh MepeKTioYaTeNd B 3HAYCHHSI, OTIPECIICHHBIC B TTOJMTHKE.
-q CKpBITh IPEAYIPEIKICHISI.

6.6.3.8. Ymunuma open_init pty

YTunuta open init pty — yKa3blBaeT 3alyCTUTh MPOTpaMMy B TICEBJO-
TepMUHAJIC.

Hcnonp3yeTcs run_init iJ1s1 TOTO, YTOOBI 3aITyCTUTh MIPOTpaMMy TOCIIE YCTAHOBKHU
MPaBUJILHOTO KOHTEKCTA. JTa MporpaMma OepeT HOBBIN TCEBI0O-TEPMUHAI, TOPOKIACT
(forks) mponecc-HacneIHUK, KOTOPBIM MPUBSI3bIBAETCS K HOBOMY IICEBAO-TEPMUHAIY.
3ateM OH MOJKII0YaeT GU3HNUECKUl TEPMUHAJ, ¢ KOTOPOTO OH OBLI BBI3BaH, K TICEBIIO-
TepMUHAIY, IepeaBas BBOJ ¢ KIIaBUATYPhI MPOIIECCY-HACICTHUKY U OTIIPABIISISA BBIBOJT
npolecca-HacjaeTHUKa Ha (U3NYECKUN TepMUHAI.

On ycraHaBnuBaeT arpuOyThl MCEBAO-TEPMHUHAIA, OCHOBBIBASACH Ha aTpuUOyTax
(bu3MYeCKOro TEpMHHAJNA, a 3aTeM YyCTaHABJIMBAET IOJIb30BATCIIbCKUH TEPMHUHAI B
RAW-pexum, He 3a0bIB COPOCUTH €0 MPHU BBIXOJE.

CuHTaKCcuc:

open_init_pty SCRIPT [[ARGS]...]
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6.6.3.9. YVmunuma restorecon

YTunura restorecon - MO3BOJISET BOCCTAHOBUTH BaIIaHHLIﬁ 10 YMOJIYaHHUIO

KoHTeKCT Oe3onacHocTy SELinux mns daiina (¢aiinos).

OTa mnporpamMma HCMOJb3yeTcs,

B TIEPBYIO oOuepeab, Korja HEoOXOIUMO

YCTAaHOBUTh KOHTEKCT 0€30MacHOCTH (pacIIMpPEHHbIE aTpUOYThI) AJisl OAHOTO WK Ooee

(baiinos.

Ee moxnHO 3aIlyCKaTh B T1000¢ BpEMs IJIA KOPPCKIHUH OIIIPI6OK, JJIA ,Z[O63BJICHI/IH

MOJ/ICP’)KKM HOBOM TMOJUTHUKU WM C OMNIMEH -n, 4TOObl yOEAUTHCS B TOM, KaKOM

KOHTEKCT IPHUCBOCH (aiiiy.

CuHTaKcuc:

restorecon [-0 outfilename | [-R] [-n] [-v] [-e directory | pathname...

restorecon -f infilename [-0 outfilename | [-e directory ] [-R] [-n] [-V] [-F]

Ormun:
Onuus 3HayeHue oNUMHU
-i HrHopupoBats HeCyIIeCTBYIOIIHE (aiiIbl
-f infilename infilename coxepxut crucok (¢aitmoB, kotopeie OyayT oOpaboraHel. s TOro YTOOBI

HCII0JIL30BAaTh CTaHZ[apTHBIﬁ BBO/I, HCHOHL3yﬁTe «=» (CI/IMBOJ'I Z[e(l)I/IC)

-e directory

3aarh AMPEKTOPHIO, KOTOPYIO HYXXHO HCKIIFOUUTH U3 0OpabOTKH (U1 HECKOJIBKHX AWPEKTOPHA
MTOBTOPUTE OMIIHIO).

-R-—r

PexypcrBHO TIOMEHSITh METKH JUIsl (haidJIoB U AUPEKTOPUI

-n

He MeHATh MeTKH (aiiioB.

-0 outfilename

CoxpaHuTb cIMcoK (haiyIoB c HEKOPPEKTHBIM KOHTEKCTOM B outfilename.

IToka3aTh U3MEHECHHUSI METOK (haiiJIoB.

IlokaszaTh M3MEHEHMS METOK @aﬁHOB, €CJIM UBMCHUJICA THUII, POJIb UJIH ITOJIH30BATECIIb.

-F Ecnu mpou3onut U3MEHEHHUs, TO MPUHYAUTEIbHO YCTAHOBUTH KOHTEKCT kKak B file context st
HacTpamBaeMbIX (aiisioB (customizable files) oM cekIuu MoIb30BATEIIS.
ApryMEHTHI:
AprymeHT 3HayeHHe apryMeHTa
pathname... [IyTs K daitny(daiinam), TpeOYIOMNM H3MEHEHHSI METOK.
restorecon He oOpabatsiBaeT (aiiibl 1 TMPEKTOPUH [0 CHMBOJIMYECKUM CChUIKAM Ha HHUX.

6.6.3.10. Ymunuma restorecond

YTunura restorecond - ciayk0a, KOTOpBIN OTCIEXKUBACT co3faHue (aityioB, u

BBICTABIISICT JIUIS HUX 3aJaHHBIN 110 YMOT4aHU0 KOHTEeKCT SELinux.

JlanHOE€ pYKOBOJCTBO omHChbIBaeT mporpammy restorecond. Mcnons3ys inotify,

JaHHBIA JEMOH CIEOUT 3a (aiiamu, nepedyrciieHHbIMU B /etc/selinux/restorecond.conf.
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JIeMOH TT03BOJIIET YOSIUTHCS, UTO ATH (DaiIbl IPH CO3/IaHUK OYTyT UMETh MPAaBUILHBIN
KOHTEKCT, KOTOPBIM OIpe/ieieH B MOJUTHKE.
CuHTaKCuC:

restorecond [-d]

Ormmun:
Onuus 3HaueHne ONuuU
-d Brxumtounth pexxum oTmanku. [IpuimoxxeHne Bce Tak JKe WCIONHSACTCS HA TEpeIHEM IUIaHe, HO
HAYMHAET BBIBOAUTHCS OOJIBIIOE YHCIIO OTIAJ0YHBIX COOOIIECHHMIA.

6.6.3.11. Ymunuma run_init

YTunuta run_init - 3amycKaeT CKpPUNT init B MPaBUILHOM KOHTEKCTE, KOTOPBIM
ompeneneH B /etc/selinux/targeted/contexts/initrc _context.

CuHTaKCHuC:

run_init SCRIPT [[ARGS]...]

Daner:
Daiia Onucanue daiiaa
/etc/passwd nHOopMaIHs 00 YISTHBIX 3aITUCAX MMOJIb30BaTeeH
/etc/shadow 3amurdpoBaHHbBIC TAPOJIM M HHPOPMAIHs 00 YCTapeBaHUU MapOJICH
/etc/selinux/targeted/contexts/ COJIEPKUT KOHTEKCT, B KOTOpOM JIOJIKHBI WCTIONTHATHCS
initrc_context WHULUMAIN3ALUOHHbBIE CKPUIITHL.

6.6.3.12. Ymunuma semanage

VYTunura semanage - yTuinTa ynpasieHus noautukoi SELinux.

YTunura semanage HCIOJIb3YyeTCS [UIsi HACTPOWKH HEKOTOPBIX 3JIEMEHTOB
nosutuk SELinux 6e3 HeoOXoAMMOCTH MOJIU(DUKAIMK WX MOBTOPHOU KOMIWISIIUU
UCXOJTHOTO TEKCTa MOJUTUKHU. B YMCIIO TaKMX HACTPOEK BXOAMUT COMOCTABIECHUE WUMEH
nosib3oBateneir OC monp3oBarensiMm SELinux (KOTOpble KOHTPOJMPYIOT HCXOJHBIN
KOHTEKCT 0e30MacHOCTH, TNpHcBauBaeMblii mosb3oBaTessiMm OC BO Bpemsi UX
PErUCTpalii B CUCTEME, U OTPAHUYUBAIOT JOCTYIIHbIN HA0Op posieii).

Takke B UMCJIO HaCTPAauBAaEMBIX 3JIEMEHTOB BXOJHUT COIOCTABICHUE KOHTEKCTOB
0e30MacHOCTH I  PA3IMYHBIX BUJOB OOBEKTOB, TaKMX KaK: CETEBbIE MOPTHI,

uHTEep(dENChl, CeTeBBIE y3IIbI (XOCTHI), @ TAKXKE KOHTEKCTHI (PailyioB.
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OO6pature

BHUMaHHE, 4YTO TIpU BBI30BE KOMaHIbl semanage login

cornocTapiisitoTes: uMeHa nosb3oBareneit OC (logins) mons3oBarensiMm SELinux. A mpu

BBI30BE KOMaH bl semanage user COroCTaBJIsIOTCS nmosb3oBarenu SELinux goctymHomy

HaOopy poJieii. B OonbIIMHCTBE CilydaeB aJMHUHUCTPATOPOM BBITIONHSAETCS HACTPOWKA

TOJBKO IIEPBOTO THUIIA COIOCTABJICHUN. BTOpOM THI comocTaBieHUM, Kak MNpPaBUIIO,

onpezensiercs: 0a30BOM MOTUTUKON U OOBIYHO HE TpeOyeT MOAU(DUKALIIH.

CuHTaKCuC:

semanage {login|user|port|interface|fcontext|translation} -1 [-n]

semanage login -{a|d|m} [-sr] login_name

semanage user -{a|d/m} [-LrRP] selinux_name

semanage port -{a|d/m} [-tr] [-p protocol] port | port_range

semanage interface -{a|d|m} [-tr] interface spec

semanage fcontext -{a|d|m} [-frst] file spec

semanage translation -{a|d|m} [-T] level

Ommu:
Onuus 3HayeHHe onUMH

-a, --add Jo6aButs 3amnce OBBEKTA ¢ 3aganaeiv UMEHEM

-d, --delete V namuts 3anuck OB BEKTA ¢ 3aganneiv UMEHEM

-f, --ftype Tun ¢aitna. Dta onuus ucronb3yercs coBMecTHO ¢ fcontext. Tum HE0OXOJUMO YKa3bIBaTh B TAKOM
e BUJIE, KaK 1 B BBIBOJIE MIPOrPaMMBI IS, MHBIMHU CIIOBaMH, -- yKa3bIBaeT Ha OOBIKHOBEHHbIE (hailibl,
a -d — TOJTIbKO Ha TUPEKTOPHH.

-h, --help MOKa3aTh CIIPABKY

-1, --list Brieectu cnucok OB BbEKTOB

-L, --level VYposens uyBcrBuTenbHOocTH SELinux mo ymomuanwuio, sO 1Mo yMoiyaHHIO (TOJBKO JUISi CUCTEM C
noaepkkoit MLS/MCS).

-m, --modify Wzmennts OBBEKT c 3amanasiv UMEHEM 3anmcu

-n, --noheading He BoiBoanTh nranky Taduunsl npu neyat cnucka OFbEKTOB

-p, --proto IIpoToKOII, NCTIONB3YEMBIH UT YKa3aHHOTO mopTa (tcpjudp).

-r, --range Junanazon 6e3onacHoctt MLS/MCS (Tosbko ajist cucteM ¢ noanepxkoir MLS/MCS)

-R, --role Ponu SELinux. Ilpu yka3aHuM HECKOJBKHX POJICH HYXKHO OTACIUTH UX MPOOENaMH U 3aKJIIOYHUThH B
KaBBIYKH WJIM YKa3bIBaTh OMIIMIO -R HE0OX0oauMoe umcio pas.

-P, --prefix IIpedurc SELinux. IIpm ycraHOBKE METOK Ha AOMAIITHHE AWPEKTOPUH MOJBb3oBaTelel mpedukc
nob6asisiercs K home dir t u home t.

-s, --seuser Wms mons3osatens SELinux

-t, --type Tun 00bexTa SELinux

-T, --trans Tpancnsuust SELinux (SELinux Translation)

[Tpumepsr:

[IpocmoTpeTh conocTaBiaeHus s oab3oBarenet SELinux

$ semanage user -1

131




Paspemuts joe peructpupoBathes kKak staff u

$ semanage login -a -s staff u joe

Omnpenenuts KOHTEKCT (aiIoB Ui BCETO, PACIOJIOKEHHOTO B /web (ITOTOM 3TO

OnpeIeNIEHHE UCTI0JIb3YETCsl YTUIIUTOM restorecon)

$ semanage fcontext -a -t httpd_sys content_t "/web(/.*)?"

Pa3pemuts nemony Apache npociymuBaTs HOpT ¢ HOMepoM 81

$ semanage port -a -t http_port_t -p tcp 81

6.6.3.13. Ymuruma semodule

VYrunura semodule -

YTWIIUMTA, HCIIOJb3yCMad I YIIPABJICHUSA ITaKCTaAMHU

moayineit momutuku SELinux. VYmpaBieHue BkiIrodaeT B ceOs 3a7addl yCTaHOBKH,

OOHOBIICHHS, TIPOCMOTpPAa M YJAJICHHUS ITaKeTOB Mojynei. semodule MOXXHO Takke

HCIIOJB30BaTh I MPHUHYAUTCIBHOIO IICPCCO3AaHUS IMOJUTUKKU W3 XpaHWUJIWIIA

MOAyJE€d W/WIA Mg NPUHYIWTEIbHOM Iepe3arpy3Kd MOJUTUKU O€3 BBIITOJIHEHHUS

Kakux-uOo apyrux onepaiuii. semodule paboTaeT ¢ makeTaMu MOJyJied, CO3TaHHBIMU

ytuautoi semodule package. 1o cornamenuto Takue (ailyibl UMEIOT pacIIUpeHue .pp

(policy package). OnHako mpuCBanBaTh UMEHHO TaKOE PacIIMpeHUe He 0053aTeIbHO.

CuHTaKcuc:

semodule [options]... MODE [MODES]...

Ommn:
Onuus 3HavyeHue ONMIUHA
-R, --reload [IpuHYIUTETBHO NEPE3ArPY3UTh MOIUTHKY
-B, --build [IpunyuTensHO Tepeco3farh MONUTHKY (€caM He HCHOIb3YeTCsl Omuus -n, TO

MIPOUCXOJIUT U €€ TIepe3arpy3Ka)

-i,—-instalEMODULE_PKG

Y CcTaHOBHUTH/3aMEHHUTH MOOYJIb MaKeTa

-u,—upgrade=MODULE PKG

OOHOBHTP CYIIECCTBYIONIMA MOAYJb ITAKETA

-b,--base=MODULE PKG

VY TaHOBHUTE/3aMEHHUTH 0a30BBIM MOAYJIb ITakeTa

-r,--remove=MODULE NAME

Y nanuTh CylecTBYIOMUN MOTYJIb

-1,--list-modules

IToka3zaTh CIUCOK YCTAaHOBJIEHHBIX MOIYJIeH (Kpome 0a30BbIX)

-s,~-store Wmst XpaHUIIUINA, ¢ KOTOPBIM IIPOU3BOJISITCS OTEPALIIH
-n,--noreload He nepesarpy>kaTh IOJIMTHKY IOCIIE BBITOJIHEHUS OTIEPALIIH
-h,--help BeiBecTu noackasky
-v,~-verbose [ToapoOHBII BHIBOJIL.

[Tpumepsr:
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VY CcTaHOBUTH WM 3aMEHUTH 0a30BbII MaKET MOJUTUKH.

$ semodule -b base.pp

VY cTaHOBUTH WM 3aMEHUTH HE 0a30BBIN MaKET MOJUTUKHU.

$ semodule -i httpd.pp

[Toka3aTh CIMCOK yCTAaHOBJIEHHBIX MOyJIeH (KpoMe 0a30BbIX)

$ semodule -1

VY cTaHOBUTH MJIM 3aMEHUTH BCE HE 0a30BbIE MAKETHI B TEKYIIEH TUPEKTOPHH.

$ semodule -i *.pp

VY CTaHOBUTH WM 3aMEHUThH BCE MOJYJIU B TEKYILIEH TUPEKTOPUH.

$ Is *.pp | grep -Ev "base.pp|enableaudit.pp" | xargs /usr/sbin/semodule -b
base.pp —

6.6.3.14. Ymunuma semodule deps

Yrunura semodule deps - mokasaTh 3aBUCHMOCTH MEX]y IMaKeTaMu MOJIYJIEeH
nonmutuku SELinux.

JIsl KayKJTOTO MOJTYJIsI OHA BBIBOJUT CITMCOK HEOOXOAMMBIX ISl YIOBJICTBOPEHUS
3aBUCUMOCTEH MOIYJICH. Y THIIMTA UMEET JCJIO TOJIBKO C aOCOMIOTHO HEOOXOIMMBIMH, a
HE OMIIMOHALHBIMU 3aBUCUMOCTSIMH.

Jlnist toro 4roObsl momyunth OT semodule deps nelCTBHTENHHO TMOJIE3HYIO
uHdopmaruio, HeoOXOIAUMO, YTOOBI TMepelaaBacMble €W TMaKeThl HE UWMEIN He
YAOBIETBOPEHHBIX 3aBHUCHMMOCTel. Ha mpakTwke 3TO O3HAYaeT, 4To, Kak MPaBHUIIO,
CIIMCOK MOJIyJIel Oy/1eT BECbMa JITTUHHBIM.

[To ymondanuio, 6a30Bbl€ MOJIYJIM HCKIIIOYAIOTCS, TOCKOJBKY IMOYTH KaxAbli
MOJIYJIb 3aBHCHT OT 0a30BBIX. OMITHS -b IMO3BOJISIET BKIFOYHTH M OTH 3aBUCUMOCTH.

B nomonHenue K BBIBOMY, (DOpMATUPOBAHHOMY HJisi YJIOOHOTO BOCHPHSTHS
yenoBekoM, semodule deps ¢ ommuelr -g yMmeeT BBITpY>KaTh JaHHbIE B (opmate

Graphviz (http://www.graphviz.org/). DT10 ynoOHO i co3mgaHusl TpaduuecKoro

MMpCaACTaBICHUA 3aBUCUMOCTEH.

CuHTaKCuC:
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semodule_deps [-v -g -b] basemodpkg modpkgl [modpkg?2 ... |

Onunu:
Onuus 3HaueHne ONuuu
-V [ToapoOHBIH BEIBOJ
-g BriBos nH(popMaimu o 3aBUCUMOCTsIX B popmare Graphviz
-b BkJ1rounTh B BHIBOA 3aBUCHMOCTEH 0a30Bble MOAYJIH (TI0 YMOJIYaHHUIO HE UCIIOJIB3YETCs)

6.6.3.15. Ymunuma semodule expand

Yrtunuta semodule expand - ytunurta go0aBiieHHs MakeTa MOJYJS MOJUTHKU
SELinux.

JlaHHast yTUIUTa HE BXOJUT B YKMCJIO YTWIUT, HEOOXOIUMBIX MPHU KaXKI0JHEBHOU
pabote ¢ SELinux.

OOblyHO Takue omnepainuu, Kak jgoOaBieHue (expanding) BBITOIHSIOTCS
HE3aMETHO [UIsl TOoJib30BaTeNid Mpu Momomnu libsemanage B OTBET Ha KOMAaHJbI
semodule.

ba3zoBple makeTel MOIyJEHW IOJUTHUKH MOTYT  CO3[aBaTbCsl  yTUIIMTOU
semodule package wumu semodule link (korma B enuHBIA MakeT CBSA3BIBAIOTCS
HECKOJIbKO TTAaKETOB).

CunTakcuc:

semodule_expand [-V -c [version]] basemodpkg outputfile

Onuun:

Onuus 3HavyeHue oNuuu

-V OTOOpa3UTh BEPCHIO

-c [version] Bepcus co3naBaemMoil MONMUTHKU

6.6.3.16. Ymunuma semodule link

Yrtunuta semodule link - ytunuta oObeIUHEHUSI HECKOJIBKUX MAKETOB MOAYJIEH
nonutuku SELinux.

JlanHast yTUIUTa HE BXOJUT B YMCJIO YTUIUT, HEOOXOIUMBIX TPU KaXK0IHEBHOU
pabore ¢ SELinux. OOblYHO, Takue ONEpaly KaK CBSI3bIBAHUE BBINOJIHAIOTCS
HE3aMETHO ISl TOJIb30BaTeNlsd Mpu Momomu libsemanage B OTBET Ha KOMAaHJbI

semodule. ITakeTs MoayIeit co3marores yrunurol semodule package.

134




CuHTaKCcuc:

semodule_link [-VV] [-0 outfile] basemodpkg modpkgl [modpkg2]...

Omuu:
Onnus 3HaueHue ONIUH
-V OT100pa3uTh BEPCHIO
-V IToapoOHBII BEIBOX
-0 <output file> OObeMHEHHBIN TAKEeT MOIYJIEH MMOJIUTHKH, CO3MAHHBIN YTHIMTOM.

6.6.3.17. Ymunuma semodule package

Yrunura semodule package - aTo yTunmrTa, ucnonb3yemast JUisi CO3JJaHuUs TTaKeTa
Moayis nmoautukn SELinux u3 OMHApPHOTO MOAYJIS TOJUTHKH W APYTMX UCTOYHUKOB
JaHHBIX, Takux Kak Qain koHTekcToB. semodule package co3maeT makeTsl U3
OMHAPHBIX MOJYJIEHM TIOJUTUKU, CO3JIaHHBIX, B CBOIO O4Yepellb, IPU IOMOIIU
checkmodule. Ilakersi monuTuk, co3nanHele semodule package, wmorytr OBITH
YCTaHOBJEHBI YTUINTON semodule.

Cunrakcuc:

semodule package -0 <output file> -m <module> [-f <file contexts>]

[Ipumepsr:

Co3znaTh mMakeT MOYJIS TOJIMTHKY JJIT 0230BOTO MOIYJIS.

$ semodule package -o base.pp -m base.mod -f file contexts

Co3zmarh makeT MOIyJIsl TOJTMTUKH JiJ1s1 MOoyJist httpd.

$ semodule_package -o httpd.pp -m httpd.mod -f httpd.fc

Coznmate makeT MOAyJis moiauTuku s JokanbHbiX TE-mpaBun (TE rules) 6e3
UCIOJIb30BaHUs (haiijia KOHTEKCTOB.

$ semodule package -0 local.pp -m local.mod

Onuun:
Onuus 3HaueHne ONIHH

-0 --outfile <output file> [TakeT MOAYNs NOJIUTUKHU, CO3JABAEMBIN JAHHOU YTHJIUTOH.
-s --seuser <seuser file> ®aiin seuser OyAET BKIIOYEH B TAKET.
-u --user_extra <user extra file> ®aiin user _extra OyJeT BKIIOYEH B MAKeET.
-m --module <Module file> Daiir MoyIst TOSMTHK OyeT BKIIIOYEH B MTAKET.
-f --fc <File context file> ®aiin ¢ KoHTeKcTaMH (HaiiJIoB Ik MOy s (OMIIMOHAIBHO).
-n --n¢ <netfilter context file> BrorounTs B naket (aiin kontekcra netfilter.
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6.6.3.18. Ymunuma sestatus

Yrtunura sestatus - mo3BojsieT IpocMoTpeTh coctosinue SELinux.

Ota yTunuTa npeaHa3HavyeHa JJisi IPOCMOTpa CTaTyca CUCTEMBbI, UCIIOIb3YIOIIEH
SELinux. Ona moka3siBaeT uH(pOpMaiuioo o ToM, BKItoYeH Ju SELinux B 1enow,
3arpy>KE€HHYIO TMOJUTHKY, a TaK)Ke B KaKOM PEXUME CHCTEMa - PEKUME OJIOKUPOBOK
(enforcing mode) unu pexume npeaynpexaeHuit (permissive mode). YTuiauTta Takxke
MOXKET MPUMEHSTHCS AJisi MPOCMOTpa KOHTEKCTa 0€30MacHOCTH (pailioB U MPOIIECCOB,
OomMMCaHHBIX B (hailsie /etc/sestatus.conf.

IIpumep 3amycka:

$ sestatus

SELinux status: enabled SELinuxfs mount: /selinux Current Mode:
permissive Policy version: 16

CunTakcuc:

sestatus [-v] [-b]

Onuun:
Onuus 3HavyeHue onuuu
-V [IpocMOTpeTh KOHTEKCT 0E30IacHOCTH (PaiijioB M IMPOIIECCOB, OMUCAHHEBIX B (aiie /etc/sestatus.conf.
JIis cMMBOIMYECKOH CCBUTKH TaKkke OY/IeT MOoKa3aH M KOHTEKCT (aiiyia, Ha KOTOPBIH OHa CChIIaeTCsl.
-b ITocMoOTpeTh TeKylllee COCTOSIHUE MepeKIIouaresei.

6.6.3.19. Ymunuma setfiles

VYrunura setfiles - mo3BoJiseT ycTaHOBUTH KOHTEKCT Oe3omacHocTu SELinux ass
daiina.

Orta mporpaMma HCHOJB3YeTCs, B TMEPBYIO oOuepeab, Korja HEoOXO0JIUMO
MHULIMAIN3UPOBAaTh 0a3y JaHHBIX C KOHTEKCTaMHM O€30MacHOCTU (pacllUpeHHbIe
aTpuOyTHI) A1 OAHOU Wi Oosiee PaillIOBBIX CHCTEM.

[lepBoHauanbHO TpOrpaMMa HUCIOJHAETCS KaK YacTh MPOIecca YCTAaHOBKHU
SELinux. Ee MOXHO 3amyckarb B JIt00O€ BpeMs ISl CIEAYIOLIMX 3a1ad: KOPPEKIMs
olIMOOK, A00aBIEHNE MOANECPKKA HOBOW MOJUTHKHU, TPOCTO YTOOBI YOETUTHCS B TOM,
KaKOW KOHTEKCT MPUCBOEH (aiiny (¢ omiuei -n).

CuHTaKCuC:
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setfiles [-c policy | [-d] [-1] [-n] [-e directory ] [-o0 filename | [-q] [-S] [-V] [- VV]

[-W] [-F] spec_file pathname...

Omuu:

Onuus

3HaueHHe ONIHH

IIPOBEPUTH COOTBETCTBUE KOHTEKCTAa TOMY, UTO OIPEICICH B IBOMYHOM (aiiie MOINTHKH.

II0Ka3aTh, Kakas cHelu(uKamus COOTBETCTBYET KaxaoMy daiiny -1 - oTpasuTs U3MEHEHHs
METOK B syslog.

HE MCHATh METKH (haiiIoB.

IIOJJAaBUTH BBIBO/J, HC OTHOCﬂmHﬁCﬂ K OIIMOKaM

-1 rootpath

HCI0JIb30BaTh AJIbTEPHATUBHBIN IIYTh K KOPHEBOU JUPEKTOPUH

-e directory

3amaTh JTUPEKTOPHIO, KOTOPYIO HYXXKHO HCKIIOYHTH W3 00palbOTKHM (1T HECKOIBKUX
JHUPEKTOPUH TIOBTOPHUTE ONLUIO).

-F

[puHyqUTENbHO YCTAHOBUTH KOHTEKCT Kak B file context mis HacTpanBaeMmbIx (aiinos
(customizable files).

-0 filename

COXPaHUTb CIUCOK (aiiJIoB ¢ HEKOPPEKTHBIM KOHTeKCTOM B filename.

-S

MOJyYHTh CHUCOK (HailIoB €O CTaHZAPTHOIO BBOAA, BMECTO HCIIOJIb30BaHHUS IIyTH,
OTIpeNIeNsIeMOro B KOMaHIHOH CTpOKe.

ITOKa3aTh N3MCHCHHA MCTOK Ct)aﬁHOB, CCJIM U3BMCHUJICA THUII UJIX POJIb.

I10Ka3aThb UBMCHCHHSA MCTOK (l)aﬁHOB, €CJIM UBMCHUWJICA TUII, POJIb UJIHU 110JIb30BATCIIb.

BBIBECTH MPEIYNPESKICHUS, SCIIA BCTPETATCS CHEIM(PHUKANNU, KOTOPBIM HE COOTBETCTBYET
HU OJIMH (il

ApryMEHTHI:

AprymeHT

3HaueHne aprymMeHTa

spec_file

@aiin co cnenu(pUKaNUAMH, COIep AU CTPOKHU cleyromero suaa: regexp [ -type ] ( context |
<<none>>).

B Havane ¥ B KOHIIC CTPOKHM PAacCIOJOXKCHBI PEryiisipHbIC BbipakeHUs. HeoOs3aTenpbHOe mosie
yKa3bIBaeT TUI (haiiyia B TOM K€ BUJC, KaK B BHIBOJIC MPOTPAMMEI 1S, HHBIMU CJIOBaMHU, -- YKa3bIBACT
TOJIbKO Ha OOBIKHOBEHHBIE (aibl, a -d — TONBLKO Ha AUPEKTOpWHU. B momne context MOXeT OBITH
yKa3aH KOHTEKCT Oe30MacHOCTH WU CTPOKa <<none>>, KOTOpas yYKa3bIBaeT, UTO KOHTEKCT (haiina He
HU3MEHSETCS.

[IpropuTeT UMEOT CreMU(HUKANNN, yKa3aHHbIE MOCIeTHUMHU. ECIM 3alaHHO HECKOJBKO Pa3HBIX
cnenuGUKaIuil ¢ pa3InIaroIUMcs KOHTEKCTOM 0€30IacHOCTH /ISl HECKOJIBKHUX JKECTKUX CCHUIOK Ha
(hatiir, To, HECMOTPST Ha BBIBOJUMBIC MPEIYNPSKACHUS, (Al MONTYYIUT KOHTEKCT, YKa3aHHBIA B
nocienHed w3 Takux crneuudukaumid. Ecnin mocienHsas w3 Takux crnenuUKAnUil  COAEPIKHUT
<<none>>, TO OHa HE YYUTHIBAETCS.

pathname...

IIyTe X KOpPHEBOH OUPEKTOPHH A KaXKAOH M3 (aiyIOBBIX CHCTEM, IS KOTOPBIX IPOCTAaBIITIOTCS
KOHTEKCThL. He ncnonp3yercst BMECTeE ¢ OIIUEH -S.

6.6.3.20.

YTunura

Ymunuma setsebool

setsebool YCTaHaBJIMBACT TCKYIICC 3HA4YCHUC JIIA OAHOI'O

MepeKIIroyaTesl WK 1eyoro cnucka nepeximtouareneid SELinux. B kauecTBe 3HaueHus

MOXKHO YCTaHaBJMBaTh 1, true wiM on i BKJIOYEHUsS Tepekmatouarens. s

BBIKJIIOYEHHSI MOXKHO HcIoiib30BaTh 0, false nian off.
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Ecnn He wmcnosp3oBate onuuio -P, TO M3MEHEHHS KOCHYTCS TOJIBKO TEKYIIHMX
3HAYEHUH NEepeKIovaresiei. 3HauYeHusl M0 YMOJIYAaHHUI0, KOTOPbIE YCTaHABIMBAKOTCS BO
BpEMs 3arpy3KH, TP STOM HE MEHSIOTCS.

Ecnmn 3amana onuuss -P, TO Bce Tekymue 3HAuCHUs MEPEKIII0YaTENeh
COXpaHsIOTCA B (hailyie MOJMTUKUA HA AUCKe. Takum o0pa3oM, UX 3HAYCHUE COXPAHUTCSA
Y TIOCJIE TEpe3arpy3KHu.

CunTakcuc:

setsebool [ -P | boolean value | bool1=vall bool2=val2 ...
0.6.3.21. Ymunuma sealert

YTunuta sealert mo3BoisIET B peKMME PEaTbHOTO BPEMEHHM OTOOpaXKaTh s
TEKYIIEro TOJb30BaTelii OOHApYKCHHBbIC KOH(MIUKTHI M BO3MOXKHBIC HAPYIICHUS
nH(OPMAITMOHHON O€30MTaCHOCTH.

B cnyuae ecnu cuctema oOHapyxwia cOoii B 00JIaCTM CUCTEMHOIO Tpest

BO3HUKAET BCILIBIBAIOIIIEE YBEAOMIICHHUE (PUCYHOK 6.2).

Hosoe yBegomneHune 6esonacHoctyl SELinux  x

O7raz AVC, HasmiTe Ha 3HaqvoK 4nA npocMoTpa

OTmeHnT | | MNoka3atk

Pucynok 6.2 — YBenomiieHHE O HapyIIEHUN 0€30MMacHOCTH
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[To nHaxatuio kHomku «llokazaTe» OTOOpakaeTCs OKHO C pacCHIUPEHHOMN

nHpopMarueit o coObITHN (PUCYHOK 6.3).

(= O6a0p yaepomnenuisSeLintix - of|

SELinux obHapyxmnn KoHQAMKT. Monydats anogeltequs (@ Aa () Her

Mpouecc: fusrfbin/bash BT oKT 23, 2018 10:26 MSK
MoneITka gocTyna: getattr
K file: fusr/bin/puppet

YBEeAOMWUTE agMUHMCTpaTopa MogpobHocTi WrHoprpoeats Yaanute W

OkMAaeMbliA pesynbTaT: Pewenne;

Ecni Bbl cumnTaete, uto bash ciegyer PEkOMEHAYETCA CO38aTh 0T4eT o ownbke.
paspelLTL A0CTYM getattr k puppet file UTo6bl pa3pellnTE A0CTY N, MOXHO CO3AaTh NOKAALHBIA MOGY/E NOAMTHAKY,
10 YMOAUAHMIO, \Allow this access for now by executing:
# ausearch -¢ 'start-puppet-ma' —raw | audit2allow -M my-startpuppetma
# semodule -l my-startpuppetma.pp CeeeHlA o

Mogyne

CoobunTe
ob ownbike

£ >

4 Mpeapiayuias | Mpegynpexciedte 2132 wei il Mokasats Bre

Pucynok 6.3 — OkHO yBeOMJIEHUI

Takske moJIb30BaTENIb MOXKET BbI3BATH 3TO OKHO C KOHCOJIM KOMaH/I0M:

sealert

M3 Tekymiero OKHa IOJIb30BaTElb MOXKET MPOCMOTPETh MOAPOOHOCTH
POU3OMIENIET0 COOBITUSA, yBEAOMUTh aamuHucTtpatopa OC, ymanuTh MHPOpPMAIUIO
JAaHHOTO YBEIOMJIEHUS WJIM UTHOPUPOBATh MHPOPMALIHIO.

B pacumpenHoi nHpopMaluy NpuBOJSTCS CBEICHUS 00 0KMIa€MOM pe3yibTaTe

N BO3MOJKHBIC ITYTHU PCIICHUA HpO6JIeMBI.
6.7. PAM

PAM wunmu Pluggable Authentication Modules (moakmrogaembie MOIYyIH
ayTeHTU(PUKAUU) — 3TO MOAYJBHBIN MOAXO0J K cucteMe ayTeHThudukanuu. OHu
MO3BOJIAIOT CTOPOHHUM CIIyK0aM MpeJoCTaBIsATh MOAYJIb ayTeHTH(UKAIUU s
oOecrieueHusi J0CTyna K ciyx6e mis cucreM ¢ moaaepkkoir PAM. CmyxOsl,
ucnons3yomme PAM ans ayreHTuduUKanyuu, MOTYT HCIOJIB30BaTh UX Cpa3y ke, 0e3

HEO0OXO0IMMOCTHU JOTOIHUTEIBHON EPECOOPKHU.
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Ha cepepe PAM (Pluggable Authentication Modules) MoryT ucronab30BaThCs
JJIs yOpaBlieHUs ayTeHTUuKanre (Kak yacTh YIIpaBJICHUs NIPEIOCTABICHUS JOCTYIa).
[Ipu wucnons3zoBannun PAM cepBucam HeT HEOOXOJUMOCTH  TOJAJIEPKUBATH
COOCTBEHHYIO CUCTeMY ayTeHTH(]uKau. BMecTo 3TOro oHu mojararorcs Ha MOJIYJH
PAM, noctrynmueie B cucteme. JloOoit cepBuUC mOpu HEOOXOAUMOCTH MOXKET
UCII0JIb30BaTh COOCTBEHHYIO KOH(purypauuio PAM, XoTs B OONBIIMHCTBE CIy4aeB
ayTeHTU(UKALUs BBIIOJHAETCS OJJMHAKOBO BO MHOXKECTBE CEPBUCOB. BhI3bIBast MOyN
PAM, cepBuCbl MOTYyT TOAJAEPXKHUBATh JBYX(PAKTOPHYIO ayTEHTU(PUKALMIO «HU3
KOPOOKUY, cpasy xKe UCII0JIB30BaTh LEHTPAIN30BaHHbIC XpaHuIunia
ayTeHTU(UKALMOHHBIX CPEICTB U MHOTOE PYroe.

PAM npenocTaBisitoT THOKYIO MOIYJIBHYIO apXUTEKTypy Ui CJIEeIyIOIINX
CEPBHUCOB:

VYnpasnenue ayreHTU(UKAUMEN - TPOBEPSIET, CYIIECTBYET JH MOJIb30BATENb 0T
KOTOPBIM IBITAIOTCS 3aUTH.

VYrpaBneHue y4ETHBIMU 3alIUCSIMU - IIPOBEPSIET, YTO IAPOJIb II0JIb30BATENS HE
UCTEK UM UMEET JI MOJIb30BaTENb MPABO 00palIaThCs K ONPENEeIEHHOMY CEPBUCY.

VYpasieHue ceaHCaMU - BBIIIOJIHSET ONpPEIEIEHHbIE 3aJa4 BO BpeMs BX0OJa WU
BBIX0/1a I0JIb30BATENS M3 CUCTEMBI (ayIUT, MOHTHpPOBaHHE (AiJIOBBIX CUCTEM U Tak
nanee).

VYnpapneHue napoisiMu - IpejiaraeT uHTepdeinc s cOpoca mapossi ¥ TOMY
OA00HOE.

[Ipu pabore ¢ PAM anMuHHCTpaTOpbl O4YE€Hb OBICTPO MOWMYT MPUHLMIIBI, IO
KOTOpBIM yHKIIHOHHpYeT PAM.

Bo-nepBeiX,  3TO  «HE3aBUCUMOCTb  OT  Od3k-3HAa».  I[lpunoxeHusm,
nojaepxuBarouM PAM, HeT HEOOXOAMMOCTH YUYUTHIBaTh HU3KOYPOBHEBYIO JIOTHKY,
4yToOBl paboTarh ¢ O3k-3HAamu. Mcnonb3ys PAM, npunoxeHus OTAENSAIOT JIOTUKY
paboTsl O9K-3HAA OT cBoeil. Bc€, uTo UM HYXKHO cenaTh — 3TO BbI3BAaTh (YHKIUIO

PAM.
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JpyrumM  TOpUHIMIIOM  SIBIISIETCA ~ «HE3aBHCHUMOCTh  OT  KOH(UTYpAIUN.
AJIMHUHHUCTpaTOpaM HE HYXKHO 3HaThb, KaK HACTpaumBaThb [JECATKUA Pa3TUYHBIX
MIPWIOKEHUH, YTOOBI 3aCTaBUTh UX MOJICPKUBATH ayTeHTUUKAIIIO. BMecTo 3TOT0 MM
IIOCTATOYHO BOCIIOJIb30BaThCS OJIHOM KOH(UTYpAITMOHHOMN CTPYKTYpOH,
npenocrasisieMot PAM.

[TocenHUM TPUHLIKIIOM, SIBISIOIIMMCSI TAKXKE 4acThlo Ha3BaHus PAM, saBnsercs
«MOJKIIIoYaeMas apxuTektypa». Korma HeoOX0quMo MHTErpupoBaTh HOBBIA O3K-3HI,
BCE, UTO HYXHO cJieiaTh aJIMUHUCTPATOPY — 3TO YCTAaHOBUTH OMOIMOTEKY JUIsl ATOTO
09k-2H/1a (OOJIBIIMHCTBO MOJYJIEH HCMOIB3YIOT oauH (aitn Hactpoek). Haumnas c
ATOI0 MOMEHTAa MOJYJb CTAHOBUTCSA IOCTYIICH Ui HCIOJIb30BAHUS IPUIIOKECHUSMU.
AJIMUHHCTPATOPBI MOTYT HACTPOUTH ayTEHTU(DHUKAIINIO TSI UCIIOJIH30BAHUS ITOTO OJK-
9HJIa U POCTO MEPE3aANYCTUTh MPUIOKEHUE.

[Ipunoxenus, 1uisi KOTOPbIX HEOOXOAUMO Hucmosib3oBaHue PAM, nuHKyIOTCS C
oubnuorexkoii PAM (libpam) um MOryT BbI3bIBaTH HYXHbIE (QYHKUUU pabOTHl C
yKa3aHHBIMHM BbIlIEe cioyk0amu. Kpome 3TOro, B MNPUIOKEHUHM HE HYNKHO HHYETO
peaau30BbIBaTh CrICUGUIHOTO JJIs1 padOThl C STUMH CEPBHUCAMHU, TaK KakK 3Ty 3a/a4y Ha
cebst 6epér PAM. U korma moip30BaTeib 3aX04eT ayTEHTU(UIIMPOBATHCSA, CKAXKEM, B
BEO-NIPWIIOKEHUH, TO OTO TMpuiokeHue BbbiBacT PAM (mepenmaBas emy
UACHTU(DUKATOP M, BO3MOXKHO, MApoOJib WM 3allpoc) U MPOBEPSIET BO3BpAIacMbIC
JTaHHBIC, YTOOBI IPUHSTH PEIIEHUE, Ay TCHTU(PUITUPOBAJICS JTU TOJIb30BATENIb U UMEET JIN
OH JOCTYyN K MpuioxeHuto. BHyTpeHHeln 3anaueii PAM sBisieTcst ompenesneHue, Tae
HEO0OXO0IMMO ayTEHTU(PULUPOBATH OJIb30BATEIS.

CunbHOM cTopoHOoi PAM sBiseTcst TO, 4TO JHO0OH >KENAIIINi MOXET co37aTh
Monyiu PAM nnst mHTerpamuu ¢ J00bIM nojjaepkuBaromum PAM cepBucom wuim
npwioxkeHueM. Ecnu kakas-HMOyAb KOMITAHHMS BBITYCKA€T HOBYIO CEpPBHC JUIS
ayTeHTU(PUKauuu, BCE, UYTO HYXHO OyIer cjaenatb, — 3TO MNPEIOCTaBUThH s
B3aUMOJIEUCTBUS C 3TUM CEpBHCOM Moaysib PAM, mocie 4ero ao00e MCHOJIb3YIOIIee
PAM npunoxxeHne CMOXKET He3aMeIIUTEIbHO padoTaTh C ATOM CEPBUCOM: HET

HEO0OXOMMOCTHU YTO-TO MEPEecOONpPaTh WU YIy4dIlaTh.
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Hpyroit BaxkHOM 0cOOeHHOCTEIO PAM sBseTcss TO, 4TO OHH IOJICPKHUBAIOT
o0BbeMHEHUE B IIEMOYKH HECKOJIbKUX MojayJied. [Ipumep koHdurypamronHoro gaiia
PAM nns Hekoero cepBuca:

# AyreHTnQuUKaANUA

auth required pam_env.so

auth required pam_ldap.so

# YnpaBjieHue Y46 THbIMHU 3aANIUCAMH

account required pam_ldap.so

# YnpasjieHue NapoJsiMu

password required pam_ldap.so

# YnpasjieHUe CeaHCaMU

session  optional pam_loginuid.so

session  required pam_selinux.so close

session  required pam_env.so

session  required pam_log.so level=audit
session  required pam_selinux.so open multiple
session  optional pam_mail.so

Buano, 4to KoHQUrypaunoHHbIN (aiin pa3aenéH Ha dyeTblpe 00J1acTh CEPBHUCOB,
KOTOpbIE moaaepkuBatoT PAM: ayreHTHQUKaLUs, yHIpaBIeHUE YYETHBIMU 3alHUCIMH,
YIIPaBJICHUE MMAPOJISAIMU U YIIPABICHUE CEAaHCAMM.

Kaxaplii U3 3TUX pa3nenoB B (aiiie BbI3BIBAET OJMH WM HECKOJIBKO MOAYJEH
PAM. Hanpumep, pam_env.so yCTaHAaBJIMBACT IEPEMEHHBIE CpPEIbl, KOTOPHIE MOTYT
OBITh MCIOJIB30BaHbI OCAEAYOMUMHU MotyIsMU. Koa, Bo3Bpamaemsiit MosysieM PAM,
BMECTE C YNPABJISIIOIIMMH JUPEKTUBAMU (B JaHHOM mpumepe — required uim optional)
no3BossieT PAM pemiath, 4To AenaTh Jajbliie.

PAM noanepKuBaroT CIEAYIOIIME YIIPABISIOIUE TUPEKTUBBL:

required - Yka3zanueli monyiabs PAM nosskeH BEpHYTH KOJA ycCIiexa JJIsl TOro,

9TOOBI BeCh CEPBUC (Hampumep, ayTeHTudukanus) opuia ycnemsa. Eciu monyns PAM
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BEpHET KOJ HEyJlauM, OCTalbHbIE MOJYJIU OyIyT BCE paBHO BBI3BaHbI (XOTA YK€ TOYHO
U3BECTHO, YTO CaM CEPBUC OYyJIeT HEAOCTYIIEH).

requisite - Yka3zanueli Mmoayinb PAM noipkeH BEpHYTh KOJ ycnexa Ui TOTO,
9TOOBI BeCh CEPBUC ObLI J0cTyneH. B otnuuue ot required, ecau moayns PAM BepHET
KOJ HeYyJ1auM, IUPEKTHUBA Cpa3y ke 3aBEPUINTCS, U CaM CepBHUC OyAeT HEOCTYIIEH.

sufficient - Ecnu yka3zansbeiii Mogyis PAM BepHET KoJ ycnexa, BECh CEpBUC
Oyner paspemieH. OcraBmimecs monyiu PAM nHe Oyayt mposepsiThesi. OmHako, eciiu
Moayinb PAM BepHET Koa HEyJaud, OCTaBIIMECS MOIYJIW MPOHAYT MPOBEPKY, a
HEey/1aya JaHHOTO MOJYJIS He Oy/IeT MPUHUMATHCA BO BHUMAHHE.

optional - Kon ycniexa wnu Heynaum ykazanHoro monyis PAM Gyner umets
3HAYEHUE, €CJIM 3TO €IMHCTBEHHBI MOJYJIb B CTEKE.

[{ermouku MoOjyJsiel MO3BOJISIOT BBITIOJIHUTh MHOKECTBEHHYIO ayTeHTH(HUKAIIHIO,
BBINIOJIHUTh HECKOJIBKO 33]1a4 B IPOLIECCE CO3JaHuUs C€aHca U TOMY MOJI00HOE.

Tak kak KoHurypauuonusle (Qaitier PAM  ympaBiasior  mporeccom
ayTeHTUPUKAUUA B  MPWIOKEHUH, OYEHb BaXHO  MPaBWIBHO C  HUMU
B3auMO/ielicTBOBaTh. Daiiiibl OOBIYHO pacrioararoTcs B Karaiore /etc/pam.d/.

B Gonpmmx opraHuzanusx uWid B TpeOOBATENbHBIX K OE30MAaCHOCTH CHCTEMax
mobass monudukanus KoHpUrypauroHHBIX ¢aiioB PAM nomxkHa moaBeprarbes
COOTBETCTBYIOILIEMY ay/IHTY.

DTO0 K€ OTHOCUTCSI K TOMY MeECTy, TIle pacnoiaraiTcs Moxyiu PAM
(/lib/security unu /lib64/security).

[Tomumo aitnoB-ciieHapueB Jyisi HEKOTOPBIX MOAYJIEH MOTYT HUCIOJIb30BaTHCA
JOTOMHUTENbHbIE (Galiabl KoHpurypauuu. Bce OHM pacnofiokeHbl B Karajore
/etc/security U KaxxIpIi Qaiin npegHazHayeH AJ11 KOHKPETHOM TpyIIbl HACTPOEK.

time.conf - 31eck Bbl CMOXKETE OTpaHUYUTH BPEMS JOCTYIA MOJIb30BATENEH C
pa3IMYHBIX TEPMHUHAIOB K Pa3JIMYHbIM cepBUcaM. Hampumep, 3anpeTuTh BXOIUTH B
CUCTEMY C NEPBOM BUPTYyaIbHOW KOHCOJHM aJIMUHHUCTPATOPY BO BPEMs BBIXOJHBIX. DTH

HACTPOUKH OOCITYy>KMBaeT MOAYJh pam_time ¥, COOTBETCTBEHHO, €CIU BBl JKEJacTe,
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YTOOBI Ballld OTPAHMYEHHUS BO3BIMEIH JEHCTBUE MOMYJIb JTOJDKEH OBITh MPOMHUCAH B
COOTBETCTBYIOIIIEM CIICHAPHH.

pam _env.conf - 37ech MOXHO OTIPAaHMYUTh BO3MOXKHOCTH B HW3MEHEHUU
OTNICTBHBIX TIEPEMEHHBIX Cpeabl ToJib3oBaTenssMu. PaboTaeT mox pyKOBOJCTBOM
MOJyJIS pam_env.

limits.conf - 3mech MOXHO WHAMBUIAYATbHO WM JUIsl TPYIIBI OTPAHUYUTH:
pasmep core-(aiia, MaKCHUMalbHBIM TOMYCTUMBIA pa3mep (aiina, MaKCHMallbHOE
KOJMYECTBO OTKPBITBHIX (haiioB, 3amylIEHHBIX IPOIECCOB, CKOJBKO pa3 MOKHO
OJTHOBPEMEHHO 3alTH B CUCTEMY U T.J. PykoBoasmuii MOy pam_limits.

access.conf - Tak xak PAM wumeeT cpenctBa ayTeHTU(UKAIMUA IO CETH, TO
MO00HBIC HACTPOWKH SIBIISIOTCS TIOJIC3HBIMH W00 KOHTPOJIUPYETCS HE TOJIBKO KTO
MOJKET WJIK HE 3alTH, HO U OTKYJ1a. KOHTposmpyeTcs pam_access.

group.conf - MOXXHO yka3aThb KakoW Tpymme OyaeT MpHHAIIek,aTh CIyk0a
3allylIeHHass  OMpENIEJCHHBIM  IOJIb30BaTeleM, B  ONPEIEICHHOE BpeMs ¢
ornpeaeneHHoro TepMuHana. Kontponupyercs pam_time u pam_group.

console.perms - Heckoiabko BHIOMBAETCS CBOMM Ha3BaHUEM, HO HE (DYHKIMSIMHU.
3nech onpeneNstoTcs MpaBa, MoJy4aeMble MPUBUICTUPOBAHHBIMU TOJB30BATENIAIMA K
KOHCOJTM BO BpeMs BXOJla B CHUCTEMY MW BO3BpalllaéMble IMpH BbIXoae. Momayib
pam_console.

Cnucok MomayJiei:

- pam_cracklib: Tun password. IIpoBepsier Baml mapoyiib Ha CTOMKOCTh, HE
SBIIICTCS. JTU OH, HampuMmep, MaJuHAPOMOM (TIpUMEYaHHe- ITO HEe 005S3aTeIbHO IMPHU
UCTIONB30BaHUU MOAYJS pam unix). IlomeseH misi mporpamMMm 3aJalomiuX TapoJIH.
[Tonesnble mapameTpsl: retry=N -maercs N MONBITOK Ha UCIPaBICHHE OIIMOKH,
diffok=N-nomkHo OBITh H3MEHEHO MHUHMMYM N CHMBOJIOB TpU CMEHE Mapois,
minlen=N -MuHuManbHbIN pazmep napods, deredit=N ucredit=N Icredit=N ocredit=N -
B TIapoJie JOHKHO MPUCYTCTBOBaTh MUHUMYM N mudp, CTPOUHBIX, TPOMUCHBIX OYKB H
JPYTUX CUMBOJIOB.

- pam_deny: Tun m11060ii. Bcerna nepexpsiBaeT TOCTYII.
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- pam _env: Tun auth. KoHTponmupyeT COXpaHHOCTh TEPEMEHHBIX CpPEJbl.
[lone3nwiit mapamerp conffile=S -3amaer anprepHaTMBHOE Ha3BaHWe (aiina
KOH(UTYpaLHH.

- pam_ftp: Tun auth. Ilpennaznauen s opraHu3ali aHOHUMHOTO JOCTYTIA.
To ectb momydnB WM TMOJIB30BATEIs 'anonymous', KJIET B KAa4eCTBE IMApOJI YTO-TO
MOXOKee Ha €ro IMoYTOBBIA anpec. llome3Hple mapaMeTpsl: ignore- He oOpamaTth
BHUMAaHHUE MOXO0X JIM MMapoJib Ha NOYTOBBIM aapec, users=XXX,YYY -mo3BoiseT
AHOHMMHBIA BXOJI JIJIS TIOJIb30BaTEJIeH U3 3TOTO CITUCKA.

- pam_group: Tunm auth. mnpenHa3HaueHue  SCHO W3  OMHCAHUS
KOH(purypanronHoro ¢ammna group.conf.

- pam lastlog: Tun auth. Coobmiaer o BpeMEHH M MECTE€ BXOJa B CHCTEMY.
Oo6noBser /var/log/wtmp daitn. [Tone3Hsie mapameTpsl: nodate, noterm, nohost,
silent - HEe BBIBOJUTH B COOOIIECHUHU JAThl, TEPMHUHAJA, MAIIUHBI UKW BOOOIIE HUYETO,
Never - €ClIv MOJIb30BaTEIh HUKOT/IA PaHee HE MOSBIISIICS, TO €0 MPUBETCTBYIOT.

- pam limits: Tun session. IIpenHazHaueHHe yKa3aHO BBIIIE TPH ONUCAHUHU
¢daiina  limits.conf.  Ilone3ubii  mapamerp:conf=S  -anpTepHaTHBHOE  UMS
KOH(UTypaiioHHOTO (haiina.

- pam listfile: Tun auth. IlpeaHaznaden s oOpraHu3aluy JOCTyla Ha
OCHOBE KOH(UTYpallMOHHBIX (haiIoB-CIIUCKOB Harmpumep /etc/ftpaccess. s mpumepa
CMOTPUTE COOTBETCTBYIOIIHME  (Qailibl  crieHapueB. BO3MOXHBIE  MapaMeTphl:
onerr=succeed|fail; sence=allow|deny; file=filename; item=user|tty|rhost|ruser|group|
shell apply=user|@group . IlepBblii napameTp 3a1aeT BO3BpAIIAEMOE 3HAYEHUE B CIIy4ae
HEyJa4HOro IMoucka. Bropoii - B ciaydae yaadHoro moucka. Tperuit ums (aitna co
CIIMCKOM. YeTBepThIii- TUN 3JeMeHTa B crucKe. [locneHnii BHOCUT OTOJHUTEIbHBIN
OTpaHUYEHUsI €clid TUT 00BsBIIEH tty, rhost umm shell.

- pam_mail: Tun auth. CooOmaercs O HaJIMYMKM TOYTHI €CIM TaKOoBas
umeercs. [lonesnbie mapameTpol:dir=S -IyTh K KaTajory MOYTOBBIX OYepeeid, noenv-

HE yCTaHaBIIMBaTh NepeMeHHyI0 cpenbl MAIL, close - coolmaTe eciam ecTh modra y

145



MOJIb30BaTENIe C aHHYJIMPOBAHBIMU OIOJKETaMU, nopen - He IeyaTaTh Kakod Jr0o
MOYTOBOW MH(POPMAITUHU €CITH TIOJIB30BATEIBCKUI OIOIKET TOJIKO-4TO 3aBE/ICH.

- pam _nologin: Tun auth. CranmaptHas peakuuss Ha Haiguuue Qaiina
/etc/nologin. Korma oH mpHCyTCTBYET, B CHUCTEMY MOXKET 3aliTH TOJBKO root, a
OCTaJbHBIM OYJET BBIAHO Ha dKPaH COJIEPKUMOE 3TOTO (aiina.

- pam_permit: Tun mo6oit. Mcnonb3zoBanne manHoro moxayist OITACHO wu
MPUMEHHUMO TOJIBKO B KPUTHYECKUX CUTyalusx. Beeraa maet momyck.

- pam pwdb: Tun mro0oii. 3amemaeT MOIYJIM CEPUM pam UNix....
Ucnonb3yet untepdeiic 6udbmuorexu libpwdb (monp3oBarensckue 0a3bl TaHHBIX), YTO
MOBBIIIIACT HE3aBHUCHUMOCTh CHUCTEMBl ayTeHTU(UKAIMH OT Ccrocoba XpaHeHUs
nosib3oBaTebckux AaHHBIX(NIS wmm passwd wmwim shadow). Ilonmesnple mapaMeTpsr:
nullok - MoxHO Hcmonbp30BaTh MycThie Tapoiau, mdS, shadow, bigerypt - pasnuunbie
croco0bl u(ppoBaHUS TAPOJIS.

- pam _radius: Tun session. [lo3BossieT OCYIIECTBIATh ayTEHTU(PUKALMIO
yepe3 RADIUS cepsep.

- pam rhosts auth: Tun auth. Mexanusm paboOThl  3TOr0  MOJYJIS
OCHOBBIBAaeTCS Ha aHaiuu3ze cojaepkumoro ¢aiimoB hosts.equiv. u  .rhosts
HCIIOJB3YEeMBIX JIJIsi ayTeHTHUKAIMA Takux ciyx0 kak rlogin u rsh. Ilome3nbie
napaMmeTpsl: no_hosts _equiv - WrHOpuUpoBaTh coaepxkumoe (aiima hosts.equiv,
no_rhosts-urnopupoBats conepxkumoe ¢aitnoB .rhosts, suppres s- OXpaHsI€T CUCTEMHBIE
KYpHAJIBI OT MOTOKA MaJIO3HAYMMBIX COOOIICHHI, B YaCTHOCTU KOT/A HCIIONb3yeTCs
KOHTpPOJIbHBIN ¢uiar sufficient.

- pam_root ok: Tum auth. Mcnomw3yercss B ciydae, Korja aJIMHHUCTPATOPY
HEOOXOJMMO TIONMy4YaTh JOCTYH K CEpBUCY O€3 BBEACHHUA Napoisi. DTOT MOIYJb
JIOTTYCKAEeT MOJIh30BaTeNs K CEPBUCY TOJBKO eciu ero uid paseH 0.

- pam_securetty: Birouaer B IIPOBEPKY daiin /etc/securitty.
Cymnepronb30BaTeib CMOXKET 3aMTH TOJBKO Ha YKa3aHHBIX TaM TepMUHAIaX.

- pam_time: Tum account. CMOTpH omucaHue yCTPONCTBA KOH(MUTYPAITMOHHOTO

daiina time.conf.
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- pam_warn: Tun auth u password. Ilpocto HampocTo BeaeT 3amucH B
CUCTEMHBIX ypHajax HalpuMep MNpyu CMEHE MapoJis.

- pam_weel: Tum auth. [IpaBa cynepmonap30BaTeass MOKET TOJIBKO MOJIH30BATENb
rpynnel wheel (rpynma root). Ilonmesneie mapameTpbl:group=XXX - HCHOJIb30BaTh
yKa3aHHYIO TPYIIITy BMECTO CTaHAApTHOW HyJeBO#, deny- WHBEPTUPOBAHHUE ACHCTBUS
aTOPUTMa, 3alpeliaeTcs IMoJydaTh IIpaBa CyMNepIIONb30BaTeNsl MOJIh30BATEISAM
yKa3aHHOW TpYIIbl, HCIOJb3YEeTCd BMECTE C NPEIbIAyLIMM MapameTpoM, trust -
n30aBisieT noib3oBareneil rpynnsl wheel ot HE0OXOIMMOCTH BBOJIUTH MAPOJIb MPU
cmene uid Ha 0.

Jnst oTclieKMBaHUS TIOTMBITOK HEYCIENTHOW ayTeHTHU(UKAIIMKM HEOOXOAUMO OT
UMEHH aIMUHUCTpPATOpa root OTpeAakTHpPOBaTh (ailisl system-auth u password-auth:

# vi /etc/pam.d/system-auth

# vi /etc/pam.d/password-auth

JloGaBuTth B cexuuio auth nBe CTpOKu, ycTaHaBIMBAIOMIME OJNOKHUPOBKY YUYETHOM
3alUCH Ha BpeMsi HE MeHee 15 MuHYT B cilydae BBoja He Oosiee 4 HempaBUIBHBIX
naponed. 1 1 cTpoky, moaxiroyaronyo HyKHbIM mMonyinb. B PAM monmynsx BakeH
HOPSAZIOK CJIEJOBAHMUS CTPOK, IOATOMY CTPYKTypa pelakTUpyeMbIX (aiijaoB mocie
M3MEHEHHUM JOJDKHA OBITh cienytomas (KUPHBIM TEKCTOM BbIIENEHBbI J100aBICHHbBIC
CTPOKH):

# cat /etc/pam.d/password-auth

#%PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth required pam_Ffaillock.so preauth silent audit deny=4 unlock_time=9000
auth sufficient pam_unix.so nullok try_Ffirst_pass

auth [deFault=die] pam_Faillock.so authfail audit deny=4 unlock_time=9000
auth requisite  pam_succeed_if.so uid >= 1000 quiet_success

auth required pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed if.so uid < 1000 quiet
account required pam_permit.so

account required pam_Ffaillock.so

password requisite pam_pwaquality.so try_Ffirst_pass local_users_only retry=3
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authtok_type=
password sufficient pam_unix.so sha512 shadow nullok try_Ffirst_pass use_authtok
password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

session [success=1 default=ignore] pam_succeed_if.so service in crond quiet use_uid
session required pam_unix.so

# cat /etc/pam.d/system-auth

#%PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth required pam_Ffaillock.so preauth silent audit deny=4 unlock_time=9000
auth sufficient pam_unix.so nullok try_Ffirst_pass

auth [deFault=die] pam_Faillock.so authfail audit deny=4 unlock_time=9000
auth requisite  pam_succeed_if.so uid >= 1000 quiet_success

auth required pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed_if.so uid < 1000 quiet
account required pam_permit.so

account required pam_faillock.so

password requisite pam_pwaquality.so try_Ffirst_pass local_users_only retry=3
authtok_type=

password sufficient pam_unix.so sha512 shadow nullok try_Ffirst_pass use_authtok

password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

session [success=1 default=ignore] pam_succeed_if.so service in crond quiet use_uid
session required pam_unix.so

3neck mapameTp deny= OTBE€YaeT 3a YKCJIO OTCJIEKUBAEMBIX HEYCIEIIHBIX
MIOTIBITOK, TTOCJIE KOTOPBIX MPOu30iiaeT OnokupoBKa, a unlock time= Bpems B cexyHmax
Ha KOTOpPOE yueTHas 3aluch OyaeT 3a0JI0KHpOBaHa.

Jnst MHOrO(aKTOpHON ayTEeHTHU(UKALMU HKCIONb3yeTcss MOAYNIb pam_ usb. Yto
ucrnonb3oBath FLASH-nakonurtens B KauecTBe TOKEHa ayTEeHTHU(PUKALKUKA HEOOXOAUMO
nonkmounth kK OBM FLASH-nakonurens m yb6eauthes, uro OC ycmemHo ero
MOJIMOHTHPOBAJIA.

Jo6asuth FLASH-nakonuTens KOTOpHINA OyJdeT MCHOIB30BaThCS KaK TOKEH s
ayTeHTU(UKAIIAN:

# pamusb-conf --add-device 'Auth-Stick'

, e Auth-Stick npou3BosibHOE UMSI TPUCBAUBAEMOE TOKEHY.

Janee HeoOX0MMO BBIOPATh YCTPONUCTBO M3 YKCIIa OOHAPYKEHHBIX
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Please select the device you wish to add.
* Using "JetFlash TS128MJF2A (JetFlash TS128MJF2A-0:0)" (only option)
Which volume would you like to use for storing data ?

" HOI[TBepI[I/ITB €0 UCIIOJIB30BaAHUC
* Using "/dev/sdc1 (UUID: 1CD6-B3F1)" (only option)

Name : Auth-Stick

Vendor : JetFlash

Model : TS128MIJF2A

Serial : JetFlash TS128MJF2A-0:0
UUID : 1CD6-B3F1

[TonTBepANTH COXpaHEHUE MTapaMETPOB:

Save to /etc/pamusb.conf ?

[Y/n]y

Done.

Jlanee HEoOX0aMMO T0OABUTH TIOJIB30BATENEH, KOTOPHIE MOTYT HUCIIOJIB30BaTh ATOT
TOKEH:

# pamusb-conf --add-user='petrov'

Which device would you like to use for authentication ?

* Using "Auth-Stick" (only option)

User : petrov

Device : Auth-Stick
Save to /etc/pamusb.conf ?
[Y/n]y

Done.

B ¢aitnax /etc/pam.d/system-auth u /etc/pam.d/password-auth Hy>kHO B Hauano
¢aita 1006aBUTH CTPOKY OTBEUAIONIYIO 3a 3arpy3Ky MOMYJS M yCTaHOBUTH yPOBEHBb

YOPABJISILIIONIEH TUPEKTHUBBI KaK ObLIIO OMUCAHO paHee:

auth sufficient pam_usb.so

6.8. Rsyslog

Rsyslog — 3T0 o4eHb OBICTpPBIA, pacIMPSIEMBbII CEPBUC JIUISl YIPABJICHUS JIOraMu
C OIPOMHBIM KOJMYECTBOM BO3MOXHOCTe. Cpeau ero BO3MOXKHOCTEM MOXKHO
OTMETUTh MOJACPKKY (PUIbTpalMd KOHTEHTAa, a TakKe Mepeaady JIOTOB MO CETSAM.
OCHOBHBIE BO3MOKHOCTH:

- MHOTOIIOTOYHOCT®;

- TCP, RELP;

- ITonnepxka MySQL, PostgreSQL, Oracle;
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- @unpTpanus KypHajoB;

- [lonHOCTBIO HACTpauBaeMbIii popMaT BBIBOJA.

Bce mporpaMmbl BeAyT JIOT IyTEM OTHPaBKU COOOIIEHHU 00 OMIMOKAX WA CBOEM
COCTOSIHUU C TTOMOIIBIO COKeTa Syslog MM MpocTo 3amuckiBasi Bce cooOIeHus B (aii,
KOTOPBIN OyJeT HaXOAUThCS B Karajore /var/log/.

Ho BaxxHOE€ 3HaueHHE MMEET ypOBEHb MOJAPOOHOCTH JIOTUpOBaHUA. Bbl MoxkeTe
HACTpauBaTh MOJAPOOHOCTh B KAXIOW OTIENBHOW MporpamMme, WIH € C MOMOIIBIO
syslog. DTO MOMOXET YMEHBIIUTh HCIOJb30BAHUE JUCKOBOIO IPOCTPAHCTBA, HA
XpaHeHHe JoroB. Ho TyT HyXHO HaWTH KOMIPOMHCC MEXKIY KOJIUYECTBOM
nH(OpPMAIUU U UCTIOJIB30BAHUEM JIUCKA.

Hanpumep, sinpo OC ompenensieT Takue ypOBHHU JIOTOB, WJIM KaKk Mbl Oynaem
Ha3bIBaTh UX HIXKE — MPUOPUTETHI:

KERN_EMERG — cucrtema HepaboTocnocobOHa;

KERN ALERT — HyXHO HEMEJIEHHO IPUHATH MEPBHIL;

KERN CRIT — kputndeckas omuoka;

KERN ERR — 006b1yHas omuoka;

KERN WARNING — npeaynpexacHue;

KERN NOTICE — 3ameuanue;

KERN INFO — undopmannontoe coodiieHue;

KERN DEBUG — cooOrieHust OTIaKu.

[TonoGHBIE YPOBHM JIOTA MOAJIEPKUBAIOTCS B OOJIBIIMHCTBE MPOTrpaMM, KOTOpHIE
BEIYT JIOTU.

Bce mnactpoiiku Rsyslog Haxomstcs B dabine /etc/rsyslog.conf u  apyrux
KOH(pUrypalMoHHbIX (aiinax u3 /etc/rsyslog.d. Bl MoxkeTe MOCMOTPETh CYIIECTBYIOT
JM y Bac 3TU (ailiibl BBIMOIHUB:

Is /etc/rsys*

rsyslog.conf rsyslog.d/
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OcHoBHOM KOH(pUTypanMOHHBIN (aitn — /etc/rsyslog.conf, B HeM MOIKITIOUEHBI
Bce (aibl u3 nanku rsyslog.d ¢ momomnrsio aupektuBsl IncludeConfig B camom Havaiie
daiina:

IncludeConfig /etc/rsyslog.d/*.conf

B »Tux ¢Qaiinax mMoryt couepkarbCcsi JONOJHUTENbHbIE HACTPONKU, HANpPUMED,
ayreHTu@ukauus Ha Rsyslog cepepe. B rnaBHOM KoH@urypamuoHHoM Qaitie
COJIEP>KUTCSI OUEHb MHOTO TIOJIE3HBIX HACTpoeK. OOBIYHO OH 0OeCTieunBaeT yrnpaBiieHUE
JIOKaJbHBIMU JIOTAMHU [0 YMOJIYaHUIO, HO JJIsi pabOThl 4Yepe3 CeTh HY>KHO T00aBHUTH
HACTPOWKH.

CuHTakcuc KOH(GUTypalMOHHOTO ¢aiiia 0OYeHb IPOCT:

$nepemMeHHas 3HaAYEHHE

Bce nupekThBbl HAUMHAIOTCA CO 3HAKA JI0JUIapa, COJIEPkKAT UMS IMEePEMEHHOH, a
JalbIlle  CBS3aHHOE C  HEW 3HadyeHue. Tak  BBIIJAUT  Kaxzas  CTpOKa
KoH(urypauuonHoro (aina. B ero mepBoil yactu pa3MenieHbl OOIIME HACTPOUKHU
mporpaMMbl M 3arpy3ka monyineid. Bo BTopoil — Bamu mnpaBuia COPTUPOBKH U
bunbTpanuu jgor (Hansos.

ModLoad imuxsock # provides support for local system logging

$ModLoad imklog # provides kernel logging support

#$ModLoad immark # provides --MARK-- message capability

# provides UDP syslog reception

#$ModLoad imudp
#$SUDPServerRun 514

# provides TCP syslog reception

#$ModLoad imtcp
#$InputTCPServerRun 514
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B »TOM yuacTke 3arpyxaroTcs Bce HEOOXOAUMBbIE MOIYJIU HPOTPaMMBIL.
CyliecTBYIOT YEThIPE TUIIA MOTYJIEH

Monaynu BBoa — MOXHO paccMaTpHBaTh, Kak crmocod cbopa uHpopmanmu u3
pa3IMYHBIX UICTOYHUKOB, HAYMHAIOTCS C 1m.

Monynu BeIBOJIa — IMO3BOJISIOT OTHPABIISTH COOOIIEHUS B (paiiiibl MM MO CETH,
WK B 0a3y JaHHBIX, UMs HAYMHAETCS HA Om;

Monynu ¢unsTpaliui — MO3BOJIIOT (DUIBTPOBaTH COOOUIECHUSI IO Pa3HBIM
napaMeTpam, HaunHaroTes ¢ fm;

Monynu mnapcuHra — MpPEeAOCTaBISAIOT PACHIMPEHHBIE BO3MOYKHOCTH IS
CUHTaKCUYECKOT'0 aHau3a COOOIIEHNs, HAYMHAIOTCS C pm.

CHauvana 3arpy:aercs MOAYJIb imuxsock, KOTOPBIi O3BOJISIET CEPBHUCY MOTyUYaTh
coobOmieHust 3 cokera, a Bropod imklog momyuaer coobmenust snapa. Cremyromum
3arpy»kaercs Moaysib mark, KOTOpbIi MO3BOJSET MapKUpPOBaTh COCAUHEHUS, WM Ke
BBIBOJIUTH COOOIIIEHUSI O TOM, 4TO Syslog Bce emie paboraer. Hampumep, Bl MOXKeTe
MOMPOCUTH 1Syslog BEIBOIUTE COOOIICHUS Kaxabie 20 MUHYT:

MarkMessagePeriod 1200

Janpiie unyT rinodanbHble TUPEKTUBBIL:

ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat

B 3T0i1 cTpoKe MBI yKa3bIBa€M, YTO HY>KHO MCIIOJIb30BaTh CTaHAAPTHBIN (opmar

XpaHEeHUus1 BpeMeHHU, B cekyHaax ¢ 1970 rona.

Hanwime cnenyer HaOop mpaB paspenieHuit ais ¢GaiaoB KypHAIOB, KOTOpPbHIE
OyAyT CO3/1aHbI B Balleil CUCTEME:

FileOwner root

$FileGroup adm

$FileCreateMode 0640

$DirCreateMode 0755

$Umask 0022

152



[Tocne co3nanus »THX (aiIoB UX MpaBa MOXXHO MEHATh, Ha T€, KOTOpbIE BaM
HY>KHBI.

Briie 6b11a Gonee o61mias HacTpoiika syslog, Hy a Teneph mpaBujia COPTUPOBKHU
joros. Bot Habop mpaBui1 o yMOJTYaHUIO:

auth,authpriv.* /var/log/auth.log

* *;auth,authpriv.none -/var/log/syslog

#cron.* /var/log/cron.log

daemon.* -/var/log/daemon.log

kern.* -/var/log/kern.log

Ipr.* -/var/log/lpr.log

mail.* -/var/log/mail.log

user.* -/var/log/user.log

Kaxxgoe mpaBuiio uMeeT CBOW CHHTAKCHC, CHaYana UAeT UCTOYHUK U MPUOPUTET,
3areM jeiicTBue. Ecim HCTOUHMK U IPHOPUTET COBMAAAIOT, COOOIICHHE OTIPABISETCS B
yKa3aHHbld Qaitn. Hampumep, Mbl MOXXEM OTHpPaBUTH OOJBIIE COOOIICHHH B JIOT
CUCTEMBI /var/messages:

*.info;mail.none;authpriv.none;cron.none /var/log/messages

B aToii cTpoke MbI BBIOMpaeM Bce cooOIieHus: ypoBHs info, kpome mail,authpriv
u cron. llla6ron mail.none Oyner o3HauaTh, 4TO HE HYXHO JIOTUPOBAaTh HU OJUH
ypoBeHb cooOmieHnii. COOTBETCTBEHHO KOHCTPYKIHS *.info — 3HAYUT JTOTUPOBATH
COOOIIIEHHS] OT BCEX MCTOYHUKOB, HO TOJIBKO C ypoBHeM info, *.* — 310 BoOOIIE BCe
COOOIIEHMS], CO BCEMH YPOBHSIMU.

WcTOYHUK U TIPUOPUTET HEUYBCTBUTENIBbHBI K PErUCTpy. Takke 3aMeThbTe, 4TO
NPUOPHUTETHl ypPOBHEH error, warn W panic OOJbIIe HE HCIOJB3YIOTCA, TaK Kak
CUMTAIOTCA yCTapeBIIMMHU. B 1memoMm, B KayecTBE HCTOYHUKOB BBl MOXKETE
HCIIOJIb30BaTh:

auth;

authpriv;

cron;
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daemon;

kern;

lpr;

mail;

mark;

News;

security (3KBHBaJIEHTHO auth);

syslog;

user;

uucp;

localO ... local7;

A B Ka4eCcTBE MPUOPUTETOB Bbl MOKETE MPUMEHHUTD:

emerg (paHbllIe panic);

alert;

crit;

error (paHblIE err);

warn (paHbliie warning);

notice;

info;

debug;

3Be3/10UKM Ha JIIOOOM MECTE O3HA4aroT BCE BapuaHThHI. [[ns ¢uiabTpanuu JOron
MOTYT HCIOJb30BAaThCSI HE TOJBKO HCTOYHUK U TPUOPUTET, HO W OoJiee CIOKHBIC
BBIPAKEHUSI HA OCHOBE YCIIOBUM U CpaBHEHUH.

Bbl  MoxeTe BBINONHATh (UIABTPAIMIO COOOIIEHWH C TIOMOIIBIO TaKOIo
CHUHTaKCHCA:

1moJie, CPaBHEHHUE, «3HAYECHHEe» NYTh_K_(auiay

B kauectBe orcpanrun CpaBHCHUA Bbl MOJKCTC HMCIIOJIb30BATh TAKHNC BAPUAHTBI:

contains — T0JIe COJIEPKUT yKa3aHHOE 3HAUYCHUE;
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isequal — moJe TOJKHO OBITh UACHTUYHBIM 3HAUYCHHIO;

startswith — moJjie JOJPKHO HAaUYMHATHCS CO 3HAUECHHUS;

regex — CPaBHUBAET IOJIE C PETYJISIPHBIM BBIPAKEHHUEM.

Hampumep, othunsTpyeM cooOIIeHUs TOJIBKO OT ONPECIICHHON TPOTrPaMMBI:

:syslogtag, isequal, ""giomanager:" /var/log/giomanager.log

& stop

Kpome TOro, MoXHO HCIONB30BaTh Oojiee MPOCTOM CHUHTAKCUC, B BHUJIE
BbIpakeHus if. BOT OCHOBHOM CHHTaKCHC:

if Smosie cpaBHeHue ‘3Havenne’ then ¢ain

3/1ech UCIONB3YIOTCA TE€ K€ CamMble KOMIIOHEHTBI, TOJBKO BBITJIUT HEMHOTO
npoute. Hanpumep:

if $syslogtag == 'giomanager' then /var/log/giomanager.log

OTmpaBuTh JIOT Ha YJAJICHHBIM CEpBEpP JOCTATOYHO TMPOCTO, IJIs HTOTO
JOCTAaTOYHO yKa3aTh (@ U 1p aJipec yAAICHHOW MalllMHbI, HA KOTOPOM 3amyIileH rsyslog:

*.info;mail.none;authpriv.none;cron.none @xx.xx.xx.xx:514

3necb 514 — 310 MOPT, HAa KOoTOpoM ciymaer rsyslog. Hacrpoiika rsyslog Ha
MIpUEM JIOTOB 3aKJIF0OUaeTCs B 3aIlyCKe cepBHca ¢ MoayssiMu imtcp u imudp. Jlanee, Bce
YTO HYXHO JIJIsl TOTO YTOOBI MOJIYYHUTh JIOTH C ONPEIEICHHON MAIlIUHbI, OTPUIHTPOBATH
UX U3 OOIIETO MOTOKA C IIOMOIIBIO (PUITBTPOB:

if $fromhost-ip contains '192.168.1.10' then /var/log/proxyserver.log

be3 ¢unbTpoB, cooOlIeHns ¢ pa3HbIX MAIIMH OYIyT MUCAThCSA B OAUH OOIIMIA JIOT

CUCTEMBI B 3aBUCMOCTH OT TOT'O KaK Bbl UX paclpe/euTe.
6.9. Afick - Bepupukanus neJI0CTHOCTH

Afick - 3T0 ObBICTpast W JOCTyINHas YTWUIIWTA, MOMOrarolas Npu OOHAPYKEHUU
BTOPKEHH, a TaKKe MO3BOJISIOIIAs] KOHTPOJIUPOBAThH OOIIYIO HEIOCTHOCTh CUCTEMBI.

Afick koHTponupyer u3MeHeHus B GailioBoil cucrteMe U cpa3y COOOIIAET BaM O
HUX, TakuM oO0pa3oM, NpPEJOCTaBisisi BaMm BHIOOP pELINTh, ACHCTBUTEIBHO JIU

OXHNAaJIMCh 5T U3MCHCHHA. OTta I/IH(bOpMaHI/I}I MOJKCT IIOMOYb BaM B PaACCIICAOBAHUU

155



WHIIMJICHTa, KOT/Ia HeOOXOAMMO OIpPEACNIUTh Kakue ObUIM MPOU3BEJICHBI U3MEHEHUS B
CUCTEME B pE3yJIbTaTe B3JIOMA.

B mpouecce ycranoBku Afick ¢popmupyet 6a3y nanusix (aiiaoB, KaTalOroB U UX
COOTBETCTBYIOIMX UM MDS5 KOHTponbHBIX cCyMM. Dalibl U KaTajaoru, BKIOUYECHHBIE B
3Ty 0a3zy JaHHBIX, BBIOMpAIOTCS COOTBETCTBEHHO BXOJHBIM JaHHBIM U3 (Qaiina
koH(purypaunu Afick, HazpiBaemoro afick.conf, mocne toro, kak Afick ycranoBut 3ToT
daiin B /etc karanor. ®aitn kondurypamuu afick.conf umeer mpocTyr0 CHHTAKCUYECKYIO
ctpykrypy. Ilo Bamemy ycmorpeHuto Bbl Mokere ouyeHb OBICTpO AO00aBUTH WIIU
yAanuTh THUMbL ¢aiioB, Karajgord, u T.a1. Hiske mnpuBeaeHo coaepkumoe daiiina
afick.conf. OOparure BHHMaHHE, UYTO »dJEeMEHTHl B (aine KoH(pUTrypauuu
YyBCTBUTEIIbHBI K PETUCTPY.

# afick config sample file

# directives

HBHHHBHHHHRHH

database:=/var/lib/afick/afick Omnpenensier kakyw 0a3y JaHHbIX Oyaer
ucnoJb3oBarb Afick

# report_url := stdout Onpeneasier kyaa Afick Oyaer BHIBOAMTH pe3yabTaThl
cBOeil padoThI

# verbose :=no

# warn_dead_symlinks := no

# report_full newdel := no

# warn_missing_file := no

# running_files := no

# timing := no

# text files

exclude_suffix := log LOG html htm HTM txt TXT xml Onpeaessier, 4To
Afick n1o/12keH ITHOPUPOBATH TEKCTOBbIE PAMJIbI ¢ TAKUMH PACIIMPEHUAMMU.

# help files
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exclude suffix := hlp pod chm Onpeneasier, uyro Afick gosxken
UTHOPHUPOBATH (PalJIbl CIPABKHU ¢ TAKMMH PACIIUPEHUSAMHA

# old files

exclude suffix := tmp old bak Onpeneasier, utro Afick moKeH
UTHOPUPOBATH BpeMeHHbIe (ailyibl ¢ TAKUMH PacIIMPEeHUIMU

# fonts

exclude_suffix := fon ttf TTF Onpeneasier, uro Afick n10o/1:xeH MTHOPpUPOBATH
(¢ainibl IPU@PTOB ¢ TAKMMH PACIIUPEHUAMU

# images

exclude_suffix := bmp BMP jpg JPG gif png ico Onpeneasier, uro Afick
JA0JI7KeH HTHOPUPOBATH (pailibl H300paKeHUl ¢ TAKUMH PACIIUPEHUSAMHU

# audio

exclude suffix := wav WAV mp3 avi Onpeaeasier, yro Afick noyxen
UTHOPUPOBATH Meaua (paiiibl ¢ TAKUMY PACIIUPEHUSIMH

# macros

HEHHHHEH

# used by cron

@@define MAILTO root Omnpenensier moJjib30Baresis, KOTOPOMY OyayT
oTChLIAThCS 0TYeThI MO padorte Afick.

@@define LINES 1000 Onpeneisier MakKCMMAJIbHOE KOJUYECTBO CTPOK B
oTyere

# list the file or directories to scan

# syntaxe :

# file action

# to have action on file (see below

# ! file

# to remove file from scan

# file with blank character have to be quoted
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# action : a list of item to check Hu:ke onmucaHbl onumum, onpeessironime
Kakue aTpuldyThl GailioB HY’KHO KOHTPOJMPOBATD.

# mdS : mdS checksum

#d : device

#1i:inode

# p : permissions

# n : number of links

#u : user

# g : group

#s:size

# b : number of blocks

# m : mtime

# ¢ : ctime

# a : atime

#R: ptd+i+ntutg+s+tm+c+mds

#L: ptd+itntutg

# action alias may be configured with

# your_alias = another_alias|item[+item][-item]

# all is a pre-defined alias for all items except "a"

# alias :

HEHHH

DIR = p+i+nt+u+g

ETC = p+d+it+u+g+s+tmd5S

Logs = p+tn+u+

MyRule = p+d+i+n+u+g+s+b+md5+m .

# files to scan

HRHHRHBHHBHARH

=/ DIR IlpoBepka ¢ HCHOJb30BAHHEM OIUCAHHBLIX BbIIIEe NPABHJ JJIsI

KRaTaJJ0roB
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#

/bin MyRule

/boot MyRule

!/boot/map Urnopupyercsi yKka3aHHbIN KAaTAJIOT.
!/boot/System.map UrHopupyercs ykazaHHbIH (aii
/etc ETC

/etc/mtab ETC - i

/etc/adjtime ETC - md5
/etc/aliases.db ETC - mdS
/etc/mail/statistics ETC - mdS
!/etc/map
!/etc/webmin/sysstats/modules/
!/etc/cups/certs/0

/lib MyRule

/lib/modules MyRule -m

/root MyRule

!/root/.viminfo
!/root/.bash_history

!/root/.mc

/sbin MyRule

/usr/bin MyRule

/usr/sbin MyRule

/usr/lib MyRule

/usr/local/bin MyRule
/usr/local/sbin MyRule
/usr/local/lib MyRule

/var/ftp MyRule

/var/log Logs

/var/www MyRule
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Kak Buano, daitn xondpurypamuu Afick noBonbHO mpocT s monumManus. Hike
MpUBEJEH MpUMEP, B KOTOpOM K mpoBepke InenoctHocTu Afick moGammsieTcss Bai
OocHOBHOHM kaTtaior. K mpumepy, BaM HEOOXOIuMO, YTOOBI (Daiyibl B ATOM KaTajore
IIPOBEPSIINCh HA M3MEHEHUS IPU MOHOIIOJIBHOM JOCTYIIE€, U3MEHEHHE NpPaB JOCTYIa,
M3MEHEHUs pa3Mepa (ailioB U BpEMEHH NOociIeqHero oopaiienus k ¢ainy. s Havana
HY>)KHO CO3/1aTh HOBBIM 3JIEMEHT, MOJ pa3aenoMm #Halias B (daitne koHdurypamnum
afick.conf, kak moka3aHO HMXKE:

HOME = u+g+p+m+s

3areM B paszene #files to scan HeoOxoaUMO 100AaBUTH CIEAYIOIIYIO CTPOKY:

/home/yourusername HOME

Teneps, npu crenytomiem 3amycke, Afick mo6aBuT Bam karajgor B CBOIO 0a3y
JaHHBIX U OyJeT KOHTPOJUPOBATh HaXOsIIMECs B HEM (ailiibl, COrNIaCHO YKa3aHHBIM
BaMH KpuTepusMm. Eciu Bbl XOTHTE, YTOObl Ballld W3MEHEHUS NPUMEHWINCH
HEMEJJIEHHO, TO MOXHO 3anycTuTh Afick BpyuHyto, HCIIONB3Ys CIETYIOUTYI0 KOMAHIY:

Afick -- update

Nuauve, BamM mpuaercs >kaaTh 3amycka KpoH 3amaun  Afick. Drta 3amaua
n00aBsieTcss aBTOMaTUYECKU BO BPEMsI MHCTAJISIUU [IPOTPaMMBbI U 3aITyCKaeTCsl OIUH
pa3 B JieHb. Pe3ynbpTaThl paboThl JAHHOTO 33JaHUS BbI MOJYUYUTE MO SJIEKTPOHHOM 1MOYTe
Ha ajpec, ykazaHHblii B pasmene MAILTO ¢aiina koudurypamun afick.conf.
Hcrnonb3yst MOYTOBOTO KJIMEHTA, BBl CMOYKETE YBHUJIETh €KE€IHEBHBIN OTYET IPUMEPHO B
TaKOM BHJIE:

This is an automated report generated by Another File Integrity Checker on

+localhost.localdomain at 07:46:07 AM on 02/25/2004.

Output of the daily afick run:

new file : /var/log/afick/afick.log.2

new file : /var/log/afick/error.log.2

deleted file : /etc/sysconfig/iptables

changed file : /etc/adjtime

changed file : /etc/aliases.db
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changed file : /etc/mail/statistics

changed file : /etc/prelink.cache

changed file : /etc/printcap

detailed changes

changed file : /etc/adjtime

MDS : 7+bTDZQbxsTXEJXhyI2GCw a06a/yDwoBRS8GSL1AKIWXQ
changed file : /etc/aliases.db

MDS :GT/eP5D+B8apNoa7L5SCLRw soh7MnLDuQw4gI9KHIhpTA
changed file : /etc/mail/statistics

MDS :0shq17jZ2a00S5pYhVBRgwQ vb69gMWXvpIEEZ4fmO19/Q
changed file : /etc/prelink.cache

MDS : SKh/403FRMUgBNdCIInQ9A zeC+SEPFfWBR40eT7xZdbw
changed file : /etc/printcap

MDS : bSe3g2//bGaxeCxVyRJqaw QFYINJGy/kdt32B1YV0TXQ
filesize : 194 581

B npumepe Boimie Afick cooOmraet HaMm, 4TO HEKOTOpPBIE (Pailsibl OBLITM N3MEHEHBI,
CO3JaHbl WJIM yjAaleHbl. Takke HaM TOKa3bIBAIOTCS HayaldbHbIE W TEKYIIHE
KOHTPOJIbHBIE CYMMBI (hailioB, U COOOIIAETCS, YTO B OJHOM M3 (hailioB ObLT M3MEHEH
ero pasmep. Afick y3Haer 06 mpoucxoadimux HU3MEHEHHUsX B (Qailie, cpaBHUBas €ro
aTpuOyThl C aTpuOyTaMu, KOTOpbIE OBUIM COXpPAHEHBI MpH mnocienHeM 3amycke Afick.
[IpumepoM 3TOro MoryTt ciyxuTh (paitsiel B manke /usr/bin, uiu B /sbin. OObIYHO 3TH
(baiiiibl peIko U3MEHSIOTCS, €CJIM TOJIBKO Bbl HE U3MEHUIIU UX, OOHOBIISIA MporpaMmy (B
MPOTUBHOM CITy4ae OHU HE TOJDKHBI N3MEHSATHCS).

OOpatuTe BHMUMaHHE Ha TO, TJE BBl coXpaHsere Bamry 0a3y manHbix Afick (1o
ymonuanuto - /var/lib/afick/), moromy 4To MOXET BO3HUKHYTh CHUTyaIlHs, KOTJa Balia
cucteMa ObuTa B3JIOMaHa, a BBl 00 3TOM HE y3HaeTe, T.K. Oblia HapyIIeHa IEJIOCTHOCTh
0a3bl JaHHBIX. BO3MOXHBIM pelIEHHMEM JaHHOTO BOINPOCAa MOXKET OBITh COXpaHEHHUE

0a3pl Ha 3alMILEHHBIX OT 3amucu Hocurtensix (Hampumep, CD-ROM), mocne uero
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u3MeHUTh Qaitn koHdurypamuu afick.conf, ytoOb1 yka3zaTh Ha BRIOpaHHOE BaMU MECTO

COXpaHEHus 0as3bl.
6.10. AMTU - yruiaurta TecTUPOBAaHUA a0CTPAKTHON MAaIIMHBI

amtu — yTHJINTa TecTUpoBaHUsl abcTpakTHON MamuHbl (Abstract Machine Test
Utility — AMTU).

Cunrtakcuc:

amtu [ -dmsinph |

AMTU - 310 afMUHUCTpATUBHAS YTHJINTA, KOTOpPasi IPOBEPSIET, COOIOTAIOTCS JIN
OCHOBHBIE MEXaHU3MBbI 3alIUTHI AIMAPATHOTO 00ECIIeYEHUSI.

AMTU BBINONHSET CIEAYIOUINE TECTHI:

- TaMmsATh: TPOW3BOJBHO 3aNUCHIBACT JaHHBIE B OOJACTH TIAMSTH, 3aTeM
CUMTHIBAET TAaMATh, UYTOOBI TapaHTHUPOBATh, YTO 3AMMCAHHBIE 3HAYCHUS] OCTAIOTCSA
HEU3MEHHBIMU.

- pazdesieHUE MaMsITH: 00eCreYMBaeT, YTOObI MPOrPAMMBI MOJIb30BATEIHLCKOTO
MPOCTPAHCTBA HE MOIJIM YUTaTh W 3alKChIBATh B OOJACTH TaMSTH, UCIOJIb3yeMbIe
TaKUMU HJIEMEHTAMHU, KaK BUJICONaMsITh U KO sapa.

- KOHTPOJIJIEp BBOJIA / BBIBOJIa — CETh :MPOBEPSIET, UTO MEpeJaHHbIC CIIy4YalHbIe
NAHHBIE TaKXE SBISIIOTCS JAaHHBIMHU, MOJIYYEHHBIMH JUISI KaXIOrO0 HACTPOEHHOTO
CETEeBOro ycTpoucTBa. [IpoBepsieT TOJBKO HACTPOEHHBIE M HACTPOEHHBIC YCTPOMCTBA
Ethernet u Token Ring. He mpoBepsieT acuHXpOHHBIE YCTPOICTBA.

- KOHTpOJUIEp BBOJia / BBIBOJIa — JMCK: MPOBEPSET, UTO CIy4ailHbIE JaHHBIE,
3allMCAHHBIE HA JUCKHU, OCTAIOTCS HEM3MEHHBIMH. [IpOBEpSAIOTCS TOIBKO KOHTPOJIEPHI
IDE u SCI, cBs3anHble C yCTaHOBJIGHHBIMH (paitioBeiMu cucTeMaMu. KOHTposuiepb
JTUCKOB C (palJIOBBIMU CUCTEMaMU, JOCTYITHBIMH TOJIBKO JIJIsS YTEHUSI, HE TIPOBEPSIFOTCS.

- MHCTPYKIMHM pEXKHMa CYIEepBU30pa: OO0ECIeunBaeT, 4YTO MPUHYIAUTEIHLHOE
WCIIOJIb30BAaHUE CBOMCTB MPUBWIETHPOBAHHBIX HHCTPYKLUUNA B PEXKHUME CYNEPBU30PA,
no-npexxkHemy Aeiicteyer. Habop nmpuBmiiernpoBaHHBIX WHCTPYKIIHI, TPOBEPEHHBIX IS

IMOATBCPIKACHHA 3TOI'O, 3aBUCUT OT apXHUTCKTYPHEI.
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JInst komaH bl amtu IOCTYITHBI CJIEAYIOIIHE MapaMeTphl:

-d - BBIBOJIUTH OTJIaJOYHBIE COOOIIEHHUS.

-m - BBITIOJIHUTH MIPOBEPKY MaMSITH.

-S - BBITIOJIHUTE MTPOBEPKY pa3/ICICHUS MTaMSTH.

-1 — BBITIOJTHUTH TECT KOHTPOJUIEpA BBOAA-BHIBO/IA.

-1 - BBIIOJHUTD - CETEBOM TECT.

-p - BBITIOJTHUTH MIPOBEPKY MHCTPYKIIMI peKrMa CynepBU30pa.

-h - mokazatk crpaBky.

Komania amtu BbIaeT clieayroniye KOsl BO3BpaTa MpU BHITOJTHEHUHU:
-1 — ommOKa BBIIIOJIHEHHS,

0 — ycrmex.
6.11. ntpdate

B PEJl OC cuHHXpOHM3MpPOBATH BPEMS MOXKHO CIEIYIOIIMMH OCHOBHBIMHU
crnocobamu:

- BpYUYHYIO YTUIUTHI ntpdate,

- aBTOMAaTUYECKU IIPU IIOMOIIH CEpBUCA ntp.

[Iporpamma ntpdate - mMo3BOJSET PA30BO CUHXPOHU3UPOBATH JIOKAIIBHOE BPEMsI C
ATAJIOHHBIM CEPBEPOM BpeMeHHM B HHTepHETe. [l0J0OHBIX STaJOHOB CYIIECTBYET
JOCTaTOYHO MHOro. Jlns mpuMepa MOKHO BOCHOJIB30BAThCSl OJHUM M3 HHUX —
pool.ntp.org

3amyckaeM CUHXPOHU3ALUIO BPEMEHHU:

# ntpdate pool.ntp.org

YrTunura mnpoBena CHHXPOHU3ALMIO, B pE3yJIbTaTe€ KOTOPOM K CHUCTEMHOMY
BpEMEHHU ObUIO J00ABJICHO 4YHCIO CEKyHJ HEO0O0XOIUMOoe ISl TPUONKEHUS K
stasionHoMy. Ecnu B pe3ynbrare pabOThl CHHXPOHHU3AIMM BO3HUKAET OMIMOKa: NO
server suitable for synchronization found, To mompoOyiiTe B paboTe YTHUIUTHI

UCIOJb30BaTh HEMPUBMWIETUPOBaHHBIN MOpT. [lo-ymomuanuto ntpdate paboraer mo 123
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nopty. Ecam oH 3akpeiT Ha (aepBosie, TO NOMOYb B CHHXPOHHU3ALUU ITOMOKET
CJIEIYIOLIUHN TTapamMeTp:

# ntpdate -u pool.ntp.org

Ecnu y Bac 3amyck ntpdate 3aBeprmaercst ommokoit — the NTP socket is in use,
exiting, 3HAUUT y Bac YK€ YCTAaHOBJICHA W 3alylleHa ciayxk0Oa ntpd, KoTopas 3aHsna
HeoOxoauMbli udp mopT, He0OX0IMMBIH AJis padboThl ntpdate.

CepBep BpeMeHH ntp HCIOJIb3YET B CBOEH paboTe OJIHOMMEHHBIN MPOTOKON —
Network Time Protocol, kotopomy nist padotel Heooxonum UDP mopt 123. Tak uto
nepea YCTaHOBKOW M HACTPOMKOW ciykObl BpeMeHH yoOenutech, uTo Ha (aepBose
OTKPBIT 3TOT TMOPT.

YcranaBnuBaeM cepBep ntp:

# yum -y install ntp

Teneps oTpenakTupyeM (aiin koHpurypauuu /etc/ntp.conf , yganus Bce JHIIHEE:

# cat /etc/ntp.conf

driftfile /var/lib/ntp/drift

restrict default nomodify notrap nopeer noquery

restrict 127.0.0.1

restrict ::1

server (.centos.pool.ntp.org iburst
server 1.centos.pool.ntp.org iburst
server 2.centos.pool.ntp.org iburst

server 3.centos.pool.ntp.org iburst

disable monitor
logfile /var/log/ntp.log
[TapameTpsr:

SCrver - CIIMCOK CSCPBEPOB AJIs1 CHHXPOHHU3allMK BPCMCHHU.
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Driftfile - 3a7aeT ajpec (Qaiia, B KOTOPOM XPAHHUTCS UCTOPUS M3MEHEHUU
BPEMEHU BO BpeMs CHHXpOHHU3aMHU. Eciu Mo KakuM-TO NMpUYMHAM CHHXPOHM3AIUS
BPEMEHH C BHEIIHMMH HUCTOYHMKAMH CTaHET HEBO3MOXHA, CIIy>k0a BpEMEHU M3MEHHUT
CHCTEMHBIE Yachl B COOTBETCTBUU C 3aIIMCSIMH B 3TOM (aiise.

Restrict 127.0.0.1 - Yka3bpIBaeT, 4TO MOJB30BATHCS HAIIMM CEPBEPOM BPEMEHU
MO>XHO TOJIBKO HEMOCPEACTBEHHO C JOKaldbHOro mHTepdeiica. Ecanu Bam HeoOXoaumo
pa3pennTh APyruM KOMIIbIOTEpaM B Balllel JIOKaJbHOM CETH CHHXPOHU3UPOBATH BPEMs
C TeKYIlIeW MaIlIMHBI, TO YKQXXUTE B TaHHOM NapaMeTpe aJpec Ballei ceTu, HalpuMep:

restrict 192.168.10.0 mask 255.255.255.0

restrict default nomodify notrap nopeer noquery - IlapameTpsl ykas3pIBalOT Ha
TO, YTO KJIMEHTaM JAaHHOIO CEpPBUCAa BPEMEHHU 3alpElIEHO M3MEHSATh €r0 HACTPOWKH,
noJryyaTh ero craryc. OHU MOTYT TOJIbKO 3a0paTh C HEr0 3HAYE€HUsI TOYHOTO BPEMEHHU.

disable monitor - JlaHHBIN MapaMeTp NOBBIIIAET O€30MACHOCTD, MTPEAOTBpaIas
UCII0JIb30BAaHUSL OJTHOM U3 ySA3BUMOCTEH cepBHca ntpd, KOTOPYIO MOKHO MCIOJIb30BaTh
1st ipoBeneHusa DDoS artak.

Logfile - YKa3bIBaeT MmyTh K (aiily ¢ Jloramu cepBuca.

[Tocne 3aBepiieHus penakTUpoBaHus (¢ailla HACTPOEK 3alyckaeM CIyxkOy
CUHXPOHU3AIIUA BPEMEHH:

# systemctl start ntpd

IIpoBepsieM 3aIyCTUIICS JIU CEPBED:

# netstat -tulnp | grep 123

Bce B nopsnke, cimyx0a ciaymaer nonoxeHHbl nopt 123. Ilpoepum eme Ha
BCSIKMH ciydail cucteMHubie jioru OC:

# cat /var/log/messages | grep ntpd

# cat /var/log/ntp.log

Teneps HacTpoum aBTO3amyck ntp BMecte ¢ 3arpyskon OC:

# systemctl enable ntpd

Hab6mronats 3a paboToif ciry>k0bl ntp MOKHO C TIOMOITHI0O KOMAHIbI:

ntpq -p
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JlaHHbIE€ BBIBOJA!

remote - Ajpec yHoajleHHOro JTaJloHA BpPEMEHHM, C KOTOpOro Oblia
CUHXPOHU3ALIHSL.

Refid - Yka3biBaeT, 0TKyga KaxAblid 3TAJIOH MOTyYaeT TOYHOE BpeMsl. ITO MOTYT
OBITH JIpyTHE cepBepa BpeMenu, cuctema GPS u apyroe.

St - Stratum (ypoBeHb) 3T0 uucio oTr 1 g0 16, KOTOpoe yKa3bIBaeT Ha
TOYHOCTh 3TajioHa. 1- MakcuMmanbHasi TOYHOCTh, 16 — cepBep HENOCTYINEH. Y POBEHb
Balllero cepBepa OyAeT paBeH YPOBHIO HAUMEHEE TOUYHOT'O yAaJIEHHOTO ATaJIoHA TUTIoC 1.

poll - MHTepBan B cekyHIaX MEXKIY OMPOCAMH.

Reach - BocebmepuuHoe mpejcTaBlieHne MaccuBa U3 8 OUT, OTpa)karolero
pEe3yAbTaThl MOCIAEAHUX BOCBMH MOMNBITOK COEJUHEHMS] C ATaJOHOM. BUT BBICTaBIIEH,
€CJIM yJIaJICHHbIN CepBEpP OTBETUIL.

Delay - Bpems 3a7ep>kKu 0TBETa Ha 3alPOC O TOYHOM BPEMEHH.

Offset- Pa3Huia Mex1y BallluM U yJaJI€HHBIM CEPBEPOM

jitter - Jucnepcus (Jitter) — 95TO Mepa CTaTUCTUYECKUX OTKJIOHEHUH OT
3HaueHus1 cMmerieHus (mose offset) Mo HECKOABKUM YCIHENIHBIM IMapaM 3ampoc-OTBET.
Uem MeHbIIE 3HAYEHUWE AUCIEPCUU, TEM Jydllle, MOCKOJbKY MO3BOJSET TOYHEE

CUHXPOHU3UPOBATh BPEMSI.
6.12. OTka3oycTOMYUBBIN KIacTep

Corosync - »3TO m@porpaMma € OTKPBITBIM HCXOJHBIM KOJOM, KOTOpas
IPEIOCTABIISAET BO3MOKHOCTH KJIACTEPHOI'O YJIEHCTBA U OOMEHA COOOIIECHUSMH, 4acTO
Ha3bIBa€MblE YPOBHEM OOMEHa COOOIIECHMSIMH, Ha KIMEHTCKHE cepBepbl. Pacemaker -
3TO MEHEIKEP PECYPCOB KIIACTEPA C OTKPBITHIM MCXOAHBIM KojgoM (CRM), koTopsii
KOOPJIMHUPYET PECYPCHI U CITYXKOBbI, KOTOPBIEC YIPABISAIOTCS U CTAHOBATCS JOCTYIHBIMU
kiacrepy. [lo cytu, Corosync mo3BoJsieT cepBepaM CBS3bIBAThCA Kak KiacTep, B TO
Bpems kak Pacemaker mpenocTaBiisieT BO3MOKHOCTb YIPaBIATh T€M, KaK BEIET ceOs
KJIacTep.

ApxutekTypa pacemaker COCTOUT U3 TpeX YPOBHEH:
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KiacrepoHe3aBUCHMBIII YpOBEHb - Ha 3TOM YPOBHE paclojiararoTcsi camu
peCypChl U UX CKPUITHI, KOTOPBIMA OHH YIIPABIISIFOTCA U JIOKAJIbHBIN JIEMOH, KOTOPBIN
CKPBIBAET OT JPYTUX YPOBHEH pa3inuyuus B CTAHIAPTaX, UCIIOIb30BAHHBIX B CKPUIITAX.

Menemxep pecypcoB (Pacemaker), kotopslii mpencrtaBisier u3 ceds mo3r. OH
pearupyer Ha cOOBITHSI, TPOUCXOIAIINE B KJIACTEPE: OTKA3 WM MPUCOSTUHEHHUE Y3IIOB,
pPECypCcoB, MEPEXOJ] Y3J0B B CEPBUCHBIA PEXKUM U Jpyrue aJIMHUHUCTPATUBHbBIC
neiictBus. Pacemaker ncxoas W3 clOXKUBIIEHCS CUTyallMH JejlaeT pacueT Haubosee
ONTUMAJIBLHOIO COCTOSIHUS KjacTepa M J1aeT KOMaHJbl Ha BBIMOJHEHUS NEUCTBUN IS
JOCTUXKEHHUS 3TOTO COCTOSIHUSA (OCTAaHOBKA/TIEPEHOC PECYPCOB UITU Y3JIOB).

NudopmanimoHHslii ypoBeHb - Ha 3TOM YpPOBHE OCYIIECTBISIETCS CETEBOE
B3aMMOJICUCTBHE y3JI0B, T.€. Tepelada CEepPBUCHBIX KOMaHJ (3amyCck/OCTaHOBKa
PECYPCOB, Y3JIOB H T.J.), 00MeH MHGOPMAIIHEH O MOJIHOTE COCTaBa KiacTepa (quorum) u
T.1. Ha 3Tom ypoBHe paboTaer Corosync.

JI1sl HarmsIAHOCTU PacCMOTPUM CO3/IaHHUE MPOCTOTO KJlacTepa C IUJIABAOIIUM 1p
aapecoM. B ciyuae ecnu paboTtarommii cepBep OTKa3bIBae€T, BTOPOMl aBTOMAaTHYECKU
3amycKaeTcsl 1 HauMHaeT paboTaTh BMECTO MEPBOTO.

Ecau Bbl XOTUTE MMETH JOCTYIl K HACTPOMKaM KiacTepa 4epe3 JOMEHHOE MM,
HeoOxoaumo HacTpoutb DNS anpecanuto cepepoB. Eciii y Bac HET UMEHU TOMEHa st
WCIMOJIb30BAHUSA, MOYKHO HCIOJNB30BaTh IuiaBaronmi [P-anpec nmma  mocryma
HACTPOMKAM.

Bcesikuit pas, korja ecTh HECKOJIBKO CEPBEPOB, OOMEHHUBAIOIIUXCS PYT C IPYyroM
uH(popmanuer, OCOOEHHO ¢ TOMOILIBID MPOrPaMMHOIO  oOOecrnedeHus Ui
KJIAaCTEepU3alliK, Ba)XXHO OOECNEYUTh CUHXPOHU3ALMIO HMX 4YacoB. PexomeHnmyercs
ucnoiabs3oBaTh NTP (Network Time Protocol) aist cuuxpoHHM3aiuu cepBepoOB.

Corosync ucnonb3dyet UDP-tpancniopt mexay noprtamu 5404 u 5406 . Eciu BeI
UCIIOJIb3yeTe OpaHaMaysp, yOenuTech, 4To MEXy STUMU CEpPBEpPaMH paspelieHa CBs3b
MEXKTy 3TUMU MTOPTaMHU.

YcranoBka Corosync u Pacemaker:

yum install corosync pcs pacemaker
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Jlist yripaBieHus KiiacTrepoM OyZieM pPeKOMEHIYETCs MOIb30BaThCA YTUIIUTOU PCS.
[Ipu ycranoBke pacemaker aBromaTudecku OyAeT co3aaH noib3oBatenb hacluster. s
WCIIOJIb30BAHUSI PCS, a TaKXkKe I JIOCTymna B BeO-uHTepdelc Hy»)HO 3a1aTh IMapoiib
nosib3oBaTento hacluster:

passwd hacluster

Changing password for user hacluster.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

3amyck cepBuca:

systemctl start pesd

HacrtpauBaem ayteHTrdUKaIMIO (HA OJHOM Y3II€):

pcs cluster auth Cepsepl Cepsep2

Username: hacluster

Password:

Cepsepl: Authorized

CepBep2: Authorized

Bmecte ummen CepBepl u CepBep2 wucnonb3yiWTe Balld JOMEHHBIE HMEHa
CEpBEPOB.

[Tocne 3TOr0 KIacTepoM MOKHO YIPABJISTH C OJHOTO Y3IIa.

Cospnaem kiacrep:

pcs cluster setup --name mycluster Cepsepl Cepsep2

Shutting down pacemaker/corosync services...

Redirecting to /bin/systemctl stop pacemaker.service

Redirecting to /bin/systemctl stop corosync.service

Killing any remaining services...

Removing all cluster configuration files...

Cepsepl: Succeeded

Cepsep2: Succeeded
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Synchronizing pcsd certificates on nodes Cepsepl, Cepep?2...
Cepsepl: Success

Cepsep2: Success

Restaring pcsd on the nodes in order to reload the certificates...
Cepsepl: Success

Cepsep2: Success

3amyckaeM KiacTep:

pcs cluster start --all

Cepsep2: Starting Cluster...

Cepsepl: Starting Cluster...

Hactpoiika aBTOMaTH4eCKOTrO BKJIFOUEHHS KJIACTEPA TP 3arpy3Ke:
pcs cluster enable --all

Cepsepl: Cluster Enabled

Cepsep2: Cluster Enabled

CMOTpUM pe3yJbTar:

pcs status cluster

Cluster Status:

Stack: unknown

Current DC: NONE

2 nodes and 0 resources configured

Node Ceprepl: UNCLEAN (offline)

Node Ceprep2: UNCLEAN (offline)

PCSD Status:

Cepsepl: Online

Cepsep2: Online

[TpoBepka CHHXpOHM3AIMH y3JI0B KIIacTepa:
corosync-cmapctl | grep members
runtime.totem.pg.mrp.srp.members. 1.config_version (u64) =0

runtime.totem.pg.mrp.srp.members. 1.ip (str) = r(0) ip(192.168.100.201)
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runtime.totem.pg.mrp.srp.members.1.join_count (u32) =1
runtime.totem.pg.mrp.srp.members. 1.status (str) = joined
runtime.totem.pg.mrp.srp.members.2.config_version (u64) =0
runtime.totem.pg.mrp.srp.members.2.ip (str) = r(0) ip(192.168.100.202)
runtime.totem.pg.mrp.srp.members.2.join_count (u32) =1

runtime.totem.pg.mrp.srp.members.2.status (str) = joined

pcs status corosync
Membership information
Nodeid Votes Name

1 1 Cepgepl (local)

2 1 Cepsep2

HacTpoiika OCHOBHBIX ITapaMeTPOB KiacTepa

Mexanusm STONITH ( Shoot-The-Other-Node-In-The-Head) — 3amura ot

Split-Brain : mo3BosisieT BBIKIIOYATH/BKIIOYATH/TIEpe3arpykaTh y3Jbl  KjacTepa.
OOBIYHO ATOT MEXAHU3M PEATHIYETCS C MOMOIIBIO CTICIIMATIBHBIX CETEBBIX YCTPOMCTB C

YAQAJICHHBIM YIIPABJICHUCM HWJIKM 4YCPC3 CIICHHUAJIBHBIC IINIATBI YIIPABJIICHUA CCPBCPOM. B

pacemaker ycrpoiictBa STONITH peann3oBanbl B BUAE KIACTEPHBIX PECYPCOB.

KBopym ompenensieT MUHUMAIbHOE YHCIIO PabOTAIONMUX Y3JIOB B KJAcTEpe, MpU

KOTOPOM KJIacTep cumTaercsi paborocnocoOHbM. [lo yMomyaHuio, KBOpyM CUUTAETCA
HEpPabOTOCTIOCOOHBIM, €CIM YUCIO pabOTaIONIUX y3JI0B MEHbIIIE TOJIOBUHBI OT OOIIETO

yuciia y370B. Tak Kak y3/a y Hac BCEro JIBa, TO KBOpyMa y Hac He OyJeT, 03TOMY

H€O6XOI[I/IMO OTKJIIOYHUTD 3TY IIOJIUTHUKY:

pcs property set no-quorum-policy=ignore

ITocMOTpeTh Kakue MOTYUYHINCh HACTPOMKH MOKHO KOMaHI0M:
pcs property

Cluster Properties:

cluster-infrastructure: corosync
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cluster-name: mycluster

dc-version:

have-watchdog: false

last-Irm-refresh: 1480973783

no-quorum-policy: ignore

stonith-enabled: false

HacTpoiikn kimactepa MOXXHO MPOBEPUTH C TOMOIIBIO YTHUIMTHI crm_verify.
Omnnus -L ocymiecTBIIsSIeT IMarHOCTUKY BCeX pabOTaloIINX Y3JI0B KilacTepa.

YroObl CepBHCH KJacTepa 3aIlyCKaJNCh aBTOMATHYCCKH TIPH Iepe3arpys3ke
cepBepa, Hy)KHO BBITIOJTHUTH Ha KaXIO0M y3JIe KilacTepa:

systemctl enable pcsd

systemctl enable corosync

systemctl enable pacemaker

Cozmanue BUPTyaIbHOTO I1aBaroriero ip agapeca (floatingip) VIP:

pcs resource create virtual ip ocf:heartbeat:IPaddr2 ip=192.168.100.203
cidr_netmask=32 op monitor interval=30s

pcs status resources

virtualip (ocf::heartbeat:IPaddr2): Started Cepsepl

Ecnm y311bl K1acTepa He OAMHAKOBBI IO MTPOU3BOJIUTEIIBHOCTH WJIU JIOCTYITHOCTH,
TO MOXXHO YBEJIUYHUTbh MPHUOPUTET OJHOTO U3 Y3JIOB, UTOOBI OH OBbLT aKTUBHBIM BCETAa
Korja paboraer:

pcs constraint location virtualip prefers Cepep1=100

Hacrtpoiika cepBUCOB, pPECypcOB U IMPOYEro MPOU3BOJUTCA  COIIACHO
JOKYMEHTAIIMH MMOCTaBIsIEMOI pa3pabOTUNKOM MPUIIOKEHUS U MOXKET OBITh HaiiJieHa B

OTKPBITBIX HCTOYHHUKAX B rI100aIbHOM ceTH HHTepHCT 1 Ha calTe pa3pa60TqI/IKa.
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6.13. I3MeHeHne MPUOPHUTETA MPoIeCCa

YTunura nice — mnporpaMma, MNpeaHa3HAuCHHas [JIs 3alycka IpolLEecCcoB C
U3MEHEHHBIM TpuopuTeToM nice. [Ipuopurer nice (uemoe dYHCIO) TMpolecca
UCIIOJIB3YETCSl  IIAHUPOBINMKOM  mpoueccoB sAapa OC mnpu  pacnpeneneHuu
MPOLIECCOPHOTO BPEMEHHU MEX]y MpOoLeccaMu

[IpuopuTeT nice — 4YKCIIO, YKa3bIBAIOIIEE MIAHUPOBIIUKY MpoleccoB siapa OC
MPUOPUTET, KOTOPHINA MOIH30BATENb XOTEN Obl HA3HAYUTH MPOIECCY.

VYTunura nice, 3amylieHHas ©O€3 apryMeHTOB, BBIBOJAUT NPHOPUTET nice,
yYHaclE€JOBAHHbII OT POAMTENBCKOTO TMpoIlecca. nice MNPUHUMAET apryMEHT
«cMmenieHue» B AuamnasoHe oT -20 (HauBbICIIMK TpuopuTeT) 10 +19 (HU3mMi
npuopuret). Ecnu ykazate cMelieHre U MyTh K HUCIONHAEMOMY (aillly, yTUIHTa nice
NOJIYYUT HPHOPUTET CBOETO IpOILEcCa, M3MEHHUT €ro Ha yKa3aHHOE CMEIICHUE U
UCIIOJIb3yeT CHUCTEMHBIM BBI30B ceMeiicTBa exec() s 3aMelleHus KoJa CBOEro
npolecca KOJIOM U3 yKa3aHHOro ucnoijiagemoro (Qaitia. Komanna nice caenaer To xe,
HO CHauaja BBIMIOJIHUT CUCTEMHBbIH BbI30B cemeiicTBa fork() st 3amycka JodepHero
nporecca (anria. sub-shell). Eciu cmemenne He ykazaHo, OyJeT MCIOJIB30BAHO
cmernienne +10. IlpuBuierupoBaHHbIA TONB30BaTeNlb  (root) MOXET YyKa3aTh
OTPHULIATEILHOE CMENIEHUE.

[Tpuopurer nice U NMPUOPUTET TUIAHUPOBINKKA TporeccoB saapa OC — pa3Hble
yucna. Yucio nice — MNPUOPUTET, KOTOPBIM IOJIb30BATENh XOTEN Obl HAa3HAUUTH
npoueccy. [Ipuopurer niiaHupOBIIMKA — JEUCTBUTENbHBIM PUOPUTET, HA3HAYEHHBIN
npoleccy IIaHUPOBIIMKOM. [ITaHUPOBIIMK MOXKET CTPEMUTHCA HA3HAUUTH MPOLECCY
MPUOPUTET, OJIU3KUNA K nice, HO ATO HE BCETrJa BO3MOXKHO, TaK KaK B CHUCTEME MOXKET
BBINIOJIHATBCSI MHOKECTBO TPOLECCOB C pa3HbIMHU Mpuopureramu. [Ipuopurter nice
ABJISIETCSl aTpUOYyTOM Mpolecca U, Kak U JApyrue arpuOyThl, HAacIeAyeTcsl JOUYEPHUMHU
npoiieccamu. B BeiBosie yTHIHT top, ps, htop u ap. npuoputeT nice HazbiBaeTcss «NID» —
COKpaIlleHHE OT «hice», a MPHOpHUTET MmiaHupoBimka — «PRI» — cokpamenue ot
«priority». O6sran0, NI = PRI - 20, HO 3T0 BepHo He Bcerna. [lo ymomuanuto NI=0,

cooTBeTcTBEHHO PRI=20.
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[TnanupoBuk npoueccoB saapa OC nogaep:xkuBaet npuopuretsl oT 0 (peanbHOE
Bpemsi) a0 139 BkmountensHo. [Ipuopurerst -20...+19 yTUIUTH WM KOMaH[bI nice
cootBeTcTBYIOT npuopuretam 100...139 nmanupoBmmka mpoueccoB. [pyrue
MPUOPHUTETHI TJIAHUPOBIIHUKA MPOIECCOB MOKHO YCTaHOBUTHh KOMaHI0¥ chrt u3 makera
util-linux.

Jns u3MEHEHUsT TMPUOPUTETA YK€ 3alylIEHHBIX MPOIECCOB HCIOJIb3YETCS
YTUJIUTA Tenice.

CunTakcuc:

nice [-n cMemenue] [--adjustment=cmemenue] [komanjaa [apryment...]]

[TapameTpsr:

- CMEIICHUE

--adjustment=cmenieHue

YcTaHOBUTE TPHUOPUTET Nice, pPaBHBIM CyMMe TEKYIEero MNpUOpUTETa nice u
YKa3aHHOT'O YHUCJIa «CMEIleHUe». ECM 3TOT apryMeHT He yka3aH, OyJIeT UCIOJIb30BAHO
yucio 10.

YroObl 3amyCTUTh MpOIECC CO 3HAYEHHWEM hice, OTAWYHBIM OT 10, MOXKHO
MCIIOJIb30BaTh KIIIOY -N.

nice -n 15 yes > /dev/null &

YN

nice -15 yes > /dev/null &

UtoObl yCTAaHOBUTH 3HAYEHHE nice HUXKE Hylsd, TpeOyloTcs IpaBa
cyneprnoJyib3oBarensi. B mporuBHOM ciydae OyAeT ycTraHoBieHO 3HaueHue O.
[TorrpoOyem 3aaTh 3HaUeHHUE nice -1 6e3 mpas root:

nice -n -1 yes > /dev/null &

nice: cannot set niceness: Permission denied

[ToaToMy, 4TOOBI 3amaTh 3HaueHWE hice MeHblne 0, HeoOXOAMMO 3amycKaTh
MporpaMmy Kak root, WJIM KCTI0JIb30BaTh sudo.

nice -n -1 yes > /dev/null &
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VY 3amyiieHHON mNporpaMMbl C TMOMOIIBIO KOMaHJBl reniceé MOMXHO W3MEHHTH
Ha3HAuYeHHBIN npuoputeT. [Ipenmnonoxum, 4ro ects padoTaroiias mnporpamma yes co
sHaueHreM nice 10. UToObl M3MEHUTH €T0 3HAYCHUE, MOXXHO HCIIOIH30BAaTh KOMAaHIY
renice co 3HaueHueM nice u PID nporecca. Mi3mennm 3nadeHue nice Ha 15:

renice -n 15 -p 5645

CormacHO TpaBWIaM, OOBIYHBIA IOJIH30BATENh MOXKET TOJBKO YBEIHMYHUBATH
3Ha4YeHUE nhice (YMEHBIIATh MPUOPHUTET) JIroOoro mpoiecca. Eciu momnpoOoBaTh
M3MEHUTH 3HaYeHue nice ¢ 15 1o 10, Mbl moTyuuM cliieaytoiiee cooomeHue oo onmoke:

renice -n 10 -p 5645

renice: failed to set priority for 5645 (process ID): Permission denied

Taxxe, KOMaH/a renice MO3BOJISIET CYMEPIIOIH30BATEII0 U3MEHSITH 3HAUCHHE Nhice
MPOIIECCOB JIF0OOTO MOIB30BATENSA. JTO JENaeTCs C MOMOIIBI0 Kitoya -u. Cremyromas
KOMaH/Ia U3MEHSICT 3HAaUCHHUE TIPUOPHUTETA BCEX MPOIIECCOB MOIb30BaTeNsd Ha -19:

renice -n -19 -u lubos

1000 (user ID) old priority 0, new priority -19
6.14. YnpasjieHne JUCKOBBIMH KBOTAMU

Cucrema diskquota oGecrieunBaeT MEXaHW3M ISl YIPaBJICHUS HCIOIb3YEMbIM
JMCKOBBIM MPOCTPAHCTBOM. OrpaHuyYeHUs MOTYT OBITb YCTAHOBJIEHBI I Ka)JI0Tro
MOJIB30BATEINISI B OTIEIBLHOCTH, JJISl JTFOOOM Win Jutsl BceX ¢ainoBeix cuctemM. Crucrema
orpaHudeHuit (quota) OymeT nmpeaynpexaaTh NoJb30BaTeNel KOorja OHHU MPEBBICAT CBOU
JI03BOJICHHBIN JIUMUT, HO OyJIET MO3BOJISATh UCIOIb30BaTh HEKOTOPOE JOMOTHUTEILHOE
MPOCTPAHCTBO ISl TeKylel paboTel. Cuctema orpaHuueHuil (quota system) siBisieTcst
yactbio sapa OC. Komanaa

quota

MO3BOJISIET MPOCMOTPETH JIIOObIE OTPAaHMYEHHUS JUCKOBOTO MPOCTPAHCTBA ISt
Ka)KJIOTO TOJIb30BaTEIIs.

JocTynHbl J1Ba TUMAa OrPAaHUYEHUM , KOTOPHIE MOTYT OBITh HAJIOXEHBI Ha

IIOJIB30BaTCJIA, OOBIYHO €CJIN HCIIOJIB3YCTCA OOAHO H3 OFpaHI/I‘—IeHI/Iﬁ TO U BTOPOC TOXKC
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OyzaeT ucnoab3oBaThesl. OrpaHnYeHre MOKET ObITh YCTAaHOBJIEHO KakK Ha BCE JMCKOBOE
IPOCTPAHCTBO I0JIb30BATENS , KOTOPOE HCIOJIb3YETCSl 3TUM I0JIb30BaTENEM TaK U Ha
yrcno (ainoB (inodes) KOTOppIMH OH MOXeT BiangeTb. Quota oOecrneunBaer
uHOpMAIIMI0O HAa OrPaHUYEHHUS , KOTOpble OBUIM YCTAHOBJIEHBI CHUCTEMHBIM
aJIMUHHACTPATOPOM, Ha KaXAyl0 W3 o0yiacTedl, KOTOpbIe HCHONB3YIOTCS B JaHHBIN
MomeHT. Orpannyenus no inodes u block HakmanpBaroTcs kak Ha uid (MaeHTUPUKATOP
nosib3oBarens) Tak W Ha gid (umeHtudukaTop Tpymmbl). Tak ecid Bbl BXOJIUTE B
rpymiy, KOTopasi MPEeBbICHIIA , HATOKEHHOE Ha HEee OrpaHUYCHHE ,TO BBl HE CMOXKETE
UCIOJIb30BaTh AMCKOBOE MPOCTPAHCTBO JIaXKe €CIU BBl BCE €IIe MOXKETE HCI0JIb30BATh
€ro Kak I10JIb30BaTeb.

CYIHGCTBYIOT YCTBIPC YUCJIa JUIA KAXKA0I'0O OIrpaHUiCHUA:

HCIIOJIB3YEMOC B IaHHOC BPCM:A OI'PAaHUYCHHUC,

"Msirkoe" orpanuuenue (softlimit);

"sxectkoe" orpannuenue (hardlimit);

U MIPOMEXYTOK BPEMEHH , MOCJE UCTCUCHHUS] KOTOPOro "MArkoe" orpaHuvyeHue
MHTEPIIPETUPYETCS KakK "KecTkoe'";

"Msrkoe" orpaHudeHHE OIpeeseT yuciao O0JokoB pasmepoM 1KoGaiT ,kotopoe
M0JIH30BaTENIb MOYKET HEMHOI'O TMpeBBICUTH. "JKecTkoe" orpaHuueHHe HE MOXKET OBITh
MPEBBIIICHO HU KakuM oOpa3oM. Ecnu monb3oBarenb MBITAETCS MPEBBICUTH JTAHHOE
YHCJIO, TO OH TOJy4aeT COOOIICHHE O HEBO3MOXXHOCTU ciaenaTh 3To. [lpu saTom smpo
Bo3BpamaeT koja omuOku EDQUOT. Ilocie Toro kak moJIb30BaTellb MPEBLICUT
JIOCTyIHOE /17151 Hero "msirkoe" orpannyenue (softlimit) ycranapnuBaercs Bpems , ocie
HUCTEUEHUsI KOTOporo "Msirkoe" orpaHuueHue craHoBUThes 'kecTkuM" (hardlimit).
OOBIYHO CPOK HMCTEUEHHMs dTOro mepuojaa ucrekaetr mocie 7 aueit (1 Hemens). B sator
MEPUOJT BPEMEHH TOJIb30BATEIh MOKET YAAIUTh HEHYKHbIE eMy (aiiibl TOCie Yero oH
BHOBb MOJKET HCIOJb30BaTh 'MsTKOe" oOrpaHuyeHHe J0 MOMEHTa HCTCUYCHUS
YKa3aHHOTO TpoMexyTka BpemeHHU. [lociie HCTeYeHUsT YKa3aHHOTO MPOMEKYTKa
BpeMEHHM '"Msrkoe" OrpaHMYeHUE CTAHOBUTHCA 'KECTKUM'" OrpaHUYEHUEM H Yy

M0JIb30BaTelIs OO0JIbIlIE HET PECYPCOB JJIsl CO3JaHUsI HOBBIX (DaiJOB.
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st Toro 4yToOBl YCTAHOBUTH CHCTEMY OTPAaHWYEHHUH JMCKOBOTO MPOCTPAHCTBA
(quota) B OC cucteMHOMY aIMUHUACTPATOPY HEOOXOUMO CIENIaTh HECKOIbKO IIaroB:

- BbIOpaTh (ailloByl0 cHCTeMy ,Ha KOTOpYyl0 OyAyT HakKJaJbIBaThCs
OTpaHUYCHUS;

- pa3peuuTh (BKIOYUTH) CUCTEMY OI'paHUYEHUMH;

- TPOM3BECTU NPOBEPKY (HalJoBOM CHUCTEMBI HA OTrPAHUYEHUS JIHCKOBOIO
MPOCTPAHCTBA;

- TPOU3BECTU IMPOBEPKY OrPAHUYEHUN JAMCKOBOTO TNPOCTPAHCTBA Kak JUJIst
MOJIb30BATEIICH TAaK U ISl TPYIIIL;

- 3aIIPETUTh OTPAHUYEHUS JUIsl TOJIB30BATENEH U TPYII.

B mnepByto ouepenp HEOOXOAMMO pEIIMTh HA Kakylo (ailioByl0 CHCTEMY
HEOOXOJMMO HAJIOKUTh orpaHndyeHus (quotas). Yame Bcero orpaHuueHuUs
HAKJIQJpIBAlOTCAd Ha (DaJIOBYI0 CHCTEMY , B KOTOPOM pacroyiaraiorcs JOMalllHUe
KaTaJIOTU MOJb30BaTeIel Wik Ha (ailjIoBYIO CUCTEM, KOTOpas CMOHTHUPOBAHA B KaTaJlor
/usr ¥ TOJIL30BATENM UMEIOT MPABO 3alUChIBaTh HA Hee MHGopMaluo. [1j1st Toro yToOkI
pa3pelliuTh OrpaHUYEHUs] HA JUCKOBOE IMPOCTPAHCTBO Ha HEoOXoauMou (ailioBoi
CUCTEME BBI JOJKHBI OTPEaKTHpOBaTh (haiin /etc/fstab mo6aBuB K yka3zaHHOU cHucTeMe

OIIIVH JIA OTrpaHUYCHUA NUCKOBOI'O IIPOCTPAHCTBA (KaK JIIA I10JIb30BAaTEJIEH TaK U JIIA

rpynn).
OTtpenakTupoBaHHbIi (aiin /etc/fstab moxkeT UMeTh BU:
#
# /etc/fstab
#
/dev/hdal / ext2 defaults
/dev/hda2 none swap sw
/dev/hda3 /usr ext2 defaults
/dev/hdb1 /usr/users  ext2 defaults,usrquota,grpquota
/dev/hdb2 /usr/sre ext2 defaults,usrquota
none /proc proc defaults
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3ape3epBUpOBaHHOE CJIOBO "usrquota" ,B moJsie OMIMM, BKJIKOYAET OTPAaHUYCHHUE
JMCKOBOTO TMpOCTpaHcTBa (quotas) [uisi Tmosib3oBaTene (userquota) Ha JaHHOM
yCTpOMCTBE. 3ape3epBUPOBAHHOE CIIOBO "grpquota” BKIIOYAET OrpaHUYEHUE TUCKOBOIO
MPOCTPAHCTBA JJIs Tpymm (groupquota) Ha JaHHOM ycTpoicTBe. Bo To Bpems korja Bbl

'

ucrnois3yere omniuu "usrquota" u "grpquota" 6e3 '=', To Bamu (¢ailsibl orpaHUYEHUN
(quotafile) OyayT HaxomuTcsi B KOPHEBOM KaTajore Kaxkaoi (ailnoBoil cucTteMsl , B
KOTOPOH MCTIOB3YIOTCSI OTPaHUYCHHS Ha TUCKOBOE MPOCTpPaHCTBO. Daiin Ha3bIBaeMBbIN
"quota.user" OyAeT UCIHOIL30BaThCA MJisi OrpaHUYEHUN TMOJb30BaTeneil, a daiin
"quota.group" OyaeT HCIOIL30BaThCA I orpaHnueHuid rpynmn. OJHAKO BBl caMu
MOXKETE  ONpeneluTh  Bamu  Qainbl  orpaHudeHuid.  Hampumep — cTpoka
"usrquota=/usr/adm/quotasrc.user" ycTaHOBUT (haiii OrpaHHUEHUN JTsl TIOJh30BaTeNIeH B
Karamore /usr/adm , xoTopwiii OyneT HaswbiBaThCcs "quotarc.user". OmgHako OyabTe
BHUMATEIbHBI , U OTCIEXKUBAWTE JJIUHY CTpoku B daiine /etc/fstab (cMmoTpute ee
onpezenenue B gaiie mntent.h).

[lepuoamuecku (B OCHOBHOM IIOCJI€ HEKOPPEKTHOH Mepe3arpy3Ku CUCTEMBI U BO
BpeMs IIEPBOTO pa3pelicHUs OTpaHWYCHHH Ha JIHCKOBOE TPOCTPAHCTBO) 3allMCH,
cozepkamuecss B (ailie OrpaHHMYCHUN OJKHBI OBITh MPOBEPEHBI HA IIEIOCTHOCTH
JICHCTBUTEILHOTO YHUCIa OJIOKOB W (ailloB BBICTICHHBIX JJs TOJb30oBaTens. s
BBITIOJIHGHUST ~ J3TOM  OMEparid  MOXET  ObITh  HCIOJh30BaHA  KOMaHAA
quotacheck.

JlanHyr0 KOMaHJy He0O0S3aTeIbHO BBIMOJIHATh JJIS HEMOAMOHTHPOBAHHBIX
(baiIoBBIX cucTeM WK (HalIOBBIX CHCTEMaxX ,Ha KOTOPBHIX OTKIIFOYEHO OTpaHWUYEHUE Ha
JAMCKOBOE MPOCTPAHCTBO (quotas). s mpoBepku (ailioBoi cHCTEMbI Ha YMCIIO OJIOKOB
HCITOJIB3yEMBIX TTOJIB30BATEIIEM , a TaK K€ JUIsl YCTAaHOBKH W M3MEHEHUsS BceX (ailioB
orpanudenuii (quotafiles) BrIMOTHUTE KOMaHY:

quotacheck -avug.

Bbl MOkeTe BCTaBUThH JAHHYIO KOMaHAY B OJWH M3 I'C CKPHUIITOB U 3aIyCKaTh €¢
Ha ¢aiIoBoOii cucTeMe Tak ke Kak u fsck , Tonmpko Torma , Koryma He yCTaHOBIEH ¢Jar

fastreboot. JlaHHas mporpamMMa He TOJJIEPKHBAET OJHOBPEMEHHYIO MapalIeIbHYIO
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NPOBEPKY HECKONBKHUX (DaimoBeIX cucTeM. J[Ist TOro 4ToOBl BKIIOYUTH CUCTEMY
OrpaHUYEHUI Ha IUCKOBOE IMPOCTPAHCTBO HAa BalleM KOMIbIOTEpe H00aBbTE CTPOKY
/usr/bin/quotaon -avug B OAuH U3 Bamux /etc/rc QaitnoB. JlaHHas koMmaHga Oyzer
BKIIIOYATh TOAJCPKKY OIpaHUYEHHUI JMCKOBOTO MPOCTPAHCTBA BO BpEMs 3arpy3Ku
Ballled CUCTEMBL.

Tonbpko cymepnonp30BaTeb MOKET UCIIOJIB30BATh KOMAaHIy quota /Ui IPOBEPKHU
UCTIOJIb3YEMBIX OTrpaHHUYEHH JI000T0 TMOoNIb30BaTeNss , W KOMaHAy repquota s
MIPOBEPKU MCIOJIB3YEMOTO MPOCTPAHCTBA U OTPAHMUYEHUH /Il BCEX TOJb30BaTeNel Ha
JTaHHOM (haiJIoBOM cHCTEME.

st Toro 4ToObl MONyYuTh WHGOpPMAIMIO 00 OrpaHHYEHHSIX , HAJIOKEHHBIX Ha
BCEX MOJIB30BaTEICH HEOOXOAUMO BBITIOJTHUTH KOMAH/IY:

repquota -ua

Moclie 4ero Ha dKpaHe MOXKHO OyAeT BUIETh TaOJHUIly , B KOTOPOW YyKa3aHBI
OTPaHUYECHHS , HAIOXKEHHBIE Ha KaXXAO0ro moiib3oBatens. ComepKUMoe dKpaHa Mociie

BBIITOJIHCHU S BBIITIC HpHBCI[GHHOﬁ KOMaH/Jbl MOXKCT UMCTh BHU:

Block limits File limits
User used soft hard grace wused soft hard grace
root --487082 0 0 12147 0 0
daemon -- 399 0 0 2 0 0
news - 626 0 0 46 0 0

Jliia mommydenust nHGOPMAIIMHU O TPyMIax HEOOXOAMMO BBITIOJIHUTh KOMaH/Y:

repquota -ga .

Jis  penakTHpOBaHUS OTPAHWYCHHUS JUCKOBOTO IPOCTPAHCTBA HEOOXOIMMO
UCTIONB30BaTh mporpamMmy edquota. [[mst pemakTupoBaHHWs OTpPaHUYEHHH IHCKOBOTO
MPOCTPAHCTBA JIJIsi KOHKPETHOTO TMOJIb30BATENSI HEOOXOAMMO MCIIOIB30BaTh MPOTrpaMmy
edquota c ommuel -u , a A7 TPYMITBEI HEOOXOAMMO HUCIIONB30BaTh Ty JKE pOorpamMmy , HO
c ommuuel -g. PegakTupoBaTh HEOOXOIUMO TOJIBKO YHCIIO , KOTOPOE CIEIYET 3a CIOBOM
hard wnm soft. Harmpumep ,mocie BeIMOTHEHUST KOMAH/IBI:

edquota -u cola
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COJICP)KUMOE dKpaHa MOXKET UMETh BU/I:

Quotas for user cola:

/dev/hdb3: blocks in use: 345, limits (soft = 1, hard = 0)
inodes in use: 94, limits (soft = 0, hard = 0)

[Tocne yero Bbl MOKETE U3MEHHUT 3HAYEHUS , yKa3aHHbIE Toclie cioB hard u soft.
[Tpu penakTUpOBaHUH WCIOJIB3YETCS PEIAKTOP , KOTOPHIM yKa3bIBAETCS B MEPEMEHHOU
okpyxenust EDITOR.

Jnsa kaxnoi ¢GaioBOH CHCTEMBI , HMEIOIIEH OrpaHWMYCHHE Ha JIMCKOBOE
MPOCTPAHCTBO BBl BHAUTE ABe cTpoku. CioBo soft o3Hawaer 4YTO Ha JaHHYIO
GbaiIoBy0 CcuUCTEMy HalOXeHO '"Msrkoe" orpanmdeHue (softlimit) , mpu 3TOM
MOJIb30BAaTENIb WJIM TPYIIa UMEIOT HEKOTOPBIM WHTEpBal BpeMeHu (grace period), B
TEYCHUU KOTOPOTO OHW MOTYT TPEBBICUTH YKa3aHHOE 3HaducHHWE. J[aHHBIN HMHTEpBas
BPEMEHU MOYXHO U3MEHHUTH C TIOMOIIHI0 KOMaH/IbI:

edquota -t.

Hampumep ,1mocie BBITOTHEHUS KOMaH/IbI:

edquota -t

COJIEPIKUMOE dKpaHa MOXKET UMETh BU/I:

Time units may be: days, hours, minutes, or seconds

Grace period before enforcing soft limits for users:

/dev/hdb3: block grace period: 10 minutes, file grace period: 10 minutes

[Tocne dero BB MOXK€T€ W3MEHWThH 3HAYCHHS , YKa3aHHBIC O ymondaHuio. [lo
YMOJIYaHHIO UCIIOJb3YyeTcs 3HaueHue onpeaeneHHoe B ¢aine <LINUX quota.h>. Ecnu
MOJIb30BATEIb WM TPYyMIa HE yAAIAT JUITHUX (aiiIoB B TEUEHUH YKA3aHHOTO Mepuoia
BPEMEHH , TO JaHHBIC (halJIbl IepexoasT B pa3psa "kectkux" orpannyenuid (hardlimit).
CnoBo hard o3nauaer , 4To Ha NaHHYIO (DAIOBYIO CHUCTEMY HAJIOKEHO 'KecTKoe"
orpanudeHne. JKecTko orpaHuyYeHUE SIBISETCS MAaKCUMaJIbHBIM 3HAYEHHEM , KOTOPOE

MOXXET HMEThb IIO0JIb30BaTEeNb WM Tpynmna Ha JaHHOW (ailioBoll  cucteme.
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[Tonb3oBaTenb/Tpynmna HE MOKET UMETh Oouibliie (aityioB min inodes 4emM ykKazaHO B
hard).

Crpoka

/dev/hdb3: blocks in use: 345, limits (soft = 1, hard = 0)

cooOIIaeT Kakoe 4YHUCIO0 OJOKOB MOXKET OBITh BBIIEICHO IS JaHHOI'O
MOJIB30BATEIISI WITH TPYTITIHL.

Crpoka

inodes in use: 94, limits (soft = 0, hard = 0)

coobmraer kakoe uuciao inode (daiioB, YCTPOWCTB, MOMMEHOBAHHBIX
KaHaJoB(pipes) U T.J.) MOKET ObITh BBIIEIEHO JIJISl JAHHOTO MOJIb30BATENS WM TPYIIIIHI.

B OonpmmHCTBE Clly4aeB BaM MPUXOJUTCS HWMETh TPYIITY TIOJIb30BaTeleH,
KOTOpBIE JIOJDKHBI UMETh OJMHAKOBBIE OrpaHUYEHHUS HAa JIUCKOBOE MPOCTPAHCTBO , HA
yKkazaHHoM  ¢ainoBoir  cucreme. Camblii  OBICTPBII  NyTh  OTPENAKTUPOBATH
OTPaHWYCHHSI HAa TUCKOBOE MPOCTPAHCTBO MJIsI ITHX ITOJIH30BATENICH 3aKITIOUAETCS B
CO3JIaHUM MPOTOTHUIIA OJIHOTO M3 TOJIb30BaTeNied WM TPYIIbl I BceX Apyrux. Bam
HY>KHO C TIOMOITHI0 KOMaHIbI:

edquota -u <uMsi_moJb30BaTENsI/TPYNNbl_KOTOPbIA_CTaHET NMPOTOTHIIOM>

OTpEeJaKTUPOBaTh OrPAHMYEHUS HA JUCKOBOE MPOCTPAHCTBO , MOCIE YEro C
MTOMOIIEIO KOMaH/IbI:

edquota -p <umsi_npororuma> *

OTpEJaKTUPOBaTh OTPAHWYCHUS [ BCEX OCTABIIUXCS  IOJb30BaTElCH.
Hampumep , mnsg Toro 4toObl B KadecTBE OTPAaHWYCHUH HCKOBOTO IMPOCTPAHCTBA
(quota) nns monbp3oBaTens ola MCHOJMB30BAIMCH OTPAHUYEHUS , HAJOXKEHHBIE Ha
MOJIb30BaTeINs cola BaM HEOOXOIMMO BBIMIOJTHUTH KOMaH/TY:

edquota -p cola ola

Jlnsi mpoBepKM OTpaHUYEHHM JUCKOBOTO MPOCTPAHCTBA JJIA MOJIb30BATENsS U
TPyl HCTIOIB3YETCS IporpaMma quota.

CuHTakc 3TOM MPOrpaMMBbl:

quota [-guqv]
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quota [-qv] -u username ...

quota [-qv] -g groupname ...

Hcrionp3yiiTe ONMIUIO -V I BBIBOJa HHGOPMAIIHH O

- (haiiIoBBIX CHUCTEMaX , KOTOpPbIe HE MMEIOT BKJIIOYECHHBIMH OTPAaHWYCHUS Ha
JTMCKOBOE MPOCTPAHCTBO (quota),

- (pailnoBBIX cUCTEMAxX Ha , KOTOPHIX BBl YK€ YCTAHOBHWIIM CUCTEMY OTPAaHUYCHHUS
JTMCKOBOTO MTPOCTPAHCTBA , HO HAa KOTOPBIX €Ille HE 3aHAT HU OAUH OJIOK.

Hcnonb3yiiTe onuuio -q Mg OpOCMOTpa (alioBBIX CHUCTEM , HAa KOTOPBIX
MpeBbINIeHO 3HaueHue "Markoro"” (softlimit) u "xectkoro" (hardlimit) orpanuuenus.

Onuus -g naer BaM BO3MOXHOCTh IPOCMOTPETh BCE OIPAHUYEHUSI , KOTOPBIE
HaJI0’KEHBI HA TPYMIIBI , YIEHOM KOTOPBIX BHI SIBJISIETECH.

Hanpumep , ¢ mOMOIIBIO KOMaH/IbI:

quota -u cola

Bbl MOXETE MOTYyUYUTh MH(OPMALIUIO 00 OTpaHUYEHUSIX UCKOBOTO MPOCTPAHCTBA,
KOTOpbIE HAJIOKEHbI HA ToJib3oBaTela cola. ConepkuMoe 3KpaHa MocJie BBIMOJHEHUS
JTAHHOW KOMaHbl MOXKET UMETh BU/I;

Disk quotas for user cola (uid 1002):

Filesystem blocks quota limit grace files quota limit grace

/dev/hdb3  345* 1 0 none 94 0 O

Ecau BBl 3axoTenu 3alpeTUTh OTPaHUYEHUS ,HAJOXEHHBIE HAa KakKoro TO
MOJIH30BATEIISI WM Ha TPYIIy , TO BaM HEOOXOJMMO BOCIOJIb30BAaThCS MpPOrpaMMoOin
edquota myist penaktTupoBaHus 3HaueHuM hard u soft. YcranoBure 3ty 3HaueHus: B 0.
[locne wero nans JAaHHOTO TMOJIB30OBATENsl WM TpyHmnbl He OyAeT CyIIecTBOBAThH
OTpaHUYEHUM HA JUCKOBOE TMIPOCTPAHCTBO , U OH/OHA CMOXET CO3J/1aBaTh
HEOTPAaHWYCHHOE  KOJIMYeCcTBO  (ailjioB  (OrpaHUYEHHOE  TOJBKO  JIMCKOBBIM

MIPOCTPAHCTBOM).
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6.15. OrpannyeHue pecypcoB MoJib30BaTeJIf

Jnst  orpaHUYeHUsT PECYpPCOB, JOCTYIHBIX IOJIb30BATENIO  HCIOJIB3YETCs
KoH(MUrypanmoHHbIi  ¢ain  /etc/security/limits.conf. Jljs BKIIOYEHUS JTHUMHUTOB
Heo0xoauMo 100aBuTh 6ubIMOoTeKY PAM pam_limits.so B COOTBETCTBYIOIIEM MOAYJIE.
Hanpumep:

session required pam_limits.so

B (paitne /etc/pam.d/login.

Jns u3MeHeHusi JTUMHUTOB penaktupyem aiin /etc/security/limits.conf. dopmar
daiina:

rpynmna/mojb30Bare/ib JUMHT(KECTKUI/MATKHI) mNapaMeTrp  3HA4YeHHeE.

Onucanue napameTpoB:

- core - pa3mep core (aitnos (KB)

- data - makcuManbHbIi pa3mep nanHbix (KB)

- fsize - MakcumanbHbIN pazmep ¢aiina (KB)

- memlock - MmakcumansHOE 3a0J10KMpOBaHHOE ajipecHoe mpocTpaHcTBO (KB)

- nofile - MakcuMaIbHOE KOJMYECTBO OTKPHITHIX (paitiioB

- I'SS - MAKCUMAJIBHBIA pa3Mep naMaTu i pe3uaeHT-nporpamm (KB)

- stack - makcumanbHbIN pazmep ctaka (KB)

- Cpu - MakcuMaiabHoe npoieccoproe Bpems (MIN)

- NProc - MAaKCUMaJIbHOE KOJIMYECTBO MPOIECCOB

- as - orpaHuyeHue ajapecHoro npocrpanctaa (KB)

- maxlogins - MaKkCUMaIbHOE YUCIIO OHOBPEMEHHBIX PETUCTPALINNA B CUCTEME

- maxsyslogins - MakCUMaIbHOE KOJMYECTBO YUETHBIX 3aMnCen

- priority - IPUOPUTET 3aMyIIEHHBIX MPOIIECCOB

- locks - MmakcuManbHOE KOJIMUECTBO OJIOKUPYEMBIX (haliyIoB TIOJIB30BaTEIEM

- sigpending - MakCUMajIbHOE KOJUYECTBO CUTHAJIOB, KOTOPhIE MOXKHO IMEpeaaTh
nporeccy

- msgqueue - MaKCUMaJIbHBIN pa3Mep mamsatu aist odepenu POSIX cooOmienuit

(bytes)
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- nice - MaKCUMAaJIbHBIN MPUOPHUTET, KOTOPHIA MOXKHO BBICTaBUTH: [-20, 19]

- rtprio - MaKCUMAaJIbHBIA TPUOPUTET BPEMEHU BBITIOJIHEHUS

- chroot - u3mMenuTs AupekToputo root'a (Debian-specific)

Bmecro rpynn/mosib30Barensi MOXKHO HCHOJIb30BaTh PYIIIOBOM CUMBOM * (1Jis

BCEX) U IpymnmoBoit cumBoa % s wildcast’a rpymi.

6.16. KOoHTPOIb  LEJIOCTHOCTH 3alyCKAEMbIX KOMIIOHEHTOB IPOrpaMMHOIO

o0ecreyeHus

Jns xkouTpons uenoctHocTu komnoHeHToB OC ucnonbizyercss IMA. KoMnoneHT
apXUTEKTypbl U3MepeHus: 1enocTHOoCTH (IMA) BBINOJHAET MPOBEPKHU LETOCTHOCTH BO
BpeMsl BBITIOJIHEHUs (DaljIOB C MCIIOJIb30BAHMEM XdIIEH, CpPaBHHUBAs MX CO CIIMCKOM
JOMYCTUMBIX X3IIEH.

YcTaHoBUTH yTHINTHI 17151 paboThl ¢ IMA:

yum install ima-manage keyutils attr

Jnst ucronb30BaHUST KOHTPOJS LETOCTHOCTH aIMUHUCTPATOP CUCTEMbI JTOJKEH
CO3/1aTh CEKpeTHBIN Kito4 (key.pem) v MoAnrCcaHHbIN 3aMpoc Ha CEPTU(PUKAT KOMAHOM:

openssl req -new -newkey rsa:2048 -keyout <path to secret key.pem> -nodes -
out <path to request>

Heobxoaumo 3amonHuTth mnpeniaraembie mojis. [Ipumep 3amonHeHus MpUBEIEH

HHNXKCE:
# openssl req -new -newkey rsa:2048 -keyout /tmp/skey.pem -nodes -out /tmp/req

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.
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Country Name (2 letter code) [XX]:ru

State or Province Name (full name) []:vladimir

Locality Name (eg, city) [Default City]:murom

Organization Name (eg, company) [Default Company Ltd]:000
Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) []:server
Email Address []:test@test.com

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:123456

An optional company name []:

[Tocne ycnenrHoro popMupoBaHus HEOOXOAMMO OTIPABUTH 3aMPOC MOTYyUESHHBIN
Ha TpeaplaynieM Imare <request> pa3paborurvkaMm. B oTBeT Ha 3ampoc pa3paboTyuKH
npenoctassT ceprudukar (x509 evm.der).

Jlanee HEOOXOUMO pa3MECTUTh MOJIYYeHHBIN cepTudukar B karaiuor /etc/keys/, a
KII0Y COXpaHUTh B KaTaJore HEIOCTYITHOM JUIS BCEX IIOJb30BaTelield, KpoMe
aJIMUHHCTPATOpa root, Hampumep: /root/.

N3menuts B dyukiuu check() B ¢aiine /usr/lib/dracut/modules.d/98ima/module-
setup.sh return 255 na return O:

# called by dracut

check() {

return 0

}

[IpousBecTtu perenepariuto initramfs:

# dracut -f -v

[lepesarpy3uts OBM.

[IpoBepUTh KOPPEKTHOCTH 3arPy3KH CEPTHPUKATOB:

# keyctl show %keyring:.ima

Keyring
89159091 --alswrv 0 0 keyring: .ima
322584681 --als--v 0 0 \ asymmetric: OS: TEST SECURITY:

5d56a4ef2110d298945bbd33{6f8a9fa5a28004
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3amycTuTh YTWINTY ima-manage ¢ KJIIo4eM init:

# /sbin/ima-manage init

[lepesarpy3uts OBM.

3amycTuTh YTWINTY Ima-manage ¢ KiodeM signfs ©u  yka3zaHueM MyTH
pa3MenIeHns CEeKPETHOTO KITtoYa:

# /sbin/ima-manage signfs /root/key.pem

B ¢aiine /etc/fstab goGaBuTh Kk omIUMAM MOHTHpPOBaHHS (HalIOBON CHUCTEMBI
(deafults) ommuto iversion (defaults,iversion):
UUID=ccb7f991-5d40-428e-a277-beld3cdaf2c4 / ext4d defaults,iversion 11

3anmycTuTh YTWINTY ima-manage ¢ Kirodem enforce:

# /sbin/ima-manage enforce

JloxxnaTecsi 3aBepiieHuss PaOOThl yTHIWTHI U TPEAJIOKEHHS Tepe3arpy3Ku.
Cornacutecs Ha nnepesarpy3ky 9BM.

Jis  UCcHonb30BaHUS CTOPOHHHX TMPWIOKEHHWHA, HE HWMEIOMNX IOAMHCH
pa3paboTunka, HeOOXOAUMO OT UMEHU aJIMUHHUCTPATOpPA MOJANUCATh haii:

# evictl ima_sign --key /root/key.pem /gaiin
6.17. baokupoBanue (aiijioB

B psine ciydyaeB ObIBaeT HEOOXOAMMO 3alTUTUTH (PaAilNIbl OTKPBITHIE KEM-IUOO U
WCITIOJIb3yEeMbIC B TEKYIIMA MOMEHT OT yJaJieHHUs JTIOOBIM APYTUM TIOJIB30BaTENIEM, JaXKe
€CIM OH HMMeeT Ha 3To mpama. Jlms mommepkku 3toro ¢ynkumonanma B PEJ[ OC
HE00X0AMMO yCTaHOBUTH Naker fileprotect:

# yum install fileprotect

[Tocne ycranoBku nakera u nepesarpy3ku OC, OJIOKUPYIOTCS MONBITKU yAaeHUs
GaiinoB, ecnu B MOMEHT oOpamieHus K ¢ailry cyObekTa JocTyma (mporecca) OH
UCIIOJIB3YETCSl IPYTUM CyOBEKTOM JocTyma (Tmporieccom). HUkakux AOMOTHUTENIbHBIX

HACTPOEK He TpedyeTcH.
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6.18. Ouncrka namaT

B coctaB OC Bxonsat yrunutsl shred, wipe, nwipe 1 HaOOp KOHCOJIbHBIX yTHIIUAT
Secure-Delete.
6.18.1. shred
[TepenuceiBacT HECKOJIBKO pa3 yKa3zaHHbIC (DaWIbl JJII TOTO, YTOOBI CIEnaTh
0ojsee CIO)KHBIM BOCCTAHOBJICHHE JIaXX€ C HCIOJIB30BAHUEM OYEHH JOPOTOT0
o0opy10BaHUSI.
Hcnonb3oBanue:
shred [KJIIOY]... DAWIL...
Eciu ®AMJT 3aJ1aH KaK —, U3MEJIbYaTh CTAHIAPTHBINA BBIBO/I.
Kunroun:
-, --force W3MEHSTH TPaBa, pa3pelias 3ammuch, €CIu He00X0IUMO
-n, --iterations=N niepenucarb N pa3 BMecTO (3) M0 YMOIYAHUIO
--random-source=®AMJI monydaTh  cilydaiiHble umcia w3 DANMIIA
(mo ymomuanwuto /dev/urandom)
-s, --size=N ounctuTh N 6aiiT (Bo3mMoxHbI cypdukcsl Buaa K, M, G)
-u o0Ope3ath U yAasaTh (a1 mocie nepe3arnucu;
--remove[=KAK] momo6Hno -u, Ho 3agaércs KAK ynansrs;
-v, --verbose  TOKa3bIBaTh XOJ BHIMTOTHCHUS
-X, --exact HE OKPYIJIATH pa3Mephl (DAMSIOB O CIETYIOMIETO IIeJIOTO
0JI0Ka; 10 YMOJIYAHHIO IS HE TIPOCTHIX (pailioB
-7, --Z€T0 nepe3anucaTh B KOHIIE HYJISIMHU, YTOOBI CKPHITh H3METLYCHHEC
--help  moxasarhb 3Ty CHpaBKy U BBIATH
--version Ioka3aTh HHGOPMAIIMIO O BEPCUU U BEINTH
Vnanser ®ANJI(b1), ecnu ykazan --remove (-u). Ilo ymomuanmio daiinbl He
YAQISIOTCS, TaK Kak 4yacTto obOpabarbiBaroTcs (aiibl-ycTpoiicTBa Bpojae /dev/hda, a
Takue (Qailibl He HAIO0 yAaJsTh.
Heobs3aTensupiM mapamerpom KAK 3amaéres cioco6 ynaneHus karaiora:

«unlink» => ncnonp30BaTh cTaHAAPTHBIN BBI30B unlink.
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«Wipe» => TaKkke, CHauajaa UCIOPTUTh OANTHl UMEHHU.

«wipesync» => Takke, CHHXPOHU3MPOBATH KaXKIbIH HCIIOPUYEHHBIM OalliT Ha
TIUCKE.

Pexum no yMomuaHuio — «wipesyncy.

6.18.2. wipe

wipe — 3TO HeOoJbllasg MporpamMma s Oe30MacHoro ctupaHusi (GaisioB ¢
MarHUTHBIX HOCHUTEIIEH.

Buumanue: Wipe HanéxHo paOoTaeT TOJBKO  MAarHUTHOM  HaMSTH,
CJIEIOBATEIBHO, JUISl TBEPIOTENIBHBIX JUCKOB (ITAMSTH) UCIIOIB3YUTE APYTHE METOBI.

Hcnonb3oBanue:

wipe [onmuu]| ¢hanibl...

Omun:

-a IIpepBath mpu ommoKe

-b  <buffer-size-1g2> VYcranoButs pasmep HHAMBHAyaIbHOro Oydepa
BBO/Ia/BBIBOJIA YKa3aB €ro Jiorapudm no ocHoBaHuio 2.  MoryT ObITh BbIesIeHbI 10 30
TuX Oydepos

-c Jlenate chmod() Ha 3amMIIEHHBIX OT 3amucH (aitiax

-D CnenoBatb CUMBOJIMYECKUM CChUTKAM (KOH(MIUKTYET C -T)

-¢ Hcnonp3oBaTh TOUYHBIA pa3Mmep (aiia: HE OKPYIIIATH pasmep Qaitna s
CTHpaHUS BO3MOKHOTO MyCOpa, OCTAIOLIETroCs Ha MociegHeM OoKe

-f ®opcupoBaTts, T. €. HE CIPALIUBATH MOATBEPKICHUS

-F He neiTaTbcsa ctupaTh uMeHa (aisios

-h [Toka3ats cipaBKy

-1 IndopmatuBHbIN (BepOaJIbHBIN) peKUM

-k Coxpanutsb Qaitnibl, T. €. HE YIaJIATh UX MOCJE Mepe3anucu

-1 <qnmunra> Y cTaHOBUTH JUIMHY CTUpaHUS HA <IJUHY> 0alTOB, rae <IJIMHA™> 3TO
1e0e 9ucio, 3a kotopeim cienyet K (Kilo:1024), M (Mega:K”*2) wu G (Giga:K”3)

-M (Ilr) YcranoButrs anroputm PRNG mns 3amonmHeHust 010koB (M mopska

MIPOXO/IOB)
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| Ucnionb3oBaTh BbI30B OMOIMOTEKH random()
a Mcnonb3oBath anroput™ mudposanus arcfour
-0 <cIBHUT> Y CTAaHOBUTbH CABHUT OYHMCTKH Ha <CIBHUI>>, T'¢ <CIBHUI> HMEET TOT JKE
dbopmar, 9To U <IITUHA>
-P <mpoxoabr> YCcTaHOBUTH KOJIMYECTBO MPOXOAOB AJII OYUCTKA MMEHH (haiina.
I1o ymomganuzo 370 1.
-Q <KONIMYECTBO> YCTAaHOBUTH KOJIMYECTBO MPOXOAOB VISl OBICTPON OUUCTKHU
-q beicTpas ouunctka, meHee Oe3omnacHasi, 4 M0 yMOJYaHUIO YETHIPE CIyHYAMHBIX
poxoaa
-r Pexypcus 1o xkarajgoraM — o CUMBOJIMYECKHUM CChIJIKaM He OyJIeT MepexoB
-R YcTanoBuTh ycTpoHCTBO paHaoMH3aluK (WJIM KOMAaHAY CUAOB PaHAOMU3AINT
-S¢)
-S (r|c|p) MeTon paHaoMuU3aIMy CUIOB
r CuuThIBaTh C YCTPOMCTBA paHIOMU3ALNH (HAJAEKHO)
¢ CunTeIBaTh U3 BBIBOJIa KOMAaHbl PaHIOMHU3ALMN CHJIOB
p UcnonwzoBatsk pid(), clock() u T.1. (camblii ciiaOblii BApUaHT)
-s Tuxuil pe:KUM — NOJABIIATH BECH BBIBOJ
-T <nombITKE> YCTaHOBUTH MAaKCHUMAJbHOE YHWCJIO MOMBITOK I CBOOOHOTO
MOMCKa UMEHU (haiiya; mo yMoirdaHuro 310 10
-v [lokazats nHpOpMAIIHIO O BEpCUHU
-Z He nbITaThest CTUPATh UM (paiina
-X <ymucno> IIponmyCTUTh 3TO YKCIO MPOXOJOB (MOJIE3HO ISl MPOJOJIKEHUS
orepalyyd OYUCTKH)
-x <passl,pass2,...> 3agaTh ouepeib IPOXOI0B
6.18.3. Secure-Delete
Secure-Delete — uHCTpyMEHT 1151 cTUpaHus PailiioB, 0CBOOOKIEHUS TUCKOBOTO
IIPOCTPAHCTBA, swap'a U NamMsATU. ODTOT Ha0Op KOHCOJIbHBIX YTHINT NPEIHA3HAYEH IS
0€3BO3BPATHOTO YJAJICHUS JAHHBIX M yJaJieHWs OCTaTO4YHOM mH(popmanuu. B cBoei

pabote ucnosb3zyetr Merox I'yrmana.
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B cBoéMm coctaBe mMeer HaOOp W3 UYETHIPEX KOHCOJBHBIX YTUIUT: srm, sfill,
sswap, sdmem.

Srm - BeITIONTHSET 6€30MaCHYIO0 TIepe3anuch/IepeuMeHOBaHNE/yAalIeHUE 1IETIEBOTO
daiina(os). [Ipu ucnonp30BaHUU KITIOYA -Z HA MOCJIECAHEM IUKIIE YAAICHUS MHUIIYTCS
HYJIN BMECTO CITy9aitHBIX JTAHHBIX. Srm BBITIOJIHSET 0e30macHyo
nepe3anuck/nepeuMeHoBanre/ynanenne uenesoro ¢aina (o). Ilo ymomuanuto
BKIIIOUEH Oe3omnacHbiil peskuM (38 3ammceit). [Iporecc 6e30macHOro yaaneHus TaHHbIX
Srm BBITJISIJIUT CIIETYIONIIUM 00pa3oM:

- 1 mpoxox ¢ Oxff

- 5 choydalHBIX MPOXOJOB (€cid JTOCTYMHO, ucrnoisb3yercs /dev/urandom s
6e3omnacHoro secure RNQG)

- 27 mpOXOJ0B CO CIENUATBLHBIMU 3HAYECHUSIMU, OTIPEICTEHHBIMHA PAa3pa00TUNKOM

- 5 ciayyalHBIX TPOXOAOB (€ciau JOCTYMHO, HcmoiibdyeTrcs /dev/urandom s
oe3omacHoro RNGQG)

- IeperMeHoBaHue (PailyioB Ha CiTyyaiiHble 3HAUCHMUSI

- oOpe3ka (haitsion

B xadecTBe JOMOTHUTENBHONU MEphI 0€30MacHOCTH, (Pailsl OTKPHIBACTCS B PEKUME
O SYNC u mocne kaxzoro mpoxoja jaenaercss Bbi3oB fsync(). srm 3amuceiBaer 32k
ONMOKOB B 1eNsAX ObICTpONEHCTBUS, 3amonHsAs Oyddepbl NHUCKOBBIX Kd3IIEH ams
MPUHYJIUTEIPHOTO HMX CcOpoca W Tepe3anucH CTapbhiX JaHHBIX, MPUHAIJICKAITIX
cTUpaeMoMy (aiiTy, HOBEIMHU JTaHHBIMU.

Ommu:

-d — urHopupyer crienuagbHble Paiiibl «.» U «..)».
-f ucnonw3yer He Oe30macHbI, OBICTPBIN pexkuM: 0e3 pexxumoB /dev/urandom
u synchronize.
-1 cHmwkenune Oe30macHOCTH (JABOMHOE HCIIOJIB30BAaHUE IS TOJTHOW HE
0€30MacHOCTH).
-I MCTIONIB3YET PEKYPCUBHBIN PEKUM IS YIaJICHUE BCEX MOKATaIOTOB.

-V MOJpOOHBIN BBIBOJIA SKPAH.

189



-7 3aTUPAHKE HYJISIMU Ha TIOCIIETHEM T1are (BMECTO CIIy4YailHbIX YHCel).

Sfill - anamornyHa mpenbpIIyIIel, TOILKO 00padaThIBaeT CBOOOIHOE MECTO Ha
TIMCKe, 3a4uInas cieabl nanHbixX. sfill BemomHseT 6e30macHyo nepe3anuch CBOOOTHOTO
MeCTa, 3aHUMAeMOTO TUPEKTOPHUEH, U BCEX CBOOOIHBIX MHOJOB 3aJIaHHON TUPEKTOPHH.
[To ymonuanuto 6e30macHbIid pexuM (38 3amnucein).

[Ipouecc 6e3onacHoro ynanenus qaHHbix sfill Beirsiaut caepyromum oopa3om:

- 1 mpoxox ¢ Oxff

- 5 ciayyalHBIX TPOXOAOB (€ciau JOCTYMHO, HcmoJibdyeTcs: /dev/urandom st
6e3omacHoro secure RNQG)

- 27 IPOXOJIOB CO CTCIHATBLHBIMHA 3HAUYEHUSIMHU, ONIPEICTIEHHBIMHI pa3pab0TIMKOM

- 5 choydalHBIX TPOXOJOB (€CiM TOCTYIHO, Ucmoyb3yercs: /dev/urandom st
oe3omacHoro RNG).

[Tocnme sToro co3ma€rcst Tak MHOTO BpPEMEHHBIX (DaiiyioB, HACKOJIBKO 3TO
BO3MOYKHO, YTOOBI OYHCTHTH CBOOOJHOE MPOCTPAHCTBO HHACKCHBIX JECKPHUIITOPOB
(inode). Korma Oosbllie HEBO3MOXHO C€O3/1aTh OOJbIIE BPEMEHHBIX (haljioB, OHH
yaansatoTes U sfill 3aBepiaer cBoro padboTy.

Omun:

-f ucronw3yer He Oe30mMacHBIN, OBICTPBIM pekuM: 0e3 pexkumoB /dev/urandom
u synchronize.
-1 cHmxkeHme Oe3omacHOCTH (IBOMHOE HCIIOJIB30BAaHUE JJIS ITOJTHOM HE
0€30MacHOCTH).
-I MCTIONTB3YET PEKYPCUBHBIN PEKUM IS YIAJICHUE BCEX IMOKATATIOTOB.
-V IOJIpOOHBIN BBIBOJIA IKPAH.
-7 3aTUPAHKE HYJSIMHU Ha TOCIICTHEM IIare (BMECTO CIIyJaiHbIX YHCEIT).

Sswap - 3auMinaer pasien MOoAKAYKU /Swap, €ClM OH MPUCYTCTBYET B CHUCTEME.
[lepen ucmoib30BaHUEM HEOOXOIUMO OTKIOUUTH swap. [lo ymomuanuio Ge3omacHbBIN
pexum (38 3anuceit).

[Ipomiecc 0Oe3omacHOrO yAaleHUS JAHHBIX Sswap BBITJSAUT — CIETYIONTUM

o0Opazom:
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- 1 mpoxox ¢ Oxff
- 5 choydalHBIX MPOXOJOB (€ciM JTOCTYMHO, ucrnoisb3yercs /dev/urandom st
6e3omnacHoro secure RNQG)
- 27 mpOXOJ0B CO CIENUATLHBIMU 3HAYECHUSIMU, OTIPEICIEHHBIMHA Pa3pa00TUNKOM
- 5 ciayyallHBIX TPOXOAOB (€ciau JOCTYMHO, HcmoiibdyeTrcs /dev/urandom s
oe3omacHoro RNGQG).
Ommu:
-f ucnonw3yer He Oe30macHbI, OBICTPBIN pexkuM: 0e3 pexxumoB /dev/urandom
u synchronize.
-1 cHmwxkenune Oe30mMacHOCTH (JABOMHOE HCIIOJIB30BAaHUE IS TOJTHOW HE
0€30MacHOCTH).
-I MCTIONIB3YET PEKYPCUBHBIN PEKUM IS YIaJICHUE BCEX MOKATAIOTOB.
-V TOAPOOHBIN BBIBOJA SKPaH.
-Z 3aTUPAHME HYJSIMU Ha NOCJIEHEM IIare (BMECTO CIIyYailHbIX YHCEll).
Sdmem - yHHUYTOXAeT clelbl AAHHBIX B ONEpPaTUBHOM mnamsATH. sdmem
BEITIOJTHAECT O€30MacHyl0 Iepe3anuch omnepatuBHor mnamsatd (RAM), MOCKONBKY
COJIEP)KMMOE TMaMSITH MOXXET OBITh BOCCTAHOBJICHO Ja)ke IMocie oTkiodeHus. [lo
YMOJTYaHHIO O€30TacHbIN pexxuM (38 3amuceit).
Ommu:
-f ucrionb3yeT He Oe30MacTHbIN, OBICTPHIN peskuM: 0e3 pexxuma /dev/urandom.
-1 cHmxeHme Oe30macHOCTH (JIBOMHOE HWCIOJB30BAaHWE IS TIOJHOW He
0€30MacHOCTH).

-V OAPOOHBIN BBHIBOJA DKPAH.
6.19. JkcnopT JaHHBIX MOJIb30BATEJIS

J1s1 SKCIOPTUPOBAHUS TAHHBIX UCITOIB3YETCS YTUINTA CP.
Cp — KOMaHa, npeHa3HayeHHas JUisi KOMUPOBaHUs (pailioB U3 OJTHOTO B PYTUe

Katajaoru (BO3MOXHO, ¢ Jpyroi (aitmoBoii cucremoit). Mcxoansrit ¢aiin octaéres
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HEU3MEHHBIM, UMsI CO3JIaHHOTO (haiiia MOXKET OBITh TaAKUM K€, KaK y UCXOIHOTO, WU
U3MEHUTHCSI.

YrtoObl cKOMUPOBaTh (ailn

cp[-f][-h][-i][-p]l- ] ncxonuwblii_daia ueseBoid aiia

YtoObI ckonUpoBaTh aiia win Gaiasl B APYro KaTtaaor

cp [-R] [-H | -L | -P] [-f | -i] [-pV] ucxoaublii_¢daiia ... neaeBoii_Karajor

YroObl CKONMUPOBATh KaTajor B APYrod Karajor (JOKEH OBbITh HCIOIb30BaH
¢nar -r unum -R)

cp[f]1[-h][-1][-p]lI[-1¢{-r|-R} ucxomusli_karajor ...
eJIeBOM_KaTajor

Yrobbr  ckomupoBaTh  Katamor /media/fff1787/sharel/load/ B  karanor
/media/beac6e58/, ¢ BBIBOJOM UWMEHH KOMHpyeMoOro (aitiia, aBTO MPOMYCKOM
CYHIECTBYIOIMUX (aiiyioB, pEKYPCUBHO /ISl BIOKEHHBIX KaTaJIOTOB.

cp -invR /media/fff1787/sharel/load/ /media/beac6eS8/

CuHTaKCUC KOMaH/IbI

-R, -r, --recursive (recursive) — KONHUPOBATh KaTAJIOI'H PEKYPCUBHO (TO €CTh
BCE IMOIKATAJIOTH U Bce (aiiibl B MOAKATAIOTaX).

-f (force) — pazpemaeT yaaneHue 1eneBoro (aiia, B KOTOPBIA MPOU3BOJIUTCS
KOITMPOBAHUE, €CIIM OH HE MOXET OBITh OTKPBHIT IS 3aITUCH.

-H — ucnonw3yiiTe 3TOT K04, 9YTOOBI KOMMUPOBATH CUMBOJIMUECKHE CCHUIKU.
[To ymMoT9aHMIO KOMaH/1a IEPEXOIUT 10 CHMBOJIMYECKUM CCBUTKAM U KOTHPYET (HanIbl,
Ha KOTOPBIE T€ YKa3bIBAIOT.

-1 (interactive) — KoMaH/1a OyJI€T 3ampalirBaTh, CICAyeT JIU Mepe3anrcChiBaTh
KOHEYHBIN (aiifl, IMsI KOTOPOTO COBMAJaeT C MMEHEM HCXOJHOTO, TO €CTh €CIH B
napameTpe IeJIeBOM KaTalor WM IeleBoi (pailn BcTpedaercs: Takoe ke ums ¢aiiia,
Kakoe ObUIO 3aJlaH0 B TMapamMeTpe MCXOAHBbIA (ala WIM MCXOAHBIA Karajor, TO
3alpalirMBaeTcss MOATBepxkAeHue. J[is Toro, uroObl mepe3amucath (aii, cieayer
BBECTH y WM €r0 3KBUBAJICHT IS JAHHOUW Jokanu. BBom mroboro mpyroro cumBolia

IpUBENET K OTMEHE NEpe3anycy JaHHOro (paiina.
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-n, --no-clobber — He mepe3anuchBaTh CYMIECTBYIOMIMKN (aia (OTMEHSET
MPEABIIYIIUI TTapaMeTp -1).
-v, --verbose — BBIBOJUT UMS KOKI0TO (aiiia mepes ero KOmupoBaHUEM.
-p (preserve) — TMOBTOPSET CIEAYIONIME CBOMCTBA MCXOAHOTO (paima wim
KaTajora y mejieBoro (paiiyia nim kataiora:
Bpewmst mocieHero n3MeHeHHs U MTOCIEIHETO TOCTYIIA.
WNnentudukaTop moap30BaTeNs U TPYIIIIHL.

[IpaBa nocryna u 6utel SUID u SGID.
6.20. Pe3epBupoBaHMe TaHHBIX

B cocraB auctpudytuBa OC BXOAMT YTHUIIMTA PE3EPBHOIO KOMMPOBAHUS ISync.
rsync (aurin. Remote Synchronization) — mnporpamma, KOTOpas BBIOJHSET
CUHXPOHHU3ALMIO (DaiijIoOB U KaTaloroB B JBYX MeCTaXx ¢ MUHHUMH3UPOBaHUEM Tpaduka,
UCIIOJIb3YsI CKATHE JAaHHBIX NMPU HEOOXOAMMOCTH. BaXKHBIM OTIMYMEM ISYyNnc OT MHOTUX
APYrUX MOpPOrpaMM/MPOTOKOJIOB SIBISIETCSI TO, YTO 3€PKAIMPOBAHUE OCYIIECTBIIAETCS
OJITHUM ITOTOKOM B Ka)KJIOM HaIIpaBJICHUHU (@ HE TI0 OJHOMY MJIM HECKOJIBKO ITOTOKOB Ha
KOKIbIM (pailil). rsync MOKeT KONMUPOBaTh WM OTOOPaKaTh COACPKUMOE KaTajora u
KOIUPOBaTh (hailsibl, ONIIMOHATIBHO UCIIOJB3YS CHKATHUE U PEKYPCHIO.

rsyncd — €MOH, peanu3yrouuii npotokoda rsync. Ilo ymonuanuto ucnonb3yer
TCP-nopr 873.

ba30BbIM CHHTAKCHC:

# rsync onuuu HCTOYHUK MeCTO_HA3HAYeHHUS

Haubonee noses3nsle onuuu rsync:

-V — OAPOOHBIN PEXKUM;

-f — KOINHPOBAaTh JAHHbIE PEKYPCUBHO (HO 0€3 CcoxpaHeHUs HHPOMpALHUHU O
BpPEMEHH U3MEHEHHUs (DaiiIioB U IpaBax AOCTYIa);

-2 — peXHUM apXUBUPOBAHUS, IO3BOJISIET KONMMPOBATh JAHHBIE PEKYPCUBHO C
COXpaHEHHEM CHMJIMHKOB, I[IpaBax JOCTyna Ha (alabpl/KataJory #  APYTYIO

uH(pOpMaIHIO);
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-Z — CXKaTHuc JaHHBIC,

-h — BeIBOT 1anHBIX B human-readable gpopmare.
6.21. /IuMuTHI pecypcos

B cocraB guctpuOyTuBa BXOAWT yTwiMTa ulimit, TMO3BOJSIONIAS YIPABISTH
annapyTHbIMU pecypcamu. limits.conf - 3To KoH(pUrypauuoHHBIM Gain g
pam_limits.so moayns. OH ompezaensieT ulimit AMMUTHI AJiSI OJB30BATEIEH W TPYIIIL.
Kondurypanus mno-ymomyanuro Haxomutcss B /etc/security/limits.conf. Taxoke
MPUCYTCTBYET BO3MOXKHOCTH JI0OABISATH OTJENIbHBIC HACTPOUKH IS IPUIIOKEHUN B /etc/
security/limits.d.

B nanHom mpumepe st rpymnmbl limit users BBeIEHBI KECTKHME OTPaHUYCHUS.
dopmar TaKoB:

rpynmna/mojib30Bare/ib JUMAT(KECTKUIA/MATKMIA) IapaMeTp 3HAYeHHne

Onucanue napaMeTpoB:

- core - pa3mep core ¢aiinos (KB)

- data - MakcuMabHBIN pazmep gaHHBIX (KB)

- fsize - MakcumanbHbIN pazmep ¢aiina (KB)

- memlock - MmakcumanibHOE 3a0JI0KUPOBAHHOE aJpecHoe mpocTpaHcTBO (KB)

- nofile - MakcUMaNbHOE KOJTUYECTBO OTKPHITHIX (hailioB

- I'SS - MAKCUMAaJIbHBIA pa3Mep naMaTu Juisl pe3uaeHT-nporpamm (KB)

- stack - MmakcumanbHbIN pazmep cTaka (KB)

- Cpu - MakcuMaibHoOe mpoieccoproe Bpems (MIN)

- NProc - MaKCUMaJIbHOE KOJIMYECTBO MPOLIECCOB

- as - orpaHuyeHue ajapecHoro npocrpancTsa (KB)

- maxlogins - MaKkCHUMaTbHOE YHUCIIO OTHOBPEMEHHBIX PETUCTPALINNA B CUCTEME

- maxsyslogins - MakCUMaIbHOE KOJMYECTBO YUETHBIX 3aMHUCEH

- priority - MPUOPUTET 3aMyIIEHHBIX MMPOIIECCOB

- locks - MakcuManbHOE KOJIMYECTBO OIIOKUPYEMBIX (haiiIoB MMOJIb30BATEIEM
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- sigpending - MakCHMaIbHOE KOJIMYECTBO CHUTHAJIOB, KOTOPHIC MOXKHO IepeaaTh
npoieccy

- msgqueue - MaKCUMaJbHBIN pasmep namsaTu s ouepenu POSIX coobuienuit
(bytes)

- nice - MaKCUMAJIbHBII NPUOPUTET, KOTOPBIA MOKHO BBICTaBUTH: [-20, 19]

- rtprio - MaKCUMabHbIN IPUOPUTET BPEMEHU BBITTOTHEHUS

- chroot - u3menuTs aupexTopuio root'a (Debian-specific)

BmecTo rpymnm/ro3epa MOXHO MCIOJIB30BaTh TPYNIIOBOM CUMBOJ * (ISl BCEX) U
rpynmnoBoit cumBoi % mist wildcast’a rpymnm.

[TapameTpbl BCTYMAOT B CHIIy Cpa3y IOCIE MEepesoTHHA MoJb30BaTels. UTo Obl
MOCMOTPETH KaKue ACUCTBYIOT OTPAaHUYCHHUSI, UCTIOIB3YyHTE KoMaH y ulimit:

$ ulimit -aH

6.22. MonTpoBanue GaiI0BbIX CHCTEM

mount — yTHWJINTa KOMaHIHON CTPOKH JIJIs MOHTUPOBaHUS (DAiIOBBIX CHCTEM.

Hcnonb3oBanne

mount /dev/cdrom /mnt/cdrom

VYerpoiictBo  /dev/cdrom  MoHTHpyeTcs B KaTtaior /mnt/cdrom, eciu OH
cymectByeT. HaumHas OT MOMEHTa MOHTHPOBAHUSI W TIOKAa TMOJb30BaTeIb HE
OTMOHTHUPYET (DailyioByt0 cucteMy (WM Tyaa He OyIeT CMOHTHPOBAHO YTO-TO MHOE) B
Katayiore /mnt/cdrom OyJeT colepkaTbCsl JEPEBO KaTajloroB ycTpoiictBa /dev/cdrom;
Te (aiiibl, U MOJKATAIOrH, KOTOPhIE paHbllle HAXOAUWIUCh B /mnt/cdrom, coxpaHsTcs,
HO OYyJIyT HEJOCTYITHBI /0 pa3MOHTUPOBaHMS yCcTporcTBa /dev/cdrom.

Pa3zmonTHpOBaHKME KOMaH10i1 umount.

Jlnst pa3sMOHTHUPOBAHUSL JOCTATOYHO YKa3aThb TOYKY MOHTHUPOBAHHS WA UMS
YCTPOMCTBA.

umount /dev/cdrom

B ciiyqae HEOOXOIMMOCTH TIpU BBITIOJHEHWH KOMAaHIBI mount MOXXHO yKa3aTh

AOIMIOJIHUTCIIbHBIC ITapaMCETPbl MOHTUPOBAHMS.
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-t Tun ¢aiyioBoi cucremMsl
OOBIYHO TIPM MOHTUPOBAHHM ONPENEISETCS aBTOMATHUYECKH WU OepErcs u3
¢aitna kondurypamuu. Ho B OTAEeNbHBIX Clay4yasX HYXHO yKa3blBaTh TUI (haiIoBOMH
cucremsl siBHO. Hanpumep npu MmoutupoBannu DVD nucka.
mount /dev/cdrom /mnt/dvd -t udf
Ecnu HenpaBuiIbHO yKa3aTh THN (DAiJIOBOM CUCTEMBI, TO KOMaHJa mount BbIJIaCT
coo01IeHnE 00 OINOKE
mount: wrong fs type, bad option, bad superblock on /dev/cdrom,
missing codepage or other error
In some cases useful info is found in syslog - try
dmesg | tail or so
Y TIOCOBETYET IMTOCMOTPETH B KOHEII (haiiyia CUCTEMHBIX COOOIIEHUH.
Unable to identify CD-ROM format.
B cinyyae ycnemHoro MOHTUpOBaHUSI OOBIYHO COOOIIAETCS, YTO KOMIAKT JIUCK
MOHTHpYETCS (110 YMOJIYAHUIO) B PEXKUME «TOJIBKO JIJISl UTCHUS.

mount: block device /dev/cdrom is write-protected, mounting read-only

-0 ATpuOyTBI 10CTya
JocTyn «TONbKO nJii 4YTeHUs» (ro) WM Ha «YTEHUE U 3aluchy (1w),

Pa3zpelniienue uiny 3anpeiieHue 3amycka mporpamMmm (noexec)ro

[Ipm 3amycke KomaHAael mount ©Oe3 MmapaMeTpoB BBIBOJUTCS  CITUCOK
CMOHTHPOBAHHBIX (halIOBBIX CUCTEM:

/dev/md/5 on / type reiserfs (rw,noatime)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw,nosuid,nodev,noexec)

udev on /dev type tmpfs (rw,nosuid)
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YroObsl 00JerYuTh MPOIEAYPY MOHTHUPOBAHMS, MOXKHO BHECTHM B (paiin
koHpurypanuu /etc/fstab coorBeTcTByromue cTpoku. lIpumepHoe coaepxumoe s
aTOTO (haiina:

# <fs> <mountpoint> <type> <opts> <dump/pass>

# NOTE: If your BOOT partition is ReiserFS, add the notail option to opts.

#/dev/BOOT /boot ext3 noauto,noatime 1 2
/dev/sda5 / reiserfs noatime 01
/dev/sdal none swap SW 00

# NOTE: The next line is critical for boot!

proc /proc proc defaults 00

B nmanpHeiiimem MOXXHO OyJeT yKa3biBaTh B KOMaHAE€ mount TOJBKO HMS
YCTPOMCTBA WM TOYKY MOHTHPOBAHHSI — BCE JOIMOJHHUTENBHBIE MapaMeTpbl OyayT
Opatbcd U3 (aitina KOHPUryparuu.

Hpyroe Ha3HaueHus Qaitia KOHQUTypallMK — aBTOMAaTUYECKOE€ MOHTHPOBAHUE
GdallloBBIX CHUCTEM TIpU 3arpy3ke cuctembl. Eciu He TpeOyeTrcs MOHTHpPOBATh
onpenenéHuble (alIoBble CUCTEMBI, TO IJIs HUX B (ailyie KOH(PUTypalud HYKHO
yKazaTh napaMmeTp noauto.

6.23. IlpunyauTe/ibHOE 3aBepIIEHUE CeaHCa MOJb30BaTeJIsl

Jlig oTcnexxuBaHus BpeMEeHH Oe3/1eHCTBUS MOJIb30BATENs U 3aBEpIICHUS CEeaHca
ucrnosnb3yercst  ckpunt  /usr/bin/gui-kick.  Cuoenapuii  uUCnosib3yer  CHCTEMHYIO
nepeMeHHyr xprintidle, koTopasi moka3biBaeT Bpemsi Oe3A€HCTBUSI MOJb30BATENSl B
rpaduueckoM ceaHce B MWUIMCeKyHAaX. EcTh nBe rpaHuisl "mpepynpexaeHue" u
"3aBepmieHue  ceanca"  Ilocie  mpeBbIIEHHsS ~ TPaHUIBl  'TIpeaynpexacHue',
MOJIB30BATEINII0 uepe3 cinyk0y notify-send dopmupyercs npeaynpexacHue 0 CKOpoM
3aBEpIIEHUH CE€aHCa M BBIBOJAUTCS B TPapUUYECKOM CEaHCE COOTBETCTBYIOIIEE
coobmenue. Ilocne mpeBbllIeHHsT BTOPOTO 3aJaHHOTO B CHEHAPUU MAaKCHUMAJIbHOTO
3HAYeHHs] BPEMEHU Oe37eiCTBHs, CLEHAapUil NPUHYIUTENBHO 3aBepliaeT paldoTy

rpaduueckoro ceaHca.
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Jns orcnexuBaHus O€3IEUCTBUS II0JIH30BATENIsl HEOOXOJAMMO JT00aBUTH HOBOE
3aJlaHre B IEMOH Cron:

# echo "* * * * * root /usr/bin/gui-kick" >> /etc/crontab

YcTaHOBUTH WHTEpBald O€37eHCTBUA MOJb30BaTeNsi (B CEKyHAAaX) MOXKHO
npucBauBas HoBoe 3HaueHue nepemenHoit TIMEOUT B ckpurnite /usr/bin/gui-kick.

3a 60 cekyHJ 10 3aBEpPUICHHS] CECCHM BBIBOOUTCS CUCTEMHOE YBEAOMJIEHHUE C
MpEeAyNpeXJICHUEM O TOM, YTO MO UCTEYEHUH | MUHYTHI 3aBEPUIUTCS CECCHsl, U YTOOBI
3TOro M30ekaTh HEOOXOIUMO MPEANPHHITh Kakue-mubo nedictBus. Ecim B TeueHue
cienyronux 60 CeKyHJ TMOJb30BaTelb IMO-NPEKHEMY HE TMPEINPUHST HUKAKUX

ﬂCﬁCTBHﬁ, CCCCHUA IT0JIB30BATCIIA 3aBCPIIACTCA IIPUHY AUTCIIBHO.
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7. YnpasJieHue M0JIb30BaTEIIMHU

7.1. O6mas uagopmauus

PEJl OC — mHOromnosib30BaTeiabcKasi omepalydoHHas cucreMa. Takke MMEIOTCS
IPYIIIbI TOJ30BaTEIEH, OCHOBHOE MPEIHA3HAYEHUE KOTOPBIX - OOJErYnUTh yIpaBICHUE
OOJBIIMM KOJIMYECTBOM TOJB30BaTENel, a Takke Oojee TOYHO paclpeleinuTh IMpaBa
JIOCTYTIA K Pa3IMYHbIM 00bEeKTaM cucTeMbl. [1oap30BaTeNu U rpyMIbl BHYTPU CUCTEMBI
o0o3Havarotca uu@poBbiMu uaeHTupukaropamu - UID u GID, cooTBeTCTBEHHO.

[Tonb30BaTENb MOKET BXOJAUTH B OJIHY WJIM HECKOJIbKO rpymil. [lo ymomyaHuio oH
BXOJUT B TPYyINITy, COBNAJAIONIYIO ¢ €ro UMeHeM. UTOObI y3HaTh, B KaKue €IIe TPYyIIIbI
BXOJIUT TIOJIb30BATENIb, BBEAWTE KOMaHAy 1d, BBIBOJ €€ MOXET ObITh HPUMEPHO
CJIEIYIOLIUM:

uid=500(test) gid=500(test) rpynnbsi=500(test),16(rpm)

Takas 3anmuch o3Ha4yaeT, 4yTo IMOIb30BarTelb test (udpopoit uaeHTUuKaTop 500)
BXOJUT B IpynIsbl test u rpm. PasHbie rpynibl MOTYT UMETh Pa3HbId YPOBEHb JOCTYIIA K
TEM WJIM UHBIM KaTajoraM; 4eMm B OOJiblliee KOJIUYECTBO I'PYIIN BXOAMUT MOJIb30BATEb,
TeM 0OJIbIIIE TIPAB OH UMEET B CUCTEME.

Buumanme: B cBs3u ¢ tem, uro B auctpubytuBax PEJ[ OC 6oapmIMHCTBO
MPUBUJICTUPOBAHHBIX cUCTeMHbIX yTWwiHT umeroT He SUID-, a SGID-6ut, Oyaste
MpelebHO BHUMATENIbHBl M OCTOPOXHBI B IE€pEHAa3HAYeHUM TPYNIOBBIX IpaB Ha

CUCTCMHBIC KaTaJIOT'!.
7.2. YTnaura passwd

YTunuta passwd mnoanepKuBaeT TpaaUIMOHHBIE oniuu passwd W yTHUIUT
shadow.

CunTakcuc:

passwd [OIIIUAL...] [MMS TOJB3OBATEJIA]

Bo3MmoxxHbIe onuu:
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Onuus 3HayeHHe ONIMH
-d, --delete Y 1anuTh naponb s yKa3aHHOM 3aIKcH.
-f, --force DopcHupoBaTh ONEPAILHIO.
-k, --keep-tokens CoxpaHUTh HE YCTapeBIINE TAPOIH.
-1, --lock brokupoBath ykazaHHYIO 3aIIUCh.
--stdin [IpounTaTh HOBBIC MAPOJIH U3 CTAHAAPTHOTO BBOAA.
-S, --status JlaTe oTdeT 0 cTaTyce maposisi B yKa3aHHOW 3aliCH
-u, --unlock Pa3060kMpoBaTh YKa3aHHYIO 3aI¥Ch.
-?, --help [TokazaTh CpaBKy M BBIUTH.
--usage J1aTh KOPOTKYIO CIPaBKY I10 HCIIOJIb30BAHHIO.
-V, --version IToka3aTh BepcHIO MPOrpaMMbl U BBIUTH.

Kox BeIxOma:

[Ipu ycnemrHom 3aBeprieHun passwd 3akaHuMBaeT padoTy ¢ KoaoM Bbixojaa 0.

Kon Beixoma 1 o3HawaeT, yTo mpowu3onuia omuOka. TEeKCTOBOE OMUCAHHE OIIMOKHU

BBIBOJHNTCA HaA CTaHI[apTHBIﬁ ITIOTOK OIITHOOK.

7.3. JlodaBJIeHHUsI HOBOI'O M0JIbL30BaTeEJIsI

I[J'I}I ,IIO68.BJ]CHI/IH HOBOI'O IIOJIB30BATCIIsA HCHOHBBYﬁTG KOMaH/IbI useradd wu

passwd. B mnpumepe B KadecTBe IEpPBOHAYAIBHO BBEICHHOTO TApOJisi YyKa3aHa

MOCJIEIOBATEILHOCTh CUMBOJIOB « 123, 3aTe€M BBEJIEH HAJICKHBIM MapoJib:

[root@localhost root]# useradd testl

[root@localhost root]# passwd testl

Cmena napoJisi aJis mojib3oBareJia testl

HoBblil mapoJib:

HEYJIAUHBIN APOJIb: CJIUIIKOM koporkuii
HEYJAYHBII MAPOJIb: CJIUIIKOM npocroii

IToBTOpHTE BBOJ HOBOI'O NAPOJIS:

passwd: Bce TOKeHbI NPOBEPKH MOJJIMHHOCTH YCIEIIHO 00HOBJIEHBI.

B PE3YIIbTATC OIMNCAHHBIX I[GﬁCTBPIﬁ B CHCTEME MOSBHIICA II0JIb30BaTelb testl ¢

HCKOTOPBIM I1apPOJICM. Ecan napoJjib OKaszajiCs CJIMIIKOM c1a0bIM C TOYKH 3pCHUA

CHUCTEMBI, OHa 00 53TOM mpenynpeauT (kak B mpumepe Bbimie). [lomb3oBaTens B

JaJbHEUIIIEM MOXKET MTOMEHATh CBOM MapoJib MPHU MOMOIIM KOMaHJIbl passwd - HO eciu
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OH TIOTIBITAETCS TIOCTABUTH CIA0BINA MapOjIb, CUCTEMa OTKAXET eMy (B OTIMYHE OT 1oot)
B U3MCHECHUHU.

B nmuctpubytuBax OC s mpoBepkd maposieil Ha ciiaboCcTh HCIONb3YyeTcs
Moxaysib PAM passwdqc.

[Iporpamma useradd uMeeT MHOXKECTBO TMapamMeTpPOB, KOTOPHIE IO3BOJISIOT
MEHSTh €€ MOBEACHUE MO yMoia4yaHuto. Hampumep, MOXHO MPUHYIUTEIBHO YKa3aTh,
kakoi Oynet UID wim kakoit rpynme Oy1eT MpUHaIekKaTh MOJb30BaTeb.

CunTakcuc:

useradd [-u napenTuduxarop [-o] [-i]] [-g rpynna] [-G rpynna[[,rpynna] . . .]]
[-d xaragor] [-s shell] [-c kommenTapuii] [-m [-k skel dir]] [-f inactive] [-e expire]

[-p passgen] [-a coObITHE][, . . .]] per_ums

Omun:
Onnus 3HaueHHe ONIHH
-u uaeHTuduKaTop Wnentnukanmonnsii Homep mnomb3oBarenst (UID). Dtor HOMep IOMKeH OBITh

HEOTPUIATEIBHBIM IIeJIBIM 4HciIoM, He mpeBocxomamuM MAXUID, onpeneneHHbIH B
sys/param.h. [lo ymoiuaHWIO HCHONB3yeTCsl CIEAYIOIINA AOCTYNHBIN (YHUKaJbHBIA) He
ycrapesmuit UID, 6onpmmii 99. Dta onimst HTHOPUPYETCs, €CIIM HOBOE PETUCTPAIIMOHHOE
uMsi OyIET aIMUHUCTPUPOBATHCS CETEBOM MHGBOPMAIIMOHHOM Ciry>x00# (NIS).

-0 Ota ommus mo3Boiser cayomuposats UID (cmenath ero He yHUKaIbHBIM). ITocKoObKy
3aIUTa CHCTEMBI B IEJIOM, a TakXe IeIOCTHOCTh KOHTPOJBHOTO XypHana (audit trail) m
yueTHOW mH(popmMaimu (accounting information) B 4yacTHOCTH, 3aBUCHUT OT OJHO3HA4YHOTO
cootBercTBUs Kaxkgoro UID ompeneneHHOMY JMIly, HCIIONB30BaTh 3Ty OMNIHIO HE
pekomenayercst (4ToObl 00ecreunTh yUueT AeHCTBUI Nob30Bareliei).

-1 [To3BouisieT ucnonb30BaTh yerapepunid uaentugukarop UID.

-g rpymmna LlenouncineHHBI MOCHTU(DHUKATOP WIM CUMBOJBHOE MMS CYLIECTBYROLIEH Tpymmbl. ODta
ONMIMs 3aJaeT OCHOBHYIO Tpymmy (primary group) [Uis HOBOTO Toib3oBaTens. Ilo
YMOJTYaHHIO MCHOJB3YETCsl CTaHIapTHasi Tpymia, ykazaHHas B (aiine /etc/default/useradd.
Ota onuus UTHOPUPYETCSI, €CIIM HOBOE PETHCTPAIIMOHHOE UM OYAET aIMHHUCTPHPOBATHCS
ceTeBoil nHpopMaroHHo# ciyx00ii (NIS).

-G rpynma[[,rpynna] . . .] OmuH WM HECKOJbKO JJIEMEHTOB B CIHCKE Yepe3 3arsTylo, KaKIbli M3 KOTOPBIX
IpPEACTaBIsIET  CcOOOH  IENOYMCICHHBIH  WACGHTH(HUKATOp WM  CHMBOJBHOE  HMMs
CYIIECTBYIOIIEH I'PYMIBI. DTOT CIIUCOK OMPEAENIAeT NMPHUHAIEKHOCTh K JIOMOTHUTEIBHBIM
rpymmaM  (supplementary group membership) mms moms3oBarens. [loBropeHus
urHopupytorcsi. KonndecTBo 31IeMEHTOB B CIIMCKE HE JIOJDKHO — IPEBOCXOIUTH
NGROUPS MAX- 1, nockoibKy oOmiee KOJMYECTBO JOMOJHHUTENbHBIX TIPYHIl JUIS
MOJIb30BATENs MIKC OCHOBHAS Irpymma He AoikHo npeBocxoauts NGROUPS MAX. Ota
OIIMsSI WTHOPHPYETCS, €CIM HOBOE DPEruCTPallMOHHOE HMMsi OyleT aJIMUHHUCTPHUPOBATHCS
ceTeBoil nHpopMaroHHo# ciyx00ii (NIS).

-d karamnor Hauansaerii karanor (home directory) HoBoro mosip3oBatelts. J{irHa 3TOTO MO He TOIKHA
npeBocxomuTh 256 cumBonoB. [lo ymomganuto ucnomszyercs HOMEDIR/per mms, rae
HOMEDIR - 6a30BbIii KaTalor mjis HadadbHBEIX KAaTaJOrOB HOBBIX II0Jh30BaTelci, a
per_WMs - PETUCTPAIIMOHHOE UMl HOBOT'O TTOJTb30BATEIISL.

-s shell IlonHBIi myTh K HporpaMMe, HCHOIB3YeMOW B KadyecTBE HA4aJIbHOTO KOMAaHJIHOIO
MHTEpIpeTaTopa Uil TOJIb30BaTeNsl cpa3y Nocie perucrpanud. JnmHa sTOrO moys He
JOJDKHA TIPEBOCXOAUTH 256 cUMBOJIOB. 10 yMOIUaHUIO 3TO HOJIE - MYCTOE, YTO 3aCTaBISLCT
CHCTEMY MCIOJIb30BaTh CTAHJAPTHBI KOMaHIHbBII nHTEprperarop /ust/bin/sh. B kauectse
3HaveHus shell momkeH OBITh YKa3aH CYIIECTBYIONTHI BBITOJHICMBIA (Daiil.

201




Onuus

3Havenue oNnuuu

-C KOMMEHTapui

JIro6as texctoBas ctpoka. OOGBIYHO, 3TO KpAaTKOE ONHCAHHUE PETUCTPAIIMOHHOTO MMEHHU U
UCTIONB3yeTCs ceiiuac Al ykazaHusd (paMIiIMM W MMEHH PEeaJbHOTO IOJh30BaTeNs. JTa
WHPOPMALINS XPAHUTCS B 3aIMCH TIOJIb30BaTels B (haiie /etc/passwd. [mmHa 5TOTO MO HE
JIOJDKHA MPEBOCXOAUTH 128 cUMBOIIOB.

-m

Co3naer HavanbHBIA KaTalor HOBOTO IOJIB30BATENs, €CIM OH €Ile He CyllecTByeT. Ecnu
KaTaJIor' yXe CyILIECTBYeT, J00aBIsieMblil M0JIb30BaTEN b J0JDKEH UMETh IIpaBa Ha JAOCTYIl K
YKa3aHHOMY KaTaJory.

-k skel dir

Kommpyer comepxkumoe karanora skel dir B HauanbHBIH KaTajgor HOBOTO IOJB30BATEINS,
BMECTO COAEP)KHMOTO CTaHHapTHOTO '"ckeieTHoro" Karaiora, /etc/skel. Karamor skel dir
JIOJDKEH cymiecTBoBaTh. CTaHIApTHBIN "CKENETHBIN" KaTalor COAEPXKUT CTaHIapTHHIE
(halinpl, ompepeNsrOIINe Cpeay paOOTHI IONB30BATENsI. 3aJaHHBIA aJIMUHHCTPATOPOM
karayor skel dir MOXxeT conmepKaTh aHAJOTHYHBIC (halIbl M KaTaJIOTH, CO3JaHHBIC IS

ONpEICJICHHON LIeTH.

-f inactive

MaxkcumanbHO JA0IIyCTUMOEC KOJINYCCTBO HEH MEXIY HCITIOJIb30BAHUAMHA
PETUCTPALIMOHHOIO HMMEHH, KOTrAa J3TO HMA CIIC HE 00BABISIETCS HEIACUCTBUTEIBHBIM.
OOBIYHO B KAUeCTBE 3HAUCHUM HCIIOJIB3YIOTCS MMOJOXUTCIIbHBIC ICJIBIC YK CJIA.

-e expire

Jata, HauMHAasi ¢ KOTOPOIl periMcTpanoHHOE UM OOJNbIIE HeNb3sl OyAeT HCIIOJb30BAaTh;
MOoCle 3TOH [aThl HHUKAaKOH TIOMb30BATENb HE CMOXET MOJNYYUTh OOCTYN MOA 3THUM
perucTpaluoHHpIM  uMeHeM. (Drta onuus ymoOHa TpU  CO3MaHMH  BPEMEHHBIX
pErHCTPallMOHHBIX MMeH.) BBOMTh 3HaueHne apryMeHTa expire (IpeacTaBIIsIoero coooi
Jary) MoxHO B JitodooM ¢opmare (kpome Julian date). Hanpumep, moxxno BBectu 10/6/99
mim October 6, 1999.

-p passgen

VYxazpBaer, uto nojie FLAG B ¢aiine /etc/shadow momkHO OBITE YCTAaHOBIEHO B YKa3aHHOE

3HaueHue. K atomy mosro oOpamtaercs komanaa passwd, 4ToOBI ONIPEAEINTbh, JEUCTBYET JIN
JUIsl IaHHOTO TONB30BaTeNsl TreHeparop mapojedl. Ecnu onuust -p sBHO He 3ajaHa,
npoBepsiercst 3amuch FORCED PASS B daiine /etc/default/useradd, uroOsr ompenenuTsb
3Ha4YeHHe JJIsl COOTBETCTRYIoMIero mnois B /etc/shadow. Eciu 3anmucu FORCED PASS Her B
/etc/default/useradd, B cooTBeTCTBYIOIIEM TIONIE 3amucH B /etc/shadow 3HaueHust He OymaeT.
Ecnu 3nauenne FORCED PASS paBro 1, 3ammck B /etc/shadow monmywaer 3naueHue 1.
Ecnu 3HaueHne passgen He ImycToe W He sBisgercs rmeyatHsiM cuMBosiom ASCIL, Beimaercs
IMAarHOCTHYECKOE COOOIIIEHHE.

-a coObITHE

CIIHCOK THIIOB WM KJIACCOB COOBITHH 4epe3 3aIsiTyro, oOpasyomux Macky ayaura (audit
mask) s momp3oBatenst. Cpasy Imocie YCTaHOBKM CHCTEMBI CTaHJapTHOW MAacKH ayauTa
JUTS TIOJIb30BAaTENsl HET, HO €€ MOXKHO 3amath B (aiine /etc/default/useradd ¢ momorbto
komaHibl defadm. DTy ONMIMIO MOKHO MCIOJIB30BATh, TOJILKO €CIIM YCTaHOBJICHBI YTHUIINTHI
aynuta (Auditing Utilities).

per_ums

CTpoka IeYaTHBIX CHMBOJIOB, 3aJaiollas pPErUCTPalMOHHOE HMS II1 HOBOTO
noJsis30Barelis. B MMeHH Mosib30BaTels I0MyCKaeTcsl JIATHHUIIA HIDKHETO perucTpa, Hupsl,
nomuépKuBaHue U neduc (KopoTkoe Tupe). IIepBrIM CHMBOJIOM JOJDKHA OBITH MM OyKBa
Wi noruépkuBanue. JUTMHa CTPOKH MMEHH I10J1b30BaTest 10 32-X CHMBOJIOB.

7.4. Moaupukanus yke UMEHIINXCH M0JIb30BaTEJIbCKUX 3anucei

I[J'IH MOI[I/I(i)I/IKaHI/II/I YKE€ UMCIOIIMXCA IMOJIb30BATCIbCKUX 3anucen IPUMCHSCTCS

YTUIIUTA usermod:

# usermod -G audio,rpm,testl testl

Takasi KOMaHJja U3MEHHUT CIIUCOK TPYII, B KOTOPBIE BXOJIUT MOJb30BaTeNb testl -

terepb 310 audio, rpm, testl.

# usermod -1 test2 testl
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Byner npousBesieHa CMEHa UMEHM T0JIb30BaTeNs ¢ test] Ha test2.

Komanner usermod -L test2 u usermod -U test2 cOOTBETCTBEHHO BPEMEHHO
OJIOKMPYIOT BO3MOKHOCTh BXOJIa B CUCTEMY IOJIb30BaTelNIO test2 u BO3BpalllalOT BCE Ha
CBOM MECTA.

N3MmeHenrst BCTYIAT B CHIIY TOJIBKO TPU CIHEAYIOLIEM BXOJE IO0JIb30BATENS B
CUCTEMY.

I[Ipy HEWMHTEpPAKTUBHOW CMEHE WIM 3aJaHUMd T[apoJIe UL LEJIO0M TPYIIIbI
MoJIb30BaTeNie ucnoyb3yhuTe yTuiautTy chpasswd. Ha ctanpapTHbIil BXoxd €il ciemyer

M0/IaBaTh CIHUCOK, KaXk/1asi CTPOKa KOTOPOTo OyIeT BBITIIAETh KaK <UMs>:<Mapoyib>.

7.5. Yaajienue nmoJinL30Bartesiei

Jlns ymaneHus mojib3oBaTelield HCcroib3yuTe userdel.

Komanpga

userdel test2

yAaTuT TOJbh30BaTeNs test2 m3 cucrembl. Ecnmu OyJeT MOTOTHUTENHHO 3aJaH
napameTp -d, To OymeT YHMYTOXEH M JOMAIIHWHA KaTajloT IoJib3oBaTensa. Hemb3ss
YAAIUTH MOJIH30BATEINS, €CITU B JJAHHBIM MOMEHT OH e11le paboTaeT B CUCTEME.

YTUAUTHI VIgr U VIpW UCTIONB3YIOTCA JIJIsl PYYHOTO peAakTUpoBanus (ainos /etc/
passwd um /etc/group, B KOTOpPBIX XPaHSATCS OCHOBHBIE 3alUCH O IMOJIH30BATEISAX M
rpynmnax B CUCTEME.

He pekoMeHyeTcs co3/1aBaTh IOJb30BaTENIC C MpaBaMU CBEPX HEOOXOIUMBIX.
[IpeamouTuTeNnbHEE CO3MAaTh CEPHIO0 HOBBIX TPYI W BKIIOYNATH B HUX TpeOyemoro
MOJIb30BaTeNs. A I JaHHBIX TPYNN YCTaHOBUTH COOTBETCTBYIOIIME IpaBa Ha

oOBekTax (ainoBoit cuctemsl (yrunutel chmod u chown).
7.6. I1aposiu moJsib30BaTeJiei

/etc/passwd —  aiin, comepkammii B TEKCTOBOM (opMmare CIHCOK

M0JIb30BATENIbCKUX YUETHBIX 3aMHCEH (AKKAyHTOB).
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SBnsiercs mNEpBBIM M OCHOBHBIM HMCTOYHMKOM HMH(OpMAIlMM O IpaBax
M0JIb30BATEIIS ONEPAIIMOHHON CUCTEMBI.

[TpyuHIMD:

login : password : UID : GID : GECOS : home : shell

Kaxnas ctpoka (aiiia omuchiBaeT OJHOTO TOJB30BATeNl U COJEPKHUT CEMb
MOJIEN, PA3ACNEHHBIX JBOCTOUUAMMU:

PErUCTPAlMOHHOE UMl WJIU JIOTHH;

Xelll MapoJIs;

UACHTU(UKATOP MOJIH30BATETIS;

UACHTU(GUKATOP TPYMIIBI [0 YMOIYAHUIO;

uHpopmanmonnoe nojge GECOS;

HavyaJabHbIN (OH JK€ JIOMAIlHUI ) KaTajor;

peructpaimonHas ooosiouka, uinu shell.

OCHOBHBIM Ha3HaueHueM /etc/passwd SBJISETCS CONOCTABICHHE JIOTMHA U
uneHTudukaropa nosb3oBatens (UID). M3HayanbHO mojie maposissi COAEPKalo Xelll
napojisi M HCHONb30BajloCh Uil ayTeHTHUuKamuu. OJHAaKo, B CBSI3U C POCTOM
BBIYHCIINTEIBHBIX MOLITHOCTEW MPOLECCOPOB MOSBUIIACH CEPbE3HAs yIp03a IPUMEHEHHUS
npoctoro mnepebopa ans B3noMa mnapoiid. [loaTomy Bce mapoiin ObUTM MEPEHECEHBI B
cnenuanbHbele (aitnel, Takue kak /etc/shadow. Oty aiinel HEJOCTYHHBI ISl YTECHUS
OOBIYHBIM IOJIb30BaTESIM. TaKOM MOIX0 Ha3bIBAETCS MEXAHU3MOM CKPBITHIX MapOJIeH.

PeructpanroHHble UMEHa JOJIKHBI ObITh YHUKAJIbHBIMH U MPEJCTaBIATH COOOM
CTPOKM He JuinHHee 32 CcUMBOJIOB (JII0ObIe, KpOME JIBOCTOYMSI U CHUMBOJIA HOBOM
ctpoku). [lo cytu pnena, uMsi TOJNB30BATENsl — OTO €ro KOPOTKUM M JIETKO
3allOMHUHAEMbIH TICEBJOHUM, KOTOPBIA HCHOJB3YETCS MPU BXOJE B CUCTEMY M YacTO
BKJIFOYAETCS B a/Ipeca JIEKTPOHHOM MOYTHI.

Unentudukarop nomp3osarens — 510 4uciao or 0 go 2°°-1. Ilonp3oBaTens ¢
uaentudukaropoM 0 (0OBIYHO rOOt) Ha3BIBAETCS CYMEPIOIB30BATEIEM U UMEET MPaBO

Ha BBINOJIHEHHUE JTIOOBIX onepaunﬁ B CHCTCMC. HpI/IHHTO corjlamiCHuC O BBIACICHHUH
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«crienrabHbIMY) ToNib3oBaTensaM (bin, daemon), Ha3HaueHHWE KOTOPBIX — TOJBKO
3aImyCK OMpeAeNEHHBIX MPOrpaMM, MaJIeHbKUX UaeHTUPuKaTopoB (MeHbie 100).

[Tomp30BaTENh MOXKET NPHHAMIEKATH K OJHOW WM HECKOJIBKUM TpyIMIaMm,
KOTOpbIE MCTOJB3YIOTCS IS 3aJlaHus MpaB 0oJjiee 4eM OJHOTO TOJh30BaTelisi HA TOT
WJTU UHOM (haii.

Cnucok TpyImn ¢ uX yyacTHUKaMu 3a7a€tcs B /etc/group. B daiine xe /etc/passwd
yKa3bIBaeTCs UACHTU(PUKATOP TPYIIIHI IO YMOITYAHUIO.

Bcewm (aiinam, co3maHHBIM MOJIB30BaTENIEM MOCIIE PETUCTPAILIUN B CUCTEME, OyIeT
aBTOMATHUYECKU MPUCBOCH 3TOT HOMEP T'PYIIbI (MCKIIOYEHUE — €CIIM JJIA KaTajora, B
KOTOpOM co3niaércs ¢aiti, ycraHoBieH B npaBax out SGID, To OyaeT nmpucBoeHa Takas
e TpyMIna, Kak y caMmoro Kartajuora).

/etc/group comepKUT 3amucu 000 BCeX rpymmax B cucteme. Kaxxmgas ero crpoka
COJICPIKUT:

- CUMBOJILHOE MMSI TPYTITIHI.

- [Tapons rpynmnsl — ycrapeBliee mojie, cedyac He ucnoisib3yercs. B HéM 00bIYHO
CTOUT «XM.

- Unentuduxarop rpynmsl, uau GID.

- Ciucok UMEH yYaCTHUKOB, Pa3/IeIEHHBIX 3aMSITHIMU.

IIpuMmep 3anucu:

bin:x:1:root,bin,daemon

3neck coobmraetcs, uyto rpymnmna bin umeer GID=1, a BXoAjT B HEe€ Moab30BaTEIN
root, bin m daemon.

GECOS

[Tone GECOS xpanuT BcnomoraTesnbHy0 HHPOpPMALKIO O MOJIb30BaTeNe (HOMEp
TenedoHa, aapec, MojHoe UM U Tak jganee). OHO He UMeeT YETKO ONpeAeNEHHOro
CUHTaKCHUca.

Tem ne menee, ngemon fingerd mpenmonaraer, YTo B HEM COAEPIKATCA CIEAYIOLINE
AJIIEMEHTHI, Pa3ACIEHHbIE 3aMATHIMU:

- [lonHOE MMH,
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- Anpec oduca wim ToMaIIHAKN ajapec,

- PaGouwnii Tenedomn,

- Jomamuuit TenedoH.

C momomipto yTuuThl chfn MOXXHO M3MEHSTH ATy HH(POPMAIIHIO, a C TTOMOIIBIO
finger — y3HaTh, HapUMEp, MOJTHOE UM JTIOOOTO MOJIL30BaTENs B CUCTEME (WITH JTaKe
Ha JAPYrOM KOMIIBIOTEPE CETH).

IIpumep cTpoku ¢ 3anoiHeHHBbIM nojieM GECOS:

tester:x:210:8:Edward Chernenko,Marx Street
10,4554391,5454221:/home/ed:/bin/bash

[locne BxXxoma B cHUCTEMYy IIOJIb30BATENIb OKa3bIBAETCS B CBOEM JOMAIllHEM
karanore. VcTopudecku CIOXKWIOCh TaK, YTO JOMAITHUN KAaTaJoT TMOJIB30BATENS ro0t
Ha3bIBAETCs /T00t, a OCTaIbHBIC UMEIOT BU /home/nuMs_1oIb30BaTelIsl.

Ecnu Ha MOMEHT BXOJIa B CHCTEMY JIOMAITHHK KaTaJloT OTCYTCTBYET, TO CUCTEMA
BBIJAET cooOleHne o0 omuOKe U OTKa3bIBAETCA JOMYCTUTh IMOJIB30BATENS K
KOMaHJHOM CTpoke. OTO MOXXHO HM3MEHUThb IMOCPEACTBOM YCTAHOBKHM Iapamerpa
DEFAULT HOME B ¢aiine /etc/login.defs B 3Hauenue no.

Cnegyer OTMETHTh, 4YTO TIPU HCIIOJNB30BAaHUU Tpaduyueckoro uHTepderica
MOJIb30BATENIb HE YBUJIUT MPEAYNPEKACHUS WA COOOIIEHUsT 00 OImMoOKe, HO MPOCTO
OyZIeT BBIBEJIEH U3 CUCTEMBI 0€30 BCAKNX OOBSICHEHUH (TaK KaK OKOHHBIA MEHEIKEp He
CMO>KET BBHITIOJIHUTH 3aIMCh B HYKHBIN KaTaJloT, TAKOH KaK ~/.gnome).

B none peructpanmonHoit obonouku 3amaércs shell, To ectb uHTEpHperaTop
KOMaHJHOW CTPOKH. 371€Ch MOKET OBITh yKa3aHa JIFo0as mporpamMma, W TOJIb30BaTellb
MOXKET caM BBIOMpATh i ceOsi HanboJiee MOAXOAAIIYIO TTPU MTOMOIIM KoMaH bl chsh.
Tem HE MeHee HEKOTOpPBIE CHCTEMBI B IIEIIX OE30MaCHOCTH TPEOYIOT, YTOOBI
CYTEpIIOJIb30BaTENIb  SIBHO pa3pelIwy  HCIOJIb30BaTh MPWIOKEHHE B  KauyecTBE
MHTEPIpPETaTopa KOMAHAHOW CTPOKH. JIJIsi 9TOTO HUCHOJIb3YyeTCs CIeNHabHBIN (aiin
/etc/shells, comeprkamuii CIUCOK «JIOMYCTUMBIX» 000T0YECK.

VIpW - 3alyCcKaeT TEKCTOBBIA pEeNaKTOp, YKa3aHHBIA B IEPEMEHHON Cpeibl

EDITOR (unu penaktop mo yMoa4aHuio, OOBIYHO Vi), 3arpyskasi B Hero komnuro (aitna /
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etc/passwd. Ilocne 3akpbITHs pefakTopa NMEPEHOCUT BPEMEHHYIO KONUIO B caM (aili.
He mo3BomsieT 1ByM TOJIB30BATEIISIM BBITIONHSATH PEJaKTUPOBAHUE OTHOBPEMEHHO.

B ¢aiine /etc/shadow xpaHsTcs xemmu maposieil Bcex IMOIb30BaTENCH B CHCTEME.
[Ipomecchl Cymeprionb30BaTeNiss MOTYT YHTaTh €r0 HAMpSIMYyIO, a sl OCTalbHBIX
co3fgaHa cneuuanbHas OuoOimnoreka PAM. OHa no3BoJIIE€T HENPUBHIETUPOBAHHBIM
NPUIOKEHUSIM CIpAIMBaTh y HeE, MPaBWIBHBINA JIM Mapoib BBEN MOJB30BATENb, U
noiydaTh oTBeT. bubOnmoreka PAM, kak mpaBuio, ACUCTBYeT C NPUBUIICTUSIMU
BBI3BABIIIETO Tpoliecca. TakuM o0pa3oM, Xelll He MOMaAaeT «B UyKHE PYKI.

[Mapons mmdpyerca ¢ MDS-xemmpoBanuem win blowfish-xemmpoBanuem
(berypt), MD5-xemm Beeria 3anuchiBaroTcs mocie npedukca «$15».

[lepen xemupoBaHHeM K Mapo0 JOOABISIOTCS Clay4yailHble CUMBOJIBI — «salty
(comb, ot anrn. add salt to something — caenarh 4TO-1MO0 OOJIee MHTEPECHBIM; B
PYCCKOSI3BIYHBIX MCTOYHWKAX HHOTNIA MCTOJB3yeTCsS TEPMHH «3aTpaBkay). Salt Taioke
MPUINKCHIBACTCS K Havally MOJTY4YeHHOro xema. biaromaps salt Hemp3s mpu mpocToM
npocMoTpe Qaiiia 00HAPYKUTH IMOTH30BATEICH C OMHAKOBBIMU TAPOJISIMH.

KpoMe nmenu (mepBoe moJie KakJaol CTPOKHM) U Xemna (BTopoe mose) B daiiie
/etc/shadow Takike XpaHaTcs:

- JIaTa MOCJIeTHETO U3MEHEHUS TapoJIs,

- Yepe3 CKOJBKO JTHEH MOXKHO Oy/IeT TOMEHSATh Napoib,

- yepe3 CKOJIbKO JIHEH mapoJib ycTapeerT,

- 3a CKOJBKO JHEW 10 TOro, Kak Mapoiib ycTapeeT, HauaTh HAlOMUHATh O
HEO0OXOMMOCTH CMEHBI apois,

- Yepe3 CKOJIBKO THEH TMocie TOro, Kak Mapoiib ycTapeer, 3a0JIOKMpOBaTh
YYETHYIO 3aIUCh [10JI30BATENH,

- 1aTa, P TOCTHKEHUU KOTOPOH y4&THasl 3aruchk OJIOKUpYeTCs,

- 3ape3epBUPOBAHHOE TOJIE.

JlaTer 0603Ha"arOTCs Kak uncio nuei ¢ 1 saapst 1970 roqa.
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OC nonpmepXwBaeT yOpaBJICHHE KAaueCTBOM  MCIOJB3YEMBIX  MapoJiei.
PaccMoTpuM HACTPOWKY pa3IMYHBIX MTAPAMETPOB UCTIOIB3YEMBIX MTapOJICH.

a) Bpems nefictBus maposns (10 UCTEUEHUN YKAa3aHHOTO BPEMEHH IOJIH30BATENb
JOJIKEH OyAEeT CMEHUTh MapoJb):

Heo6xonumo B xoHpurypamumonHom ¢aitne /etc/login.defs uzamenuts napamerp
PASS MAX DAYS

OOpaTtuTe BHIMaHHE, YTO JaHHOE TpeOoBaHUE OyeT paboTaTh TOIBKO JJIsi BHOBh
CO37aBaeMbIX TOJb30BaTENeH, JUISI YK€ CYIIECTBYIONIUX HYXHO HCIIOJIb30BaTh
KOMaH/Ty:

chage -M (days) (user)

0) Ecnu monp3oBaTento HEOOXOIUMO BBIAABATh MPEAYNPEKIACHUE 32 HECKOJIBKO
JTHEH 10 OKOHYAHUS CPOKa JACHCTBUS MapoJisi, HEOOXOAUMO UCITOIH30BATH TAapaMETP

PASS WARN AGE

B) [Ipenen yncia ucnosib3yeMbIX paHee maposei:

N3menuts B daiine /etc/pam.d/system-auth cienyromuii mapamerp:

password sufficient pam_unix.so sha512 shadow nullok try first pass
use authtok remember=5

r) YCTaHOBUTH MUHUMAIIBHYIO JUTUHY MTApOJIs:

W3MEHHUTH B KOH(UTYpanlnoHHOM aiine /etc/security/pwquality.conf mapamerp

minlen= -8

1) YCTaHOBUTh MHHHMAJIBHOE YHCIIO CTPOYHBIX OYKB B HOBOM TIapoJIc:

U3MEHUTH B KOH(DUrypanmonHoM (aitne /etc/security/pwquality.conf mapametp

Ieredit = -1

¢) YCTaHOBUTh MHHMMAJIBHOE YHCJIO 3arJIaBHBIX OYKB B HOBOM TapoJie:

U3MEHHUTH B KOH(GUTYpallnuoHHOM (aiine /etc/security/pwquality.conf mapamerp

ucredit = -1

) YCTaHOBUTh MUHUMAIBHOE YUCIIO ITU(P B HOBOM MapoJie:

M3MEHHUTH B KOH(GUTYpallnuOHHOM aiine /etc/security/pwquality.conf mapamerp

dcredit = -1
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3) YCcTaHOBUTH MUHUMAIILHOE YHUCIIO CIIEIICKMBOJIOB B HOBOM TIapoJi€:
M3MEHUTH B KOH(DHUTyparmonHoM (aitne /etc/security/pwquality.conf mapametp

ocredit = -1

Jns u3MeHeHus cpoka JeWCTBUSI Mapojisi HEOOXOAMMO HCIOJIb30BaTh YTUIUTY
chage.

CHUHTAKCHUC

chage [-m mindays] [-M maxdays] [-d lastday] [-I inactive] [-E expiredate] [-
W warndays| user

chage -1 user

chage u3MeHseT KOIMYECTBO THEH MEXIy CMEHON MapoJisi U JAaTOW MOCIIETHETO
u3MeHeHus napoist. Uudopmarus ucrnonb3yeTcss CUCTEMO JJI ONpeAeIICHUs] BPEMEHH,
KOI'/Ia TOJb30BaTENb JIOJDKEH CMEHHTh CcBOM mnaposb. Komannma chage paspemiena
TOJIBKO JJISI CYIIEPIOJIb30BaTeNIs, 33 UCKIIFOUEHUEM MCIIOJb30BAHMS €€ C MapaMeTpoM -1,
KOTOPBIN MO3BOJISIET HENPUBUIIETUPOBAHHBIM ITOJIB30BATEIISIM ONPEACIIUTh BPEMS, KOT1a
MCTEKAaeT WX MapoJib UK yUeTHAs 3aIuCh.

C nmapameTpom -m u3MEHsAETCA 3HaueHrne mindays Ha MUHUMAJIbHOE YUCIIO JHEH
MeXAy CMeHOW mapoisis. 3HadeHue (0 B 3ToM mojie 0003HA4aeT, YyTO IMOJb30BaTElb
MOXET U3MEHSATH CBOI MapoJib KOTJa yrOHO.

C mapamerpoMm -M u3MmeHsieTcss 3HadueHHe maxdays Ha MaKCHMAalbHOE YHCIIO
JTHEHN, B TEUCHUU KOTOPBIX Maposhb emle aericreutened. Korga cymma maxdays u lastday
MEHbIIIE, YeM TEKYIIHUN JIeHb, Y MOJIb30BaTeNis OyAEeT 3ampolleH HOBBIA Mapoiib 0
Hayajia paboThl B CHUCTEME. JTa ONepalus MOXKET MpPeaBapATbCs MpeaylpexIeHUEM
(mapametp -W).

C mapametrpoM -d m3MeHsieTcss 3HaueHHe lastday Ha geHb, Korma ObLT M3MEHEH
napoJib mocieauuid paz (uuciao aHer ¢ 1 suBaps 1970). Jlata Takke MOXET OBITh
ykazana B ¢opmare [ TTT-MM-JI/1 (v popmat, UCIIONB3YEMBIiA B BallIEeM PErHOHE).

[Tapamerp -E wucnosb3yercs misg 3aJaHdsl 1aThl, ¢ KOTOPOM YY€THAs 3aluCh

MOJIb30BaTelNs CTaHeT HenocTynHoi. [lapameTp expiredate ects uncio anei ¢ 1 sHBaps
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1970. ara taxke moxeT ObiTh ykazana B (opmare I'TTT-MM-JIJ| (unu dopmar,
UCTIONIb3yeMblid B BamieMm peruone). [lonp3oBarenb, 4Ybs yueTHash 3amuch Oblia
3a0JIOKHUpPOBaHa, JOJDKEH COOOMIMTH 00 3TOM aJIMUHUCTPATOpPy MJs JalbHEHIIen
paboThI B CUCTEME.

[Tapametp -1 ucnonb3yercd s 3alaHUsl KOJWYECTBA AHEW "HEAKTUBHOCTHU', TO
€CTh JHEW, KOorja MoJIb30BaTellb BOOOIIE HE BXOAMWI B CHUCTEMY, MOCJIE KOTOPBIX €ro
ydeTaHsi 3amuch Oyjaer 3a0iokupoBaHa. [lonb3oBaTenb, 4bsi ydyeTHas 3amuch Oblia
3a0JI0KMpOBaHa, JOJKEH COOOIIMTH 00 ATOM aIMUHHCTPATOPY VIS JanbHeniien
paboThl B cucteMe. [lapameTtp inactive eCTh KOJUYECTBO "HEAaKTHUBHBIX" THEH. 3HAUCHUE
0 OTKITIOYAET ITOT PEKUM.

[Tapametp -W uncnosb3yercs s 3aJaHNs YUCIIa THEN, ¢ KOTOPBIX MOJb30BATENIO
HAYHET BBIBOJUTHCS TPEIyNpPekKIeHUE 00 MCTEUEHUH CpPOKa JCHCTBUS €ro MapoJis W
HE0OXO0MMOCTH ero u3meHeHus. [lapamerp warndays €cTh YUCIO JHEHW 10 UCTCUCHUS
CpoKa JIEUCTBUSA TMapoJis, C KOTOPBIX TMOJB30BaTEN0 OyJeT  BbIAaBaThCs
peaynpexeHue.

Bce BrilenepeunciieHHbIe 3HAUCHUsT XPAHATCS B BUJIE JHEW, €CIIM MCIOJIb3yETCs
CHUCTEMa TEHEBBIX MapoJjieil, HO €CIU HCIOJIb3YETCS CUCTEMbI OOBIYHBIX TMapoJeH, TO
3HaueHUs MpeodpaszyroTcs B Henenu. M3-3a 3Toro npeodpa3oBaHusi MOTYT IMIPOUCXOAUTD
OILIMOKHU OKPYTIICHHUS.

Ecnu mapamerpsl He ykasanbl, TO chage pa®oTaeT B MHTEPAKTUBHOM PEKUME,
cooOIas moJib30BaTeN0 TEeKyIue 3HaueHus: noJjiei. Heobxoqumo nanee nubOo BBeCTH
HOBOE 3HAUEHHE TMOJiA, JUOO OCTaBUTh €ro Kak eCThb. TeKylllee 3HAaYeHUEe IO

MOKa3bIBaeTCs B CKOOKax [ |.
7.7. Poam moJib30BaTe/ieu

B OC nonb3oBatenu 1no ymoia4anuio comnoctapiisitoress SELinux-momas3oBarento
unconfined u. SELinux-mons3oBarens unconfined u, B CBOIO ouepenb, COMOCTaBIEH

poiisim unconfined r u system r.
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O6e ponu unconfined r ¥ system r COIMOCTaBISIOTCS JIOMEHaM O€30IacHOCTH
SELinux. Jlomennl Oe3omacHoctu SELinux - 3To ompeneneHHbIe OKPYXEHUs
0e30MacHOCTH JUIsl POLIECCOB.

Heorpanndennsiii qomeH O6e3omacHocTd - unconfined t — 3ape3epBUpOBaHHOE
OKpYXXEHHUE /JI1 MpPOLIECCOB, KOTOPbIE B 3HAYUTENIBHOW CTENEHU OCBOOOXKIEHBI OT
orpannueHnii SELinux. Ponp system r comocraBisieTcs JoMeHaM O€30HacHOCTH s
CUCTEMHBIX ITPOIIECCOB.

SELinux-nons3oBatens unconfined u uMeer JocTyn K poiiu system r, YTOOBI
UMETh BO3MOKHOCTD 3aIlyCKaTh CUCTEMHbBIE TPOLIECCH B CBOMX JIOMEHAX 0O€30M1aCHOCTH.
SELinux-nons3oBarens unconfined u pabortaet B fomeHe Oe3omacHocty unconfined t
gyepe3 posb unconfined r, KOTOPOW OH COMOCTABJICH.

Komanzna semanage 1no3BossieT 100aBisATh, U3BMEHATh U YAAJIATh COMOCTaBICHUS
Mexay OC- u SELinux-monp3oBarensiMd, TaK € Kak M JApyrHe HacCTPOWKH,
Kacaromuecs ynpasieHus: SELinux.

UroObl ¢ MOMOIIBIO KOMaHAbl Semanage MmocMoTpeTh kakomy SELinux-
MOJIB30BATEIIO IO YMOJIYAHUIO CONOCTaBIIEeHbI NoJib3oBaTenn OC HabepuTe:

sudo semanage login -1 | grep default

B mnpumepe BbIlle MOJIb30BaTENM MO YMOJYaHUIO comnocTtaBieHbl SELinux-
noJib3oBaTelto unconfined u.

YroObl HW3MEHHUTHh O3TO M CONOCTaBUTh IMOJB30BATENECd IO YMOJYAHUIO
orpannuyeHHOMY SELinux-moJyib30BaTeso ¢ UMEHEM USer U IMPOCTO HabepuTe:

sudo semanage login -m -s user_u "__default__ "

B pe3ynbrare Bce HOBbIE MOJNIB30BATENN OyAYyT MO YMOTYAHHUIO COMOCTABISATHCA
orpannueHHoMy SELinux-noap30Baresnto user u.

Bbl MoxeTre mnepeomnpenenuTh JAHHOE COIOCTABIEHHWE TpU J00aBICHHUH
noJyib3oBaTesie komaHnod useradd ucmonp3ys om0 -Z. DTa ONIUs OMNpPEeNeiseT
kakoMy SELinux-moibp30BaTelto TOKEH ObITh COMOCcTaBieH monb3oBarens OC.

Hampumep Habepure:

sudo useradd -Z guest u joe
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B pesynpraTe OymeTr co3maH HOBBIM IOJIB30BaTEIb C MMEHEM joe, KOTOPBIH
Oyner comocraBieH SELinux-monb3oBaTenio guest U, BMECTO OMNPEIEIECHHOTO TIO0
ymondanuto SELinux-monb3oBarens.

Taxke I W3MEHEHHUS COIOCTABICHUS MEXIy mojb3oBaTeiaeM U SELinux-
M0JIb30BATEJIEM MOXET ObITh UCITOJIb30BaHA KOMaHa usermod ¢ onuuen -Z.

CymiecTByer  HECKOJIBKO  mpenomnpeneiaeHHelx — npoduueir  SELinux-
nosib3oBaTene.  CHUCOK JTaHHBIX Mpoduiel MOXHO BBIBECTH KOMAaHJOM semanage,
Habepure:

sudo semanage user -1

SELinux-nons3oBatens unconfined u 3To cpema, B KOTOPOW MO YMOITYAHHUIO
paboTalOT BCE MOJB30BATENW. OTOT MOJB30BATENb B 3HAYUTEIBHON CTENEHU
OCBOOOXK/IEH OT OrpaHMYCHMH, HakiIaapiBaeMblx SELinux. Ecim Bel XoTHTE MOBBICUTH
0e30MacHOCTh Ball€l CHUCTEMbI, TOTJa HE CIEIYyeT COMOCTaBIATh pPEATbHBIX
MoJIb30BaTelel, He mojb3oBaTens root, SELinux-nonb3oBarento unconfined u.

Bxon mnonwp3oBarens root AoDKeH ObITH 3ampeieH. Root gomkeH HMeTh
BO3MOYKHOCTh BOMTH C TEpMHHAJIa TOJILKO B Cily4yae KpaiiHeld HeoOXxoaumocTH. UToObI
MOBBICUTH OE30MaCHOCTh MCIIOJNB30BAHMSI rOOt MOKHO COIOCTaBUThH MOJIB30BATEINs root
SELinux-noas30Barento sysadm u.

Ponesoit moctyn SELinux wucnombe3yercss ansi oOecrieueHUs: BO3MOXKHOCTH
HA3HAUYEHUS HECKOJbKHX OrpaHWYeHHBIX OKpyxkeHuil SELinux omnomy SELinux
ITOJIb30BATEIIO.

B SELinux posnu nons3oBatens (User Roles) - 3To qoMeHbI OIb30BaTENS WA
nosib3oBaTenbekue qoMmensl (User Domains). Korja ynoMuHaroTCst pojid 4acTO UMEETCS
B BUIY JOMNOJHUTENbHBIA (secondary) moOJb30BaTENIbCKUN JIOMEH IOJb30BaTess
SELinux. Yacto ponu, mnpeaHa3HAYeHHBIE JJIsi HCIOJb30BAaHUA B KayeCTBE
JOTIOTHUTENIbHBIX JOMEHOB TMOJb30BaTENs, OTJIMYAIOTCS OT OCHOBHBIX (primary)
JOMEHOB. JTO OOBSICHSETCS TeM, 4To moisib3oBarenn OC (pakTUUeCKH HE MCHOIB3YIOT
IUISL BXOJa B CUCTEMY POJIM, CO3/IaHHbBIE KAK JOIMOJIHUTENbHBIE JOMEHBI ITOJIb30BATEIS.

Bmecro aroro mnosmb3oBarenu Linux, ucnonb3ys KoMaHAy sudo wiM KOMOMHALUIO
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KOMaHJ1 su U newrole, OCyIIECTBIIAIOT NEPEKIIOUEHUE JOMEHA UM JOMEHHBIN Nepexon
(Domain Transition) K uX JOMOJTHUTEILHON POJIH.

Poab agMuHucTpaTopa - Sysadm

[Ipumep ponu, mpeaHa3HAYEHHOW NJIsi MCIIOJIB30BAHUS B KAYECTBE OCHOBHOTO
nomeHa nojis3oBatens. SELinux monib3oBarenb sysadm u comocrtaBieH poiu sysadm r.
OTO0 COMOCTaBICHHE MOKHO YBHJIETh, BHITIOJIHUB KOMaH/Y:

sudo semanage user -l | grep sysadm u

[To ymomnuanuto nosns3zoBarenu OC, comocraBiieHHbIE MoJib3oBarento SELinux
sysadm_u, paboTaroT ¢ poiabio sysadm r. B atom cimydae sysadm r — 3TO OCHOBHOM
JIOMEH T0JIb30BaTEsl.

SELinux nosbe3oBareinsb staff u takke comocraBnen ponu sysadm_r. OCHOBHBIM
MOJIb30BATEILCKUM JIOMEeHOM moib3oBarenss SELinux staff u sBnsercs (poxs) staff r.
KoHTekcThl 1o YMOJTYaHUIO, oTpesieNieHHbIC B
/etc/selinux/targeted/contexts/users/staff u, OMPEICIIAIOT c KaKUMH
MOJIb30BATEIbCKUMHU JOMEHAMHU TMOJIb30BaTeIN OyAyT MOAKIIOYATHCS MO0 YMOTYAHUIO U
C KaKHUMH TIOJh30BATEIILCKIMH JOMEHAMH TOJIb30BAaTEIM MOTYT BOWTH, yKa3aB JOMEH
MIOJIb30BATEIIS IIPH BXOJIE.

[To ymomuanuto SELinux monw3oBarens staff u Bxoaut B cuctemy B JOMEH
none3oBatens staff t. Pomp sysadm r, mpeanasHaueHHass A7 MCIOJNB30BAHHUS B
KaueCcTBE OCHOBHOTO JOMEHa MOJIb30BaTelsd, MOXET OBITh MCIOJIh30BaHA MPHU BXOJE,
HarpuMep, CIeAYIIUM 00pa3oMm:

ssh joe/sysadm_r@localhost.localdomain.tld

Taxxe poab sysadm r MokeT OBbITh HMCIOJB30BaHa MpPU MEPEXOJe JOMEHa
BBHIMIOJTHEHHEM KoMmaHA sudo U su BMecTe ¢ newrole, Kak 3TO MPEIyCMOTPEHO s
JIOTIOTHUTENIbHBIX JIOMEHOB TIOJIb30BaTEICH.

[Tonb3oBaTenbckui JoMeH sysadm_t ABJISIETCSI OKPYKEHUEM IO YMOIYAHUIO JJIs
SELinux monb3oBatens sysadm u u mpeaHa3HayeH Ui MCIOJIb30BaHUS B KayeCTBE
JOTOTHUTENbHOTO OKpykenus aiisg SELinux mons3oBarens staff u, xots maxe SElinux

noJsib3oBaTenb staff u MokeT HACTpOUTH MOAKIIOYAEMBIM MOAYIb ayTEHTHU(PUKALMH
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(Pluggable Authentication Module) pam selinux ans wucnons3oBanust sysadm t B
KaueCcTBE €ro OCHOBHOTO JIOMEHA IMOJIb30BATES.
Posib user_r — noJib30BaTesib CHCTEMBI
[Tonp30BaTeNbCKUM JAOMEH, HCIOJIb3YEMBIA TOJBKO B KAa4€CTBE OCHOBHOIO.
Onucanue nosb3oBaresnss SELinux user u npuBoJICHO paHee.
Kakue-To TOMEHBI TTOJIh30BATENICH MOTYT HCIIOIB30BATHCS TIOIB30BATEIISIMHA JIJIS
BXOJIa B CHUCTEMY, MOTOMY 4YTO A3TH JIOMEHBI, HAllpUMEp, UMEIOT IMOJIHOMOYHS TIO
JIOCTyNy K JOMAIIHeH JHPEKTOPUH II0Jh30BaTesA. Takue JOMEHBI B IMPEIbIIYIICH
YacTH Ha3bIBAINCh OCHOBHBIMHU (primary) IMOJb30BaTEICKUMH JIoMeHaMu. Jlpyrue
JIOMEHBI CO3/IaHbl B KAa4EeCTBE JNOMOJHUTENbHBIX. [losb30BaTenu, UCHoab3yss KOMaH/IbI
sudo mnm su BMecTe ¢ newrole, MOTYT ocymiecTBUTh JOMEHHBIH mepexos (Domain
Transition) K ’TUM JAOMIOTHUTEIBHBIM JOMEHAM.
JIOTIOTHUTENIbHBIE JTOMEHBI HE MOTYT HCIOJIb30BaThCS IS BXOJIa B CHUCTEMY.
Jlanee Oyner TPOJEMOHCTPUPOBAHO KaK CO3/Ia€TCSl TaKOW  JOMOJHUTEIbHBIN
MOJIb30BaTeNIbcKUi JoMeH. Llenblo siBisieTcss peaqn3oBaTh NPUBHICTUPOBAHHYIO POJIb
SELinux, KoTOpoii mpeaocTaBieHbl MoaHOMOuHs 10 yrpasienuto DNS ciayx0oit Bind.
Hayném c co3nmanus HOBOTO JIOMIOJIHUTEIBHOTO JOMEHA II0JIb30BATENs C
Ha3BaHueM bindadm, ocHoBaHHOro Ha TmpeaycTaHoBiIeHHOM gomeHe SELinux
webadm_t. HoBelii nOoMeH mMonb30BaTensi OCHOBAaH Ha JABYX (Qaillax ¢ HMCXOJIHBIM
tekcTtoMm nosmtuka SELinux (SELinux Source Policy):
webadm.te u
webadm.if
daiinel UCXOAHBIX TekcToB monuTuku SELinux ¢ pacmmupenuem ".te"
HazpiBatoTcsi Type Enforcement daiinbl. ®@aiinel ¢ pacmupenuem ".if" Has3bIBaroTCs
untepdeiicubiMu  (Interface files). ®aiinst Type Enforcement comepxat omnucanwus
(Declarations) u momutuky (Policy), mepcoHanbHble WM JIOKaJbHBIC ISl JIAHHOTO
nomeHa (Domain). MaTtepdeiicabie (aiinbl coaepkaT ONMUCAHUS U MOJUTHKH, 00IIne
JUISL TOTO JIOMEHA W JPYTUX JOMEHOB, KEIAIONIUMHU B3aUMOJIECHCTBOBATh C JaHHBIM

JOMCHOM.
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mkdir ~/bindadm; cd ~/bindadm;

echo "policy module(bindadm, 0.0.1)" > bindadm.te;

echo "role bindadm_r;" >> bindadm.te;

echo "userdom_base user template(bindadm)" >> bindadm.te;

echo "allow bindadm _t self:capability { dac_override dac_read search Kkill
sys_ptrace sys_nice };'" >> bindadm.te;

echo "files_dontaudit _search_all dirs(bindadm_t)" >> bindadm.te;

echo "files manage generic_locks(bindadm_t) >> bindadm.te;

echo "files list var(bindadm_t)" >> bindadm.te;

echo "selinux_get enforce mode(bindadm_t)" >> bindadm.te;

echo "seutil_domtrans_setfiles(bindadm_t)" >> bindadm.te;

echo "logging send_syslog msg(bindadm_t)" >> bindadm.te;

echo "userdom_dontaudit _search user home dirs(bindadm_t)" >>
bindadm.te;

OTO OCHOBHOE COJAEPNKUMOE IJisi MPUBUIETUPOBAHHOTO JOMOIHUTEIBHOTO
JOMEHA nosib3oBaresnia. VICKiioueHa MOJMWTHUKA, crienuuyHas Ui yHpaBieHUs
ciyx60oi  Apache.

Teneps 100aBUM MOIUTUKY, CHENU(PUUHYIO JJIsS YIpaBlIeHUs ciyxOoi Bind.
MoKHO TO03aMMCTBOBATh 3Ty MOJIUTUKY M3 MCXOJHBIX TEKCTOB MOJUTUKH i Bind.
Kak yxe oTrmeuanocs, o0I1as MoIUTHKA pacrionaraertcs B uHTepdeicHpIx Qaitnax. I1o
3HAYUT, YTO €CJIIM Mbl XOTUM BKIIIOUHUTH OOIIYIO0 MOJHUTHKY, OTHOCsmyrocs k Bind,
MOXHO TMOCMOTPETh B COOTBETCTBYIOIIEM (aine moautuku bind.if. J{ns BkiIrodeHus
sToi monuTuku B Hail Type Enforcement ¢aiin TpeOyeTcst Bcero nuiib J00aBUTH BHI30B
aTOrO MHTEep(deiica:

echo "bind_admin(bindadm_t, bindadm_r)" >> bindadm.te;

Ha stom Type Enforcement ¢aiin bindadm 3axkanunBaercs. Jlanee He0OX01UMO
o0ecreyuTh APYrUM JOMEHAM BO3MOXXHOCTh B3aWMOJCHCTBHS C HAIIUM JOMEHOM
bindadm _t. Peanusyem 3Ty yacTh MOJUTUKH, B35B 32 OCHOBY (haiinm webadm.if.

echo "## Bind administrator role'" > bindadm.if;
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echo "HHHHHHEHHIHHHHH B >> bindadmif;
echo "## " >> bindadm.if;

echo "## Change to the bind administrator role." >> bindadm.if;
echo "## " >> bindadm.if;

echo '## ' >> bindadm.if;

echo "## " >> bindadm.if;

echo "## Role allowed access." >> bindadm.if;

echo "## " >> bindadm.if;

echo "## " >> bindadm.if;

echo "## " >> bindadm.if;

echo "#'" >> bindadm.if;

echo "interface(\'bindadm_role change',\"" >> bindadm.if;

echo " gen_require(\'" >> bindadm.if;

echo " role bindadm_r;" >> bindadm.if;

echo " ')" >> bindadm.if;

echo " allow \$1 bindadm_r;" >> bindadm.if;

echo "'")" >> bindadm.if;

[Tozxe oOmas monutuka aamuHuctparopa Bind (Bind Administrator Shared
policy) Oynmer WHCHONB30BaThCSI B HAlIEeM OCHOBHOM CHEIHAIbHO CO3JaHHOM
nosib3oBaTenibckoM  gomeHe SELinux. Creayromum 1marom  OyaeT  Cco3daHHe
CTHEIMATU3UPOBAHHOTO TIOJb30BaTeNbckoro goMeHa SELinux mms  oOciayXuBaHUS
Bind, pa3zpemaroiero JjaHHOMY JIOMEHY OCYILECTBIISITh mepexo] K ponau  bindadm r
BbI30BOM HuHTep(deiica bindadm role change. Co3maBaemsiii gomeH SELinux Oyner
OCHOBAH Ha IOJIb30BaTEeIHLCKOM JoMeHe staff t, omrcanue monuTUKU CMOTpHUM B (aiine
staff.te

echo "policy module(bindguy, 0.0.1)" > bindguy.te;
echo "role bindguy r;" >> bindguy.te;
echo "userdom_unpriv_user_template(bindguy)' >> bindguy.te;

echo "sudo _role template(bindguy, bindguy r, bindguy t)'" >> bindguy.te;
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echo "ssh_role template(bindguy, bindguy r, bindguy t)"' >> bindguy.te;
echo "kernel read ring buffer(bindguy t)" >> bindguy.te;

echo "kernel_getattr_core_if(bindguy_t)" >> bindguy.te;

echo "kernel getattr message if(bindguy t)" >> bindguy.te;

echo "kernel read software raid state(bindguy t)" >> bindguy.te;
echo "auth_domtrans_pam_console(bindguy t)" >> bindguy.te;

echo "libs manage shared libs(bindguy t)" >> bindguy.te;

echo "seutil run_newrole(bindguy t, bindguy r)" >> bindguy.te;
echo "netutils_run_ping(bindguy t, bindguy r)'" >> bindguy.te;

echo "domain_read_all domains state(bindguy t)" >> bindguy.te;
echo "domain_getattr_all domains(bindguy_t)" >> bindguy.te;

echo "domain_obj id change exemption(bindguy t)" >> bindguy.te;
echo "files read kernel modules(bindguy t)" >> bindguy.te;

echo "kernel _read fs sysctls(bindguy t)'" >> bindguy.te;

echo "modutils read module_config(bindguy t)" >> bindguy.te;
echo "modutils read module deps(bindguy t)" >> bindguy.te;

echo "miscfiles read hwdata(bindguy t)" >> bindguy.te;

echo '"term_use unallocated ttys(bindguy t)" >> bindguy.te;

UroOsr  paspemmTh AoMeHy bindguy t  OCyIIECTBISATH  TEpPEXoJ B
orpannuenHoe okpyxkenue SELinux bindadm t, goGaBum BbI3OB wuHTEp(deiica
bindadm_role change, onpenenennoro B Hamem uarepdeiicioM ¢aitne bindadm.if:

echo "bindadm_role change(bindguy r)'" >> bindguy.te;

MOKHO TakXe aBTOMAaTUYECKHU CO3aTh COMOCTaBjiIeHUe noyib3oBatens SELinux
¢ umeHeM bindguy u possim bindguy r, bindadm r u system r. Ponp  system r
BKJIIOYaeTcst, 4toOsl bindadm t mor ocTraHOBUTH, 3amMyCTHTh U nepe3anyCcTuTh
CHUCTEMHYIO CiTy>K0y bind.

echo '"gen user(bindguy u, user, bindguy r system_r bindadm_r, s0, s0 -

mls_systemhigh, mcs_allcats)" >> bindguy.te;
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UroObsl mporpaMMbl BXOja 3HAIM, 4TO bindguy MOMYyCTUMBIN MOJBH30BATENb,
N00aBUM KOHTEKCThl IO YMOJYAHHWIO JJIS STOTO IIOJIb30BaTelisd, B3SB 3a OCHOBY
KOHTEKCTBI 10 YMOJIYaHUIO Nojb30Barens staff u:
cp /etc/selinux/targeted/contexts/users/staff u
/etc/selinux/targeted/contexts/users/bindguy u
sed -i 's/staff/bindguy/g' /etc/selinux/targeted/contexts/users/bindguy u

Teneps MOxkHO coOpaTh U YCTaHOBUTHL 00€ MoauTHKHU bindguy u bindadm:

make -f /usr/share/selinux/devel/Makefile

sudo semodule -i bindguy.pp bindadm.pp

Hanee xomanmou useradd, ommuedr -Z u mapameTpoM bindguy u MOXHO
CO3/1aTh HOBOTO MOJIb30BaTeNsl Linux:

sudo useradd -Z bindguy u bindguy

Jlig Toro, 4ToOBl pa3peluTh MOJIb30BaTeN0 bindguy MCHOIb30BaTh KOMaHIY
sudo aJi1 aBTOMAaTUYECKOIro Iepexoja K moib3oBarento root u SELinux  gomeHy
bindadm_t, no6aBum B /etc/sudoers:

echo "bindguy ALL=(ALL) ROLE=bindadm_r TYPE=bindadm_ t ALL"
>> [etc/sudoers;

[Ipu Bxome mnonws3oBarens bindguy B cucTreMy OH OKa3bIBaeTcsi B
MOJIb30BaTENbCKOM JoMeHe bindguy t, ocHoBaHHOM Ha nomene staff t. JomeH
bindguy t MOXeT OCYIIECTBIATh TepexoJ B JoMeH bindadm t, wucmoab3yembiid ¢
paBaMu root ¥ O3BOJISIIOUIUE YIIPaBIATh Ciy»k00ii Bind.

Hanpumep, BBINONHUB CIEAYIONIYI0 KOMaHAy, MOJIb30BaTelb bindguy cMoXer
nepe3anycTuTh cyk0y bind:

sudo service named restart

Taxxe mnonp3oBaTento bindguy paspemaercs peaakTUPOBATh Pa3IUYHBIC
KOH(urypanuonuele W ¢ainel uHbopManmoHHoro HamojgHeHus Bind. [lpu sTowm,
HaIMpuUMeD, MOJIb30BaTeNNh bindguy He UMEeT MpaB U3MEHUTH MapOJIh MOIB30BATENS TOOt.

[ToxBenem wuror. Ilporecchl u Ghaiabl MApKUPYIOTCS METKAaMU - KOHTEKCTOM

SELinux, KOTOpBIM COAEpXHUT HHPOpMalHio: mnonb3oBaTenb SELinux, poias, THO U
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ypoBeHb (ommumoHanbHO). Korma SELinux BximodeH, Bcsg dTa  HHpOpMAIUs
WCTOJIB3YETCS JJ1sl IPUHSITUSA PEIICHUS O MPEIOCTABICHUM JOCTYMaA.

B xonrtekcre SELinux wucnoms3yercs cruenyoomuii cuatakcuc SELinux
user:role:type:level:monp3oBarens SELinux

[Tonb3oBaTens SELinux - 3TO CYIIHOCTh OMNpeAesi€HHAs B MOJUTHKE, KOTOpas
OTBEYAET 3a ONpEeAeNEHHbIA HAOOp poJiel U 3a omnpenaenéHHslid Habop MLS ypoBHEN.
Kaxnpiii mons3oBatens OC comoctaBiieH mnojis3oBaTento SELinux mocpeacTtsoM
nomutukn SELinux. DTO mMO3BONSET MOJAB30BATENSIM HAcjleAoBaTh OrpaHUYCHUS
ycTaHoBJIIeHHbIe Ha  moib3oBarenedt  SELinux. ComocraBieHHbIE — CYNIHOCTH
nonb3oBarenied SELinux wucnonb3yrorces B KoHTekcTe SELInux myis mporieccoB B
CECCHH, B MOPAJIKE OMPEICICHUS Il KAKUX POJICH U YPOBHEN OHU MPUMEHHUMBI.

Poxs - 310 wacTe Mozenu 6e3omacHocTH PosneBoro ynpapnenus moctynom Role-
Based Access Control (RBAC). Ponb - 310 atpuOyt RBAC. Ilons3oBarenu SELinux,
ABTOPUTETHBI Ui POJICH, a pOJb ABTOPUTETHA s AOMEHOB. OmnpenenéHHas poJib
ompeneNsaeT KakKhue JOMEHbI MOTYT OBITh JIOCTYIHBI JIJISl TTOJIB30BATENICH C 3TOW POJIBIO.
Posb cayXUT mpoMeKyTOYHBIM 3BEHOM MEXKy JOMEHaMU U mnojb3oBaTeasMu SELinux.
Ponb, koTOpO#i 0071a71a€T MOMB30BATENb, ONPEALISIET B KaKHe JIOMEHBI MOXKET TOMacTh
MOJIH30BaTENIb - (DAKTUYECKH, STOT MEXaHHM3M YMPABISIET TOCTYIMHOCTBIO OOBEKTOB.
Takum 00pa3oM, YMEHBIIAETCA PHUCK, CBS3aHHBIA C YA3BUMOCTBHIO MOBBIIICHUS
npuBeseruid B cucreMe. [lo ymoiuanuio mosib30BaTeNsiM Ha3HA4Y€HA HEOIPEICIICHHAs
pOJb, HE HAKIAAbIBAKOIIAS OrPAaHUYEHUM Ha mnosab3oBarensa. Ho ectb wu
MPEIONPEICICHHBIE POJIA MOJIb30BATENS U AJIMUHHUCTPATOPA CUCTEMBI, KOTOPBIE MOTYT
OBITh HA3HAYEHBI AIMUHUCTPATOPOM JJIsI TIOBBIIICHUS O€30MACHOCTU CUCTEMBI.

Tun - ato atpudyTt Type Enforcement. Tun onpenensieT 10MeH JIsi TPOLIECCOB
u Tun s ¢daiinos. IlpaBwna mnomutuku  SELinux  omnpenenstoT Kak  THIBI
B3aUMOJICHCTBYIOT APYT C APYIOM, SIBJSETCS JIM TUI JTOMEHOM, MOJYyYalouM JOCTYH K
THIY, WIA JIOMEHOM, MOJIYYAIOIIUM JOCTYH K ApyroMmy JoMeHy. Jloctyn paspemaercs,
TOJIBKO €CJIM CYIIECTBYET OmpeeseHHOe MpaBuiio moiuTuku SELinux mo3BOSIONUAX

JIaHHOE JICUCTBUE.
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Konrekct Oe3omacHoCcTH 3amuchiBaeTcsi B aTpuOyThl daina (B daiiaoBoid
cuctemMe) W co3maercs mnpu ycraHoBke SELinux (omepamus labeling). Vike
MPUCBOCHHBIM KOHTEKCT OE30MMacCHOCTH MOXET OBITh BIIOCICACTBHH HW3MCHEH -

omeparus transition.
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8. HacTpoiika cetu

Hacrpoiika cetu B PEJ] OC mpousBoguTcs ¢ momoIibio mporpamMbl Network
Manager. Hactpoiika cereBoro agantepa TpeOyeT mpuBuieruii aamMuHuctparopa PEJ]
OC. [ns py4HOH HACTpOWKH CETEBOrO ajanrtepa HEoOXOJuMO B Trpaduueckom

untepdeiice padouero crona PEJ[ OC B rmaBHOM MeHI0 moaMmeHto «llapametpbi»

3anmyCTUTh YyTHINTY «CeTeBble coequHEHUs» (pUCYHOK 8.1).
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Pucynok 8.1 — 3anyck yTWINTBI HACTPOMKH CETEBBIX COEIUHEHUI
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-] CeTeBbie coeflMHEHNA

MMA MocnegHes MCNONLIOBaHWE v Hobaeute
w Ethernet

enp0s3 2 MUHYTH! Ha3an Ei Vizmernrs A

MzmeHnTh E-‘.:-IEIF:IEHH 0e CoegnHEHKWS

3aKpLITk

B otkpsiBiIeMcst OkHE YTUITUTHI «CeTeBble COSAMHEHU» HEOOXOANMMO BBIICIUTD
HY>KHBIM CETEBOM ajanrtep U HaXxKaTh KHONKY «3MeHUTh» (PUCYHOK 8.2).
Pucynok 8.2 — MI3MeHeHue ceTeBoro aganrepa
B oTkpbiBIIEMCS OKHE CBOMCTB CETEBOro ajantepa (pUCyHOK 8.3) MOKHO
YCTAaHOBUTH  CBOMCTBa  aBTOMaruueckoro mnoakiwouenuss -  «llogkmrouaTees
aBTOMaTH4eCcKn» U «JlocTynmHo BceM moib3oBaTeinsiM» Bo Bkiaake «llapamerpsr [Pv4y
3a1aTh BPYYHYIO 3aJlaHUSl METPUKH CETEBOT0 TMOJKIIOYEHUS HaXXaB KHOIMKY

«J100aBUTEY.

HMameHeHne enp0s3

Hassauwe coeguuenns: | [I0EE
OcHoeHOS Ethemet BezonacHocTe 802 1x DCB Mpoxcu MapameTpel IPv4 lapameTph! IPv6
MeTon: = ABTomMaTwHeckwid (DHCP) -

Additional static addresses

Anpec Macka ceTH Winwos NoBaBuTh
YnanuTe
JononHutensHele cepaepsl DNS:
OononHWTeNsHbIE MONCKOBEIE AOMEHI:

ID knuedTa DHCP:
L) TpeboeaTe agpecaumo IPvd ons 3Toro coeguHeHus

MaplupyThl...

OTMEHWTE Qﬁ?CoxpaHM‘rb

Pucynok 8.3 — MI3MeHeHune CBOMCTB CETEBOrO afanTepa
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JIns moATBEpKACHUST M3MEHEHHM HE0OX0AMMO HaXkaTh KHOMKY «IIpUMEHUTB. . .».

st Toro, 4TO0BI U3MEHEHMSI BCTYIUIN B CHITY, HEOOXOJAUMO MEPENOAKIIOYUTh
CeTEeBOE COCTMHEHNE UITU Mepe3annyCTUTh ciayk0y NetworkManager.

J1y1st HACTPOMKU CEeTH B KOHCOJIM HYKHO YCTaHOBUTH MakKeT net-tools.

J{ns mpocMoOTpa CETEBBIX HACTPOEK HYKHO BBECTU KOMAaHAY:

ifconfig

W Bocionk30BaThesi KOMaHAOM ip ¢ mapameTrpom addr:

ip addr

TyT MOXKHO yBUJIETh TAPAMETPHI U HA3BAHUE CETEBOW KaPTHI.

JomyctuM HEOOXOAMMO CMEHUTh WJIM YCTaHOBUTH 1p azapec. [ns storo
nepexoauM B JUpeKTopuio  /etc/sysconfig/metwork-scripts u  OTKppIBaeM Ha
penaktupoBanue (aitn ycrpoiicTBa. IOTOT (aiim HWMEET NPUMEPHO CIEeAYIoIee
COJIEp/KaHUE:

cat ifcfg-en016777736

TYPE=Ethernet

BOOTPROTO=dhcp

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=no

IPV6_ AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6_PEERDNS=yes

IPV6 PEERROUTES=yes

IPV6 FAILURE FATAL=no

NAME=eno16777736

UUID=dc1636be-5281-4a07-8681-fcdc8b161c8c

DEVICE=enol16777736

ONBOOT=no

PEERDNS=yes
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PEERROUTES=yes

Jns ycranoBku cratuyeckoro I[P agpeca Ham HeoOXoAMMO Ha CTPOYKE
BOOTPROTO ycranoBute BOOTPROTO=none

U JIOIINACATH:

VYxkazate JIHC:

DNSI1=8.8.8.8

Vka3zats [P:

IPADDRO0=172.16.0.30

VYKa3Th HY)KHYIO Macky:

PREFIX0=24

W nu1r03 no yMOI4aHUIO:

GATEWAY0=172.16.0.1

N 4t0o0BI y Hac ceTeBasi KapTa aKTUBHpoOBasIach npu 3anycke OC, He0OX0IUMO B
stoM (Qaitnie Halitu napametrp ONBOOT u ycTaHOBUTH €My yes.

{1 HeMeIIEeHHOro0 MPUMEHEHNSI N3MEHEHUH TTEPE3ayCTUM CETh:

/etc/init.d/network restart

[Ipenmnosoxum, 4TO ceTeBas KapTa HaCTpOeHA Ha cratuueckuid [P, a BbI xoTHTE
nonyuyath Hactpoiiku o DHCP. Ilepexonum B manky /etc/sysconfig/network-scripts u
OTKpbIBaeTe (haiiyl Ha peJaKTUPOBAHUE ¢ HA3BaHWEM Ballleil ceTeBoil kapToil. Haxomum
tam U ypamasem mapametpsl DNS, IPADDR, PREFIX, GATEWAY a B napamerpe
BOOTPROTO yka3biBaeMm 3HaueHue «dhcpy.

B ¢aiin HacTpolku ceTeBoil KapTbl MOKHO 100aBuTh cToiibko DNS cepepos,
CKOJIbKO TpeOyeTtcs. Hanpumep:

DNS1=172.16.0.1

DNS2=8.8.8.8

DNS3=8.8.4.4

[IpoBepUTh UTIO3 10 YMOTYAHUIO YCTAHOBJIEHHBIN B CUCTEME:

netstat -nr

Kernel IP routing table
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Destination Gateway Genmask Flags MSS Window irtt Iface

0.0.0.0 172.16.0.1 0.0.0.0 UG 0 0 0 eno16777736

172.16.0.0 0.0.0.0 255.255.255.0 U 0 0 0 eno16777736

Crpoxka ¢ Destination 0.0.0.0 onmpenenser agpec nutto3a. Ecnu y Bac ee HeT, 100
B moine (Gateway YCTAaHOBJIIEH HEBEPHBIM ILIIO3, TO MOXHO 3TO W3MEHHTb.
YcTanaBnMBaeM IUTI03 MTO-YMOTYaHHIO:

route add default gw 172.16.0.1

Ecnu BBl He CMEHMITU TIPU YCTAaHOBKE MMsI CEpBEpa WM Bbl XOTHTE €0 U3MEHHTb,
TO C/AENAaTh 3TO MOYKHO CIIEAYIOIUM o0pa3oM. /[t Hauana nmpoBepuM, kakoi hostname
y Hac yCTaHOBJICH:

hostname

JlomycTiM MBI XOTMM H3MEHUTh WMSA: server.work, mayis 3Toro HeoOXoaumo
oTpenaktTupoBaTh ¢ail /etc/hostname nim ucnoib3o0BaTh KOMaHIY:

hostnamectl set-hostname name

Jlnst cmensl hostname niepesarpyska He TpeOyeTcsl.

[Tocne Toro, kak TCP-nakets! Obutn niepenansl OC, cpeau Ipyrux AeHCTBUM, X
oOpabarbiBatoT aBa ¢aina - /etc/hosts.allow u /etc/hosts.deny. Otu nBa (aitna
paboTaloT Tak *e KaK U CTaHJapTHhIE MpaBuia Opanamayspa. [lepBoHavyanibHO JEMOH
tcpd oOpabatbiBaeT MakeThl MPOMyCKas MX 4epe3 coaep:kumoe Qaitna hosts.allow, a
3atem uepe3 ¢aiin hosts.deny.

Cunrtakcuc 3Tux (paitnos:

ciay:xx0a: IP-aapec niam ums xocra

Tak, Hanpumep, eciii HEOOXOAUMO OJOKHUPOBATH BCE SMp-MAKETHI, UAYLIUE OT
test.ru, HeoOxoauMo BBecTH B ¢aiin hosts.deny cienyromiyto cTpoUKy:

smtp: test.ru

Mpb1 MOXKEeM Takke yKa3aThb BMECTO MMeHHU xocTa u ero IP-agpec (mydie Bcero
buznyeckuii):

smtp: 192.168.1.10
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nmn

MOoXHO HUCIOJIB30BaTh 3HAK B CTpOKe ajpeca, /s obo3HayeHus cetu. K
IIpUMeEpPy, €CJIIM MBI XOTHM pa3pelnTh A0cTyI 1o http u3 Bceit cetn 192.168.10.0/24, to
MBI JIOJDKHBI HanucaTh B hosts.allow ciemytromee:

http: 192.168.10.

Takxe MBI MOKEM HCITOJIb30BaTh 3TOT 3HAK, €CIIM XOTUM Pa3pelIuTh JOCTYI K
KaKkoH-1100 ciyx0e BCeM KOMIIBIOTEpaM Halllero JOMeHa, yka3zaB B hosts.allow

cleayrolee:

http: .test.ru
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9. CnyxeOHbIE IPOrPaMMbl

9.1. Cay:xk0a xinetd

Cnyx0a xinetd 3amyckaer Mpolecchl, KOTOpbIE MPEJOCTABISIOT Pa3IUYHbIC
cepBuchl cetu MuTepHer. B oTianume OT cepBHCOB, KOTOpbIE CTapTyIOT BO BpeMs
MHUIHAIA3ALUA CHCTEMBbI B MPEObIBAIOT B 0€3CHCTBHM B OKHUJIAHHH 3aIllpocoB, Xinetd
MpeCTaBIsieT cCO00M TOMBKO OIMH MPOIECC, CIYIIAONIMA Ha BCEX MOpPTax CEPBHUCOB,
nepeurcieHHbiX B (aiine koHdurypauuu xinetd.conf. Korga mpuxoaut 3ampoc xinetd
3alycKaeT COOTBeTCTBYIomuU cepBep. [lo mpuumne Takoil pa®oThl Xinetd Ha3bpIBalOT
el1e Cyrmep-cepBepPOM.

CepBuchl, TMepedyUCIeHHbIE B KOHUTyparmoHHOM (aite xinetd MOXHO
pasnenuTh Ha Be rpynmbl. CepBHUCH U3 MEPBOM IpyIIibl Ha3biBatOTCs multi-threaded, u
Ha KaXIblii HOBBIM 3alpOC 3aIlyCKAETCS HOBBIM CEpBEpHBIM mpouecc. g Takux
cepBucoB Xinetd mpogoIDKaeT CIymiaTh CETh HAa COOTBETCTBYIOIIEM TOPTY, OXKHIAS
HOBBIX 3aIIPOCOB M TOTOBBIMA MOPOAUTH HOBBIN TpoIiecc. B mpyryro rpymnmy BKIIOYAIOTCA
CEpPBHUCHI, CITy>)KObI KOTOPBIX B COCTOSIHUM 00pabaThiBaTh HOBBIE COEAMHEHUsS. Takue
cepBUchbl HaspiBatoTcs single-threaded, m xinetd mnpekpamaer 00paOOTKYy HOBBIX
3aIpoCcoB JI0 TeX MOp, MOKa CEPBEPHBII MPOIIeCcC HE 3aBEPIIUT CBOIO paboTy. CepBHCH B
aTOM rpytie 0obryHO datagram-based.

WTak, mpuyuHO#l CyIIECTBOBAHUS CyNep-cepBepa sBiIsAeTcsS (aKT COXpaHEHUs
CHUCTEMHBIX PECYpPCOB 3a CUET He 3allycka MHOXKECTBA CEPBEPHBIX MPOIIECCOB, KOTOPHIE,
BO3MOXXHO, OyayT Oe3aelicTBOBaTh OONBIIYI0 YacTh CBOEW >Ku3HH. I[lOJIHOCTBIO
COOTBETCTBYSl Ha3HAUEHUIO 3allyCcKaTh TpeOyeMble CepBUCHI, Xinetd OCyIecTBIsET Tak
e (YHKIUM KOHTPOJS JOCTyHa M perucrpamuu coOwsituil. Kpome toro xinetd ne
OTrpaHUYEH CepBHCAaMU, NEpeUnCIeHHbIMU B ¢aiiie /etc/services. MOkKHO UCHIOIB30BATh

xinetd juist 3amycka CepBUCOB CIEUATBHOTO HA3HAYESHHUSI.
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9.1.1. ITapameTpsl

IMapameTtp

Onucanue napamerpa

-d

AXTHBHpPYET PEXUM OTIaJKH. JTOT MapaMeTp BHIBOJUT MHOTO OTJIaJO4YHOW MH(OPMAIUH U
MO3BOJISICT OTJIATUTh paboTy xinetd.

-syslog syslog_facility

OTOT mapameTp paspemiaeT pPerucTpanuio CoObITHHA, ucmonb3ys syslog. CooOmenus,
MPOM3BOUMBIE CITyk00#1 Xinetd, permctpupyrorcs, ucmons3ys omHy u3 syslog facility.
HonnepxxuBatorcss cnenyromme facility: daemon, auth, user, local[0-7] Dra ommus He
NEUCTBYET, €CIHM AKTUBHPOBAH DPEXHUM OTJIAAKH, TaK KakK IpPH OTIaIKe BCE COOOILCHUS
MIOCBUIAIOTCS Ha KOHCOJIb.

-filelog logfile

[MpousBoaumele xinetd cooOmieHus MmoMemaroTcsi B ykazaHHbIH ait. HoBble coobmieHnus
BCerga JOOaBIAIOTCA K cymiecTByomuM. Eciu ¢aiin He cyliecTByeT, TO OH CO3IAeTcs.
Onuust He ISHCTBYET B PEXXUME OTIIAIKH.

-f config_file

Onpenensier monoxkeHne (¢aitma kordurypanmu xinetd. Ilo

/etc/xinetd.conf.

YMOJYaHUKO - 9TO

-pid

Wnentudpukarop mporecca (PID) BeIBoAWTCS Ha YCTpOWCTBO CTaHAApTHOM ommOku. He
JICHCTBYET B PEXKUME OTIAIKH.

-loop rate

DTOT mapaMeTp yCTaHABIMBAET OTPAaHMYEHUE CKOPOCTU 3allyCKaHUsl CEPBEPOB, YKa3bIBACTCS
YHUCJIO 3allyCKAEMBIX CEPBEPOB B CeKyHAy. IIpu MpeBbIllIeHNN YKa3aHHOTO 3HAYEHUs 3aITyCK
HOBBIX MPOIIECCOB OJIOKUPYETCS, U CEPBUC CTAHOBHUTCSA BPEMEHHO HEJOCTYIHBIM. 3HAUYCHUE
9TOTO TTapaMeTpa ONpeaeIeTCs MPON3BOIUTENFHOCTRIO KoMIbIoTepa. [1o ymomyanwio - 10.

-reuse

Ecmn ykazam sror mapamerp, To xinetd ycramaBnmBaer SO REUSEADDR mns cokera,
UCIIONIB3yEMOTO CEPBHCOM. OJTO TIO3BOJISICT HCIIONB30BaTh afpec, JaKe €CIH aKTUBHBI
IIPOTPaMMBbI, KOTOpPBIE yXK€ €ro HCIIOJB3YIOT. DTO MOXET CIyYUTHCS, KOTrJa Npeblaymast
Komusi xinetd mBITaeTcs 3amyCTHTh CepBep, KOTOPHIA Yke BbImosHsercs. [lapamerp He
addextuBer ¢ RPC cepsucamu.

-limit proc_limit

DTOT mapaMeTp YCTaHaBIMBAET NpeNesl Ha YUCIO OJHOBPEMEHHO BBIMOJHSIOIMXCS
MPOIIECCOB,  3allyIICHHBIX CIyk0oi xinetd. Mcmonp3oBaHWe TapameTpa IMO3BOJSIET
MPEAOTBPATUTD MIEPEIIOTHEHHE TAOIHIIBI IPOLIECCOB.

-logprocs limit

HapaMeTp YCTaHaBJIMBA€T MaKCHUMAJIbHOC 3HAYCHHUC
IIPOLECCOB, 3allYIICHHLIX I10 3alpOCy YAAJICHHOI'O userid.

OOAHOBPEMCHHO  BBIIIOJIHACMBIX

-shutdownprocs limit

[MapameTp yCTaHABIMBAET MPEAETBHOE YHUCIO OJIHOBPEMEHHO BBIMOJHSIONINXCS CEPBEPOB
cepBuca shutdown (concurrently running servers for service shutdown)

-cc interval

[MapameTp 3amaeT MPOMEKYTOK BPEMEHH B CEKyHIaX, depe3 KOTOPbIH Xinetd Mpou3BOAUT
MIEPUOINIECKYIO IIPOBEPKY BHYTPEHHEH IIEITOCTHOCTH.

[Tapametpsl syslog u filelog B3anmuoO uckmovaromue. Ecian Huyero He ykasaHo,

TO TI0O YMOJ4YaHHIO ucmosib3dyercst syslog daemon facility. He mytaiite cooOmieHus

xinetd ¢ CcoOOOIEHHsIMU,

OTHOCALIUMUCA K (PYHKUUSM pErucTpaluu COOBITHH.

[locnenHue xKypHaIUpyrOTCs, TOJIBKO €CJIA 3TO YKAa3aHO B (paiiie KOHPUTrypauuu.

9.1.2. Ynpasnenue xinetd

Cnyxba xinetd

OIIPCACIICHHBIX CHUIT'HAJIOB.

BBIIIOJHACT  OIIPCACIICHHBIC I[GﬁCTBHSI IIpun  IIOJIYYCHHUU

I[Cf/iCTBI/IiI, aCCOMMHUPOBAHHBIC C COOTBCTCTBYIOIIUMH

CHUTHaJaMH, MOTYT OBITh MEpeomnpeNeleHbl MyTeM penaktupoBanus configh wu

MOCIIEYOIIEN KOMITAJIALUU.
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SIGUSR1

Bb3piBaeT  Msrkyro nepekoHdurypanuro. ITo  03Hawyaer, 4ro Xinetd
nepeyuThiBaeT (aiin KOHGUTYpaIH U MOACTPAUBACTCS MO U3MEHEHHUS.

SIGUSR2

BbI3bIBaeT KECTKYI0 MNEPEKOH(PUTYpaluio. JTO 3HAYUT TO K€ caMoe, 4YTO U
«MsITKasi MepEeKOH(PUTypaLus», 32 UICKIOYEHUEM TOTO, YTO BCE CEPBEPHI JJIsI CEPBHUCOB,
KOTOpBIE CTalM HEIOCTYIHBI, MPUHYIUTEIbHO 3aBepluatorca. KoHTponb pocTyma
3aHOBO BBIMIOJIHSIETCS /JIs1 BBITOJHSIOUIUXCS CEPBEPHBIX MPOLECCOB MyTEM MPOBEPKU
yAaJE€HHOI'0 XOCTa, BPEMEHHU JIOCTYIa U KOJIMYECTBA BBINOJHSAOIUXCA cepBepoB. Eciu
YKCJIO BBIMOJIHIIOMIMXCS MPOLIECCOB MPEBBIIAET 3aJaHHOE, MPOU3BOJILHBIM 00pa3oM
BBIOpAaHHBIE IPOLIECCHl «yOMBAIOTCA», YTOOBI YHCIO OCTABIIMXCSA YJIOBJIETBOPSIO
noctaBieHHoMy ycioBuio. Taxke, eciau ¢mar INTERCEPT O6wu1 cOpomieH wumm
YCTaHOBJIEH, BCE CEpBEpPbI, 00ECIEUMBAIOIIME 3TOT CEPBUC, 3aBeparoTcs. Bee 310
BBINIOJIHAETCS I TOrO, YTOOBI IMOCJE >KECTKOM PEKOH(PUIypaluuud HE OCTajloCh HU
OJHOTO paboTarolero Imnpouecca, oOpadaThIBAOIIETO 3ampochl C  aJpecoB, HE

COOTBCTCTBYIOIIHUX KPHUTCPHUAM KOHTPOJIA AOCTYIIA.

SIGQUIT IIPUBOJMT K 3aBEPLICHUIO ITPOTPAMMBL.

SIGTERM 3aBEPIIACT BCE BBINOJHAIOIIMECS CEPBEPHI MEPEH 3aBEPIICHUEM
xinetd.

SIGHUP OPUBOJUT K TEHepaluu JaMIlia BHYTPEHHEro COCTOSHUA (10
yMoadanuro (ain gamma /tmp/xinetd.dump).

SIGIOT BBI3bIBAET IMPOBEPKY BHYTPEHHEH LEIOCTHOCTH, YTOOBI MPOBEPUTH,
YTO  CTPYKTYpbl  JIaHHBIX, HCHOJIb3yEMbIE  IPOTPAMMOM, HE
noBpexaeHbl. llocie 3aBepuieHuss npoBepku Xinetd reHepupyer
COOOIIIEHUE O PE3YIbTATE IPOBEPKH.

[Ipu pexkoHurypauu Jor-ailyibl 3aKpbIBalOTCI U BHOBb OTKPBIBAIOTCA. IJTO

MMO3BOJBICT YAAJIATH CTAPBIC JIOTU.

9.1.3. ®anel

/etc/xinetd.conf
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CTaHAApPTHBIN KOHGUTYPAITMOHHBIN (paii.
/var/run/xinetd.dump

CTaHJAPTHBIN (aiin 1amra.

9.2. Crontab

Crontab - TaOnuupl, ynpapistonie padoToil ciaykObl cron. Daiin conepx uT
MHCTPYKIIMU CIIy’)KObl cron B oOmel Gopme: 3amyckaTh yKa3aHHYIO KOMaHIy B
3aJJaHHOC BpeMs U B 3aJaHHble JHU. Ha KommbioTepe OOBIYHO HUMEIOTCS
oOmiecucTeMHsbIi ¢aiin (/etc/crontab), u uHAUBUAYaTBHBIE Qailibl (/var/cron/tabs/<umsi-
MOJIb30BATENIS>) I TOJIb30BaTeNne cucrembl. Takum o0pa3om, KoMaHabl B (aiine
OyIyT BBIIOJTHATHCS C MpaBaMU ATUX TOJB30BaTENIeH WU, B CIydae OOIECHCTEMHOTO
daiina, ¢ mpaBaMH TMOJIH30BATENs YKa3aHHOTO B KOMAaHJIHOM CTPOKE MpPH 3aIlyCKe
cnykObl. Y cinyxk0 Uucp u News 0OBIYHO €CTh CBOM COOCTBEHHBIE crontab,
YCTPAHSIONINE HEOOXOUMOCTh B IBHOM 3aITyCKe SU B paMKaX KOMaHJIbI Cron.

XOTs cron Mo CyTHU SBJISIETCSI OOBIKHOBEHHBIM TEKCTOBBIM (haiijioM, OH HE JJOJIKEH
PEIAKTUPOBATHCS OOBIYHBIMHU CpeACTBaMU. J[Is co3maHus, M3MEHCHHS W YJIaJICHUS
CJIETyeT UCTOIb30BAThCS CIICIIHAIIBHYIO0 YTHIINTY, crontab.

[TycThie cTpOKH, Bemyliue MpoOeabl M CUMBOJIBI TAOYISIIIUM UTHOPUPYIOTCA.
Crpoku, HaumHawmwuecs ¢ cuMmBoia ('#'), cudTalOTCd KOMMEHTapusiIMH U
UTHOPUPYIOTCS. 3aMeThTe, YTO KOMMEHTApUU HE JIOMYCKAIOTCS B T€X K€ CTPOKax, TJe
pPacmoIoKeHBI KOMAaH/IBI Cron, Tak Kak OHW OyAyT pacro3HaHbl Kak 4acTh KoMaHabl. [1o
ATOW K€ MPUYMHE KOMMEHTApUU HE Pa3pelieHbl B CTPOKaX, 3aJIAlOIIUX NEPEeMEHHBIC
Cpellbl.

Crtpoka-mupeKkTrBa MpeAcTaBiIseT co0oil nnbO 3amaHue TEPEeMEHHOHN Cpepl,
100 KOMaHy Cron.

3agaHue epeMeHHOM Cpeibl:
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MoxHo ompenensTb cpefy (HaOOp MEepeMEHHBIX Cpelbl), B KOTOpoil Oyner
BBITIOJHATHCSI KOMaH/a. 3a/laHie TIEPEMEHHOW Cpellbl OCYIIECTBISIETCS B CIIEIYIOIICH
dbopme:

UMH_TePEeMEHHON = 3HaYeHue,

rzie IpoOenbl BOKPYT 3HaKa paBeHCTBA ('=') He 00sA3aTeNIbHbI, U JIFOObIE MPOOEIBI
nocine 3HaueHWs OyayT WCMOJNB30BaHbl KaK 4YacTh 3HAYCHHUS TMEPEMEHHOU
uMsi_niepeMeHHol . CTpoka 3HAaYeHHE MOXKET OBITh 3aKII0YCHA B KaBBIYKU (OJMHAPHBIC
WA JIBOWHBIE) JUTSI BO3MOXXHOCTH COXPaHEHHs POOEIOB B Hauasie U KOHIIE.

HeckonbKo TMEepeMEeHHBIX Cpelbl yCTaHABIMBAIOTCS aBTOMATHYECKU CIYXKOOii
cron. SHELL ycranaBnuBaercs B /bin/sh a LOGNAME u HOME onpenensitorcs 1o
daiiny /etc/passwd (B COOTBETCTBHU C BiajeiblieM crontab). 3Ha4YeHHs] TEPEMEHHBIX

HOME u SHELL moxHO niepeonpeenuTb TupeKTUBaMu crontab.

B nmomomnenne x LOGNAME, HOME u SHELL cron MoOXeT HMCHOJb30BaTh
nepemennyro MAILTO B ciyuasix, ecii B JaHHOM crontab Oblla yka3aHa OTIpaBKa
noutsl. Eciu MAILTO onpenenena (M He IycTa), SJIEKTPOHHAS 1MOYTa OTIPABIISIETCS
YKa3aHHOMY B mnepemMeHHoW mnonb3oBatento. Ecnu MAILTO onpenenena, HO mycras,
(MAILTO = "), snekTpoHHasi 1mo4Ta OTHPaBIATbCS HE Oyaer. B mpoTuBHOM criyuae,
1o4Ta MOChUIAETCS BIAAENbIy crontab. OTa nepeMeHHas MoJe3Ha MpPH 3aIlyCKe KOMaH/I
OT IICEBIONOJIb30BATEIEH, U1l KOTOPBIX HE OIPEIEIICHBI IIOYTOBBIE aIpeca B CUCTEME.

Komanns! cron:

PopmMaTr KOMaHJ Cron aHaJOTWYEH CTaHAApTy V7 U SABIAETCS COBMECTHUMBIM C
HuM. CymiecTByer JBe KOH(Urypaluy cron: CHUCTEMHass U I0JIb30BaTesibCcKasl.
OO6mecucreMHasi HacTpolika crontab paboTaeT 0e3yCIIOBHO /JIS BCEX MOJib3oBaTesei
PE/] OC. I[lonbs30BaTenbCcKasi HACTPOMKA SIBISETCS JONOIHUTEILHON U BBINOJHAETCS B
CECCHUAX IMOJIb30BATEIECH.

Kaxnas cToka B cuCTeMHOW KOH(Urypamuu cron, pacrolokKeHHOW B
Karanore /etc COCTOUT U3 IIECTH MOJIEH U KOMAaH/IbI:

MHUHYTaA 9acC Y1CJI0 MecAll A€CHb_HEAC/IN IM0Jb30BaTE/Ib KOMaH/Ia

231



Kaxnasi cTpoka B MOJB30BATENHCKON KOH(UTYpAIMU Cron, pacroyioKEHHOU B
JOMAIIHEM KaTaJore MoJb30BaTeNsl COCTOUT U3 IISATH MOJEH U KOMaHbL:

MHHYTA 4YaC YMCJI0 MecCHll IeHb HeleJ M KOMaH/1a

[Tonst otmensitoTcs Ipyr OT JApyra mpoOeraMu WM CHUMBOJAMU TaOYJISIIUU.

KomaH1a MOKET COCTOSATh U3 HECKOJIBKUX IMOJIEH. J[oMmyCTUMBbIE 3HAYEHUSI TTOJIEH:

IoJie JonycTumble 3HaYeHHA
MHUHYTA * wm 0-59
yac * mm 0-23
YHCII0 * pmm 1-31
MECSI] * 1-12 nm ums mecsna (CM. HIDKE)
NIeHb-HESN *0-7 wm uMst 1H (BocKpeceHbe - 310 0 u 7)
M0JIb30BATEIb M3l CYIIIECTBYIOIIETO MOJIb30BaTENS
KOMaH/1a CTpOKa

JonycTuMo yka3zaHHE HECKOJbKUX 3HA4YeHWH (M JUana3oHOB uepe3 TUPE) yepes
3anaTyto. [Ipumepsr: '

'1,2,5,9" "0-4, 8-12".

Junama3oH yka3pIBaeTCsl KaK JBa YKCIA, pa3JIelICHHBIX JepUuCcOM. YKa3bIBaeMble
yycia BKIIOYAlOTCs B Auana3oH. Hampumep, 3Hauenune noig yac 8-11 mpuBenér k
BBITTOJIHEHHUIO KOMaH bl B 8, 9, 10 u 11 yacos.

[Ipu ykazaHuu Auana3oHa MOXHO MPOIYCKaTh HEKOTOPHIE €ro 3HAYCHUS, YKa3aB
mar B ¢opme / unucio Hampumep: "0-23/2" mist monst yac 03HA4YaeT 3aMyCK KOMAaHJIbI
yepe3 JaBa 4vaca (mo  craHgapry V7  mpunuioch  Obl  yKa3bIBaTh
"0,2,4,6,8,10,12,14,16,18,20,22"). Ilar MO0XHO yKa3bIBaTh TaKKe MOCJE 3BE3TOUKHU:
"Kak/Iple J1Ba yaca' COOTBETCTBYET 3HaUeHHIO "*/2".

3Bé3m0uka ("*' ) 63 mara COOTBETCTBYET MOJTHOMY JIUANa30Hy 3HAUYCHUM.

Jns 3amanust monedl Mecsdl WM A€Hb HEJEIM MOKHO HCIOJIb30BaTh HMEHA.
VYka3piBaiiTe nepBbie TpU OyKBBI HY>KHOTO JIHS WJIM MECAIlAa HA aHTJIMHCKOM, PErHCTp
OyKB HE UMEET 3HaueHUs. J(Mana3oHbl WM COIUCKU UMEH HE Pa3pEIlCHBI.

[Tone komanaa (OCTaTOK CTPOKH) OINpENENseT 3allyCKaeMyl0 IO PacHUCaHHIO
KoMaHay. Bcst ocraBimiasicss 4acTh CTpPOKHM JO0 CUMBOJIA MEpPeBOjia CTPOKU WJIM CUMBOJIA

%, Oyner BbllONHEH BbI30B /bin/sh wnum apyroii 000JI0YKHM, ONPENEICHHOW B
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nepemennot SHELL B crontab 3mak mpomenta (‘%' ) B komanae (eciu OH He
AKpaHHpOBaH oOpaTHOM Kocod dyeptoir (\' ) ) OymeT COOTBETCTBOBaTh CHMBOJIY
MepeBO/Ia CTPOKM U BCE JAHHBIC MOCIE MepBOro '%' OymyT MOCIaHbI JJIT KOMaHAbl Ha
CTaHJAPTHBIN BBOJI.

Cny>x0a cron 3amycKaeT KOMaH/IbI KOTJa 3HAYCHUS MOJIeH MUHYTA, Yac, MECSI] U
XOTsI OBl OJTHO W3 TIOJICH YHCIIO W JICHb HEJENH, COBMAAAIOT ¢ TEKYIIIMM BpeMEHEM (CM.
3ameuanue Hmxke). Ciayxk0a cron cBepsieT AUPEKTUBBI C TEKYIIMM BpPEMEHEM pa3 B
MUHYTY.

3ameuyaHnue: JCHb BBHITIOJHEHUS KOMAaHIbl MOXET OBITh 3aJlaH B JIBYX TOJIAX -
4HUCIIO U JeHb Henenu. Ecnu o06a mons ompesenensl (T.e. HE paBHBI *), TO KOMaHa
Oyzer 3amymieHa, Korjga Jiro0oe moje COBMaAET ¢ TeKymuM BpemeHeMm. Hampumep,
3aIHCh:

3041,15*5

NpUBEAET K BBINOJHEHMH KomaHabl B 4:30 MmO MOJMYyHOUYM MEPBOIO U
MSATHAIIATOTO YKCTA KaXK0T0 MecsIa, MI0C B KAXKAYIO MSATHUILY.

BMmecTo mepBBIX TATH TOJEH JOMyCTUMO YyKa3aHHUE OJHOTO W3 BOCHMHU

CIICIIUAJIbHBIX TPUITCPOB:

Crpoka 3navenue

@reboot IBBIMOJIHUTE KOMaHy OJMH pa3, ipu 3amycke cron().
BeimonHaTe koManay kaxzaoe 1 saBaps, "00 1 1

@yearly e Y P
@annually (’xBUBaICHTHO (@yearly).
(@monthly IBBITIOTHATE KOMaHAY B HaYaje KaKA0ro Mecsa, "0 0 1 * *"
@weekly BbInosHATE KOMaHAy KaX10e BocKpeceHse, "0 0 * * 0",
@daily BBIMOJHATE KOMaHY B MOJHOYB, "0 0 * * *',
@midnight (oxBuBanieHTHO @daily).
@hourly BrIOTHATE KOMaHAY pa3 B yac, "0 * * * *",

9.3. I10/1THOOKPAHHBIH PEAAKTOP Vi

Penaktop vi - yHHBEpCabHBIN TOTHOIKPAHHBIA TEKCTOBBIN PEIAKTOP.
Nwmeronmecss Ha MHOTHUX THIAX TEPMHUHAIOB (PYHKIMOHAJIBbHBIC KIIABUIIU
MPAKTUYECKH HE HCHOJB3YIOTCS. Ecnu kiaBuaTtypa TEepMHHAlIa UMEET CTPEIOYHbBIC

KJIaBHUIIN, TO OHHU HUCIIOJIB3YIOTCA, HO B OTPAaHUYCHHOM KOHTCKCTC.

233




9.3.1. PexxuMbl paboThI peaKTopa

9.3.1.1. Beoo mexcma

B aTOoM pexxnMe Bce, yTo HabupaeTcs Ha KJIABHAType OTOOpakaeTcs Ha DKpaHe
TepMHHAJIA U 3alIOMUHAETCs B Oydepe pemakTopa.

B nanHOM pekrMe HET BO3MOYKHOCTH OCYIIIECTBIISATH ONEpaIlii peIaKTUPOBAHUS
TEKCTa, 32 MCKIIOYCHUEM CTHUPAHUS IOCJICIHET0 HAOpPaHHOTO CHUMBOJA (C MOMOIIBIO

koMOuHaruu kinapui < Control-H> ).
9.3.1.2. Komanouwiii pexcum

B sTtom pexuMe CHMBOJIBI KJIABHATYPHI BBITIOJIHAIOT CHEHHATIbHBIE (YHKIUU
(mepemMelieHne Kypcopa, CTUpaHHE YacTed TeKcTa, M T. [.), TO €CTh (YHKIHH
pEIaKTUPOBAHMUSL.

B nannowm pexxnMe HaOupaembie KOMAaH/IbI He 0TOOPAKAIOTCS HA IKPaHe.
9.3.1.3. Pesicum KOMauoOHOU cmpoKu

PexxuM KOMaHIHOW CTPOKHM TIO3BOJISIET MPOU3BOAUTH OoJiee TiI00anbHbIe
orepalyyd C TEKCTOM: 3alUChIBaTh OTPEIAKTUPOBAHHBIA TEKCT B (pailil, CUUTHIBATH
HOBBIM (paiiil, BBIXOJUTH W3 Vi, MPOU3BOJUTH HACTPONKY peIakTopa, MOUCK IO
mabJIoHy, a TaK¥Ke OCYIIECTBIIATh HEKOTOPhIe GYHKIIMU PETAKTUPOBAHHSL.

KoMannpel oroOpaxaroTcs B HIDKHEM 4YacTH JKpaHa (B KOMaHIHOW CTpOKE

penaktopa).
9.3.2. BBoj Tekcta

< Return> - co3gaeT myCTyr0 CTPOKY M EPEBOAUT KypCOp B €€ HAYAJIO;

< Control-H> - yHuuTOXaeT mocieaHuil BBEACHHBIN CUMBOJI (3TO JEHUCTBUE HE
O0TOOpakaeTcs Ha HKpaHe J0 BbIX0JIa B KOMaHIHBIN pexuM);

< Control-[> wnnu knaBuma < Esc> - nepeBoJsAT peAakTop B KOMAaH/IHbIN PEKUM.

B pexxuMe BBOJIa TEKCTa CTpEIOYHAas KilaBUaTypa He padoTaeT.
9.3.3. KomaH bl
1 - Mepexo/1 B peKuM HaOOpa METOJIOM BCTaBKH MEPE]] TEKYIIIUM CHMBOJIOM;
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a - epexoJ] B PeKUM Ha0Opa METOJIOM BCTABKU 32 TEKYIIUM CUMBOJIOM;

R - mepexon B pexxuM Habopa TEKCTa METOJOM HaOWBKH.
9.3.4. Ilepemenienue Kypcopa

h, j, k, 1 - Ha omuH cuMBOT (OJTHY CTPOKY), KaK IMTOKA3aHO CTPEIIKaMUu;

A i O - B HA4ano TEKYIIEW CTPOKHU;

$ - B KOHeIl TeKyIIeH CTPOKH;

W - Ha CJIOBO BITPaBo;

b - Ha CJIOBO BJIEBO;

} - Ha maparpad Bmepen (maparpad - 3TO OJIOK TEKCTa, OTIACICHHBIA IyCTON
CTPOKOM);

{ - Ha maparpad Hazaz;

[[ - B Ha4aJIO TEKCTA;

]] - B KOHeI1 TEeKCTA.

KHomnku cTpenodHoi KiaBUaTyphl TAKKE MO3BOJIAIOT MEPEMEIIATHCS IO TEKCTY.
9.3.5. PenaktupoBaHue

dd - ctupanue Tekyuiei CTpoku;

d<aBwmxeHHe Kypcopa> - CTUpaHHE OT TEKYIIETO MOJIOKEHHUS Kypcopa A0 HOBOTO,
3a1aBa€MOr0 CHMBOJIOM II€peMEIIeHHUsl Kypcopa. HaxaTue KHONOK CTpEIoYHOU
KJIABUATYPbl He SIBJSIETCH JBI)KECHHEM Kypcopa M HE MOXKET HCIIOIb30BaTHCS B
KOMOWHUPOBAHHBIX KOMaH/aX;

J - cnusgHMe TEKYIIEN CTPOKU CO CIEIYIOLIEH;

U - OTMEHA NOCJIeHEH KOMaH/IbI;

. - TOBTOP MOCJIETHEW KOMaH/IbI;

: - IEPEXO0/1 B PEXKUM KOMAHTHOHN CTPOKH.
9.3.6. KomanHas ctpoka

:q Wi :q! - BBIXOJI U3 pefaKkTopa 0e3 COXpaHEeHUsI U3MEHEHUH;

:X - BBIXOJ] U3 PEAAKTOpa C 3aMKChio, eciau (ails Obu1 MOAUPHUIIMPOBAH;
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:w wm w filename wim w! filename - 3ammch ¢aiina U Bo3BpalieHHE B
KOMAaH/IHBII PeXHM;

:e filename unu :e! filename - 3arpyska ¢aiina filename;

:r filename - m06aBUTH coAepKMMOE yKa3zaHHOTO (ailla K pegakTUPyeMOMY
cpasy 3a TEKylel CTPOKOM;

:set nu - BKITIOYUTH HYMEPAIIUIO CTPOK;

:set nonu - OTKIIFOYUTH HYMEPAIIHIO CTPOK;

:lcommand - BeimonHuTh kKoManay UNIX He nokuaas penakropa;

:/word - BBIIIOJTHUTH TTOKMCK CI0Ba wWord B TEKCTE;

/- ITOBTOPUTH ITOUCK CJIOBA word AaJICC I10 TCKCTY.

9.3.7. broku, 6ydepsl, okHa penaktupoBanus. [loBTopurenn

9.3.7.1. [losmopumenu

KoMannaM u JABMKEHMSIM Kypcopa MOMKHO JaBaThb HOBTOPUTENH (YHCIA),
HaIpuMep

2w - IIepeABUHYTH KypCcOp Ha JIBa CJI0Ba BIIEPE]

101 - nepeBUHYTH KypcOp Ha JAECSITh CUMBOJIOB BIPABO

d10l - cTepeThb AeCATH CUMBOJIOB CIIpaBa OT Kypcopa

2d10lI - crepeTs 1BaaaTh CUMBOJIOB CIIpaBa OT Kypcopa

5] - cATh MATH MOCHEAYIOUIUX CTPOK B OJIHY

4. - NOBTOPUTH MOCJEAHIOI BBEACHHYIO KOMaH/y YEThIPE pa3a

9.3.7.2. Byghepwi vi

Penaktop umeer tpu tHna Oydepos: 0ydep ctupanusa (0-9), HeMMEHOBaHHBIN
Oydep n umenoBanHble Oydepsl (a-z).

B Oydepsl cTupanusi aBTOMaTHYECKU 3aHOCATCS CTUpaeMbIe dJIeMeHThI. B Oydepe
0 xpaHHUTCS MOCIEAHUI CTEPTHIH 2JIeMeHT, B Oydepe 1 - npeanocneHui u 1. 1.

3anectu B Oydep:

VY - 3aHECTU TEKYIIYIO CTPOKY B HEMMEHOBaHHBIN Oydep;
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YABUKEHUE Kypcopa - 3aHECTH YKa3aHHBIM JABMKEHHEM Kypcopa OJIOK TEeKCTa B
HEUMEHOBaHHBIN Oydep.

"ayy - 3aHECTH TEKYIyI0 CTPOKY B IMEHOBaHHBIN Oydep a;

"Ayy - 100aBUTH TEKYIIYIO CTPOKY K COJAEPKUMOMY UMEHOBAHHOTO Oydepa a;

"by10j - 3anecTu nocnenyroire 10 cTpok B UMEHOBaHHBIN Oydep b.

BceraButs u3 Oydepa:

P - BCTaBUTh B TEKYIIYIO MO3UIIMIO COIEPKUMOE HEMMEHOBaHHOTO Oydepa;

"ap - BCTAaBUTh B TEKYIIYIO MO3UIIHIO COJIEPKUMOE HMEHOBaHHOTO Oydepa a;

"1p - BCTABUTH B TEKYIIYIO MO3UIIMIO COAEp)kuMoe Oydepa ctupanus 1;

9.3.7.3. MHnozookonHoe pedakxmuposaHue

PenaktupoBaTh cpazy HECKOJHKO (DailyloB MOKHO JTMOO MOJB3YSCh KOMaHIHOU
penaktopa :e filename, mubo yka3aB Bce HeoOxoaumbie (paitibl B KOMaHJAHOM CTPOKE
npu BbI30Be penaktopa (Hampumep: vi filel file2 file3). B mocneanem ciydae BbI
JIBUTAETECH MO CIUCKY (PailyIoB ¢ TOMOIIBIO KOMaHI:

‘N - IEPEXO0JIUM K cleqytonieMy (aiiry B CIUCKE;

:r€éW - BO3BpaIlaeMcsl K peJaKTUPOBAaHUIO NIEPBOro (haiiia B CIIUCKE.

NmeHnoBanHble Oy(depbl COXpaHSIOT CBOE COJIEPKUMOE TMpU TMEepexoie K

PEIAKTUPOBAHMIO ApyTOro (paiina.

9.3.8. OTKkpbITH/CO3aTh (aiin

vi mamapapa.txt - OTKpbITb OJHH (ailll.

vi mama.txt papa.txt - oTKpbITh (paitn mama.txt, mocijie BbIX0/1a U3 HETO OTKPHITh
daiin papa.txt.

®aiin OTKphIBa€TCA B KOMAHIHOM PEXUME C MOMOIIBI0 KOMaHAbl Vi. 371eCh MbI
MO>KEM TIPOCMOTpPETh (haiijl, IEPEMECTUTHCS IO €r0 COACPKUMOMY, CTEPETh TEKCT, HO

BHCCTH U3MCHCHUA UJIM BBCCTU TCKCT B 9TOM PCIKUMCE HCJIb34.
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Coznanue (aiiyia TpOUCXOIUT TIPH MOMOIIHM ToM ke komanabl. Co3nanue (aiina

IMPOUCXOJUT B MOMCHT COXPAaHCHUA.

JlJis OTKPBITUSA WK CO3JaHus HOBOTO (hailia B KOMaHAHOM PEXUME HEOOXOAUMO

BBIIIOJTHUTH KOMAH/Y:

:e filename

[lepen 3TUM HY>XKHO COXPaHUTh MPEABIAYINN (aiii:

‘W - coxpaHsieT ¢alia Cc CyHIeCTBYIOUIUM HMEHEM WIH

«CoXpaHHUTh KaKk».

:sav  filename -

9.3.9. JlononHUTENbHBIEC OMIIUN

JlonoaHUTENbHBIE BOBMOXXHOCTH PEIAKTOPA:

Komannga Onucanne KOMaHAbI
G TepeT B KOHeEII (haiiina
<number>G TeperTH Ha KOHKPETHYIO CTPOKY <number>
:<number> nepeiTi Ha <number> CTPOK BIIepes
:set nu[mber] 0TOOPA3UTh clieBa HyMEpaIHIio cTpok (* nonu[mber] - copsATaTh HyMeparIyio)
:set wrap HEepPeHOCUTh JJIMHHBIE CTPOKH (:set nowrap - He IIepeHOCHTh)

:syntax on/off

BKJIFOYHTE/BBIKIIFOUHUTH IMOJICBECTKY CUHTAaKCHUCa

:colorscheme <name>

3a]aTh LBETOBYIO TeMy (rae <name> - umsi TeMbl, TAB paboraer kak aBTO-
JIOTIOJTHCHHE)

/Mama MOUCK TeKcTa "Mama" B daiiie
n MIOBTOPHTH ITOUCK
:h wm :help CITMCOK BO3MOKHOM moMontH (:viusage, :exusage)

:set fileformat=dos :set fileformat=unix

TIPUBECTH KOHIIBI CTPOK B (haiisie K BUay dos Wil uniX, COOTBETCTBEHHO

:set ts=4

3a7aTh pa3Mep Tadymsun B 4 npoberna

9.4. Penakrop VIM

9.4.1. PexxuMbl paboTHI

B ViM cymectBytoT 3 pexuma paboThI:

OcHOBHO¥ - TIpeiHa3HAYEH AJIs MpocMoTpa (aiina, BBoAa KOMaH[ U Mepexoia U3

HEro B Jpyrue pexkumbl. M3 mo0oro pexxumMa B KOMaHJHBIA MOXKHO IOMACTh IO
Haxxatun <ESC>. Ilpu HaxkaTMM KIABUIIM <«:» CTAHOBUTCS JOCTyIHAa KOMaHIHAas
cTpoka ViM, B KOTOpPOW MOXHO BBOAWTH KOMaH/bl. OCHOBHBIE KOMAHJbBI - KOMaH/Ia

BbIxoga quit (ViM moHMMaeT cokparieHus, MO3TOMY MOXHO JaBaTh KOMaHJy OJHOU
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OyKBOM «(»), KOMaH/Ia COXpaHEHHUs write (MU «W»), TTapaMeTpoOM KOTOPOH MOXKET
ObITh MMs (aiiza U BBI3OB CHpaBKH 10, oueBHJHO, help (mmm «h»). Ha ocranbHble
KJIaBHUIINA (M WX TOCIEAOBATEILHOCTH) MOXHO IPUCBOUTH JIIOOOE AEUCTBHE, JTHOO
WCIIOJIb30BATh 3HAYEHUS 110 YMOJTYAHHUIO.

BusyajbHblii — TIpeHA3HAYCH, B TEPBYIO OYepeb, IS BBIACICHUS OJIOKOB
Tekcta. Jlyig 3amOMHMHAHUs TpEeAsaraloTcsl 3 BapHaHTa IEpexoJa B ATOT PEXUM —
KJIAaBHUIIIEH «V» JIJI1 TIOCUMBOJIBHOTO BbIOOpa, <Shift>+v mis moctpounoro u <Ctrl>+v
st 6;04HOro. B HOpMasibHOM pexuMe (IIPU MEPEXOJE MO «V») MOXKHO ONEepUpoBaTh
CJIETYIOUTUMU CYITHOCTSIMH: CJIOBO («W»), TIpeasioxkeHue («s»), maparpad («p») u 010k
(«b»). Beimenenune npu 3TOM HauyWHATH C MO3UIMUA Kypcopa («a»), WM K€ ¢ Hadaja
omoka («i»). Hampumep, BblmeneHue Tekymiero Oioka (ydacTka, OTpaHUYEHHOTO
MapHBIMH  DJIEMEHTAMH) MOHO TPOU3BECTH cleayrommuM obpazom <Esc>vib.
KonupoBanue B Oydep BBIIEICHHOTO TEKCTa OCYIIECTBISIETCS MO «Y», BBIPE3aHUE IO
«d», a BCTaBKa COOTBETCTBEHHO «P».

Pe:xxum peqakTHPOBAHMS - TIEPEXO/I B PEKUM PEAAKTUPOBAHUS OCYLIECTBISETCS

Ha)KaTueM KJIaBuNIM <Ins>.

9.4.2. OCHOBHBIE BO3MOYKHOCTH

Bce BO3MOXHOCTM W KOMaHAbl peaaktopa ViM mepeyucnutb BechbMa
3aTpyAHUTENBHO. llepeuncnennple HUXKE KOMaHABI BBOIATCS B OCHOBHOM DPEXHUME
(ecyii HET cnelMAIbHOTO YTOYHEHUS). Bce OHM MMEI0T KOMaHIHOCTPOYHbBIE aHAJIOTH U

MOTYT OBITh JIETKO TTEPEOTPEIEICHBI TTOJIH30BATEIISIMH.
9.4.2.1. I[lepexoowi

s mepexona Ha CTPOKY C HOMEPOM h BOCIHOJb3yHTech Komanaon G. Tak, ais
nepexona K Haudany Tekcta HabGepute 0G, mus corori crpoku 100G, a mis KoHIa
nokymenta - $G. s mepexoma Ha n CHMBOJIOB B HYXXHYIO BaM CTOPOHY MOXKETE
MCIIOJIb30BaTh KJIABUIIMU CO cTpesikaMu. To ects s nepexona Ha 1000 cuMBOJIOB BHU3

Habepute 1000 1 HAXKMHUTE CTPEIKY BHH3.
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Jns mepemenieHuss mo TEKCTy HCIOib3yuTe cienyromme koMmauasl: "(", )" mis
nepeMenieHus no npeanoxenusm, "{", "}" s naparpados, "[[", "1]" nas dynkuwmii, "%"

nmn

- mepexo] K TMapHOM CKOOKe, K npenplaymeMy nojoxenuto, a "<CTRL>-O,

<CTRL>-I" - cOOTBETCTBEHHO Ha3a]] U BIIEPE]l [0 UCTOPUU IIEPEXOIOB.
9.4.2.2. Memxku

Hcnons3yroTcs mjis OTMETKH MO3ULHUM “METKa, TJe METKON SBISIETCS Jr00as
OykBa) u OBICTpOrO K HeW mepexoga (MeTka). MeETKH HIDKHETO perucrpa
JEHCTBUTENBHBI B MpEJeax AaHHOTO (aiiina, METKH K€ BEPXHETr0 perucTpa AeMCTBYIOT

BO BCEX OTKPHITHIX (haiax. CIMCOK BCEX METOK MOKHO MOJTYyYUTh KOMaH10i marks.
9.4.2.3. Pecucmpuwi

B pepakTope IOOCTYNTHO MHOECTBO HWMEHOBAaHHBIX PETHCTPOB (XPaHUIIMILL
naHHbBIX, OydepoB). Peructp otmeuaercs ""Oykma'. K Hemy mNpuUMEHUMBI Bce
CTaHJapTHBIC JEHUCTBUS - KomupoBaHue B Hero ('MeTkay), Bbipe3aHue (''mMera™), u
BCTaBKa M3 Hero ("'MeTkap, MOKET€ BMECTO p HCIOJIb30BaTh [p,|p AJIA BCTaBKU
COOTBETCTBEHHO Iepell, WK Tociie Kypcopa). B pexxuMe penakTupoBaHus BCTaBKa U3
peructpa ocymectpisieTcs 1o "<Ctr[>+R mertka". [{ns qo0aBieHUst JaHHBIX B PETUCTP
UCITOJIB3YWTE 3arJIaBHYIO METKY.

Tax>xe Bbl MOXETE TUCaTh B PETUCTP, BOCIOIb30BaBIINCH KOMAHION *MeTKa" U
3aBepmiast 3amuch 1o "q". Takum oOpa3oM, BBl COXpaHSETE MaKpOC, BBHIMOJIHHUTH
KOTOPBIN MOKHO TI0 "(@meTka".

Peructpsl ¢ merkamu "*" u "+" coBmagator ¢ X-Window clipboards, "%"
COOTBETCTBYET peaaktupyemoMy ¢ainy. [nsg npocMoTpa COAEPKUMOIO BCEX

PErUCTPOB BOCHOJB3YWTECh KOMaHJOM :registers, nmubo :reg MeTkalmerkal2... s

MIPOCMOTpPA HEKOTOPBIX.
9.4.2.4. @onowi

[TpenHazHayeHsl ISl COKPBITHS HE HYKHBIX B JAHHBIII MOMEHT JIaHHBIX, Ja0bl TE
HE OTBJEKAJIM BHUMaHWs. Hampumep, koma moamporpaMMsl ¢ KOTOPOW BbI B JAHHBIN

MoMeHT He pabotaete. [To ymonuanuio Qoiapl aKTUBHPOBAHBI B PEXKUME MX PYYHOU
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pacctaHoBKU. Eciii Bbl XOTHTE WX aBTOAKTHMBALMU MO OTHOUICHHIO K TaOyJsLMU, TO
no6aBeTe B KOH(Ur cTtpoky set foldmethod=indent. Bce xomanmpl st paGoThl ¢
dongamu HaumHatotcs ¢ "Z". OTkpbITHE POJAa MPOU3BOIUTCS, HAPUMED, MO ZO (WIH

CTpEJIKE BIIPABO) HAa HEM, 3aKpbITHE Ko/1a B (hOJIJI - 110 ZC.
9.4.2.5. Ceccuu

[Ipn BemeHWW TPYIIBI TMPOEKTOB HEPEIKO JKETIATEIBbHO COXPAaHHUTH TEKYIIee
COCTOSIHAE M HACTPOWKH PEIaKTOpa, YTOOBI B JAIBHEHIIIEM MPOJOJIKUTH PaOOTy C TOTO
&Ke MecTa. J{J1s 9Toro u nmpeHa3HauyeHbl CEeCCHM, UTO CO3/Ial0TCs KoMaH 101 :mksession /
path/to/Session.vim, a unTaroTCs MPOCTON KOMaHoM S0 /path/to/Session.vim. ["opa3zno
yaiie, BIPOYEeM, BO3HUKACT HYXk/1a B COXPAaHCHUHU HE BCEH CECCHHU, HO TOJIBKO TEKYIIETO
KOHTEKCTa (B UYTO BXOJUT, HANpHUMeEp, IMOJIOKEHHUE Kypcopa B KOJE, TEKyIas
paccTtaHoBKa (POJIIOB U MHOTO JIPYroe, O YeM YUTalTe B JOKYMEHTAIIUH). DTO JICHCTBHE
BBITIOJTHSIET KoMaHa :mkview, uteHue - :loadview. OueHb y100HO cliefiaTh COXpaHEHHe
W YTEHHWE KOHTEKCTa aBTOMATHYECKMM NPH Hadalle M OKOHYAHHWH DPEIaKTHPOBAHUS
daiima. 3T0 MOXKET OBITh pEaTM30BaHO CIICAYIONUM KOJOM (IMIPUMEHSETCS JII BCEX
(baiiiIoB, UMEIOIINX TOUYKY B UMEHH):

au BufWinLeave *.* mkview au BufWinEnter *.* silent loadview
9.4.2.6. llouck u 3amena

[Touck ocymectBusercss koMmangamu /" st moucka (MO  PeryisspHOMY
BBIpOKEHMIO) Brepen, a "?" B oOpaTHOM HampaBieHUH. [ MpoIOIDKEeHUs MOoucKa
ucnoJsib3yrure "n", a nug npouwtoro Bapuanta "N". [ moucka cioBa MOJ KypcopoM
UCIIOJIB3YIOTCSL COOTBETCTBEHHO "#" 1 "*".

Jnst moucka ¢ 3ameHoi ucnonb3zyite s TO/m uto/gic, rae "%" o3nayaeT paboTy
CO BCEM TEKCTOM (a HE C TeKyIleW cTpokoi), "g" - rinobanbHas 3aMeHa (a HE TepBoe

n.n

UTHOPUPOBAHUE perucrpa, a '"c" - MOATBEPKIAEHUE KaxkAOro

nn
1

COBIIQJICHUE),

JICCTBUS.
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9.4.2.7. AémooonosHeHue

HpOI/ISBO,ZII/ITCH o COACPKMMOMY JTaHHOI'O (baﬁna, d TaKXXC YKAd3aHHBIX B

nepeMeHHoil dictionary 1o Ha)kaTUIO KJaBuil .

9.4.2.8. Ommena

"n..n

u'" 1711 OTMEHBI M "' CMEHA PETUcCTpa.

nn
~

JUISL  BBIJIEJIEHHOTO y4acTka (wim OykBbl 1oa  Kypcopom). "U"

" n

MMPpUHYAUTCIBbHO YCTAHOBUTD BCpXHI/Iﬁ perucTp, a U, COOTBCTCTBCHHO, HWKHHU.

9.4.2.9. [loemopump

nmn

9.4.3. Kondurypauus

OCHOBHBIM KOH(PUTYpaIIMOHHBIM  (aljoM SBIAETCS ~/.vimrc. AKTHBaIUs
pycckoro mmpudrta B GUI-pexxume, 1aoc BBIOOp TEMBI Il 000MX PEXUMOB
OCYIIIECTBISETCS, HAPUMED, CIECAYIOINUM KOAOM:

if has("gui_running")

colorscheme candy

set guifont=-cronyx-courier-medium-r-normal-*-*-120-*-*-m-*-koi8-r endif

if thas("gui_running") colorscheme elflord endif

[lepedyenp HanboEE HCOIB3YEMBIX «TOPSUMX» KIABUILIU:

"Berxon mo F10 nmap <F10> :q<CR>imap <F10> <ESC>:q<CR>

"Coxpanenue no F2

nmap <F2> :w<CR>

imap <F2> <ESC>:w<CR>i<Right>

"Kommnuisiiiusa o F9

nmap <F9> :make<CR>

imap <F9> <ESC>:make<CR>
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