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AHHOTAIUSA

JlaHHBIM JOKYMEHT SIBIISIETCS PYKOBOJICTBOM aIMUHHUCTpaTOpa OINEpalmoOHHON
cucrtembl «PEJ[ OC» Bepcuu 7.1 (manee PEJ] OC, OC) u onuchiBaeT AECUCTBUS MO
YCTaHOBKE, HACTPOMKE, 3alyCKy M UCIOJb30BAHUIO OMNEPALMOHHON CHUCTEMBI,
BBITIOJTHSIEMbIE IMUHUCTPATOPOM B MPOIECCE IKCIUTYaTAIIMU OTIEPAIITUOHHON CUCTEMBI.

Tak ke pyKOBOJCTBO aIMUHHUCTPATOPA COACPIKUT ONMUCAHUS:

dbyHKIMH 6€30MacHOTO YIIPABICHUS ONIEPAIMOHHON CUCTEMOI;

dbyHKIui 1 nHTEPHENCOB, KOTOPHIE JOCTYITHBI AIMUHUCTPATOPAM OTIEPAIMOHHOM
CUCTEMBI, CBA3aHHBIM C aIMUHUCTPUPOBAHUEM;
) IPUMEHEHUS! JOCTYIHBIX aIMUHUCTparopaM (QyHKIMI Oe30MacHOCTH, MpPeo-
CTaBJISIEMBIX OMEPALIMOHHON CUCTEMOM.

PykoBOACTBO aIMHHHUCTPATOpPA COAEPKUT NPEAYIPEKICHUS OTHOCUTEIBHO

JOCTYIHBIX JUIsl aJAMHUHHCTPATOpPOB (PYHKIMH W TIPUBWIETUH, KOTOPBHIE CIEIYET

KOHTPOJIMPOBaTh B 0€30MacHOM cpenie 00padboTku nHpopMaium.
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1. O61ue cBenenusi 00 PE/L OC

1.1. Onucanue u 00,1aCTh NIPUMEHEHHUS ONEPAIMOHHON CHCTEMbI

PEJI OC sBusieTcs MHOIOMoJIb30BaTEIbCKOM, MHoOro3zagauHon OC, koropas
NpenoCTaBiIsieT TMIAaTGoOpMy YHUPUIUPOBAHHON (DYHKIMOHATBHON YHUBEpCAIbHOU
JOBEPEHHON CpeJIbl ISl BHITOJHEHUS MPUKIIAIHOTO IPOrPaMMHOT0 O0ecTieueHusl.

PEJl OC Ha ypoBHE JApailBEpOB MOAIEPKUBAECT IIUPOKUNA NEPEUYECHB
0o0OpyI0BaHUsl aKTyalbHBIX Bepcuil, goctynHoro Ha psiHKke CBT, a Ttak xe
000pyI0BaHUs CHATOIO C IPOU3BOACTBA, HO MOAJIEPKUBAEMOT0 IIPOU3BOAUTEISIMHU.

B PEJ]l OC mnoanepxkuBaeTcsi WHCTALIALMSA C ONTHYECKUX HOCUTEIEH
uHbopMaluy, (reni-HakonuTeNel, pa3enoB JOKaJIbHOTO XKECTKOTo JHUCKa, a TaK Ke

YCTaHOBKA I10 CETH Iepeaun JaHHBIX.
1.2. OcnoBuble pynkuuu PEJI OC

PEJI OC wmoxer oOecreunBarh OOCITY)KHMBAaHHE OT OJIHOTO HECKOJIBKHUX
IIOJIB30BATENIE OJHOBpeMeHHO. [locie ycmemHoro BxoJa B CHCTEMY MOJIb30BATENIN
UMEIOT JOCTYIl B TJIABHYIO BBIYMCIHUTENIbHYIO CpeAy, MO3BOJISIIOLIYIO 3aIlyCKaTh
MOJIb30BATENILCKUE MPUIOKEHUS, CO3/aBaTh U MOJydaTh JOCTYI K (pailiam, 3amaBarh
IUPEKTUBBI TMOJIB30BATENsl HAa YpOBHE 000J04kM KomaHaHoro mpoueccopa. PEJl OC
MPEOCTABISET AICKBATHBIE MEXAHU3MBI JJIsI pa3rpaHUYEHUs M0JIb30BaTENEH U 3aIUThI
UX JaHHbIX. VCcnoJib30BaHWE MPUBWIETUPOBAHHBIX KOMAaHJ OIPAHUYEHO U JOCTYITHO
TOJBKO aIMUHUCTPATUBHBIM MOJIH30BATEISIM.

PEZlT OC «koHpurypupyercs 1O yMONYaHUIO i paboOTel B peXKUME
IUCKpEMOHHOro yrpasieHus goctynom (DAC).

Jroboi1l  monb30BaTENb € pOJbIO, KOTOpas  IO3BOJIAET  BBINOJHSATH
aIMUHHCTPATUBHBIE IEUCTBUSA, CYUTAETCA aJMUHHUCTPATUBHBIM M0JIb30BaTeneM. Kpome
toro, PEJ] OC nopaep>xuBaeT TUIIbI, KOTOPbIE MOTYT OBITh CBS3aHBI C OOBEKTaMH, U
JIOMEHBI, KOTOpbIE MOTYT OBITh CBSI3aHBI C TIpolleccaMu. Poin  ompeaensroTcs

JOMEHAMH, K KOTOPbIM OHM HMMEIOT JocTym. l[lpemomnpeneneHHsiii ¢daiia MOJUTUKH,
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KOTOpbIN sBiseTcst 4yacThio koHburypanuu PEJl OC, ompenenser mpaBuia MEXIy
nomMeHaMu U Tunamu. C BBIIICH3TI0KEHHBIM ONPEACIICHUEM pOJIE U MpaB JIOCTYIA,
noApazyMeBaeMbIX WHAUBUAYyalbHbIMH poiiimMu, PEJ[ OC BbimonHser TpeOoBaHUs
POJIEBOTO JOCTYIIA.

PEJl OC mnpennasHaueHa st paOOTbl B CETEBOM OKPYKEHUU C APYTHMHU
skzeMiusipamu  PEJI OC, a Takke C HHBIMM COBMECTUMBIMH CEPBEPHBIMH U
KJIIMEHTCKUMH CUCTEMaMH OJHOTO U TOTO K€ YIPaBJIsEMOro JoMeHa. Bce 3Tu cucTeMbl
JOJDKHBI KOH(UTYPHUPOBATHCS B COOTBETCTBUM C OIPEACICHHON OOIIeN MOJIUTUKON
0€30I1aCHOCTH.

PEJl OC pazpemaer HCHOJb30BAHUE MHOTMMHU MOJIb30BAaTEISIMH OJHOTO WU
0oJiee MPOIECCOPOB, MPUCOCIUHEHHBIX BHEIIHUX M 3allOMUHAIONIUX YCTPOMCTB st
BBITIOJIHEHUS PA3HOOOpa3HBIX (YHKIMN, TPEOYIOMUX YIPABISEMOTO PACTIPECICHHOTO
JOCTyNa K JaHHBIM, XPaHUMBIM B CHCTeME. Takue WHCTAUISIUUA TUIUYHBL IS
BBIYUCIIUTEIBHBIX CUCTEM Pa0OUMX TPYII WU NPEANPUITHI, K KOTOPBIM 00paniaroTcs
JIOKaJIbHbIE TIOJIb30BATENIM, WM KOMIIBIOTEPHBIX CHCTEM C HMHA4Y€ 3allUIIECHHBIM
JOCTYTIOM.

[Ipennonaraercsi, 4TO OTBETCTBEHHOCTb 32 COXPAHEHUE JTaHHBIX, 3AIIUIIAEMbIX
PEJl OC, moxer nenerupoBathesi nons3oBatenism PEJl OC. Bce naHHble HaxoAsTCs
noa ynpasieHneM MexaHu3moB OezomacHoctd PEJI OC. JlaHHbBIE COXpaHSIOTCA B
nmouMeHoBaHHBIX o0OBbekTax, 1 PEJ[ OC MoxeT cBs3aTh ¢ Ka)KIbIM ITOMMEHOBAHHBIM
0o0OBEKTOM ONHKCaHWE TpaB JOCTyna K J3ToMy o00bekTy. BceM monp3oBaTensm
Ha3HAYalOTCsl YHUKaJIbHbIE HJICHTU(PUKATOPHI. DTOT HWIASHTUPUKATOP MOJIb30BATENS
UCIIOJIB3yeTCsl BMECTE€ C aTpuOyTaMud M POJISIMU, Ha3HAYEHHBIMH IOJIb30BaTel0, Kak
OCHOBaHME Uil pemieHn mno ympasiaeHutro jgoctynoM. PEJ[ OC mnoarBepxknaer
MOJJIMHHOCTh  TIPEABSBICHHOTO HACHTU(PUKATOpA TOJB30BATENsl JI0 TOro, Kak
paspemiatb €My BBINOJMHATH jaanbHeummme aeiictBus. PEJI OC BHyTtpu ce0s
COMPOBOXKJACT psAN HUICHTU(DUKATOPOB, CBSI3aHHBIX C TPOIECCAMH, KOTOPBIC

IIOJIY4YarOTCA H3 YHHKAJIBHOI'O I/IILCHTI/I(I)I/IKaTOpa IIOJIB30BaTCIIA, IIPCABABIIACMOIO IIPH



BXOJI¢ B cucteMy. HekoTophlie U3 3TUX UACHTU(HUKATOPOB MOTYT U3MEHSATHCS BO BPEMs
BBITIOJTHEHUS MPOLIECCA COMIACHO noauTuke, peanmnsyemoin PEJ] OC.

PEJl OC npenocraBisier Takhue Mepbl 0€30MacCHOCTH, IMPH KOTOPBIX AOCTYI K
O00BEKTaM JaHHBIX OCYIIECTBISAETCS TOJBKO B COOTBETCTBUU C OTPAHUYCHUSIMU Ha
JOCTYM, HAJOKEHHBIMHU Ha JTOT OOBEKT €ro BIAJEIblleM, AIMUHHUCTPATUBHBIMU
MOJIB30BATESIMU M TUIIOM OOBekTa. [lpaBa BiajgeHUs Ha MOMMEHOBAHHBIE OOBEKTHI
MOTYT M€PEIaBaThCs MO KOHTPOJIEM MOJIUTUKU YIIPABIEHUS TOCTYIIOM.

Ha 00BekThl JaHHBIX MOTYT OBITh Ha3HA4Y€HBI JTUCKPEIMOHHBIE TpaBa JIOCTyNa
(HampuMep, YTEHHE, 3alUCh, BHITIOJIHEHHUE) CYOBEKTOB (ToNib30oBareneit). Kak Toibko
CyOBEKTY MPEeI0CTaBISAETCS TOCTYI K OOBEKTY, €r0 COJIepKAHUE MOKET ObITh CBOOOIHO
MCITOJIB30BAHO ISl BO3JEHUCTBUS HA IPYTUeE JOCTYIIHBIE 3TOMY CYOBEKTY OOBEKTHI.

PEZl OC wumeer cyliecTBEHHBIE pPACHIMPEHUS HJIEMEHTOB OE€30MacHOCTH 10
CPaBHEHUIO CO CTaHIapTHbIMU cucteMaMu UNIX:

) CIIMCKU yTPABJICHUS TOCTYTIOM;
peanu3anuio TOMEHOB U THUIIOB;
KypHaiaupyemas (aitnoBas cucrema (ext4);
MOAKIIF0oYaeMbie Mo1yIu ayTeHTuuKkanuu (PAM);
CHEUHUAIN3UPOBAHHAS CUCTEMA ayJnUTa, KOTOpas MO3BOJSET YUYUTHIBATh
KPUTUYHBIE COOBITHS O€30MaCHOCTH U MPEIOCTaBISET aIMUHUCTPATUBHOMY I0JIb30Ba-
TEJII0 UHCTPYMEHTAIBHBIC CPEACTBA KOH(PUTYPHUPOBAHUS CUCTEMBI ayIUTa U OIICHKHU 3a-
MHUCEU aynTa;

0a30Bble (PYHKIIUM TPOBEPKH KOMIUIEKTa OO0OpPYJIOBaHUSI TMO3BOJISIOT IO
TpeOOBAHMIO aJIMUHHUCTPATUBHOIO IMOJIH30BATENS MPOBEPATH, MPABUIIBHO JIM 00€CTIeUH -
BAIOTCSl OCHOBHBIE (DYHKITMM O€30MACHOCTHU alapaTHBIX CPEJICTB, HA KOTOPHIE IMOJIara-
ercs OO.

JuctpuOyTUB TpeAHa3HAUYEH I Pa3BEPTHIBAHUS OIMEPALMOHHON CHUCTEMBI.
[Tokazatenu OC mOMKHBI COOTBETCTBOBATH TpeOOBaHUSAM KOHTpois otcytctBus H/IB
no 4-My YpOBHIO W OILICHOYHOMY ypoBHIO noBepuss OVY][[3+. Pazpepnyryio OC

MPUMEHSIOT B KauyeCcTBE MPOrpaMMHON MIaThoOpMbl i pa3pabOTOK 3alUIIEHHBIX



cucteM, TpeOoBaHUS K O€30MaCHOCTH KOTOPBIX HE MPEBBIIIAIOT YKa3aHHBIX
nokasareneidl. B wacTHocTH, Takue TpeOOBaHUS NPEABSBIAIOTCS K 3aIlMIIEHHBIM
IPOrpaMMHBIM CHUCTeMaM, paloTalIUM C KOH(QUIACHIMATbHOW uHpOpManued u

MePCOHAILHBIMU TAHHBIMU.
1.3. CoctaB PE/l OC

PE/] OC coctout u3 Habopa KOMIOHEHTOB, MPEAHA3HAYCHHBIX JIJIsl peaTu3aiuu
(GyHKIHMOHATBHBIX 3a7]a4, HEOOXOAMMBIX IMOJIb30BATENSAM (JIOKHOCTHBIM JIUIAM IS
BBITIOJIHGHHUST ~ OTPEACIICHHBIX, JOJDKHOCTHBIMH ~ HHCTPYKIHMSMH, ITOBCEIHEBHBIX
JICUCTBUI), U TIOCTABJISIETCS] B BHUJE NUCTPUOYTHBA M KOMIUJIEKTA SKCIUTyaTallMOHHON
JOKYMEHTAIIIH.

B crpykrype PEJl OC MOXHO BBIIECTUTH cleAyomue (yHKIUOHATbHBIC
AJIEMEHTHI:

N aapo OC;

CUCTEMHBIE OUOINOTEKY;

BCTPOEHHBIE cpecTBa 3amuThl nHpopmaruu (KC3);

CUCTEMHBIE MPUIIOKEHUS;

MIPOTrpaMMHBIE CEPBEPHI;

MpOYKE CEPBEPHBIE MPOTPAMMBI;

WHTEPAKTUBHBIE paboure CpeIbl 1 KOMaHIHBIC HHTEPIPETATOPHI;
MPOYME CUCTEMHBIE MPUIIOKECHUSI.

KoMmriekc ~ BCTPOCHHBIX ~ CPEACTB  3alUThl  WHPOpMANUU,  SBISETCS
MpUHAIEKHOCTBI0 onepanmoHHo# cpenbl PEJ[ OC u HeoThemiemont yactoio siapa OC
U CUCTEMHBIX OMOINOTEK.

Aopo OC - nporpamma (HaGOp TIPOTPaMM ), BBITIOTHSIOIAS (YHKIIUHA YIIPABICHUS
OC u B3aumozaeiictBust OC ¢ anmapaTHBIMU CPEJACTBAMH.

Cucmemnvle Oubiuomexku - Ha0Opbl TMporpaMMm (MAKETOB MPOrpamm),

BBITITOJHAKOIIHUC PA3JIMYHBIC (1)YHKHI/IOH3JII>HLIG 3ala4yi W IPCAHAZHAYCHHBIC IJISA HX



AUHAMMYECKOTO MOJKIIIOYEHHUS K paboTaroluM IMporpaMMaM, KOTOPHIM HEOO0XOAMMO
BBITIOJIHEHUE ITUX 3a/a4.

Bcmpoennvie  cpeocmea  3awumul  uHgopmayuu - CHEIUAIBHBIC IaKEeThI
nporpamm  OC, Bxomsmue B coctaB sjpa OC ©u  CUCTEMHBIX OHOIMOTEK,
npeaHasHaueHHble g 3amuThl  OC  OT HECAaHKIMOHMPOBAHHOIO JOCTyHa K
oOpabaTeiBaeMoii (xpansierics) uapopmanuu Ha DBM.

Cucmemnvle npunodcenuss — 3T0 TPWIOKEHUs (MMPOTpaMMbl, HAOOP MPOTrPaMMm),
MpeIHa3HAYCHHbIE UIsSl BHIMOJIHEHHS (OKa3aHUsl) CUCTEMHBIX YCIYT MOJIb30BATENIO MPU
pelIEHUH UM ONpPEJEeNCHHbIX (YHKUIMOHAIBHBIX 3a7ad B padoTe € OINeparloHHOM
Cpelloit 1 00ecreynBaroIIre X BHIMOJTHEHUE.

IIpocpammnvie cepgepvl — cHeLMAIbHBIE TPUIIOKEHHS, MPEAHA3HAYEHHBIE IS
IPEIOCTAaBICHUSI TOJB30BATENI0 OIpPENEICHHBIX YCIYyr M O0ECIeuMBaIoOlUe HX
BBITNIOJIHEHUE.

K mpouum cepBepHBIM MporpaMMaM OTHOCATCS MPOTPAMMBI, MPEAOCTABIISIIOIINE
MOJIB30BATENIO PA3NIMYHbIE YCIyTu Mo o0paboTke, mepenaye, XpaHeHU0 UHGOpMaIUK
(cepBepbl MPOTOKOJIOB, TOUTOBBIE CEPBEPHI, CEPBEPHI MPUIIOKEHUI, CEPBEPHI MEYaTH U
MIPOYHE).

Hnmepaxmuenvie pabouue cpeovt (MPC) - mporpammbl (IakeThl MPOTpaMMm),
npeaHasHaueHHble s pabotsl nonb3oBatens B PEJ[ OC u mpepocraBisoomue emy
ynoOHbI uHTEepdeic mis obmenus ¢ Hell. KoManmHple paboune cpeapl BKIIOYAIOT B
CBOI COCTaB KOMaH/HbIE HHTEPHPETATOPHI.

Komanonvie unmepnpemamopwvr - crnenyaibHble NPOrpamMMbl (TEPMHUHAIbI),
MpeHa3HAYCHHbIE ISl BBIMIOJIHEHUS PA3IMYHbIX KOMaHJ MOJaBaeMbIX IOJIb30BaTesIeM
npu padote ¢ PEJ] OC.

IIpouue cucmemnvle npunodxcenuss - MPUIOKEHUST (MPOTPAMMBI), OKa3bIBAIOIIHE
MOJIb30BATEIIO JIOMIOJIHUTENbHBIE CUCTEMHbIE yeiyTH npu padote ¢ OC.

B coctaB PE/] OC BK/I10YEHBI TAKHE TONOJHUTEIbHBIE CUCTEMHBIE TPUIIOKEHUS:

apXHUBaTOPBHI;

NIpUIIOKeHUs s yrpasienns RPM-nakeramu;



MPWIOKECHUSI MOHUTOPUHTA CUCTEMBI,
MPWIOKEHUSI 17151 pabOTHI ¢ (aiiamMu;
MPUJIOKEHUS 111 HACTPOUKHU CUCTEMBI;
HACTPOMKA MapaMeTpoOB 3arpy3Ku;
HacTpoiKa 000py/I0BaHMUS;

HACTPOMKA CETH.
1.4. lokymeHTAllUsl B COCTABE

B cocrase PE/] OC npexncraBieHa JOKyMEHTALUS B COCTaBE:
DneKTpOHHAs!, KOHTEKCTHO 3aBUCHMAasl CIIPABOYHAsl CUCTEMA;

DNeKTPOHHBIC CIIPABOYHUKH (man).
1.5. TpeGoBanusi kK nepcoHay (AAMHHUCTPATOPY)

1.5.1. OOuue noI0KEHUS

Anmunuctpatop PEJI OC nosmxken:
uMeTh 0a30BbIe HaBbIKK aaMuHUCTpUpoBanus OC cemerictBa Linux;
HABBIKA KOHQUTYPUPOBAHKS M HACTPOUKH MPOTPaMMHBIX MPoyKToB 1 OC;
OMBIT pabOThI CO CTaHJIAPTHBIMU 3JIeMeHTamMu rpadudeckoro uaTepdeiica nmpuio-
YKCHMI;

HABBIKU ITIOAACPKAHUA B pa6OTOCHOCO6HOM COCTOSAHHUHN TCXHHUYCCKUX CPCACTB

ITK.

1.5.2. O6s13aHHOCTH TOJIB30BATENEH, OIpeieIieMbIE PEIMTOIOKEHUIMU OE€30MACHOCTH
1.5.2.1. Ilpeoonpeodenennoe ucnonvzosanue PE/] OC

Hoctyn aamunuctpatopoB Kk PEJ[ OC mobkeH OCYyIIECTBIATHCS TOJIBKO U3
CaHKIMOHUPOBAHHBIX TOYEK JIOCTynma — pabouymXx MECT, pa3MelIeHHbIX B

KOHTPOJUPYEMOW 30HE, OOOpYJOBaHHOM CpEACTBAMU W CUCTEMaMH (PU3NUYECKON
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3alUTBl W OXpaHbl (KOHTPOJS M HAOMIONEHUS) M UCKIIOYAIONIEe BO3MOKHOCTD
OECKOHTPOJILHOTO MPeOhIBAaHUSI TOCTOPOHHUX JIHII.

Jns  npemoTBpamieHHss HECAaHKUMOHHPOBAHHOTO JOCTyNla K  CHCTEMHBIM
KoMIioHeHTaM mosb3oBaTessiM B PEJ] OC agMuHUCTpaTOphl 00513aHbBI TPEI0TBpaIIaTh U
BBISIBJISITh YCTAHOBKY U 3aITyCK BCTPOCHHBIX MPOTPAMM OTJIAJKH.

AJIMUHUCTpaATOpbl  00sI3aHBl  MPOU3BOJIUTh YCTAHOBKY TOJIBKO  IITATHBIX
MIPOTPAMMHBIX CPEJCTB, HE TMO3BOJSAIONIMX OCYIIECTBUTh HECAHKIMOHUPOBAHHYIO
Moaupukamnmio OO.

[Ipu B3auMoOnEWCTBMM C BHEIIHUMU HMHQPOPMAIMOHHBIMH  CHUCTEMaMH,
aagmuHucTpatopsl mpu nomoinu cpeacts PEJl OC nomkHBI OCYIIECTBISATh HACTPOUKY
B3aHMOJECHUCTBUS TOJBKO C JOBEPEHHBIMU cUcTeMaMH, [Ib KOTOpBIX CKOOPAMHHUPOBAHBI
c I1b paccmarpuaemoii PEJ[ OC.

[Ipn Bo3HukHOBeHMH cOoeB M oTkaz3oB CBT wmmu PEJ[ OC agMuHucTpaTopsl
00si3aHbl MPENNPUHUMATL MEpPHI, HANpPaBJIECHHbIE HA BOCCTAHOBJICHHE O€30MacHOro
cocrosinuga PEJ[ OC B cnyudae cOosi (0TKaza) MPOTPaMMHOIO M anmapaTHOro
obecnieuenust PEJ] OC, B cooTBETCTBUM C JaHHBIM PyKOBOICTBOM.

YcranoBka, koHdurypupoBanue u ynpasienue PEJ[ OC  nomxHbI
ocymectBiATbess aamuHuctparopom PEJ[ OC, B COOTBETCTBHUM C HACTOSIIUM
TOKyMeHTOM. (CaMOCTOSITeIbHbIE ACHCTBHUS MO YCTaHOBKE, KOH(MUTYPUPOBAHHUIO U
YIIPABJIEHUIO TTOJIB30BATENISIM HE JIOCTYIIHBI U OTPAHUYEHBI ITPABUJIAMU PAa3rpaHUYCHUS

noctyna PEJI OC.
1.5.2.2. [lopsioox obecneuenus cpeovl (hynkyuonuposanus PE/[ OC

AJIMUHHCTPATOPBl JTOJKHBI HCIIONIB30BaTh (YyHKIMH, mpenoctasisembie PEJ]
OC, B paMKax BBINIOJIHEHUS CBOMX JIOJDKHOCTHBIX OOS3aHHOCTEH, ONpPEICIICHHBIX B
JOJKHOCTHOM MHCTPYKIIMM COOTBETCTBYIOLIMX KAaTErOPHUM MOJIb30BATEIICH.

AJIMUHHCTpATOpPhl 00s3aHBl MPOU3BOJUTH HACTPOMKy oOopynoBanus CBT u
MpPEeIOTBpaIIaTh HECAHKIIMOHUPOBAHHYIO (PU3WYECKYI0 MOMU(PUKAINUIO almapaTHOTO

oOecrieuenusi, Ha KoTopoMm BeimoaHsieTcss PEJ] OC.
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[IpaBa monp30BaTenei Al TMONYy4YeHHs] JOCTYNa M BBINOJIHEHHs 00pabOTKU
uHpopmanuu B PEJ[ OC ocHOBbIBatoTCA Ha OJHOM WK OoJjiee poJisiX U Ha3HAYAKOTCS
aamunuctparopom PEJl OC. Pomum mnons3oBareneii B PEJ[ OC  orpaxkaroT
IIPOU3BOJICTBEHHYIO (DYHKITHIO, 00S3aHHOCTH, KBAIM(UKAIIUIO W/HIH KOMIIETEHTHOCTD
MOJIb30BATENICH B paMKaxX OpraHu3alkH.

[Io Bcem Bompocam anmunuctpupoBanusi PEJI OC mnonp3oBarens o00s3aH
obpamatecst k agmuHuctpatopam PEJ[ OC, koropble SBISIFOTCS KOMIETEHTHBIMH,
XOpOIIO OOYYEHHBIMHU U 3aCITY>KHBAIOIIUMU JJOBEPHSL.

[Ipennonaraercs Hanuuue (ogHOrO WM  Oojee) KOMIETEHTHBIX  JIUIL
(aIMUHUCTPATOPOB), KOTOPBIE Ha3HAUaKOTCs A ynpasieHus: 6ezonacHocteio PEJ[ OC
u uHpopmai B HeM. OHU HECYT OTBETCTBEHHOCTD 3a CeAyIoUIe PyHKINU:

) CO3/1aHME U COITPOBOXKICHHE POJIEH;

YCTaHOBJIEHUE U COMPOBOXKICHUE OTHOLIEHUN MEXAY POJISIMU;

Ha3HAYEHHUE U AaHHYJIUPOBAHUE POJICH, Ha3HAYAEMBbIX MOJIb30BATEIISIM.

Kpome Toro, 3tu nuna (B Ka4yecTBE BIAJENIBLEB BCEX KOPIOPATUBHBIX JAHHBIX),
Hapsly ¢ BIaJenbliaMu O0BEKTa, JOJKHBI MMETh BO3MOKHOCTh Ha3HayaThb U OTMEHSATh
npaBa J0CTyna posieil K 00beKTaM.

ITonb3oBarenu, B cOOoTBeTCTBUM ¢ Ha3zHadyeHHbIMU B PEJI OC mosHoMouMsIMH U
pOJISIMU, UMEIOT IpaBa CO3/aBaTh HOBbIE OOBEKTHI JAHHBIX, BIaJAEIbLAMU KOTOPBIX OHU
CTaHOBSITCSI.

[lepconan, OTBETCTBEHHBIM 3a BbINONHEHUE amMuHucTpupoBanusi PEJ[ OC,
JOJDKEH TPOWTH MPOBEPKY Ha OJIArOHaJEKHOCTh U B CBOEH JAESATENBHOCTU JOJIKEH
pykoBoacTeoBarbcs fokyMeHTtanuen Ha PEJ[ OC.

Y1OJIHOMOYEHHBIE I0JIB30BATENN 00JaAal0T HEOOXOIUMMBIM pPAa3pelICHUEM Ha
noctyn B PEJI OC, no kpaiineit mepe, k yactu uadopmanuu, ynpasusemoin PEJl OC, u
COTJIACOBAHHO JICUCTBYIOT B OJIArOMPHUATHOM Cpejie.

AnMUHHCTpATOpPBl B 0053aTE€IBHOM MOPSAAKE AOKHBI OBITh O3HAKOMIIEHBI C
HACTOSALIUM PYKOBOJICTBOM U JTOJIKHBI ObITH 00Y4YEHBI MPUMEHEHHIO (DYyHKIIMOHAIBHBIX

BO3MOYKHOCTEH 0€30MMacHOCTH, IPEIOCTABISAEMBIX ONIEPAIIMOHHON CUCTEMOM.
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AJIMUHUCTPATOPBI JOJIKHBI BBITIONHATh TPYMIblI 3a7a4, CBS3aHHBIX CO CBOMMU
CITy>)KEOHBIMH TIOJITHOMOUYHUSIMU, B Oe3omacHoit WT-cpene ¢ mpuMEHEHHEM ITOJTHOTO
YIPaBJICHHS] CBOMMH JTAHHBIMU.

AJIMUHUCTPATOPBI TOJDKHBI OCYIIECTBIISTh PETYJISPHBIA KOHTPOJIb MOJHOTHI U
JIOCTATOYHOCTU Mep MO oOecrneueHn0 MHHOPMAIIMOHHONW 0€30MacHOCTU Ha O0BEKTax,

ucnons3yromux PEJ[ OC.
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2. PasHoBuaHOCTH (QaHJIOBBIX CHCTEM B TUCTPUOYTHBE
2.1. llognep:xuBaembie paijioOBbIe CUCTEMBI

B nuctpubyTtuBe nopnepxusatorcs cienyromue daiinossie cucremsl (PC):
KypHanupyemas (aiinosas cuctema Ext3;

KypHanupyemas (aiinonas cuctema Ext4;

daiinoBas cucrema ISO 9660 nns HakonuTened sl ONTHUYECKUX MArHUTHBIX

JIMCKOB.
2.2. YTUUTHI AJ151 padoThI ¢ (pailI0BBIMU CHCTEMaMHU

OO6miee Ha3HAYCHUE YTHIINT:

mkfs - co3ganue HoBo# (aitioBoii cuctembl (make filesystem);

fsck - mpoBepka (aitnoBoit cucremsl Ha ommoOkH (filesystem check);

df - popMupyer OTUET O AOCTYITHOM U UCIIOJIb30BAHHOM JMCKOBOM IPOCTPAHCTBE
Ha (aitoBeix cucremax. be3 aprymentoB df BhigaeT oT4EeT MO JOCTYMHOMY U
UCIOJIb30BAaHHOMY IPOCTPAHCTBY AJIsl BCeX (aillIoBBIX CUCTEM (BCEX THIIOB), KOTOPBIE
CMOHTHpPOBaHbl B JaHHbII MOMEHT. B mnpoTuBHOM ciyyae, df Ha kaxnawli Qailn,
3aJaHHBIA KakK apryMeHT, BBIJACTCS OTYeT Mo (QaillloBoil cucteme, KOTOpas €ro
COJICPIKHUT.

du - popmupyet oTyeT 00 UCHOIB30BAHUH AUCKOBOTO MPOCTPAHCTBA 3aJaHHBIMU
¢aitnaMy, a TakkKe KaXKIbIM KaTaJloroM HUEpapXuUu MOJIKATAJIOroB KaXkJI0ro yKa3aHHOIO
Karajora. 37ech IOJ HCIOJb30BAaHHBIM JUCKOBBIM IPOCTPAHCTBOM ITOHMUMAETCA
IIPOCTPAHCTBO, UCHOJIb3YEMOE Il BCEM MepapXHHU MOJKATAIOr0B YKAa3aHHOIO KaTajora.
3anymieHHas 06e3 apryMeHToB, KoMaHaa du BbIJAeT OTYET O JUCKOBOM IPOCTPAHCTBE
JUTSL TEKYILEro KaTajora.

Jnsa pasnuueHust (GaiioBbIX CHUCTEM HCIONB3YETCs yKa3zaHue Tuma (aiimoBoi
CUCTEMBI 11OCJIe MapaMeTpa -t Wik B KaueCTBE KOMIIOHEHTA UMEHH YTUJIUTBI, HAIpUMEp:

mkfs -t ext2 /dev/sdal
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fsck.ext2 /dev/sda2

Jns mpeoOpa3zoBanus (DaiiioBoil cucteMbl U3 ext2 B ext3 HeobXxoaumo
BBITIOJTHUTH KOMaHAY:

tune2fs -j /dev/sdX

st o6patHOro mpeodpa3oBaHusi HEOOXOAMMO CMOHTHUPOBATh 3TOT pa3fesl Kak
ext2.

st Toro, yToObl COXpaHUTh Koo aucka (Hampumep, CD-ROM), HeoOxoaumo
c/IeNaTh Cleayolee:

yOeIUThCSl B HAIMYHUK B TEKYILIEM KaTajaore JOCTAaTOYHOIO KOJIMYECTBA CBO-

0OOJIHOTO MecCTa;

BBITTOTHUTE KoMaHy dd if=/dev/cdrom of=cdrom.iso bs=1M
MOCJI€ ATOTO MOKHO TIPOCMOTPETh cofiepkumoe daina cdrom.iso, CMOHTH-
pPOBaB €ro, HarpuMep, Tak: mount -o loop cdrom.iso /mnt/cdrom.

B kauecTBe MCXOMHOrO YCTPOMCTBA AJIsI KOMMPOBAHUS TAK)KE MOXKET BBICTYNATh
m000€e JUCKOBOE YCTPOMCTBO, HAMPUMEP, NUCKETa WU KeCTKuh nuck. Kpome Toro,
nonyuyuBmuiics obpaz CD-ROM wMoxHO 3anucate Ha wMatpuily CD-R/RW ¢
UCIOJb30BaHuEM KoMaH bl cdrecord, T.k. (aitn cdrom.iso siBisieTCS MOJIHBIM 00pa3oM
JIUCKA.

CrpaBouyHHMK HaWOOJIEE YaCTO HCIOJIb3YEMBIX YTHJIMT Il paboOThl ¢ (aiaoBoi

CUCTEMOU:
CucremHbIH Hasnayenmne
BBI30B
mount MOHTHpOBaHUE (ailJIOBBIX CUCTEM
umount pa3MOHTHpOBaHHE (DANIOBBIX CUCTEM
find MOMCK ()ailJIOB B TUPEKTOPHUSIX
locate MOMCK (ailyioB Mo onpeaeeHHOMY 00pa3Iily UMEHHU
which noucK (aiisia, KOTOpPBIH OyIeT 3amyIieH NPy BHITOJHEHUN JaHHOW KOMaH/ bl
cd CMEHa TeKYIIEro KaTajlora/IMpeKTOPUH
pwd M0Ka3aTh TEKYIIUH KaTaJIOI/ IUPEKTOPHUIO
mkdir CO3/IaHME KaTajiora
Is Bbl1aya HHQoOpMaIHK 0 dailyiax WK KaTajlorax
cp KonupoBaHue (ailioB
mv nepemMenieHe/nepenMeHoBanne (aiiaon
rm yaanenue (aiion
cat BBIBOJI COJIEP’KUMOTO 331aHHBIX (aiiJIoB HA CTAHIAPTHBINM BBIBOJ
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more IporpaMMa NOCTPaHUYHOTO MPOCMOTpa ¢aiiyion

In CO3JJaHUE CCHUIOK (ATHbTEPHATUBHBIX UMEH) IS (haitioB

file onpeJeacHue Tuna daiaa

chmod W3MEHEHHUE NPAB JIOCTYMA K (haiaam.

chown CMEHa MpaB Bia/ieHus (II0JIb30BaTENIbCKUX U TPYIIIOBBIX) 1711 (ailioB

umask YCTaHOBKA MACKH IpaB JIOCTYIA JJisi BHOBb CO3/1aBaeMbIX (haiijioB

chattr n3MeHeHue aTpuOyToB ¢ainoB /g (daiinoBoil cuctemsl ext (append-only,
immutable, safe deletion, no atime modified, no backup,...)

Isattr IPOCMOTP aTpuOyTOB hainoB s (HalI0BOM CHCTEMBI ext
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3. O0mue npunnunsi padorsl PE/L OC

Pabora c onepanmoHHON cpefoi 3aKiIF0YaeTcsl BO BBOJE ONPEIEIIEHHBIX KOMaH]
(3ampocoB) K OMEpaIMOHHON Cpe/ie U MOJTYYEHHUI0 Ha HUX OTBETOB B BUJE TEKCTOBOTO
OTOOpaXEeHUs.

Muanor ¢ OC ocymiecTBisieTcsl MOCPEACTBOM KOMAaHIHBIX HHTEPIPETATOPOB C
cucTeMHbIX OmOnmnorek. Kaxnas cuctemHas OMOIMOTEKa MpeCTaBisieT coboir Habop
pOrpamMm, TUHAMHYECKH BBI3IBAEMBIX ONEPALIMOHHON CUCTEMOM.

Jns ynobctBa mosap3oBarened mpu padoTe ¢ KOMaHAHBIMH HHTEpIIpETaTOpaMu
UCIIOJB3YIOTCS  MHTepakTuBHble paboune cpeasl (MPC), mnpenocrapistoniye
MOJIb30BaTENI0 YI00HBIN uHTEpdeiic ag padotsl ¢ OC.

B camom mwnentpe OC PEJl OC HaxomuTcs yhpaBisiomas Iporpamma,
Ha3bIBaeMasi sSApoM. S11po B3auMOJIEHCTBYET ¢ KOMITBIOTEPOM U niepudepueit (Iuckamu,
OpUHTEpaMH U T.J.), PaCOpeleNsieT Pecypchl U BBINOJHAET (POHOBOE IUIAHUPOBAHME
3ananuid. pyrumu cinoBamu, a1po OC u30AMpyeT NOJb30BaTeNis OT CIOXHOCTEH
anmapaTrypsl KOMIIBIOTEPA, KOMaHIHBIA HHTEPIPETATOP OT sAapa, a MPC or komanaHOTO

MHTEPIIPETATOPA.
3.1. IIpoueccol u aiabl

PE/] OC sBisieTcss MHOTONOJb30BAaTEILCKON MHTEIPUPOBAHHON CUCTEMOM. DTO
3HAYUT, YTO OHa pa3paboTaHa C pacuyeToM Ha OJHOBPEMEHHYIO padOTy HECKOIBbKUX
IIOJI30BATEIIEH.

[Tonp3oBaTenb MOXeT JAMOO caM paboTaTh B CHCTEME, BBITIOJNHSS HEKOTOPYIO
MOCJIE0BATEILHOCTh KOMaH, MO0 OT €ro0 UMEHHU MOTYT BBIMOJIHITHCSA MPUKIAJIHBIC
IIPOLIECCHI.

[Tonb3oBaTeNb B3aUMOICUCTBYET C CUCTEMOM Yepe3 KOMaHAHBIA UHTEePIPETaTop,
KOTOPBIM TIpeACTaBisAeT cOOOM, Kak ObUIO CKa3aHO BbIIIE, MPUKIAIHYIO MpOrpammy,
KOTOpasi IPUHUMAET OT MOJB30BaTelNsi KOMaH/bl WM Ha00p KOMaHJ M TPAHCIHUPYET UX

B CHUCTCMHBIC BBLI3OBBI K APy CHCTCMEIL. I/IHTepHpeTaTop IIO3BOJIICT IIOJB30BATCIIIO
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MpocMaTpuBaTh (aiibl, MEepeBUTAThCS IO JepeBy (HaloBOM CUCTEMBI, 3aIlyCKaTh
MPUKIIAIHBIE Mpolecchl. Bce KOMaHIHbIE MHTEPHPETATOPHl HMEIOT Pa3BUTHIN
KOMAaHJIHBI SA3bIK W IO3BOJISIFOT MHUCAaTh JIOCTATOYHO CJIOXHBIE IPOTPaMMBI,

YOPOILAOIIKE MPOLECC aAMUHUCTPUPOBAHUS CUCTEMBI U pabOThI C HEH.
3.1.1. IIpoueccsl pynkunonuposanusi PEJ] OC

Bce mnporpamMmbl, KOTOpBI€ BBIMIOJHSIOTCS B TEKYIIMH MOMEHT BpPEMEHH,
Ha3bIBAIOTCS npoyeccamu. IIpoliecchl MOXKHO pa3feiuTh Ha JiIBa OCHOBHBIX Kiacca:
CUCTEMHBIE MPOLECCHl W TMOJb30BaTEIbCKHE Tmpouecchl. CHCTEeMHbIE MNPOIECCH -
nporpaMmmsbl, pematrome BHyTpeHHue 3afgaun PEJ] OC, Hampumep opraHu3anuio
BUPTYAJIbHOM MaMSITH Ha JAUCKE WU MPEAOCTABISAIONINE TOJb30BATENsAM T€ WJIM MHbIE
CEpPBHUCHI (ITPOLIECCHI-CITYKOBbI).

[Tonbp30BaTENbCKUE MPOLECCHI - IMPOLECCHI, 3aIlyCKaeMBbI€ II0JIb30BATEIEM W3
KOMaHJITHOTO MHTepIpeTaTopa JJIs pPElIeHUs 3aJad IOJb30BaTeNsl WM YIpPaBICHUS
CUCTEMHBIMH MPOLECCAMHU.

@DOHOBBIN peKUM pabOTHI MpoIIECcca - PEKUM, KOTJIa IporpaMmMa MOKeT padoTaTh
0e3 B3auMOJEHUCTBUS C MOJb30BareiaeM. B ciiyyae HEOOXOJIMMOCTH HHTEPaKTUBHOU
paboThI ¢ Toyib3oBaTeseM (B oOIeM ciiydae) mpoiece OyJIeT «OCTaHOBJICH» SIAPOM U
paboTa ero mpojoJIKAETCS TOJIBKO TOCIE MEPEBEJACHUS €T0 B «HOPMAIBHBIIN PEXUM

padoTHL.
3.1.2. ®aiinoBas cuctema PEJI OC

B OC wucnonws3oBana (aityioBasg cucrteMa, KOTOpas SIBISIETCSI €IUHBIM JEPEBOM.
KopeHnb 31010 nepesa - karanor, Ha3biBaeMbli root (pyT), U o003Ha4YaeMblil «/». Hactu
nepeBa (ailioBoll cucTeMbl MOTYT (DM3UYECKH pacroiaratbCs B Pa3HBIX pazjesiax
pa3HbIX JIMCKOB WM BOOOWLIE Ha JPYTUX KOMIBIOTEpaX, - JJs MOJIb30BATENsl 3TO
npo3pauHo. Ilponecc mnpucoenuHeHus (¢(aiaoBol CcHUCTEMBbl pasziena K JEpeBy
HA3bIBACTCA MOHMUPOBAHUEM, YIAICHUE - pazmoumuposanuem. Harpumep, daiinoBas

cucrema CD-ROM B PEJ] OC monTHpyeTCs 10 yMo4aHHio B Katanor /media/cdrom

18



(myth B PEJ] OC 00603HauaeTcs ¢ UCIOJIb30BaHUEM «/», a He «\», kak B DOS/Windows).

Texymmii katanor o00o3HavaeTcs «./».
3.1.3. Opranuzaius ¢ailioBoil CTPyKTYpbI

Cucrema JOMalIHUX KaTajoOroB IOJIb30BaTElIe IOMOraeT OpPraHU30BHIBATH
Oe3omacHyro paboTy Moib30BaTeNeii B MHOTOMOIB30BATENbCKON cucTeMe. BHe cBoero
JOMAILIHET0 KaTrajora I0Jb30BaTelb O00JaJaeT MUHHUMAJIBHBIMU IpaBaMHU (OOBIYHO
YTeHHE M BBITIOJIHEHHE (DAilyIoB) U HE MOXKET HaHECTU YyIIepO cHucTeme, Harpumep,
yAAJIMB UM U3MEHUB (haiii.

Kpome (aiinoB, co3naHHBIX MOJIb30BaTENIEM, B €0 JOMAIIHEM KaTajore 0ObIYHO
coJiep>KaTcs IepcoHaIbHble KOHPUTYpaIIMOHHbIE (haliIbl HEKOTOPBIX MPOTPAMM.

Mapwpym (1yTh) - 3TO MOCJIEIOBATEILHOCTh UMEH KaTaJoroB, MPEACTABISIONIUI
co0oit myTh B (aijIoBOM cUCTeMe K JaHHOMY (ailily, Te Kaxaoe CIeayroliee uMms
OTIENAETCS OT MPEbIIYIIero HAKIOHHOW uepToit (cioimem). Ecnu HazBanue mapuipyra
HAYMHAETCS CO CJAIIA, TO MyTh B UCKOMBIN (aill HauMHAeTCs OT KOPHEBOTO KaTajiora
BCEro JiepeBa cucrteMbl. B oOpaTHOM cilydae, eclii Ha3BaHUE MapIIpyTa HAUYMHAETCA
HETMOCPEACTBEHHO ¢ MMEHH (haiiia, TO MyTh K UCKOMOMY (ailily JO/DKEeH HadaThes OT
TEKyIIEero karaigora (pabodero karauaora).

Nmsa daitna MOXKET cofepkaTh J00bIe CUMBOJIBI 32 MCKIIFOUEHUEM KOCOU YEepThI
(/). Omnako cnemyeT m30eratb MPUMEHEHHUS B UMEHax (aiiaoB OOJBIIMHCTBA 3HAKOB
NpEeNUHaHusl U HereyaTaeMbIX CUMBOJIOB. Ilpu BbriOGOpe mMeH (aiiioB pekoMeHIyeM
OTPaHUYHUTHCS CIEAYIOIUMHU CHMBOJIAM:

) ctpouble u [TPOIIMCHBIE OyxBbl. Crienyer oOparuth BHUMaHHUE Ha TO,
YTO PErHCTp BCEraa UMeeT 3HauYeHuE;

CUMBOJ IouepKkuBanus (_ );
Touka ( . ).
st ynoOctBa pabOThl MOXKHO HMCIONB30BaTh ISl OTHEICHUS MMEHU ¢aiia oT
pacmpenus ¢aina. J[aHHas BO3BMOXHOCTh MOKET ObITh HEOOXOAMMa MOJIb30BaTEISIM

WJIM HEKOTOPBIM MPOTpaMMaM, HO He uMmeeT 3HaueHue s shell.
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3.1.4. Uepapxuueckas opranuzaius (HaiioBoil CHCTEMbI

Karanor /:

/boot — MecTo, Tie XpaHsaTcs ¢Gaiibl, HeOOX0AUMBIE [Tl 3arPy3KH SApa CUCTEMBI;

/lib - 3aechk pacrnonararorcs Gaiibl JUHAMHYECKUX OHMOIMOTEK, HEOOXOIMMBIX
11 paboTHI OOMIBIIEH YacTH MPUIIOKEHUH, U TOATPYKaeMble MOy SApa;

/bin - MUHMMAaJIbHBIA HA0OP IPOrpaMM, HEOOXOJUMBIX ISl pA0OTHI B CUCTEME.

/sbin - nHaGop mnporpamMMm mjigi aJMUHUCTPATHUBHOM pabOThl C CHUCTEMOM
(mporpaMMbl, HEOOXOIUMBIE TOJBKO CYNEPIIOIb30BATENIO);

/home - 31ech pacnoiararTcs JOMalIHUE KaTajlory MOJb30BaTeNeH;

/ete - B JAHHOM  Karajore OOBIYHO  XpaHATCA  OOIIECHCTEMHbIC
KOH(UTYpaloHHbIe (haliiIbl A1 OOJIBIIMHCTBA IPOrPAMM B CUCTEME;

/etc/re?.d,/etc/init.d,/etc/re.boot,/etc/re.d - nuUpekTOpuH, TlI€ PACIOI0KEHBI
KOMaH/HbIe (hailiibl, BHIOIHAEMbIE MPU 3alTyCKe CUCTEMBI WIH MPH CMEHE €€ pPeKruMa
paboTHI;

/ete/passwd - 6a3a JaHHBIX MOJIb30BATENEH, B KOTOPOU COAEPKUTCS HH(DOpManus
00 UMEHH TOJH30BATENsl, €T0 HACTOSIIEM MMEHH, JIMYHOM Kartajore, 3amu(poBaHHBIN
Napojb U JAPyTUe JaHHBIC,

/etc/shadow - TeneBast 6a3a maHHBIX Mojib3oBaresneit. [Ipu aTom nndopmamus us3
daiina /etc/passwd mepememaercs B /etc/shadow, KOTOpwI HEAOCTYyNEH MO YTECHHUIO
BCEM, KpOMeE TOJIb30BaTeNs root.

/dev - B 3TOM KaTasiore HaxonasTcs Qaitnbl ycrpoiicTB. ®aiiibl B /dev coznarores
cepBucoM udev.

/usr - oObI4HO (haityioBast cucTema /usr J0CTaTOYHO OOJIbIas Mo 00BEMY, TaK Kak
BCE TPOrpaMMbl YCTaHOBIEHBI MMEHHO 31ech. Bcs wmHbopMmaiusi B Karajore /usr
MOMEIIAETCs Ty/la BO BpeMsl YCTaHOBKH CUCTEMBI. OTIETbHO YCTAHABIMBAEMbBIC MTAKETHI
nporpaMMm W Jpyrue (aipl pasmeniarorcss B Katanore /ust/local. Hekortopsie
MOJIKATaJIOTH CUCTEMBI /UST PACCMOTPEHBI HIXKE;

/usr/bin - TpakTUYECKH BCE KOMAHJIbI, XOTsI HEKOTOPBIE HaxonmATcs B /bin wim

B /usr/local/bin;
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/usr/sbin - KOMaH[bI, UCIOJIb3yEMbIE TIPU AAMUHUCTPUPOBAHUHN CUCTEMBI U HE
npeHa3HaYeHHbIE JJIs pa3MelleHus B (ailjioBoi cucTeMe root;

/usr/local - 37ech pekOMeHIyeTcs pasMmemarh (aiabl, yCTaHOBIEHHBIE 0e€3
UCIIOJIb30BAHUSI IAKETHBIX MEHEPKEPOB, BHYTPEHHSISI OpraHu3alys KaTaJloroB
MPAKTUYECKU TaKasl K€, KaK U 'y KOPHEBOT'O KaTaJora;

/usr/man — Karasor, rJe XpaHarcs (ailiibl CIpaBOYHOI0 PyKOBOJCTBA man;

/usr/share - karajor /i pa3MelleHus: 00IEeA0CTYyHbIX (aioB OoJbLIEH YacTu
MIPUIIOKEHN;

Karanor /var:

/var/log - mecTo, rae XpaHsTcs (aiiipl ayauta paboThl CUCTEMBI U MIPUIIOKEHUH;

/var/spool - kartajor ans XpaHeHus (paiyoB, HAXONAUIMXCA B OYEpEeId Ha
00palbOTKy IJIsi TOTO WMJIM MHOTO Ipoliecca (ouepelb Ha Iedyarb, OTHPABKY MOYTHI U
T.1.);

/tmp - BpEeMEHHBIN KaTajaor, HEOOXOIUMbIN HEKOTOPBIM MPHUIIOKEHHSIM;

/proc - (aiinoBast cucreMa /proc SIBISIETCS BUPTYaJIbHOM U B JEHCTBUTEIBHOCTU
HE CyIIeCTBYET Ha AucKe. Snpo co3gaer e€ B mamsaTu KommbioTepa. Cucrema /proc

MPeI0CTaBIseT HHHOPMAITUIO O CHCTEME.
3.1.5. UmeHa TUCKOB M pa3iesioB

Bce ¢usmueckne ycTpoiicTBa KOMIIbIOTEpa OTOOpaxkaroTcsi B Kartajore /dev
daiinosoii cuctembl PEJ] OC. ucku (B Tom uucie IDE/SATA/SCSI xectkue nuckw,
USB-nuckun) uMeroT uMeHa:

/dev/sda - nepBbIi JUCK;

/dev/sdb - BTOpOI IUCK U T.J.

Jnckn o6Oo3nauarorcs /dev/sdX, rme X - a,b,c,de,.. B 3aBUCHMOCTH OT
MOPSAKOBOI'0 HOMEpA JINCKa Ha IITHHE.

Paznen aucka obo3HayaeTcs ymciioM mocie ero umenu. Hampumep, /dev/sdb4 -

YETBEPTHIN pa3zea BTOPOro AUCKA.

21



3.2. PaGora c HauboJiee 4aCTO UCMOJIb3YeMbIMH KOMIIOHEHTAMH

3.2.1. KomaHiHbIe 0007109KH (MHTEPIIPETATOPHI)

Kak Opuio ckazaHo Beime, it ynpasieHus OC uHCHonb3yeTcss KOMaHIHBIE
unTepnperaropsl (shell).

3aiing B cucTteMy, MOJIb30BATENb YBUAUT MPUIJIAIICHHE - CTPOKY, COACPH AIIYIO
cuMBOJI «$» (manee 3TOT cMMBOJ OyneT 0003HaYaTh KOMaHIHYIO CTPOKY). IIporpamma
OKHJIaeT BBOJa KOMaHJ. Poib KOMaHAHOTO MHTEpIpeTaTopa - MepeaaBaTh KOMaH/IbI
orepanuoHHo cucteme. [IpyM MOMOIM KOMaHIHBIX MHTEPIPETATOPOB MOYKHO IHCATh
HeOompIIue nporpaMmsl - ciieHapuu (ckpuntsl). B PEJ] OC ucnons3yercss komaHHas
obonouka Bash (Bourne Again Shell). Ona BegeT UCTOpUIO KOMaHI U MPEJOCTABIISIET
BO3MOYXHOCTh MIX PETaKTUPOBAHMSIL.

YrtoOsI IpOBEPUTH, KaKyI0 000709Ky Bl ucnonb3yere, HaOepuTe KOMaHIY:

echo SSHELL

YV kaxmoW KomMaHAZHONM 000104kM cBoil cuHTakcuc komana. B PEJ] OC
PEKOMEHyeTCsl MCI0JIb30BaTh KOMaHHYy0 00010uky Bash. JlanbHeiiiiee onucanue u

IpUMEPBI OYIyT MPUBEICHBI C HCIIOIb30BAHUEM JIAHHON KOMaHIHOW 000JIOUKH.
3.2.1.1. Komanonasa obonrouxa Bash

B bash uMeercs HeckoabkO mpueMoB i pabOThl CO CTPOKOM KOMAaH]I.
Hanpumep, ncnoinb3ys K1aBuaTypy, MOXKHO:

Ctrl + A - nepeiiTi Ha HAYaAJIO CTPOKHU.

Ctrl + U - yganuTh TEKyLIyIO CTPOKY.

Ctrl + C - 0CTaHOBUTH TEKYIIYIO 3a]1a4y.

MOKHO UCHOJIB30BaTh «;» JJI TOTO, YTOObI BBECTH HECKOJBKO KOMaH][ OJIHOM
ctpokoid. KnaBuimm «BBepxX» U «BHH3)», IO3BOJISIOT NEPEMEIIAThCS MO HCTOPHUHU
koMaHg. [ Toro, 4ToObl HAWTH KOHKPETHYIO KOMaHJy B CIHCKE HaOpaHHBIX, HE

IMPOJIMCTBIBAA BCIO HCTOPHIO, HYIKHO Ha6paTI>I

Ctrl + R
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KoMaHnpl, TpHCYTCTBYIOIIME B  HCTOPUH, OTOOpaXKarOTCS B CIIHCKE
MPOHYMEPOBaHHBIMU. [l TOro, 4TOOBI 3amyCTUTh KOHKPETHYIO KOMaHIy, HY>KHO
HaOpaTh:

! HoMep KOMaH/IbI

eciu OyJieT BBeJeHa:

!

3aIyCTUTCS MOCJIEHAS U3 HAOpaHHBIX KOMAH/I.

NHorpga MMeHa mporpamMm M KOMaHJ CIMIIKOM JJHMHHBI, HO Bash cam moxer
3aBepmiaTh uMmeHa. HaxaB knaBumy [TAB], MOXHO 3aBepmiMTh HMSI KOMAaH/BI,
nporpaMmbl Wi Kataiora. [Ipeamonoxxum, HEOOXOIUMO HCIOJIB30BATh MPOTrpamMMmy
aexommnpeccun bunzip2. s 3TOro Hy>KHO HaOpaTh:

bu

3arem Haxatb [TAB]. Eciin HU4Ero He MPOUCXOIUT, TO, BEPOSATHO, CYIIECTBYET
HECKOJIBKO BO3MOXHBIX BAPUAHTOB 3aBEPIICHUS KOMAaH/IBI.

Haxap xnaBumy [TAB] eme pa3, MOXHO TOJyYUTh CIHCOK HMEH,
HAYMHAIOMIUXCS C «buy.

Hanpuwmep:

$ bu buildhash builtin bunzip2

Job6aBumM eiiie ogHy OyKBY:

n

(bunzip - 3TO €IMHCTBEHHOE UM, TPEThel OYKBOW KOTOPOIO SIBIIAETCS «n»), a
3atemM HaxkxMmeM kiaBuiily [TAB]. O6onouka TOMOMHUT UMS, U OCTAETCS JIMIIb HAXaTh
«Enter», 4ToObI 3aITyCTUTh KOMaH]TY.

3aMeTuM, 4TO NPOrpaMMmy, BBI3BIBAEMYIO M3 KOMaHAHOW cTpoku, Bash umer B
KaTajorax, onpenaenseMbix B cucreMHor nepemeHHonl PATH. Ilo ymomnmuanuto, B 3T0T
MEepPEeUeHb KATaJIOrOB HE BXOJUT TEKYLIUH KaTajor, 0003HauaeMbIi «./» (TOUKa CIIII).

ITosTOMy, M 3amycka IporpaMMbl prog M3 TEKYILEro Karajora, HaJo JaTb KOMaHJYy:

./prog
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3.2.1.2. Bazoevle komaHObl 0bon0uku Bash

Bce koman b1, NpyUBeIeHHBIE HUXKE, MOTYT OBITh 3ayIIIEHBI B PEKUME KOHCOJIH.

s monmyuyenust Gonee moapoOHOM MH(pOpMAaLUK HCTONb3YyHTEe KOMaHIy man.
[Tpumep: man Is.

Komanpa su:

[To3BoMsIeT MOMTY4HTh MpaBa afMUHHUCTpaTopa. Koraa nmoias3oBarens HaOUpaeT su,
000JI0YKa 3ampallvBaeT Mapojib Cyneproyib3oBatTens (root). Eciu mpaBUIbHO BBECTH
napojib M HaxaTh Enter MOXXHO MOMYYUTh MPUBHIIETHU Cylepnojib3oBareiis. UToObl
BEPHYTHCS K [IpaBaM OCHOBHOI'O MOJIb30BATENsI HYKHO HabpaTh exit.

Komanpga cd:

[To3Bonsier cMeHuTh Karaimor. OHa paboTaeT Kak C aOCOJMIOTHBIMU, TaK U C
OTHOCHUTEIbHBIMU MyTSIMHU. OTHOCUTENBHBIN MYTh:

cd docs/

UtoOb! nepeiiTu B kaTajior /usr/bin, Habepute (aOCOIIOTHBIN MyTh):

cd /usr/bin/

Hekoropble BapuaHThl KOMaH/IbI:

cd..

MO3BOJISIET CAENATh TEKYIIUM POAUTEIIbCKUIN KaTajor.

cd -

MO3BOJIIET BEPHYThCS B Mpenblaymuii karanor. Komanaa cd 6e3 mapamerpos
NEPEBOJIUT B Balll JOMAIIHUI KaTaJor.

Komanpa Is:

Is (list) BeIgaeT crnmcok (aitioB B TekylieM Katajore. JIBe OCHOBHBIC OMITUU: -a -
NPOCMOTP Bcex (ailioB, BKIIIOYas CKpbIThbIE, -1 - oToOpaxkeHue Ooisiee MOIPOOHOMN
uHdopmaIuu.

Komanaa rm:

OTa KOMaH/1a UCTIOIB3yeTCs ISl yAaIeHus (ailios.

CuHrakcuc:

rm uMms_aiia
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Y naHHOW TporpaMMbl CYIIECTBYET psAx mnapameTpoB. (CaMble 4acTo
UCIIOJIb3yeMbIe: -1 - 3ampoc Ha ynaineHue ¢aina, -r - peKypcuBHOE yaajneHue (T.e.
yAaJICHHUe, BKIIFOYAasl TIOJIKATAJIOTH U CKPBITHIC (DaIbI).

[Tpumep:

rm -i ~/html/*.html

VY nansier Bce ¢aiinsl html, B karanore html.

Komanapsl mkdir u rmdir:

Komanaa mkdir mo3BossieT co3marh karajior, Toraa kak rmdir yianser Karajor,
MIPU YCIIOBHH, YTO OH MYCT.

Cunrakcuc:

mkdir ums_karaJsora

rmdir umMs_KaraJjora

Komanga rmdir yacto 3ameHsieTcss KoMaHaoi rm -rf, Koropasi mo3BOJsSET yAAIATh
KaTaJIOTu, JaXXe€ €CJIM OHU HE MYCTHI.

Komanpa less:

less 03BOJIIET BaM MOCTPAHUYHO MPOCMATPUBATH TEKCT.

CunTakcuc:

less ums_¢gaiia

Kpaiine mone3Ho mpocMmoTpeTs (haiii, mepes TeM Kak ero peJakTupoBaTh. J[is
BBIX0/1a HAXKMUTE (.

Komanna grep:

JlaHHasi KOMaHJa UMEEeT MHOIO OMNIHMK U MPEJOCTaBIsE€T BO3MOKHOCTH MOMCKA
CHUMBOJILHOW CTPOKHU B (haiie.

CunTakcuc:

grep madJIoH_moucka gaiia

Komanna ps:

OToOpaxkaeT CHUCOK TEKyIIUX MporeccoB. KoloHka KOMaHH YKa3bIBa€T UM

npoiiecca, kononka PID (maenTtudukarop mporecca) - HOMep mporecca (3TOT HOMEP
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UCIIOJIB3YETCsI, JIJISl OTepalliii ¢ MPOIIECCOM, HANPUMEP YTOOBI «yOUTH» €ro KOMaHIOM
kill).

Cunrakcuc:

PS apryMeHTbI

ApryMeHT -u MpenocTaBiisieT Oosibllie WH(OpMalMK, a -X TO3BOJSET BaM
MIPOCMOTPETh T€ MPOIIECCHI, KOTOPhIE HE MPUHAJIEKAT MOJIb30BATEN0 (TaKUE KakK Te,
YTO OBLIW 3aIylIEeHBI BO BpeMs Ipoliecca 3arpy3KH. ).

Komanpna kill:

Ecnu mporpamma mnepectana oTBeYaTh WM 3aBHUCIA, HEOOXOIUMO HCIOJIb30BaTh
JTaHHYI0 KOMaHy, YTOObI €€ 3aBEPIIHTD.

Cunrakcuc:

kill PID nomep

Nuorna, HeoOxoaumo OyaeT ucnonb3oBath kill -9 PID number (kormga oObruHas
komanza kill ve maer xenarensHoro 3ddekra). Homep PID BhisicHsieTcst mpu momoIiiu
KOMAaHJbI PS.

Komanna cat:

VYTunura, BHIBOISIIAS TOCIEIOBATEIIPHO yKa3aHHbIC (Dailyibl (MM yCTPONCTBA),
TakuM o0pa3oM, OO0beAMHsSI WX B enuHbld ToToK. Eciam BMecTto umeHu daiina
YKa3bIBAETCS «-», TO UATAETCS CTAaHAAPTHBIN BBOJI.

Cunrakcuc:

cat <ums_daiina>

Komanna sort:

Yrtunura 175 BbIBOJIa TEKCTOBBIX CTPOK B ONPEIETIEHHOM MOPSIKE.

CunTakcuc:

sort onuuu Paia
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3.3. Ucnoabp30BaHue MHOT03a1aYHOCTH

PE/] OC - aTo MHOTO3aauHas cucrema. [IponeMoHCcTprpyeM Ha ABYX MpUMEPAX,
KaK 3TO MO>KHO MCIOJIb30BAaTh.

[lepBsIil mpuMep - 3armyck mporpaMMbl B POHOBOM pexkume. J[7ist Toro, 9To0bI 3TO
c/eNlaTh, BaM HYKHO, JIMIIb, HA0paTh «&» mocie uMeHu nporpammel. Ilocne storo,
000JI0YKa JTa€T BO3MOKHOCTh 3allyCKaTh JpYyrue MpUIokeHus. by ipTe 0CTOpOXHBI, TaK
KaK HEKOTOpbIE MPOrpaMMbl HHTEPAKTUBHBI, U UX 3aMTyCK B (JOHOBOM pEXUME HE UMEET
cMbiciia (MOAOOHBIE MPOrpaMMbl MPOCTO OCTAHOBATCA, OyAy4yd 3amylIEHHbIMU B
dbonoBOM pexume). [{ist Toro, 4ToObI BEpPHYTH UX B OOBIYHBINA PEXHUM, HAOEpPUTE:

fg umsi_nmporpammbl

Bropoii MeToa npeacTaBisieT coO0M 3aIyCK HECKOJIBKUX HE3aBUCUMBIX CEAHCOB.
B xonconu, HaxxMuTe «alty 1 0Hy U3 KJIaBHIL, HAXOAIIMUXCS B UHTEpBajie ot «F1» 1o
«F6». Ha skpaHe mOsSBUTCS HOBOE NPUIJIAIEHUE CUCTEMBI, U MOKHO OTKPBITb HOBBII
ceaHC. DTOT METOJ TAaKXe MO3BOJSET paboTaTh Ha JIPYroil KOHCOJIM, €CIU KOHCOJb,
KOTOPYIO HCIOJIb30BJIM JO 3TOr0, HE OTBEYAET, WJIM HEOOXOAMMO OCTAHOBHTH

3aBUCIIYIO IPOTPAMMY.
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4. YcranoBka PEJI OC

4.1. Hayajio ycTaHOBKH

Jns wawama ycraHoBkH, HeoOxoammo HacTpouth BIOS CBT, Ha koTopoe
npousBoautcs ycranoBka PEJ[ OC, Ha 3arpy3Ky ¢ ONTHYECKOr0 HOCUTENS HH(OpMALIUU
(DVD-aucka), Ha KOTOPOM 3anucan JucTpuOyTuB. st TOro HEOOXOAMMO BKIIOUUTH B
BIOS CBT onmuto 3arpy3ku ¢ CD/DVD-npuBoga. Crnoco6 Bxoga B meHio BIOS u
PACIIONOKEHUE KOHKPETHBIX HACTPOEK MOXKET CHIJIBHO OTIMYAThCS, B 3aBUCUMOCTU OT
HCIIOJIB3YeMOM MaTepuHCKOM rmiatel obopynoBanus CBT. Yame Bcero s BXoaa B
BIOS neoOxonuMo HaxaTh (PyHKIIMOHANBHYIO KiaBully Delete Ha crannoHapHbix CBT
win pyHkiponaneuyto knasuiny F1 (F9) na moomibabix CBT (HOyTOyKax), B MOMEHT
Hayajla 3arpy3kud KommbioTepa. Jljis mosydeHust Oojiee MOAPOOHBIX CBEACHHM IO
HAaCTpPOWKE HEOOXOOUMO  OOpaTUTbCsl K  JIOKYMEHTalMd Ha  HMCHOJIb3yEeMOE

o0opyoBaHHE.

. MNpoEepUTE YcTAHOEOUHWA HOCHTEAE H YcTaHoBMTE RED 0S5

Haxmure [Tabl gna npocwmoTpa BCcex onumii meHw.

fAETOMA THUECKAS 3arpysKa depes cexyHqa. . .

Pucynok 4.1 — HauanbHoe meHto ycranoBku PEJ] OC
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3arpy3ka C YCTaHOBOYHOTO HOCHUTENI HayMHAaeTcs C MEHIO (pucyHok 4.1), B
KOTOPOM MEPEYUCIEHO HECKOJIbKO BAPHAHTOB 3arpy3KH, IPUYEM YCTAHOBKA CHCTEMBI -
9TO TOJIBKO OJIHA U3 BO3MOKHOCTEN. M3 JaHHOTO MEHIO MOXKHO:

- 3aIIyCTUTh TECTUPOBAHUE HOCUTENS AAHHBIX U TOJIBKO MOCJE ATOr0 MEPEeUTH K
npoueaypam ycranoske OC,

- UCTONb3ysh MeHi «Pemenue mnpoOiem», 3almyCTUTh MPOBEPKY MaMITH U
JIMArHOCTUKY 000pYI0BaHUA,

- 3aIlyCTUTH yxe ycTaHOBIEeHHYI0 OC Ha )KECTKOM JUCKE

- 3arpy3uth OC B aBapUilHOM pEKHUME.

Manunynstop rpaduyeckoit nHbopMauu (MbIIb) HA TOM 3Tale YCTAaHOBKU HE
MOJJIEP>KUBAETCS, MMO3TOMY JUIsl BHIOOpA Pa3IWYHBIX BAPUAHTOB U ONUUN YCTAaHOBKH
HEOOXOJMMO BOCHOJB30BATHCS  (DYHKIIMOHANBHBIMU ~ KJIABUIIAMM  KJIABHATYphI -
CTpenkamMu. MOXKHO CKOPpPEKTUpOBaTh MapamMeTpbl 3amycka Jio0O0ro IyHKTa
HayasibHOro MeHio ycrtaHoBku PEJI OC, HaxaB (yHKIHOHAIbHYIO KIIABUIIY
kJaBuatrypsl TAB. Kpome yCTaHOBKHM C ONTUYECKOT'O HOCUTENSI MHPOPMALIUU TOCTYITHO
HECKOJIbKO BapMaHTOB CETEBOM YCTAaHOBKH U YCTAHOBKA C (hiel-AucKa.

VYcranoska PEJ] OC aBTOMaTn4ecku OCyLIECTBIISETCS B Ipa)UuECKOM PEKUME C
BBIBOJIOM TE€KCTOBOM MH(pOpMaIlMU HAa PYCCKOM s3bike. Bribopa si3bika ycranoBku PEJ]
OC He ocyiecTBIsAETCS.

[lo yMomyaHUI0O TpPU YCTAHOBKE HCIOJIb3YETCS Tpa@UUEecCKuil BUIACOPEKUM
(pa3pemienue skpana) 800 ma 600 Touek Ha AroviM. [Ipu BO3HUKHOBEHUHU MPOOIIEM
3alycka YCTaHOBKU B TpaduueckoM pexume, HeoOxoaumo mnepesarpy3utb CBT u
MOBTOPUTH JIEUCTBUS MO YCTAHOBKE, HO C BHIOOPOM B HAYaJIbHOM MEHIO YCTAHOBKH C
OOBIYHBIM BHUJICOAPANBEPOM.

YroObl HauaTh MPOIECC YCTAHOBKHU, HYKHO KJIaBHUIIAMHU MEPEMEIICHHUS Kypcopa
«BBEpX», «BHU3» BHIOpaTh MyHKT MeHIO «YcTtaHoBUTh Red OS» u naxate Enfer. B
Ha4yaJIbHOM 3arpy34mKe YCTaHOBJIEHO HEeOO0IbIIIoEe BpeMs OKHJIaHUS

MMPOAOIZKUTCIIbBHOCTBIO 1 MHHYTA. Ecan B >TOT MOMEHT HE NpCANPUHUMATh HHUKAKHUX
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AefcTBUM, TO OyJeT 3arpy’eHa Ta CHUCTeMa, KOTopas yXe yCTaHOBJEHa Ha KECTKOM
mucke. Ecny mpomylieH Hy>KHbIi MOMEHT, HYXHO IMepe3arpy3uTh KOMIIBIOTEP U 10
UCTCUCHHUSI YCTAHOBJICHHOTO BPEMEHH OXHUAAHUSA BBHIOpATh HYXKHBIM IyHKT B MEHIO
3arpy34MKa.

HavanbHblli 3Tanm yCTaHOBKM HE TpeOyeT BMeEIIAaTeIbCTBA MOJIb30BATENS:
MPOUCXOUT ABTOMATHUYECKOE ONpENEICHUE O00OpPYNOBaHMUS M 3aIyCK KOMIIOHEHTOB
porpaMMmbl  yCTaHOBKHM. [IpepBarh HaudalbHBIA 3Tal YCTAHOBKM W BEPHYThCA B
HavasibHOE MeHIO ycTaHOBKU PEJ] OC moxxHOo HaxaB kiasuiny ESC.

HeoOxoaumocTh 3arpy3uTbCs B aBapUMHOM pEXUME MOXKET BO3HUKHYTH B
CIEAYIOIINX CIIyYasx:

- HEBO3MOKHO 3arpy3uTh OC 00BIYHBIM 00pa30M,

- BO3HMKJIM MPOTPaMMHbIE WM amIapaTHbe MPOoOJieMbl 1 HEOOXOAUMO H3BIICYb
BaXKHBIC (PallyIbl C )KECTKOTO JUCKA.

PexxuM BOCCTaHOBIJIEHHS MO3BOJISIET 3arpy3uTh MUHUMabHOE okpyxkeHue OC c
IUCTpUOYTUBHOTO HOCUTENIS BMECTO 3arpy3Kd C IKECTKOro jamcka. B pexume
BOCCTAaHOBJICHMSI MOXHO TOJY4YHMTh JOCTyNn K (ailaM, naxke ecim He yAajoch
3anyctuTh OC € 3TOro Aucka.

B pexxume BoccTaHOBIEHUSI OyJIET BBIMOJIHEHA MOMbITKAa HAalTH yctaHoBKY OC u
MOJIKIIIOYUTH ee B /mnt/sysimage. [locie 3Toro MokHo OyZeT BHECTH HEOOXOIUMBIE
u3MeHeHus. Takxke MOKHO MOJKIIOYUTH (PailIoBble CUCTEMBI B PEKUME YTEHUS BMECTO
YTEHUSI-3aIUCH.

B pexume BOCCTAaHOBJIEHUS TaK)K€ MMEETCS BO3MOXKHOCTh HMCIPAaBUTh padoOTy
3arpy3urika GRUB, koTopblif MOT OBITH 10 OIIMOKE YyJaleH, MOBPEXKICH WM 3aMelleH
3arpy34rKOM JAPYTrOu ONEPALMOHHON CUCTEMBI.

B OC nomMumo pexuMmMa BOCCTAHOBJIEHHUS €CTh ABAPUMHBIA pexXuM. Pexum
BOCCTAaHOBJICHHSI DKBHBAJICHTEH OJIHOMOJB30BATEIbCKOMY PEXHUMY M TpeOyeT mapoJib
root. PexuM BOCCTaHOBIJIEHHS I0O3BOJISIET BOCCTaHABJIMBAaTh CUCTEMY B CHUTyalUsX,
KOI'JIa OHa HE MOKET 3aBEPIIUTH OOBIUHBIN IpoIecC 3arpy3Ku. PexxuM BoccTaHOBIICHUS

IIOIIBITACTCA IMMOAKIIOYNUTH BCC JIOKAJIBHBIC (pal\/'IJ'IOBBIe CHUCTCMbI U 3allyCTUTb HCKOTOPBIC
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BAKHBIE CHCTEMHBIC CIIyKObl, HO OH HE aKTUBHPYET CETeBble WHTEPPEICHl, U HE
pasperniaeT BX0J B CUCTEMY HECKOJIbKUM TOJIb30BATEIISIM.

ABapuiiHbIll peXUM O00ECIEUUBAET MUHHMAIbHYIO BO3MOXXHYIO OKPYKArOUIYIO
Cpeay M IMO3BOJISIET BOCCTAHABIMBATh CHCTEMY JaX€ B CHUTYalMSIX, KOrJa CHUCTEMa HE
MOXET BOWTH B PEKUM BOCCTAaHOBJICHUS. B aBapuifHOM pexuMe cucreMa MOHTHPYET
KOpPHEBYIO (aillJIOByI0 CHCTEMY KakK JOCTYMHYIO TOJIBKO Jii YTE€HUS, HE NbITAeTCs
MOHTHPOBATh JpYyTUe€ JIOKajdbHble (alIoBble CHUCTEMbl U HE AKTUBUPYET CETEBBIC

UHTEPPENCHI.
4.2. AllbTepHAaTHUBHBbIE CIOCO0ObI YCTAHOBKH

Jns mratHot ycranoBku auctpuOyTtuBa PEJ] OC ucnonwsiyercs 3arpy304HbIid
ONTHYECKH HocuTenb HHPopMaumu - DVD-guck W3 KOMIUIEKTa IOCTaBKH
muctpudytuBa PEJ[ OC. Ecnu mpou3BOIWTCS YCTaHOBKA C TAaKOTO JHUCKAa, MOXXHO
MIPOIYCTUTH ATOT Pa3Aeil U Cpa3y MEPEUTH K CIAEAYIOLIEMY Pa3aeiy.

VYcraHoBka ¢ ontudeckoro Hocurtens uHpopmauuu (DVD-aucka) - 310 aumib
OJIMH U3 BO3MOXHBIX cioco6oB ycraHoBkH PEJ[ OC. OH noaxoauT A OOJIbIIMHCTBA
ClIydaeB, HO He paboTaeT, HarpuMep, B CIydae OTCYTCTBHS Ha KOMITbIOTEPE HAKOTTUTES
Ha ONTHYECKUX HocUTensx wuHpopMauuu - DVD-npuBoma. [Ins Takux ciydaes
MOAICPKUBAIOTCS AIbTEPHATUBHBIE METOAbl YCTAaHOBKU. Ba)XKHO MOHMMATh, YTO IS
Hayaja yCTAHOBKU HEOOXOJIUMO JIBE BEIIIM: UMETh BO3MOXKHOCTh 3arpy3UTh KOMITBIOTEP
U HWMETh JOCTYNl K YCTaHOBOYHBIM (haiimam. B cimydae ycTaHOBOYHOTO
muctpuOyTuBHOro DVD-aucka 5T 1BE BO3MOXKHOCTH TPEIOCTABISIOTCA CaMUM
JIUCKOM: OH SIBJISIETCSI 3arpy304YHBIM M COAEPKHUT BCE HEOOXOJUMBIC IJIsI YCTAaHOBKHU
¢daiinpl. OnHAKO BIIOJIHE JOMYCTUM M TAaKOW BapuaHT: IEpBOHAYalIbHAS 3arpys3ka
MPOUCXOJIUT CO cleruaibHo noArotoBiaeHHoro flash-mucka, a ycranoBouHble (aityibl
oepytes ¢ FTP-cepBepa cetn.

Takum 00pa3zoM, /ist yCTaHOBKH TUCTPUOYTHBA HEOOXOAMMO:

BriOpath crioco6 nepBoHauaibHON 3arpy3Ku KOMIIBIOTEPA;

BbIOparh HCTOYHUK YCTAHOBKH.
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Jsg  3arpy3ku  KOMIIBIOTEpPA C LEJbIO YCTAHOBKH OIEPAIlMOHHOW CUCTEMBI
HEO0OXOJMMO BOCIIOJIB30BAThCSI HOCHUTEEM, COJEpKaIlliM HaudaJbHBIA 3arpy34uK.
Takum HocuTeneM MOXKET ObITh, KaK caM 3arpy304HbId ONTHYECKUM IUCK, TaK W,
Harpumep,  flash-HakomuTenb,  KOTOpPBI  MOXHO  CAENaTh  3arpy304YHBIM,

BOCIIOJI30BaBIINCH YTUIUTOM 1S02usb.

4.2.1. ICTOYHUKHN yCTAHOBKH

ITocne mepBOHAYAIBHOW 3arpy3KH C OJHOTO U3 IOIJICPKUBAEMBIX HOCHUTEIIEH,
MO>KHO BBIOPATh UCMOYHUK YCMAHOBKU - MECTO, OTKyJa MporpaMMa YCTaHOBKH OyJeT
OpaTh Bce HEOOXOAMMBIC MPU YCTAaHOBKE JaHHBIC (MPEXkAE BCEro, YCTaHABIMBAEMOE
[1O). Tak kak ycTaHOBKa CUCTEMbI BO3MOXKHA HE TOJIBKO C JIA3€PHOTO JIUCKA, TO MOXKHO
BBIOpATh OJMH U3 TOJIEPKUBAEMBIX aTbTEPHATUBHBIX UCTOUHUKOB YCTAHOBKH.

M cTOYHUKM YCTAaHOBKH:

) CereBble:

- FTP-cepsep;
- NFS-cepgep;
- HTTP-cepsep.

) JIoKabHbIE:

- 3arpy30uHblii (rieni-aucK.

YcnoBuem i BCeX CHOCOOOB YCTAHOBKM SIBIIIETCA JOCTYITHOCTH JIepeBa

(aiinoB, aHAJIOTHYHOTO COAEPKUMOMY YCTAHOBOYHOTO JHCKA.
4.2.2. 3anyck ceTeBON YCTAaHOBKHU

[lepen 3amyckoM CeTeBOW YCTAaHOBKH MPOU3BOAMTCS HACTPOWKA HA CEPBEPE CETH.
Beimonnsercs ycranoBka u HacTporika cepepa DHCP.

# yum install dhcp

B  ¢daiin  xondurypamuu  /etc/dhcp/dhcpd.conf  BHocsaTCS  ciemyrorue

KoH(pHrypanmu:
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subnet 10.YY.XX.0 netmask 255.255.255.0 {# numamazoH 1ip aJapecoB
OpraHu3anuu

option subnet-mask 255.255.255.0;

option routers 10.YY.XX.1;

option broadcast-address 10.YY.XX.255;

option netbios-name-servers 10.YY.0.251;

option netbios-dd-server 10.YY.0.251;

option domain-name-servers 8.8.8.8;

option broadcast-address 10.YY.XX.255;

range 10.YY.XX.20 10.YY.XX.201;

b

default-lease-time 600;

max-lease-time 7200;

allow booting;

allow bootp;

option option-128 code 128 = string;

option option-129 code 129 = text;

next-server 10.YY.XX.1;

filename "/pxelinux.0";

Jlanee BBITIOHSIETCS 3aITyCK CepBHUCA:

# service dhcpd start

BrmonHsieTcst yctaHOBKa M HacTpoika tftp-cepsepa.

# yum install tftp-server

B ¢aiin xondurypanuu /etc/xinetd.d/tftp BHOCSATCS cnenytoniyue KOHPUTYpALTUH:

disable = yes Ha disable = no

Brimonusem nepesamyck xinetd:

# service xinetd restart

BrImonHsieM MOATOTOBKY HEOOXOAMMBIX (PailioB i HadanbHOU 3arpy3ku. Jlis

ATOTO YCTAaHABIMBAEM YTHIIMTY Syslinux.
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# yum install syslinux

Konupyem HeoOXoauMble (aiiiibl B KOPHEBYIO TUPEKTOpHIO tftp-cepBepa:

# cp /usr/share/syslinux/chain32.¢32 /var/lib/tftpboot

# cp /usr/share/syslinux/mboot.c32 /var/lib/tftpboot

# cp /ust/share/syslinux/memdisk /var/lib/tftpboot

# cp /usr/share/syslinux/menu.c32 /var/lib/tftpboot

# cp /ust/share/syslinux/pxelinux.0 /var/lib/tftpboot

CoznaeM TupeKTOpUH JUisi KOHPUTYpaluu U AUCTPUOYTUBOB:

#mkdir -p /var/lib/tftpboot/images/REDOS

#mkdir -p /var/lib/tftpboot/pxelinux.cfg

Coznmaem (aitn mento /var/lib/tftpboot/pxelinux.cfg/default ¢ conepxumbim:

default menu.c32

prompt 0

timeout 30

ONTIMEOUT local

MENU TITLE PXE Menu

LABEL REDOS

MENU LABEL REDOS

KERNEL images/REDOS/x86 64/6.4/images/pxeboot/vmlinuz

APPEND initrd=images/REDOS/x86 64/6.4/images/pxeboot/initrd.img
ramdisk size=128000 ip=dhcp method=http://10.YY.X.1/images/REDOS/x86 64/6.4/

devfs=nomount

LABEL REDOS 6 1686

MENU LABEL REDOS 6.4 1686

KERNEL images/REDOS/1686/6.4/images/pxeboot/vmlinuz

APPEND initrd=images/REDOS/images/pxeboot/initrd.img
ramdisk size=128000 ip=dhcp method=http://10.YY.X.1/images/REDOS/

devfs=nomount
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[TpousBoaum noaroroBky nuctpudytuBoB PEJ] OC pacmnakoBko# conepKUMOro
yctaHoBouHbIX quckoB PEJ] OC B cOOTBETCTBYIOIINE KATAJIOTH.

Jnsa x86_64 apXUTEKTypHI:

# mount -t 1509660 -o loop REDOS-DVD1.iso /iso

# cp -vR /iso/ /var/lib/tftpboot/images/REDOS/

# umount /1so

[IpousBoauM ycTtaHOBKY web-cepBepa uist obecrieueHus pa3gayd yCTaHOBOYHBIX
00pa3os:

# yum install lighttpd

B ¢aitn  kondurypaumm /etc/lighttpd/lighttpd.conf BHOcsTCS crnemyromue
U3MCHCHHUS:

var.server_root = "/var/lib/tftpboot"

server.use-ipv6 = "disable"

server.bind ="10.YY.X.1"

server.document-root = server root

[IpousBoaum 3amyck web-ceppepa:

# service lighttpd start

[IpousBoautcs nmoarotoBka k cereBoil ycranoke PEJ] OC Ha paGoueil craHuuu.
[Ipu cereBoil yCTaHOBKE CO CTOPOHBI KJIMEHTAa (KOMIIbIOTEpPA, HA KOTOpPBII
MPOU3BOAMUTCS YCTAHOBKA) HEOOXOAUMO ONPEIEIUTh MapaMeTpbl COEIUHEHHUS C
CEpBEPOM YCTAaHOBKU. B 3TOM cliyyae Ha »dKpaHe OyAyT MOSBISTHCS AUAJIOTH,
HampuMep, € MPEAOKEHHEM BBIOpaTh CETeBYIO KapTy (€Ciau HMX HECKOJbKO) WU
ykazaTh Tun [P-anpeca: cratnyeckuii (motpedyercs BOUCAaTh €r0 CAMOCTOSITENIBHO) WUITU
nuHamuueckuii (DHCP).

Hns ycranoBku PEJ] OC na paboueit craniuu B BIOS CBT kondurypupyercs
BbIOUpaem 3arpy3ka mo cetu: «Network Boot Agent» wmm «PXE booty.
KonourypupoBanue BBIIOTHSAETCS B COOTBETCTBUU C TEXHUYECKOM NOKYMEHTaluel Ha

KOHKpeTHoe oOopynoBanue CBT paboueit cranuuu. Ilocne koHuUrypupoBaHUs
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npousBoauTcs mnepesarpy3ka CBT u BBITIOJTHSETCS YCTAHOBKA COIVIACHO INTaTHOM
MpOoLEIypEe YCTAHOBKH.

[Tocne ycmemHOro COeIWHEHUsS C CEPBEPOM B IMaMATh KOMITBIOTEpa OyneT
3arpy>keH o0pa3 yCTaHOBOYHOTO JMCKA, ITOCJIE YeTr0 HAYHETCS yCTaHOBKA CHCTEMBI TaK

e, KaK U MPU YCTaHOBKe ¢ IucTpuOyTtuBHOro DVD-nucka.
4.3. [locieq0BaTeIbHOCTh YCTAHOBKH

Ho Toro, kak Oyaet npousBeaeHa ycraHoBka PEJ] OC na xectkuii auck CBT,
nporpaMma yCTaHOBKH pa0OTaeT ¢ 00pa3oM CHCTEMBI, 3arpy>KEHHBIM B OIEPATUBHYIO
aMATh KOMIIBIOTEPA.

Ecnu wnunmanuzanus o6opynoBanust CBT 3aBepimiunachk ycremrHo, Oyner
3amymieH TnceBaorpaduyeckuit uHTEpENHC MporpaMMmbl-ycTaHOBIIMKA (anaconda).
[Ipouecc ycTaHOBKM peaan30BaH B BUAE «MACTEPa» YCTAaHOBKH, KOTOPBIN IPEACTABISAET
U3 ce0s HHTEepaKkTUBHBIA Tpaduueckuii uHTEepdeic, B KOTOPOM MOJIb30BATEIIO
npeajaraeTcsi OTBEYaThb Ha BOMNPOCHI M yKa3biBaTh HeoOxoaumsble onuuu PEJ[ OC.
Mactep yCTaHOBKHM pa3[eieH Ha IIarv, KaKIbli IIar IOCBSIIEH HAaCTPOMKE WU
YCTAaHOBKE  OmpeaesieHHoro cepBuca cucrembl. lllarm  HyxHO  HOpOXOaUTH
MIOCJIEIOBATENBHO, MEPEXO] K CIEAYIOIIEMY LIary IPOUCXOAUT IO HAXKATHIO KHOIIKU
«Janee». Ilpu nmomomm kHomku «Hazam» mpu HEOOXOAMMOCTH MOXHO BEPHYTHCS K
YK€ MPOWICHHOMY IIary M W3MEHUTh HACTPOMKHM. Ha HEKOTOpBIX 3Tanax yCTaHOBKHU
BO3MOYKHOCTh II€pexoja K NpeIblAylIeMy IIary OrpaHM4YeHa TEMHU IIaramu, IJe HeT
3aBUCUMOCTH OT JaHHBIX, BBEJICHHBIX paHEe.

Ecnu no kakuM-ToO MpUYMHAM BO3HHUKJIA HEOOXOJIMMOCTh MPEKPATUTH YCTAHOBKY,
HaXMUTE Reset Ha cuCTeMHOM Oioke KommbioTepa. [loMHHTE, YTO COBEpIIEHHO
be3onacHo TIpeKpalarb YCTaHOBKY TOJIbKO 10 mara «IloaroroBka gucka», MOCKOJIBKY
70 3TOT0 MOMEHTa HE IPOU3BOAMTCS HMKAKMX M3MEHEHMI Ha ECTKOM aucke. Ecin
MpEPBATh YCTAaHOBKY Mexay maraMu «IloaroroBka aucka» u «Y CTAHOBKA 3arpy34HKay,
BEPOSITHO, YTO IOCJE 3TOrO C JKECTKOrO JIUCKAa HE CMOXKET 3arpy3uTbCsd HH OJHA U3

YCTAHOBJICHHBIX CUCTCM.
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TexHuueckne CBEIEHHS O XOJI€ YCTAaHOBKM MOKHO IOCMOTPETh, HaXKaB
Ctrl+Alt+F1, BepHyTbcs K mporpamme ycTtaHoBku - Ctri+Alt+F7. Ilo HaxaTuio
Ctrl+Alt+F2 oTkpoeTcs 0Taa04Hasi BUPTyalIbHAsI KOHCOJIb.

Bo Bpemst yctanoBku PEJ] OC BBINOJHSIOTCS CAEAYIONINE IIaru:

) Bo16op Tuna naxonurens CBT;

[IpucBoeHUE UMEHH KOMITBIOTEPA B CETH U HACTPOMKA CETEBBIX MHTEpPEil-
COB;

Bb160p yacoBoro mnosica;

3ananue naposis aIMUHUCTPATOPa CUCTEMBI;

[TonroroBka pa3aesioB JUCKa;

Bb16op Tuna ycTaHOBKU: cepBep WK paboydasi CTaHIIHS;

YCTaHOBKA CUCTEMBI;

YcTaHOBKa 3arpy34yuKa;

Ilepe3arpy3ka CUCTEMBL;

JIMIEH3UOHHBIN 10TOBOP;

Coznanue CUCTEMHOTO MOJIb30BaTENS;

YcTaHOBKa AaThl 1 BPEMEHU;

CoxpaHeHue HaCTpOEK;

3aBeplUIEHNE YCTaHOBKHU.
4.4. sI3bIk

A3pik  uHTEpdelica mporpaMmbl YCTAaHOBKM U Tpaduueckoro wuHrepdeiica
ycranaBinuBaeMord PEJ[ OC mo ymon4aHuio pycckuil, HE KOH(QUIYpUpYETCS U He
U3MEHsAETCsl B mpouecce ycraHoBkd. JlomonnutensHbM si3bikoM PEJ] OC saBnsiercs
AQHIVIMUCKUAN A3BIK. [[pyrue JONOJHUTENIBHBIE 3bIKOBBIE ITAKETHI MOXXHO YCTaHOBUTH U3

penozutopus nociue 3asepuenus ycranosku PEJ[ OC.
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[lepexmtouenue packnaakd kinaBuatypbl mnpu ycranoBke PEJI OC u B
rpadpuueckom uHTepdeiice PEJ[ OC BhimonHseTcss HaxaTHEeM KOMOMHAIUU

bynxmonanpHbIX KnaBuil Alt u Shift onHOBpemMeHHO.
4.5. O030p ycTaHOBKH

[locne  BbIOOpa  si3blIKa  HEOOXOAMMO  MPOU3BECTH  MEPBOHAYAIBHYIO
KOH(UTYpallli0 yCTAaHOBIIMKA U TapaMeTpoB Oyayiiei cuctemsl (pucyHok 4.2).

OB30P YCTAHOBKW YCTAHOBKA RED OS MUROM-7.1

B Cnpaexa

] ]
HPEQ OCMYPC

PErMOHAJIbHEIE HACTPOWNKMW

OATA 1 BPEMA KNMABUATYPA
Yacoeos nosac Espona/Mockea MonyyeHme crivcka packnagok

A3bIKOBASA MOOOEPXKA
Pycckmii (Poccusa)

0O

MPOrPAMMHOE OBECIEYEHWUE
NCTOYHWK YCTAHOBKW e BbIEOP MPOrPAMM
]

PACTOJIOXXEHWME YCTAHOBKI 9 CETbk N M#A Y3IA
BuibpaHo aBTOMaTH...e pasbHeHme QNCKa 6 He nogknioqeH

o

CUCTEMA

Pucynox 4.2 — O0630p yCcTaHOBKH

B »3TOM oOKkHEe HE0OXOAMMO 3aJaTh PErHOHAJIbHbIE HACTPOWKH, COCTAaB
IPOrpaMMHOT0 O0OECTIeUeHHUsI U CUCTEMHBIE HACTPOUKH. 37€Ch U B MOCIEIYIOIMINX OKHAX
YCTAaHOBILIMKA KPACHBIM LBETOM BBIBOJATCS TMOJCKAa3KM Yy Te€X BKIAJ0K, KOTOpbIE
JOJKHBI OBITh 00SI13aTENIBHO 3AII0JHEHBI JI0 IEPEX0/1A K CIIEIYIOIIEMY 1Iary yCTAaHOBKH.

PaccmoTtpu nogpobHee KaKayro BKIAIKy OKHa.

aTa u Bpems
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B okHe HacTpoiiku naThl U BpeMeHHU (pUCYHOK 4.3) MOXKHO BBIOpaTh TEKyIIUN
PErHOH U TOpoJl U YCTAaHOBHUTH MCHOJIb3YyEMOE JIOKaJIbHOE BpeMms, Aary U (opmar

BPEMEHHU.

OATA 1 BPEMS YCTAHCBKA RED OS MURCOM-7.1

Mockea ‘ 0.8 J CeTepoe BPEMHDI] F

Fervon: lopom:

Eepona ‘ t

@24-Hacouo|7| opmaT

27+ .
) AMIPM

3w, |90

55 nocne nonygHa

4 Ona wenonssoeanus NTP HY»HO CHa4ana HacTPoW Tk CeTh

Pucynok 4.3 — Jlara u BpeMms

Ecnu ycraHoBieHa ceTh, U €CTh JOCTYI K IJ100aJIbHOM CETH, MOKHO pa3pellnTh
aBTOMATHUYECKYI0 HACTPOMKY BPEMEHH C MTOMOILBIO CITyKObI ntp — ceTeBOE BpeMs.

JlaHHYI0 HacTpOMKY MOKHO M3MEHUTH mocie 3aBepuieHust ycraHoBku PEJ[ OC.
[To ymomuanuto ycranaBnubaetcst yacoBoi mosic UTC+04:00 (EBporia/MockBa).

3necb M jAajiee BO3BpaT B MPEIbIAYIIEE MEHIO OCYHIECTBIISIETCS € IMOMOIIbIO
KHOTIKHU «I'0TOBOY.

KnaBuarypa

B oxHe HacTpoiiku KiIaBUATYphl (PUCYHOK 4.4) MOXXHO BHIOpATh MCIOIL3YEMEIC B

OC packnaaxu.
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PACKITAOKA KJTABUATYPbI YCTAHOBKA RED OS MUROM-7.1

s Sopaees

BeiGepuTe packnanky knaematypel. [epeas packnagka B crvcke 6YOeT UCMOMb20BaTHCA MO YMONYaHMIO.

Pycckmin (Pycckan) MpoeepeTe BHbpaHHyio packnagky:

Anrnmickuni (Anrnniackans (CLUA)Y)

Alt+Shift gna nepexknioyeHWA packnagki.

MapameTpu

Pucynoxk 4.4 — Packnaaka KjiaBuaTypbl

B otraenbHOM TONIE BBOJAa MOYKHO TIPOBEPUTH KOPPEKTHOCTH OTOOpaKEHUS
BBOJIUMBIX CHMBOJIOB.

[TepBas packiaaka B CIUCKe OyAET MCIOIb30BATHCS 110 YMOJTYAHHIO.

S3bIkoBasi MoAAEPKKA

B okHe S3BIKOBOM TOMJEPKKH (PUCYHOK 4.5) MOKHO 3a7aTh SI3BIKH, KOTOPBIE
OyIyT yCTaHOBIIEHHI B cucTeMe. HacTpoiika u BRIOOp COOTBETCTBYIONIETO S3bIKA OyAyT
JOCTYITHBI B HACTPOHKAX CUCTEMBI TIOCIIe YCTAaHOBKHU. Takike mociie yCTaHOBKUA CUCTEMBbI
MOXXHO OymeT n00aBHUTh JOMOJHHUTEIbHBIE S3BIKH, KOTOPHIE HE OBLUTH yCTaHOBIICHBI

panee. [1o ymomyanuio ucmonb3yeTcs: pyCCKUi S3bIK HHTEpdeiica.
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SA3bIKOBAS MOOOEPXKA YCTAHOBKA RED OS MUROM-7.1

s Shpsees

BuibepuTe 0ONONHUTENbHLIA AZbIK:

v  Pycckuii Russian > & Pycckwii (Poccns)

[] Pycckmia (YkpauHa)

0=

Lue Sinhala
Slovencina Slovak
Sloveniéina Slovenian
Shgip Albanian
Cpricku Serbian
Svenska Swedish
UL Tamil
Beoid Telugu
TOHKIA Tajik
‘Ina Thai
Tiirkge Turkish
YKpalHCEKa Ukrainian
9l Urdu
Tiéng Viét Vietnamese
th3g Chinese
IsiZulu Zulu

Pucynoxk 4.5 — SI3pIkoBasi moJiIepKKa
HMceToyHMK yCTAHOBKHU

B mento BrIOOpa MCTOYHUKOB YCTAHOBKHU (PHCYHOK 4.6) MOKHO 3a/1aTh, OTKYyJa

cucremMma 6YI[GT IMOJIy4aThb IMaKCThI B IIPOUCCCC YCTAHOBKHU.
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NCTOYHWMK YCTAHOBKI YCTAHOBKA RED OS MUROM-7.1

ks S

BroifiepuTe MCTOMHMK Y CTAHOBKKM

® | D6Hapy#eHH YCTaHOBOYHE & HOCKMTENM:

YctpoicTteo: sr0

MpoeepuTs
MeTka: redos-MUROM-7.1_x86_64 |

Daian 150
2 B 1 (1024 MuE MB) extd BubBpath IS0 FRiaaE e
11102 i1 3 - =1= 1] Wi pPOBEPMTE
7 2-246eb2 3fff18
Bruvkaiwes sepkano ¥ HacTpouTs npokci
puf TENbHBIE P TOpHUM
WmMa
http:// hd
ppec cni pkan
JAPEC NPOKCK:
Monb3zosarens:
== 3}
+ Mapone:

Pucynok 4.6 — VMICTOYHUK YCTaHOBKH

HcToyHMKaMu YCTaHOBKM MOTYT OBbITh JIOKQJbHBIE HOCUTENN MWW CETEBbIE
HMCTOYHUKH.

Br100op nporpamm

B menro BeiOopa mporpamm (pUCYHOK 4.7) MOXHO 3a7aTh Kakas KOH(PUTYparus
13 4nciia 0a30BOro OKpYyKeHUs Oy/IeT YCTaHOBJICHA:

- pabouas cTaHus,

- CepBEpP MUHUMAJIbHBIN,

- cepBep ¢ rpaduIecKUM UHTEPHEHCOM.
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BbIBOP NPOrPAMM YCTAHOBKA RED OS MUROM-7.1

ks S

Bazoeoe okpyKeHue [ornonHeHns 0nA EEIEPaHHOM O OKPYXKEHWS
® | Paovas cTaHuMa ’_i Pacwmpennme Cpeacrsa My nbruMeana
FabGouan cTaHuMA ¢ okpyxeHem MATE - nérkoit cpepoin pabovero cTona, PacwumperHan cuctema aygmo/engec 6nbnuoTek gna pabodnx cTaHU WA,
ABNAIOLWEACA OTEETENEHMEM OT Kofoeoin Basu cpegu GNOME 2. ;i'i CobMecTHMOCTB ¢ y cTapesweil cucremoil X Window
Ceppep MUHMManbHbIR MporpaMMel COBMECTUMOCTIA 8 MMIPaLMKA UMW paboTe © YCTapeRLWMIA
Cepeep MUHWManNbHHA. okpyxeHuaMi X Window.

! Cepoep c rpagpu4ecKUM MHTEpPeCcOM |__| Opuecnbin koMnnekT

Cepeep ¢ rpadpiueckim uHTepdeiicom. MHorogyHKLMOHANBHE A KOMANEKT 0gMCHEX NPINOMXKeHIEA.
| Moanepxka cMapT=KapT
Mopnep#ka ayTeHTUGMKALMIM C NOMOLWBIO CMapT-KapT.

Bunnorekn cosMecTuMocTn
EWBNMoTekn COBMECTUMOCTI ONA NPUNOXKEHWA, COZAAHHEX B
npeguoywmx eepcnAx Peg OC,
J Cpeacrsa paspaGoTkn
CraHpapTHanA cpepa paspaboTki.
|_| Cpepacrea Gesonacnocti
CpepncTea 3aWMTH ONA o6ecneqyeHnA LENOCTHOCT 1 NPOBEPKI

nopgnuHHOCTA.

Pucynok 4.7 — Bsibop mporpamm

JIOTIOTHUTENBHO U KaKI0W M3 BHIOPAHHBIX KOH(PHUTYpalmii MOKHO HACTPOUTH
IpYIIBI TAKETOB, KOTOPbIE OyIyT YCTAHOBJIEHBI.

B PEJ] OC Bce onepauuy yCTaHOBKHU U yAAJIEHUS IPOU3BOJATCS HAJ AKETaMU -
OTJIEIbHBIMM  KOMIIOHEHTaMHM cucTteMbl. llaker u mporpaMma  COOTHOCATCA
HEOJIHO3HAYHO: MHOI/Ia OJIHA MporpamMma COCTOUT M3 HECKOJBKHUX I1aKeTOB, MHOI/IA
OJIMH MAKET BKIKOYAET HECKOJIBKO ITPOrPaMM.

B mpouecce ycranoBku PEJ[ OC o0bruHO He Tpelyercs neTanu3upOBaHHBIN
BbIOOp KOMIIOHEHTOB Ha YPOBHE IAKETOB - 3TO TPeOYyeT CIMIIKOM MHOTO BPEMEHHU U
3HAHMM OT MPOBOJAIIET0 yCTaHOBKY. Tem Ooiiee, yTO KOMIUIEKTAlUs AUCTPUOYTHUBA
noa0upaeTcss TakuM o00pa3oM, YTOObl W3 HMEIOIIMXCA MPOrpaMM MOXHO ObLIO
COCTaBUTh TIOJHOLIEHHYIO pabodyyro cpeay Uil COOTBETCTBYIOUIEH ayAuTOpUU

nonb3oBareneii. Iloatomy B mponecce ycranoBku PEJI OC  nonbs3oBatento

43



mpejuiaraeTcsl BeIOpaTh M3 HEOONBINOr0 CHHCKa KOH(PUTypanuid, 00bEeIUHSIIONINX
MaKeThl, HCOOXOIMMBIE JIJIS PEIICHHs HanOoJiee paclipoCTpaHEHHBIX 3a/1a4.
Pacnoso:xkeHune ycTaHOBKH
B meHto BbIOOpa pacmoyioKeHUs YCTaHOBKH (pUCYHOK 4.8) MOXXHO BBIOpaTh

YCTPOMCTBO JJIs1 YCTAHOBKH ONEPAIMOHHON CUCTEMBI.

MECTO YCTAHOBKI YCTAHOBKA RED OS MUROM-7.1

e Shoases

BriGop ycTpoiicTe

BhiGepuTe ycTpoicTea ANA yCTaHOBKW onepaLMoHHOR ciucTembl. OHKM He 6YOYT M3MeHeHE! 00 Tex Mop, MokKa Bel He HaxMeTe kHonky «HayaTb
YCTaHOBKY» B INMaBHOM OKHe.

Nokansnme AMCKH

15Tumb

ATA VBOX HARDDISK
sda / 992,5 KMk croBonHo

HMamererHns FaTpOoHYT TONbBKO BH 6P5HHHE 30ech QUCKA.
CHGMMBHMBMPOBBHHHQ H CeTeEBBIE QNUCKW

=
[o6aBnTh AMCK...

H3menernns 3aTporHyT ToNbKo B BpaHHEE 3AECE ONCKA.
Opyrue napaMeTpbl XpaHEHWA JAHHBIX
PazGuenne
®) Cospgate pasgend asTOMaTUYECKA Al HacTpolwo paspensd
] BHpenuTe AononHWTENEHOE NPoCTPaHCTES

LWnpposanne

|_| 3awndbpoeats panHue Mapons 6yaet ycraHosneH nosagHes

MNonHas ceopgka No OMCKaM M 3arpysHMKy... BuiGpan 1 gueck; emkocte 15 Mnb; ceobogHo 992,5 Kk O6HoBWTS...

Pucynok 4.8 — PacnosioxkeHne yCTaHOBKH
[lepexon k ATOMY IIary MOXET 3aHATH HEKOTOpOe Bpems. Bpems oxupanus
MOKET OBITh pPa3HbIM M 3aBUCHT OT IMPOU3BOJUTEIBHOCTH KOMIBIOTEpPA, 00BEMA U
THUIIOB UCITIOJIb3yEMBIX HAKOIIUTENEH, KOJIMYECTBA CYIECTBYIOIINX Pa3/1eiIOB HA HUX.
Ha stom stane noarorasnuBaetcs mionmaaka aius ycranosku PEJl OC, B iepByro

OouCpCab - BBIACIIACTCA CBO6OI[HO€ MCCTO Ha JUCKC.
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MosxHO BbIOpaTh M HMCMOJIB30BaTh Mpodwin pazduenus aucka. [Ipoduns - 310
mabJoH pacrpeaenenus mecta Ha qucke s yeranoBku PEJI OC. MoskHO BbIOpaTh:

- CO3J1aTh pa3/esibl aBBTOMaTUYECKH,

- sl HACTPOIO PA3LEIbI.

[lepBblii mpoduib mpeanojaraeT aBToMaTH4YecKoe pa3zOueHue aucka. byner
BBIOpaHO onTUMaJIbHOE pacnoioxenue OC.

HeoOpatumble  u3MEHEHHUsT  pa3/iefioB  Ha  JKECTKOM  JTUCKE  TpeOyloT
MOATBEPKIEHUSI CO CTOPOHBI TMoJsib3oBaTens. llocne NoATBEpX AEHUS BHECEHHbIE
W3MEHEHHS COXPAHSIOTCA Ha *KecTKoM aucke/muckax CBT.

Eciu nns npumeHnenuss ofHoro u3 mnpoduieil aBTOMATHUYECKOW pa3METKH
JOCTYITHOTO MECTa OKaXETCS HEJ0CTaTOYHO, OyJeT BBIBEACHO COOOIICHHE O
HEBO3MOKHOCTH BBITIOJIHEHUS Ollepaliy pa30ueHus! TUcKa.

[Ipy HEoOXOAMMOCTH OCBOOOJUTH YAaCTh JIWCKOBOTO MPOCTPAHCTBA, CIEAYET
BOCIIOJIB30BaThCS MPOQuUiIeM pa30oHeHUs Bpy4HYI. MOXHO yJaluThb HEKOTOPBIE W3
CYILIECTBYIOIIMX PA3/eNIOB UM cojJiepKaluecs B HuX Qaitnosbie cuctemsl. [locne aToro
MO>XHO C€O3/1aTh HEOOXOAMMBIE pa3/eNibl CaMOCTOSATEIbHO WM BEPHYThCA K IIary
BbIOOpa npoduis. BeiObop 31Ol BO3MOKHOCTU TpeOyeT 3HAHUI 00 yCTPONCTBE AMCKA U
TEXHOJIOTUSIX €ro pa30ueHus.

[To Haxxaturo «I'0TOBO» OyIeT MPOU3BEAEHA 3aMCh HOBOM TaOIUIBI pa3/IesioB Ha
auck W (opmarupoBaHue pasnenoB. Pas3menbl, TOJNBKO YTO CO3JaHHBIE Ha JIUCKE
MPOrpaMMOM YCTaHOBKH, TIOKa HE COAEPX AT JAaHHBIX U MO3TOMY (QopMaTupyroTcs 0e3
NPEeAyNPEeXIACHUS. YKE CYHIECTBOBABIINE, HO U3MEHEHHBIE Pa3eibl, KOTOPbIE OyIyT
oTopMaTUpOBaHbl, MOMEUAIOTCS CIEUUAIbHBIM 3HAuYKOM B KoyioHKe «daiinoBas
CUCTEMAY.

He cnenyer ¢opmarupoBath pasnensl ¢ TEMH AAHHBIMH, KOTOpblE HEOOXOAUMO
COXpaHUTh, HANpPHUMEpP, C TMOJb30BATEILCKUMHU JaHHbIMH (/home) wiu ¢ npyrumu
ornepanuoHHbIMH cucteMamMu. C apyroil CTOpoHbI, OT(HOPMATUPOBATH MOXKHO JHOOOH
paszen, KOTOpblii HE0OXOAUMO «OUUCTUTHY (T.€. YAAIUTh BCE JaHHBIE).

Cetb 1 uM1 y3J1a
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B wmento BwiOOpa HacTpoiiku cetu (pucyHok 4.9) MOXHO aKTHBHUPOBATH

COCANMHCHUC C CCTBIO U 3a1aTh UM Yy3JIa.

CETb 1 UMSA Y3I1A YCTAHOBKA RED OS MUROM-7.1

B SHEEEE

/l,ﬂ_ Ethernet (enp0Os3) i (5| Ethernet (enpOs3) | | 5
< Intel Corporation 82540EM Gigabit Ethernet Controller (PRC/1000 MT Des
== OTknioueH

AnnapatHuid appec 08:00:27:8E:52:16
Crkopocte 1000 M6/c

Macka nogecetw 127.0.0.1

+ - HactpouTe...

Wma yzna: | localhost.localdomain MpumerHnTE Tekywee uma ysna:  localhost

Pucynok 4.9 — Cetp 1 ums y3na

Ha nganHoM sTame HeoOXOAMMO 3a/iaTh UMsI KOMIIbIoTepa B ceTu (xocta). [Ipu
HAJIMYUU CETU HMsS KOMIIBIOTEPA MCIIOIB3YETCA Ui OJHO3HAYHOI'O OIPEACIICHUS
KaXJOro KoMmIbioTepa. MMms KOMIIBIOTEpA COCTOUT HEIMOCPEICTBEHHO W3 WMEHU
KOMITBIOTEpa U UMEHHU JOMEHAa B CETH, K KOTOPOMY IMPHUHAUIEKUT KOMIIbIOTEp. MMs
KOMITBIOTEPA U UMS JIOMEHA PA3JCIISIOTCS 3HAKOM «.) .

[Ipyn HamuuuKM TOMEHA CETH UM JOJKHO J1aBaThCs MOJHOCTHIO. [Ipn oTcyTcTBUM

CCTH JOMCHY TAKXKC MOXKCT OBITh AaHO IIPOHU3BOJILHOC UMHL.
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B kadectBe OyKkB B MIMEHH KOMIIBIOTEPA Pa3peIIaeTCsi TOJBKO OYKBBI JIATUHHUIIBI.
B umeHu koMmbroTepa HE JOIMyCKaeTCsl UCIMOJIb30BAaHUE 3arjaBHbIX OyKB, IPOOEIOB U
CIELUAJIBHBIX CUMBOJIOB.

Tak e Ha JaHHOM JTare MOXKHO CKOH(GUTYpPUPOBATh MapaMeTphl HACTPOUKHU
CeTeBbIX HHTEpdeNcoB: aBTOMaTH4ecKoe BkiIrodeHue wuHTepdeiicop, MAC-aapeca

CeTeBbIX UHTEP(DENCOB, MapaMeTPhl CETEBBIX MPOTOKOIOB.
4.6. 3ananue nmapoJisi A AMMHHUCTPATOPA CHCTEMBbI

[Tocne Toro kak mpejBapuTelbHasi HACTPOMKA CUCTEMBbI 3aBEpIlIeHa, HAUUHACTCS
HETMOCPE/ICTBEHHAs] YCTaHOBKAa CHCTEeMbl. llapaijenbHO € yCTaHOBKOW HEOO0XOIUMO
HACTPOUTH MAPOJIb AJAMHHHCTPATOpa root M MpHU HEOOXOJUMOCTH CO3JaTh YUETHBIC

3amMcH noib3oBareneil (pucyHok 4.10)

KOH®@IrYPAL A YCTAHOBKA RED OS MUROM-7.1
L1 C
EPEQ OCMYPOM Eru . npaexa .
MONB30OBATENN
MAPOINb ROOT . CO3[0AHWE MOSIb30BATENMEA
Mapons root He ycTaHoeneH ! Mone308aTens He 6ygeT cozgaH
feah,

€ Hacrpoiika cpeps ycTaHoBkm
—_—

Pucynok 4.10 — Konduryparus OC

47



PEJI OC - »To0 MHOromoJyib30BaTelbCKasi onepanydoHHas cuctemMa. Ha mpaktuke
ATO O3HAYAET, YTO JUIsl pabOThl B CUCTEME HYXKHO B HEH 3apecucmpuposamucsi, T.€. 1aTh
MOHSATh CUCTEME, KTO MMEHHO HaXOJHUTCS 32 MOHUTOPOM M KiaBuaTypoi. Hambomee
pacnpoCTpaHEHHBIM CIOCOO PErucTpalid Ha CETOJMHSAIIHUN JIeHb - HWCIOJIb30BaHUE
cucteMHbIX UMEH (login name) u naposield. ITO HAIEKHOE CPEACTBO YOEAUTHCS, UTO C
CUCTEMOUN paboTaeT TOT, KTO HY)KHO, €CJIU IOJIb30BAaTEIN XPAHIT CBOUM MApOJH B
CEKpETE U €CJIM Mapojb TOCTATOYHO CJIOKEH M HE CIMIIKOM KOPOTOK (MHAye ero Jerko
yrajaTh WM o100paTh).

B OC Bcerma npucyTCTBYET OJIUH CHEIUATBHBIN MOJH30BATEND - aIMUHUCTPATOP,
OH 3Ke cymnepnoiib3oBarenb uin agmuuuctpatop PEJ] OC, ans Hero 3ape3epBUpPOBaHO
CTaHJAPTHOE CUCTEMHOE UM - TOOt.

Heobxoaumo 3amoMHHTH Mapoyib root - €ro HYXHO OyJeT BBOJUTH, YTOOBI
MOJIYYUTh MPaBO M3MEHITh HACTPOUKH CUCTEMBI C TMOMOIIBIO CTAHJAPTHBIX CPEACTB

Hactpoiiku PEJ] OC (pucynok 4.11).

MAPOJIb ROOT YCTAHOBKA RED O5 MUROM-7.1

o Copzac

YueTHas sanuce agMUHKCTPaTopa (root) npegHasHaveHa gnNA ynpaeneHwa ccTeMmoil. BeeguTe napons root.

Mapone root: |

My cron

MopTeepxpeHME:
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BBon maponst 3amuiieH, npd Habope mapojisi BMECTO CHUMBOJIOB Ha JKpaHe
0TOOpakaroTcs crienraIbHble CUMBOIIBL. UTOOBI N30€XaTh OMeYaTKy MPH BBOJIE TAPOIIS,
€ro Impejuiaraercsi BBECTH JBaXIbl. K BBEJIEHHOMY MapoOdl0 B PEXUME PEATbHOTO
BPEMEHU MTPUMEHSETCS MOJIUTHUKA CIIOKHOCTH MapoJid, T.€. IPOU3BOJUTCS €ro MpoBepKa,
U TOpH CIUIIKOM [POCTOM MApoJie WM COBHAJACHHM MapoJii C NapoJbHON
MOCJIEIOBATEIHLHOCTBIO U3 CIIOBaps MapoJiel cucteMon OyIeT MpeasioKeHO MPOU3BECTH
cMeHny napouist anmunuctparopa PEJ] OC.

AJIMUHUCTpATOp OTJIMYAETCS OT BCEX MMPOYMX IOJIb30BATENIEH TEM, YTO €My
MO3BOJICHO MPOU3BOJUTH JIIOOBIE, B TOM YHCIIE CaMbl€ pa3pylIUTENIbHbIC, U3BMEHEHHS B
cucreme. [lorTomy BbIOOP Maposst anmuauctpatopa PEJ] OC - oueHb BaXKHBI MOMEHT
s Oe30MacHOCTH: JIIO0OW, KTO CMOXKET BBECTHM €ro MNpaBWIbHO (y3HaTh WIH
noAo0paTk), MOJIYUYUT HEOTPAHUUYEHHBINH JTOCTYN K cucteMe. [laxke Baimm cOOCTBEHHbIE
HEOCTOPOKHBIE JEHCTBUSA OT UMEHHU ro0t MOTYT UMETh KaTacTPOPUUECKUE MOCIEACTBUS
IUTSl BCEU CHUCTEMBI.

[Tomumo agmunuctparopa PEJl OC (root) B cucremy HE0OXOIUMO 100aBUTh, 10
MEHbIIIEH Mepe, OJTHOTO OOBIYHOTO TMOJIb30BaTeNsl. PaboTa OT MMEHM aJIMHUHHCTPATOPA
PEZl OC cuutaercs omacHOM (MOXHO IO HEOCTOPOKHOCTH TMOBPEIUTH CHCTEMY),
no3ToMy noBceaHeBHYI0 paboty B PEJ] OC crnenyeT BHIMOTHATH OT UMEHU OOBIYHOTO
MOJI30BATEIS, TOJTHOMOYHSI KOTOPOTO OTPAHUYEHBI.

[Ipn nobGaBneHUM MOJIB30BATENSl MpEAaraeTcsi BBECTH UMs YUETHOM 3alucu
(login name) nonb3oBarens. Ums yu€THOM 3amucu BCeraa MpeCcTaBlIsSeT cOO0OM OHO
CJIOBO, COCTOSIIIEEe TOJBKO M3 CTPOYHBIX JIATUHCKUX OYKB (3arjaBHBbIC 3amlpelleHbl),

({3

nudp 1 CUMBOJIA TOAYEPKUBAHUS (mpuuém tudpa u CUMBOI “_” HE MOTYT CTOSITh B

Havasie cioBa). YToObI MCKITIOYUTH OTNIEYaTKH, MapOilb TOJIb30BATEINs BBOJAUTCS JIBAKIbI.
Tak e, kak mpu BbeiOOpe mapois agmuuuctpatropa PEJ] OC (root), nedcTByroT

Tpe6OBaHI/IH 110 CJIOKHOCTH I1apOJIs.
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B mpouecce ycTaHOBKM Ipejuiaraercs co3AaTrbh TOJIBKO OAHY YUYETHYHO 3aIUCh
OOBIYHOTO TMOJI30BATENS - YTOOBI OT €ro uMeHu cucteMHublil anmuauctparop PEJ] OC
MOT BBITIOJHSTDH 33/1a4H, KOTOpPbIE HE TPEOYIOT MPUBUJIETUIN CYTIEPIIOIb30BATENS.

VYuérHbple 3amMcu AJi1 BCEX IPOYUX I0JIb30BaTENEe CHUCTEMBI MOKHO Oyjer

CO3/1aTh B JIFOOOI MOMEHT MOCJIe €€ YCTaHOBKHU.
4.7. YCTAaHOBKA CUCTEMBI

OTan yCTaHOBKHU MIPOUCXOJUT MapajlIebHO € 3aJaHUEM apoJisd aIMUHUCTPATOpa
U TpeNCcTaBisieT coOOM YCTaHOBKY Habopa NporpaMM, HEOOXOAMMBIX HJisi paOOThI
cucteMsl (pUCyHOK 4.12).

KOHOUrYPALLINA YCTAHOBKA RED OS MUROM-7.1

Eru Cnpaeka

[ 1]
EPEAOCM

NOJNIB30OBATEIN

@  co3pAHME NONB30BATENEN
- Monbzoearens He GygeT cozgaH

MAPOJIb ROOT
Mapone root 3anaH

\J YcraHoeka taglib (189/1398)

Pucynok 4.12 — YcranoBka nakeroB PEJ] OC
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[TomyueHue mMakeToB OCYIIECTBISIETCS C HCTOYHMKA, BBIOPAHHOTO Ha 3Tare
HavyajabHOM 3arpy3ku. [Ipu cereBoit ycranoBke (1o npotokony FTP unu HTTP) Bpems
BBINIOJIHEHHS ATOr0 IIara OyJeT 3aBUCETh OT CKOPOCTH COEOUHEHUS MU MOXET ObITh
3HAYUTEIHHO OOJIBIIIUM, YEM TIPH YCTAaHOBKE ¢ qucTpuOyTuBHOTO DVD-nucka.

Hauunas ¢ 3Toro mara, nporpaMMa yCTaHOBKHM padoTaer ¢ (ailylaMu TOJIBKO YTO
YCTAaHOBJIICHHOW 0a30Boi cucTeMbl. Bce mnocneayroomme H3MEHEHHsT MOXHO OyaeT
COBEpIIMTh  IIOCJIE  3aBEPILICHHUS  YCTAaHOBKH  IOCPEACTBOM  PEAAKTHUPOBAHUS
COOTBETCTBYIOIIUX KOH(PUTYpPAMOHHBIX (aillloB WM NpH TOMOIIM MOJIYJIen
YIPABJICHHUS], BKIIIOUYEHHBIX B TUCTPUOYTHUB.

3arpy3uuKk — MporpamMma, KOTOpas IO3BOJISIET 3arpy’arh YCTAHOBJIECHHBIE
orepalroHHble cucTeMbl. [Ipu aBTOMaTHYeCKOM pa30MEeHHH pa3/ieliOB HAKOMHUTENS Ha
KECTKUX JHMCKAX CPEIACTBA BBIYMCIUTEIBHOM TEXHUKUA 3arpy34udK aBTOMATHYECKU
YCTaHABJIMBAETCS B HAYAJIbHBIN Pa3en IUCKA.

Ecnm ke muaHupyeTcs MCHOJIb30BaTh W JAPYTHME ONEPALMOHHBIE CHUCTEMBI, YXKE
YCTaHOBJICHHBIE HAa ATOM KOMIIBIOTEpPE, TOTJa MMEET 3HAYEHUE, HAa KaKOM >KECTKOM
IUCKEe WIM paszgenie OyJeT pachoyiokKeH 3arpy3uuk. B OonbIIMHCTBE CilydyaeB
IporpaMMma yCTaHOBKHU MPAaBUIIBHO MOAOEPET pacloIoKEeHUE 3arpy3unKa.

[Tocne BeimonHenust kornupoBaHus ¢aiinoB PEJ[I OC u ycraHOBKM 3arpy3dyuka
MOJIB30BATENIO  mpearaerca npoussectu nepesarpy3ky PEJ[I OC  xHomko#

«Ilepesarpys3utb».
4.8. Coruamenue nojb3oBareis U JIMIEeH3MOHHBIN 10r0BOP

[locne ycnemHoi mnepe3arpy3kd M Iepesa MNPOJOKEHHEM YCTAHOBKH CIEAyET

BHUMATEJIbHO IIPOYUTATh YCIOBHS MOJIb30BATENILCKOTO coraimieHus (pucyHok 4.13).
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MEPBASl HACTPOWKA RED OS MUROM (7.1)

=EE.|1 OCMYPOM ERru m

CUCTEMA
CETb M UM# Y3/1A
He nooknioveq

MOJNIE30OBATEJIN

@  co3paHKEMONL3OBATENEN

Monb3osaTens He 6yaeT coznaH

JIMUEH3WPOBAHWE
FINLEH3US
J_.I'ML{E'HSIAQ HE MpUHATa

Buxog 3aBepLUInTE

Pucynok 4.13 — IlepBast HacTpoiika

B nunensun (pucyHok 4.14) roBopuTcst 0 mpaBax pacpOCTPAHEHUS U TapAHTUSIX

IMPOU3BOAUTCIIA.
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JIMUEH31A RED OS MUROM (7.1)

loToRo Eru Cnpaeka

ﬂMLI,EHBVIOHHOE cormaweHuMe:;

NWUEH3WOHHOE COMMALLEHWE

HacToawee nuyeHsmorHoe cornawerne (nanee — «CornaweHmnes) onpepenseT ycnoewa, Ha koTopax OBLLECTEO C OrpaHMYEHHOIA
oTeeTcTREHHOCTEIO «Pep Codm (panee — «PE[ COMT») npegocTaenAeT Bam HeWcKnioYMTENEHH e NPaBa Ha MCMONLE30BAHME NPOrpaMM Ana

3NEKTPOHHEX BHUYMCMTENEHEX MawwH (panee — «3BM»), onpepenernux 8 CornaweHunn,

Dopma CornaeHWA NpUsHaeTcA Hapnexallei B To CTENeHW, B KOTOpPoi 3akoHopaTenscTeo Poccuitickoin Depepaumm gonyckaeT
3aKnioYeHWe AOrOBOPa O Nepefaqe Npae Ha Wcnonk3oBaHWe nporpamm gna IBM e ynpowenHom nopagke (n.5 ¢1.1286 yactm 4 TK PO).
Cornawerne geAcTeMTENbHO, ecni Bu AenAeTech USMHECKM MW IOPUOMYECKM NMLOM, KOTOPOE Nprobpenc NpasoMepHo BEEAEHHHE B
rpaxpaHckiii o6opoT PEQ COMT wnw ¢ ero cornacya TPeThMMI NWMLLEMKM 3K3eMNNApE Nporpamm ana 3BM, onpepenernux e Cornawerui, B
sTom cnydvae Bu v PEJ CODT aenAeTteck Hagnexawmmm cTopoHamy Cornawenwa (Ranee — «CTopoHe»).

DAKTOM 3ATPY3KN UMW YCTAHOBKK B NAMATL 3BM, BOCNPOW 3BEOEHWA WNW NIOBOW OPYIOW ®OPMbI MCMONbL30OBAHNA
NPOreAMM ONA 3BM, ONPEOENEHHBIX B COTNALWEHWW, BEl YOOCTOBEPAETE HAYANO X NCNONE30BAHWNA, HTO O3HAYAET BALLE
COMACKWE CO BCEMW TEPMWUHAMK 1 ONPEOENEHWAMK, A TAKME YCNOBWAMK COTMALLEHINA.

Ecnu Bu senmeTecs NoKyNaTenem 3K3eMNNApPOE NporpamMmM ona SBM, ONpeAeneHHEX B CornaweHmK, 1M HE COrMacHH ¢ WYCNoBMAMIA
CornaweHws, Bu 06ﬂ3YETECb He3amMeaniMTenbHD BEPHY Th HEMCNONL3OBAHHBIE IKIEMNNAPL, a TakMe YOanTe BCE KONWIKM NporpamMm ona SBM,

onpepeneHHex B Cornawenni, s namati Bawein 3BM un gpyriux HocuTenen mHdopmaymm,

Ecni Bul eeipamaeTe cornacve ¢ yonoemamia Cornawenns, PEQ CODT npepocTaenset Bam npaea Ha wcnonesoeandie MpogykTa, &

COOTEBETCTEMI C HMM ECNEOY DLW M

v ] np o NMUEH cor

Pucynok 4.14 - JIuuensus
[Ipyu npuobOpereHnH IUCTPUOYTHMBA JITAHHOE JIMIIEH3MOHHOE COIJIAIEHUE
IpUaraeTcs B IE€YaTHOM BHJE K KONUM JUCTPUOYTMBAa Ha BKJIAJbIINIE KOMILUIEKTA

nuctpuOyTuBa. JInneHsus oTHocuTcst kKo Bcemy auctpudytusy PEJ[ OC.
4.9. 3aBepuieHue YCTAHOBKH

[Tocne coxpaHeHUsT HACTpOGK U Iepe3anmycka CHCTEMBl I0JIb30BaTENIO
MPEOCTABISICTCS SKpaH MPUBETCTBUS M TpUIVIAIICHUS K aBropu3anuu. Ha stom
ycraHoBka u Hactpoiika PEJI OC 3aBepmiena, u PEJ[ OC mnomHOCTBhIO TOoTOBa K

HCIIOJIB30BAaHUIO.
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4.10. IToaroroBuTEJbHBIEC MPOLEAYPbI

[Tocne ycranoBku PEJ] OC He Bce (QyHKIMHM O0€30MAaCHOCTH BKJIIOUYEHBI I10
YMOJTYAHUIO. AJIMUHUCTPATOpP JODKEH  OMpeaeiuTh  (YHKIMOHAIBHYIO  POJb
ycraHoBiieHHOW komuu OC, mnepeyeHb pemaeMblXx 3aJad, U B COOTBETCTBUHU C
JEUCTBYIOIIMMU TOJUTUKAMU OE€30MaCHOCTH OpraHu3allid W POJIM TMOJIb30BaTEs,
KOTOPBIN TIaHUPYET UCoyb30BaTh OC, MPOU3BECTH aKTUBAILIUIO HEOOXOIUMBIX CITYXKO,
CEPBUCOB M MPUIIOKEHUN. A UMEHHO:

- CKOH(MUTypUpOBaTh TEPEYEHb OTCIIC)KMBAEMBIX COOBITUM 0€30MacHOCTH
(mpuHMMasT BO BHHMAaHHE TO, YTO JKypHJIbl ayauTa NpH OTCICKUBAHUH BCEX
CUCTEMHBIX COOBITUI MOTYT UMETh OFPOMHBIN pa3Mep U OBICTPO HcuepnaTh CBOOOIHOE
MECTO Ha KECTKOM AucCKe, Mo ymoidaHuio B OC BKIIOYEHO OTCJICKUBAHUE JIUIIb
OTIPEJICTICHHOTO YUCJIa KPUTUYECKUA BAXKHBIX COOBITHH; KaK HACTPOUTHh HEOOXOIMMBIC B
JAHHBIA MOMEHT COOBITHSI cMOTpH B paznene «Ayaut B PEJ] OCy),

- HACTPOWUTH JEUCTBUSI B Cilyuae OOHApYKEHUS KPUTUUYECKH BAXKHBIX COOBITHIL
6e3onacHoctu (cM. paszaen «Ayaut B PEJ] OCy),

- HACTPOUThH JCUCTBUS ISl TMPENOTBpAIlleHUs] TOTEPH JaHHBIX ayauTa (CM.
onucanue KoHpurypauonsoro Qaitia auditd.conf),

- co3/aTh HEOOXOJMMOE KOJMYECTBO MOJIb30BaTeNIel, IPYII, PoJied U CBSA3ATh
MOJIH30BATENIEH ¢ TPyNIaMH U POISIMU, UCXOJIA U3 HEOOXOIUMBIX UM MOTHOMOYHM (CM.
MO/Ipa3iesbl « Y IPaBJICHHE MOIb30BaTeIsIMmuy», «SELinuxy),

- YCTaHOBUTH MpaBa JOCTyMa Ha CO3/laBacMble BHOBbH KaTajord U ¢auisl (cwm.
noapazzaen «lIpaBa goctyna k ¢aiinaMm U KaTajgoram),

- ONpENEeNUTh NpaBUjia YCTAHOBKU MPOrpaMM M IpaBUjia 3aIlyCKa KOMIIOHEHTOB
nporpaMMHoro obecnedeHus (cM. nojapasaen «CucreMa ynpapieHus rnaketaMu Y UMy,
«Systemd»),

- ONpeNenuTh M HACTPOUTH HCIOJIb3yEeMble MEXaHU3Mbl WICHTU(UKAIUU U
ayTeHTH(PUKauA (0 YMOJYAHUIO UCIIOJIB3YETCs MTPOCTast MapobHas ayTeHTU(PUKAINS
U UJeHTU(DUKAIUS 10 JIOTUHY TOJIh30BaTENs), CPOKH JCHCTBUS YUYETHBIX 3amUCEd U

HapOJ'Ief/'I, Tpe6OBaHI/I$I, MNPpCAbABIIACMBIC K aYTeHTI/I(i)I/IKaHI/IOHHBIM JaHHBIM, 3a4aThb I
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MOJIb30BATENICH CUCTEMBI HEe Oojiee 4 HEYCHENIHbIX MOMBITOK ayTeHTU(UKAIIUH, TTOCIIe
KOTOPBIX  JIOJDKHA  BBITIOJIHUTBCS  BpeMEHHasi OJIOKUPOBKA  YYETHOW  3amlucH
noJib3zoBaTess (cM. noapasnen «PAM»y),

- co3larh HEOOXONUMbBIE PE3epPBHBIC KOMHWHM JJAHHBIX, ayJUTa M CHUCTEMHBIX
HACTPOEK U MPOBOJUTH MEPUOUUYECKOE UX TECTUPOBAHUE (CM. MOJpa3aeibl «Y TUIUTHI
st paboTel ¢ (QainoBeiMu cuctemamm», «Crontaby», «AMTUy», «OkcnopT HaHHBIX
MOJIb30BaTeNs», «Pe3epBUpoBaHUE JaHHBIXY),

- HACTPOUTH JIOBEPECHHBIEC CEpBEPA TOUYHOTO BpeMeHU (CM. Tojpazzaen «ntpdatey),

- TPOBEPUTH LEJTOCTHOCTh BAXKHBIX JaHHBIX U CHCTEMHBIX (DHailyioB (cMm.
noapazaen «Aficky),

- OpPraHu30BaTh OTKA30YCTOMYHMBBIM KIACTEP MPH HEOOXOIUMOCTH OOCCTICUCHUS
MOHMKEHHOW 0TKAa30yCTOMYHUBOCTH (CM. nopasaesl «OTKa30yCTONUMBBIN KIIacTepy),

- OMNpeNeauTh KBOTHI M TPUOPUTETHI, BBIJEISEMbIC MOJIb30BATENSIM (CM.
noApazaensl  «V3MeHeHue mOpuopuTeTa mpoleccay, «YMpPaBICHUE JIUCKOBBIMU
KBOTaMm», «OrpaHuYeHUE PECYPCOB MOJIb30BATENN» ),

- YCTaHOBUTh HEOOXOJMMBbIC OTrpaHMYECHHUS Ha CEaHChl IMOJb30BaTeNeil (cMm.
noapasnen «PAMy),

- YCTAHOBUTH MPOAOHKUTEIBHOCTh O€3/1eCTBHS TOJIb30BATEILCKOTO CEaHca,
mocie KOTOpPOro ceaHc OyaeT 3a0IOKMpPOBaH WM 3aBepuieH (CM. MOJpas3aen
«Hactpoiika xpaHuWTeNns 5KpaHa, OJOKMPOBKH U PEKHUMA DHEProcOEPEKCHU
nokymeHnTa «OnepanuonHas cuctema «PEJ] OCy». PykoBoACTBO MOIb30BATENSN).

Nudopmariusi, npuBeficHHas B JaHHOM PYKOBOJICTBE, JOJKHA HMCIOJIb30BATHCS

COBMCCTHO CO BCTpOCHHOﬁ cnpaBquoﬁ CHCTEMOM man.
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5. YnpasjieHue nporpaMMHbIM o0ecrniedyeHneM

5.1. BBeenue: nakeTbl, 3aBUCMMOCTH ¥ PENO3UTOPUN

B PEJI OC orpomHoe 4mciio oOLIUX PECYypcOB, KOTOPHIMH TOJB3YIOTCS Cpa3y
HECKOJIBKO MPOTPAMM: pa3liesieMbIXx OMOIHOTEK, CONEPIKALIUX CTaHJAPTHBIE (PYHKIIHH,
UCIIOJHSEMBIX (PailyioB, CLIEHAPUEB U CTAHJAPTHBIX YTHIUT U T.A. YJaJ€HHUE WIH
M3MEHEHUE BEPCHM OJHOTO M3 COCTABIISIIOIIMX CUCTEMY KOMIIOHEHTOB MOKET MOBJIEUYb
HEpabOTOCIOCOOHOCTh APYTHX, CBA3AHHBIX C HUM KOMIIOHEHTOB, WJIHM J1a’K€ BBIBECTH U3
CTpOsI BCIO CUCTEMY. B KOHTEKCTE CHCTEMHOT0 aJMUHUCTPUPOBAHUS MTPOOIEMBI TAKOTO
poJla Ha3bIBAIOT HAPYLIEHUEM yYeloCmHOCmU cucmemsl. 3ajada agMUHUCTpaTopa -
o0ecreunTh Haluyue B CHUCTEME COIJIACOBAHHBIX BEpPCUH BCEX HEOOXOIHUMBIX
IPOrpaMMHBIX KOMIIOHEHTOB (00€cTeUeHHe IETOCTHOCTU CUCTEMBI).

Jis  yCTaHOBKH, yHAajdeHUss ¥ OOHOBICHHUS MpOTrpaMM H  TOJAJEp:KaHus
LIEJIOCTHOCTH CHUCTEMBI HCHOJIB3YIOTCS MeHeddcepbl nakemos. C  TOYKH 3PEHUS
MEHE/Kepa [AaKeTOB MporpaMMHOE oOecredeHue MpeacTaBisger coboil Habop
KOMITIOHEHTOB - IIPOTrPAMMHBIX naxemog. Takue KOMIIOHEHThI CoJepKaT B cebe Habop
UCIOJIHSAEMBIX IPOrPaMM U BCIIOMOTATENbHBIX (DaiiyioB, HEOOXOAUMBIX ISl KOPPEKTHON
paboThl MporpaMMHOro obecnedeHus. MeHeKepbl MaKeTOB O00JIEr4arT YCTAaHOBKY
OporpaMM: OHHU TIO3BOJISIIOT TMPOBEPUTh HAJIWYME HEOOXOOUMBIX JUIsi paboThI
YCTaHABJIMBAaEMOI MpOrpaMMbl KOMIIOHEHT IMOAXOJAILIEH BEPCUM HENOCPEICTBEHHO B
MOMEHT YCTaHOBKH, a TAKXKE MPOU3BOJAT HEOOXOAUMBIE MPOLEAYPHI JUIsl pErUCTPalun
IPOrpaMMbl BO BCEX OMNEPALMOHHBIX CPElax IOJIb30BATENs: Cpa3y IOCIIE YCTaHOBKH
porpaMma MOKET OBbITh JOCTYIHA MOJIb30BATEI0 U3 KOMAaHIHON CTPOKHU U - €CIIH 3TO
MPELYCMOTPEHO - MOSABIISIETCS B MEHIO BCEX IpapruecKrx 000J0UEK.

Baxno: bnarogaps MeHeKepaM MaKeTOB, M0JIb30BATEI0 OOBIYHO HE TpeOyeTcs
HEIMOCPEJICTBEHHO 00palllaThCsid K YCTAaHOBOYHBIM MPOLEAYypaM OTAENbHBIX MPOrpamMm
WJIHM HEMOCPEACTBEHHO padoTaTh ¢ KaTajioraMu, B KOTOPbIX YCTAHOBJICHBI UCIIOIHSIEMbIE

(bhaiisibl 1 KOMIIOHEHTHI TIporpaMm (00BIYHO ATO /ust/bin, / usr/share/umsi_makera) - BCIO
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paboTy nenaer MeHemkep makeToB. [1oaTomMy ycTaHOBKY, OOHOBJIEHHE W yJaJeHHE
porpamMm OOBIYHO HA3bIBAIOT YIIPaBICHUEM MaKETAMHU.

YacTo KOMIOHEHTHI, UCIOJIb3YEMbIC PA3TUYHBIMU MPOTPAaMMaMU, BBIACISIIOT B
OTJIeJIbHBIC TTAKETHI U TTIOMEYA0T, YTO s padoTsl 110, mpegocraBiseMoro makerom A,
HE0OXO0/MMO YCTaHOBUTH MakeT B. B TakoM ciywyae roBopdr, 4to maker A sagucum OT
nakera B wim yto Mexay nmakeramu A u B cyliecTByer 3asucumocme.

OTtcnexxuBaHue 3aBUCUMOCTEH MEXy TaKUMHU IMaKeTaMu MPEJCTaBIsSeT cOOOit
CEpbE3HYI0 3a/]auyy - HEKOTOpble KOMIIOHEHThI MOTYT OBITh B3aUMO3aMEHSEMBIMHU:
MO’KET OOHAPYKHUThCSI HECKOJIBKO MAaKeTOB, IpeIaralouinx 3aTrpe0oBaHHbINA pecypc.

3amaya KOHTPOJIS UEJIOCTHOCTH W HEMPOTUBOPEYMBOCTH YCTAHOBJIECHHOTO B
cucreme I1O eme cnoxuee. IIpeacraBum, uro Hekuwe mporpamMmmbl A U B TpeOyior
Hanuuust B cuctemMe kommoHeHThl C Bepcum 1.0. OOHOBIeHHME Bepcuu makeTa A,
TpeOytoliee 0OHOBIEHHS] KOMITOHEHTHI C 10 HOBOM, MCIIOJIB3YIOIIEH HOBBIA HHTEp(dEiic
J0CTyMa, Bepcuu (ckaxkem, 10 Bepcuu 2.0), BiieueT 3a coO0i 00s3aTeIbHOE 0OHOBICHUE
Y porpammsl B.

OpHako MeHeIKephl MAaKeTOB OKa3aJlMCh HECIOCOOHBI MPEIOTBPAaTUTh BCE
BO3MOXKHBIE KOJUTM3MHM TIPU YCTAHOBKE WM YJAJICHUU TpOTpaMM, a TeM Ooiiee
3¢ ()EKTUBHO yCTpaHUTh HAPYIICHHS EIOCTHOCTH CUCTEMBbI. OCOOEHHO CHIIBHO 3TOT
HEJIOCTAaTOK  CKa3bpIBa€TCA MpH OOHOBJICHMM CHUCTEM U3 LEHTPATU30BAHHOTO
peno3umopus. nakemog, B KOTOPOM IOCIEIHHE MOTYT HENpPEpPhIBHO OOHOBISATHCS,
IpoOuThCS Ha Ooyiee MEIKHE W T. M. DTOT HENOCTAaTOK M CTUMYJHMPOBAJ CO3/IaHUE
CUCTEM YIpaBJ€HUS MPOrPaMMHBIMU MaKeTaMU U TMOAJAEPKAHUSA IEJIOCTHOCTH
CUCTEMBI.

Hns  aBromaruzamuu s3toro mnpouecca B PEJ[ OC mnpumensiercs cucrema

yIIpaBJIEHUs NPOrpaMMHBIMU nakeTaMu Y UM.
5.2. OcHoBbl padorsl ¢ RPM

rpm (Redhat Package Manager) ciyuTt Ay paboThl ¢ MakeTaMH - yCTaHOBKA,

yaalieHue, nmpoBepka u T. 1. [Ipy ycTaHOBKE makeTa rpm 3amuchiBaeT HHGOPMAIUIO O
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HEM B CBOIO 0a3y JaHHBIX, YTO M TIIO3BOJSET B JajbHEHIIEM YJaJIATh IaKeT,
MPOCMATPUBATh UHPOPMALIHIO O HEM U T.]I.

Taxoit nogxon k yctaHoBke [10 nMeeT HECKOJIBKO JOCTOMHCTB, B YACTHOCTH:

- yaudumpoBaHHas padoTa ¢ pa3HbIMHU MaKETaMU,

- OTCIIeKMBAHUE 3aBUCUMOCTEN MEXK]Ty ITAKETaAMH BBITIONHSAETCS aBTOMAaTHYECKH,

- HEMTPOTUBOPEUMBOCTH MEX/IY Pa3HBIMU MTaKETaMH.

Ecnu BbI3BaTh rpm 6€3 mapaMeTpoB, TO OH MOKaXET KPATKUM CIHCOK KITIOYeH.
OObI1yHO k€ (hopMaT BhI30BA rpm TaKOM:

rpm -KiruPexuma [1onmosiHuTeIbHBIE KJIKYH]| [TapaMeTphl|

KitouPexxuma, ykaspiBaeMblid IEPBBIM, ONpenesieT pekuM padboTbl. OCHOBHbBIE
BapHaHTHI BBI30BA rpm:

rpm -i ¢pailsi-nakera.rpm YcranoBka maketa (install)

rpm -U ¢aiin-nakera.rpm  OOHonenue nakera (Upgrage)

rpm -e naker VY nanenue nakera (erase)

rpm -q naker  [lomyuenue undopmaruu (query)

rpm -v naKer [IpoBepka nakera (verify)

rpm -b Coznanue naketa .rpm u3 .src.rpm (build)

B aprymenTax oObIYHO MCIIOJIB3YETCs JIBa BAPUAHTA CCHUIOK HA MAKETHI.

Nwms ¢aiina-nakera.rpm ais pesxuMoB -1 1 -U - 3T0 nosiHoe (¢ AUPEKTOpUent) uMs
daiina. Hampumep, ~/RPMS/apache-1.3.3-1.1386.rpm. B npunnmne, rpm mnoOHUMaeET
uMeHa ¢aiinoB B Buje ftp-URL, T.e. ftp://cepBep/nupextopus/daiin.rpm.

[TakeTr - 3TO UMs yKe yCTaHOBJICHHOTO MaKeTa Ui PEKUMOB -€, -q U -y. OHO
MOKET YKa3bIBaThCs Kak ¢ HOMEpPOM BepcuH, Tak u 6e3 Hero. [Ipumepsr: acroread-3.01-

4, acroread. Eciu BMecTO crucka MakeToB ykaszaTh kiou "-a" (all), To sto Oyner
o3HayaTh "Bce makerhl". Kpome Toro, xmrou "-f' mo3BojsieT BMECTO MMEHHU I1aKeTa
yKazaTh Kakou-1100 (haii, mpuHajIexxaiui 5TOMy MakeTy.

MoxHo yKka3bplBaThb He OAMH (aiii-makeTa MM TaKeT, a cpa3y HECKOJBKO,

paszfensisi ux npooderamu.

Komanga rpm -q mo3BoJisieT nojy4darh CaeAyolly0 HHPOPMaLKIO O TAKeTe:
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- BEPCHIO TaKeTa,

- CIUCOK (paityios,

- yero TpeOyeT Maker,

- MOXHO Y3HaTh, KAKOMY MaKETy MPUHAJICKUT YKa3aHHBINA (aii.

[IpocTto "rpm -q ums-makera" BBIJAET IOJHOE HA3BAaHHWE IIAKETa, BMECTE C
Bepcuerd. Ho wame Bcero xomanga "rpm -q" MCHONB3yeTCs I MOJYYEHHUs CHUCKA
(aiisioB makera.

Komanga "rpm -qi" (info) Bbimaer cBoaky uMHpOpManuu O MaKeTe -- Ha3BaHUE,
BepcHsl, 00bEM U T.[., IUTFOC KPATKYIO aHHOTALIMIO.

Jns monyuenus cnimcka QaiinoB ucnonb3yercs kiarou "-1" (list).

[TockonpKy HEKOTOpBIE MAKETHI COACPKAT OYEHb OOJIBIIOE KOJIHMYECTBO (ailyios,
TO CTOUT OTMPABIIATH BHIBOJ OT rpm -ql komanze less.

Jnst nonmydenust "monHou" uHdopmalu o nakere (AaHHOTALMK U CIIUCKa (ailioB)
MO>KHO yKa3aTh Kiatoud "-1" u "-1" oqHOBpeMEHHO.

YacTto BO3HUKAET HEOOXOJUMOCTh Y3HATh, KAKOMY IMaKETy MPUHAMJICKUT KaKOM-
To ¢aiin (Hampumep, YTOObl 3HATh, IJIE UCKAaTh K HEMY JOKyMEHTaluio). Jis 3Toro
MOYHO BOCIOJIb30BaThCs Kirodom "-f" (file).

[Ipu sTOM Hamo yKas3blBaTh MOJIHOE MM (paitna - ¢ gqupextopueii. Kpome Toro,
eciu K (paitny ecth "HECKOJIBKO IMyTel" (M3-3a CUMBOJIBHBIX JINHKOB HA IUPEKTOPUH ), TO
ClIelyeT yKa3blBaTh "OCHOBHOW'" (OOBIYHO TOT, KOTOPBIM 0€3 CHMBOJBHBIX JIMHKOB),
MHAYe rpm He CMOXKET AaTh OTBET.

Kmrou "-R" (Requirements) mo3BoJiieT y3HaThb, KaKUE€ MAKEThl U OMOJIMOTEKH
TpeOytoTrcst makery. OcoOeHHO dYacTo 3TO TpeOyeTcs mepen yCTaHOBKOM MakerTa.
KoManga rpm -y makeT Mmo3BOJSieT CPaBHUTH TEKYIIEE COCTOSHUE (ailioB makera ¢
nHpopManuel, 3anMcaHHoN B 0a3e JTaHHBIX. DTO TpeOyeTcs, HalpuMep, MPU MPOBEPKE,
HE UCIIOPYEHBI JIU KaKue-HUOY/Ib BaXKHbIE JJI CUCTEMBbI (Daiiiibl (TaKoe CIydaeTcs Mmocie
BHE3AIIHOI0 OTKJIFOYEHUS NuTaHus). [Ipy HaX0XKAeHUM pa3Inuuii IeYaTaeTcsl KIIoueBast

CTpOKa, ¢ 0003HaUCHUEM OTJIMUMU 1 UMs (aiisia, B KOTOPOM OHH HaWJICHBI.
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5.3. Haznauenne YUM

dakTUYeCKH, yum TpeNcTaBisieT coboi 000J0UKy g rpm 00€CIeUnBaIONIYIO
paboTy C pemo3uTOpUsMHU. Y TIIMTA yum - 3To MeHemkep makeToB Red Hat, koTopsrit
yMeeT 3alpalivBaTh MHGOPMAIMIO O MakKeTax, MOJy4yaTh MAKEThl U3 PEIO3UTOPUEB,
YCTaHABJIMBATh U YAAIATh UX, UCIOJIb3YSl ABTOMAaTUYECKOE pa3pelIeHNe 3aBUCUMOCTEN,
a Takke OOHOBJATH LIEJIMKOM CHUCTEMY JO MOCIeAHUX Bepcuil mnaketoB. YUM
BBITIOJTHSAET aBTOMATHMYECKOE pa3pelICHUE 3aBUCUMOCTEM I MaKETOB, KOTOPHIE
OOHOBJISIIOTCS, YCTAHABIMBAIOTCA WIM YAAIAIOTCS, WU, TaKUM o0O0pa3oM, IO3BOJSET
aBTOMAaTUYECKM ONPEACIIATh, IOJy4aTb M YCTAHABIMBATH BCE JOCTYIIHBIE IO
3aBucuMocTsIM mnakeTbl. [ng YUM MOXHO HAcTpOUTh HOBBIE, JONOJHUTEIbHbBIC
PENO3UTOPUH, WIIH, IO-APYTOMY, HCTOYHUKH ITAKETOB, KPOME TOTO, JUIsl HETO JOCTYIIHBI
MHOTHE JOMNOJIHEHUS, KOTOPBIE YIYUIIAOT U PACHIMPSAIOT €ro BO3MOXHOCTH. Y UM
ITO3BOJIAET BBINOJHATH MHOTHE W3 3a/1ad, KOTopble BbIMoJHAET RPM; kpome Toro,
MHOTHE U3 OMNIMM KOMAHJIHOM CTPOKHU Yy HEero Ttakxe nmofgoOHsl onuusM RPM. Ytunura
yum 00€cTeurBaeT MPOCTOE U JIETKOE YIIPABJICHHE MAKEeTaMU Ha OJTHON MaIlIMHE WITU Ke
Ha IPYyIIe MalluH.

YUM obGecnieunBaer 0e30macHOE YIPABJICHHE MAKETaMH ITyTeM BKJIIOUYCHUS
npoBepku curHatyp GPG mns makeroB, moanucaHHbix ¢ nomombio GPG, nmsa Beex
PENO3UTOPUEB ITAKETOB WM JUISl OTAENBHBIX PEMO3UTOPUEB. B cilyyae BKIIIOUEHUS
nmpoBepku curHatryp, YUM oOTKaxeTcs yCTaHaBIMBATh JIOObIE TIAKEThI, HE
MOANMCAHHBIE KOPPEKTHBIM KIKOYOM [JIl JaHHOTO PENO3UTOPHUSA. DTO O3HAYAET, YTO
MOXHO J0BepATh mnakeraM RPM, KOTOpble CKauMBarOTCA W YCTaHABIMBAKOTCS Ha
MalllMHE B TOM CJIy4Yae, €CIU OHHU MOJYYEHbl U3 JOBEPEHHBIX MCTOYHUKOB, U OHU HE
ObLIM U3MEHEHBI B IIpoLiecce Mepeaayu.

YUM Takke TO3BOJISIET JIETKO CO37aBaTh COOCTBEHHBbIC perno3uTopuu RPM-

IMaKCTOB IJIsI CKAUUBAHUA U YCTAHOBKH HX HA JPYI'HX MAllIMHAX.
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5.4. UcTOYHMKH NPOrpaMm (peno3uTopun)

Penosumopuu, ¢ xoropeimu padotaer YUM, oTinuarorcst oT 00bIYHOTO Habopa
MAaKeTOB HaJMYMeM MeTa HH(pOpMAIMM - HWHICKCOB IAaKETOB, COACPKAIIUXCSI B
pENo3UTOpUU, U CBeACHUN 0 HuX. [loaTOMy, 4TOOBI MOMYYUTH BCIO HHPOPMAIHUIO O
peno3utopun, Y UM 10CTaTOYHO MOJIYYUTH €TI0 UHAECKCHI.

YUM wmoxeTr paboTaTh ¢ JOObIM KOJIMYECTBOM PEMO3UTOPUEB OJHOBPEMEHHO,
bopmupys eauHyro UHGOPMAIIMOHHYIO0 0a3y 000 BCeX COAEprKalIuXcsl B HUX MaKeTax.
[Ipu ycranoBke nakeroB YUM oOpaiiaer BHUMaHUE TOJbKO HA Ha3BaHUE MAKETa, €ro
BEPCUI0 U 3aBUCHMMOCTH, & PACIHOJIOKEHUE B TOM WJIM MHOM DPEINO3UTOPUU HE HMMEET
3Hauenuda. Eciam morpedyercs, YUM B pamMkax OJHOW OMepald YCTAaHOBKHU TPYIIIIbI
MTAKETOB MOXET MOJIb30BATHCS HECKOJBKUMU PEMTO3UTOPUSIMHU.

Basxno: [Ipu ucnonb3oBanuu cepruduinupoBanHoit Bepcun OC 3amperiaeTcs
HACTpOWKa CIIy)kO aBTOMAaTUYECKOro OOHOBJIEHHWS Ha UCIOJIb30BAaHUE BHEUIHUX
CTOPOHHHX PENO3UTOPUEB ONEPALMOHHBIX CUCTEM.

YUM no3BoJisSIET B3aUMOJEHCTBOBATh C PEMO3UTOPUEM C MTOMOIIBIO PATUYHBIX
npotokoiioB aocryna. Hanbonee nomynspusie - HTTP u FTP, onnako cymiecTByoT u
HEKOTOPBIE JTOMOJIHUTEIBHBIE METOBI.

Hnst Ttoro uro6st YUM Mor wucmnoib3oBaThb TOT WM HMHOW PENO3UTOPHUIA,
uH(OpMAITHIO 0 HEM HEOOX0IMMO TTIOMECTHTh B TANKy /etc/yum.repos.d/

[Tocne TOro Kak OTPEJAKTUPOBAH CIHMCOK PEMO3UTOpUeB B sources.list,
HEO0OX0AMMO OOHOBHUTH JIOKaJIbHYIO 0azy JaHHbIX YUM 0 JoCTymHBIX makerax. ITo
JenaeTcsi KomaHaou yum update.

[Ipu BbIOOpe makeToB s YycraHoBkM, YUM pyKOBOJCTBYyeTCS 6cemu
JOCTYIHBIMHU PENO3UTOPUSAMH BHE 3aBUCUMOCTHU OT crocoda goctyna K HuM. Tak, eciu
B PENO3UTOPUHU, JOCTYNHOM MO ceTu MHTepHer, oOHapyxeHa Ooyiee HOBas Bepcus
MPOrpaMMbl, YEM HAa KOMIAKT-AHCKe, TO YUM HauHET 3arpykaTh AAaHHBIA NAKET U3
cetu MHTEpHET.

s co3naHust peno3uTopus, CAEAYUTE CICIYIOIUM YKa3aHUSIM:

Y CcTaHOBUTH MAKET createrepo:
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yum install createrepo
CkomnupoBaTh BCe MaKeThl B OJMH KaTayior, HanpumMep: /mnt/local _repo.

3amycTuTh KOMaHTy createrepo --database, yka3zaB 3TOT KaTajor:

createrepo --database /mnt/local_repo
5.5. Ilouck nmakeToB

Ecnu monp3oBaTens HE 3HAET TOYHOTO HA3BaHMS MAKETa, /IS €r0 MOMCKA MOXKHO
BOCTIOJIB30BaThCSl YTHWIIMTOM yum search, xKoTopasl Mmo3BoJsieT MCKaTh HE TOJBKO TIO
MMEHHU MaKeTa, HO U [0 €r0 OIMUCAHMUIO.

Komanpga

yum search nmoacrpoka

MO3BOJISIET HANTH BCE MAKEThl, B IMEHAX WU OMHMCAHUHM KOTOPHIX MPUCYTCTBYET
yKaszaHHas nojictpoka. Hampumep:

# yum search gdm

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile

========= N/S Matched: gdm

gdm-1ibs.1686 : GDM plugin libs

gdm-1ibs.x86 64 : GDM plugin libs

gdm-plugin-fingerprint.x86_64 : GDM fingerprint plugin
gdm-plugin-smartcard.x86 64 : GDM smartcard plugin
gdm-user-switch-applet.x86 64 : GDM User Switcher Panel Applet
plymouth-gdm-hooks.x86 64 : Plymouth GDM integration
pulseaudio-gdm-hooks.x86 64 : PulseAudio GDM integration
gdm.x86 64 : The GNOME Display Manager
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st Toro 4toObl MOApOOHEe y3HATh O KaKIOM W3 HAWJIEHHBIX MaKeTOB U
MPOYUTATh €r0 OMHCaHUE, MOKHO BOCHOJB30BAaThCsl KOMaHIOM yum info, xotopas

MOKa)keT HH(POPMAILIUIO O MAKETE U3 PEIO3UTOPHUS:

# yum info gdm-libs

Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile

Installed Packages

Name : gdm-libs

Arch : x86 64

Epoch  :1

Version :2.30.4

Release :39.el6

Size : 76 k

Repo : installed

From repo : anaconda-REDOS-201312061828.x86 64
Summary : GDM plugin libs

URL : http://download.gnome.org/sources/gdm
License : GPLv2+

Description : The GDM libs subpackage contains experimental libraries for

: developing GDM plugins.
Available Packages
Name : gdm-libs
Arch : 1686
Epoch ;1

Version :2.304
Release :39.el6
Size 196 k
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Repo : base

Summary : GDM plugin libs

URL : http://download.gnome.org/sources/gdm

License : GPLv2+

Description : The GDM libs subpackage contains experimental libraries for

: developing GDM plugins.

5.6. YcTaHOBKA HJIN OOHOBJICHHE MAKETA

YcranoBka nakera ¢ moMoIso Y UM BBIIOIHSAETCS KOMaHOM!:

yum install umsi_nakera

YUM mno3BoJiieT yCTaHaBIMBATh B CUCTEMY MAaKEThl, TpeOyrouue st padoThl
ApyTHe, ToKa elé He yCTaHOBJICHHBIE. B 3TOM ciyuyae OH ompezenser, Kakue MaKeThl
HEOOXOJMMO YCTAHOBHUTb, M YCTAHAaBIMBACT WX, TMOJB3YSICh BCEMHU JIOCTYIMHBIMU
PENO3UTOPHUAMH.

YcranoBka naketa vsftpd komanoit yum install vsftpd npusenér x cneayromemy
nuanory ¢ YUM:

# yum install vsftpd

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package vsftpd.x86 64 0:2.2.2-11.el6.1 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package  Arch Version Repository Size
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Installing:
Vsftpd x86 64 2.2.2-11.el6.1 base 150k

Transaction Summary

Install 1 Package(s)
Total download size: 150 k
Installed size: 331 k
Is this ok [y/N]: y
Downloading Packages:
vsftpd-2.2.2-11.e16.1.x86_64.rpm
| 150 kB 00:00
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : vsftpd-2.2.2-11.e16.1.x86 64
1/1
Verifying : vsftpd-2.2.2-11.e16.1.x86 64
1/1
Installed:
vsftpd.x86 64 0:2.2.2-11.el6.1
Complete!

Komanna yum install uMsa makera ucmoib3yercs W JJii OOHOBJICHHS YK€
YCTaHOBJICHHOT'O TaKeTa WJIM TPYIIBI IMaKeTOB. B 3TOM cily4ae yum JOIMOJHUTEIHHO
MPOBEpSICT, HE OOHOBWIACH JIM BEPCHsI TAKETa B PEMO3UTOPUU IO CPABHCHHUIO C

YCTAaHOBJICHHBIM B CUCTCMC.
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[Tpu nomommm YUM MOXKHO YyCTaHOBUTH M OT/ACNbHBIN OWHAPHBIN rpm-TMakeT, He
BXOJSIIMNA HU B OJIMH U3 PEMO3UTOPUEB (HANpUMeEp, noiayueHHbi u3z Muarepuer). s
ATOTO JOCTATOYHO BBIITOJIHUTH KOMAaHAY:

yum install <myts_k_dainy.rpm>.

[Ipu aTom YUM npoBeA€T cTanaapTHYIO NPOLERypy NMPOBEPKHU 3aBUCUMOCTEN U
KOH(JIMKTOB € y>K€ YCTaHOBJICHHBIMH [TaKETaMHU.

NHorma, B pe3ynbTaTe omepanuid ¢ makeramMu Oe3 wucrnonb3oBaHus Y UM,
LEJIOCTHOCTh CHUCTEMBI HApPYIIAETCSA, M yum OTKa3bIBAETCS BBIIIOJHATh ONEpalun
YCTAaHOBKH, YyAaJeHUs WIK OOHOBJEeHHs. B 3ToM ciyyae HE0OXOAMMO NOBTOPHUTH
onepainuyio, 3agaB oOmnuui -f, 3acTaBiAONIYI0 yum HWCIOPaBUTh HapyIICHHbIC
3aBHCUMOCTH, YIQJIUTh WIH 3aMEHUTh KOH(IMKTYIOIIME NakeTel. B 3Tom ciydae
HEOOXOJMMO BHUMATENIbHO CJEAUTh 3a COOOUICHHSIMH, BblIaBaeMbIMH yum. JlroOble
JICUCTBUS B O3TOM peXuUME 0053aTelIbHO TpeOYIOT MOATBEPKIEHUS CO CTOPOHBI

ITOJIB30BATEIIA.
5.7. YaajieHue yCTAHOBJICHHOTO NMAaKeTAa

s ynaneHus makera UCIoJib3yeTCsl KOMaH1a

yum remove <ums_IaKera>.

st Toro, yToObl HE HaApyIIaTh HEJIOCTHOCTh CHUCTEMBI, OYIyT yIaJIeHbl U BCE
MAKeThl, 3aBHUCSIIME OT yAalsIeMOTO: €CIU OTCYTCTBYET HEOOXOIWMBIN aJiT pabOThI
MPWIOKEHUSI KOMIIOHEHT (Hampumep, OMOIMOTEKa), TO caMO MPHUIOKEHNUE CTAHOBUTCS

OecroJIe3HbIM.
5.8. O0HOBJIeHHME BCeX YCTAHOBJICHHBIX IIAKETOB

Jl1st OGHOBJIEHMS BCEX YCTAaHOBJICHHBIX MTAKETOB UCIOJIb3YETCsl KOMaHAa

yum upgrade.

Omna 1mo3BoJisieT OOHOBUTH T€ U TOJIBKO T€ YCTAHOBJICHHBIC MAKETHI, ISl KOTOPHIX
B PEIMO3UTOPUSX, MEPEUUCICHHBIX B /etc/yum.repos.d, UMEIOTCS HOBBIE BEPCHUH; IPHU

3TOM U3 CHUCTEMBI He OyIyT yAajeHbl HUKAKHE PYTHe MaKeThl. ITOT CIOCOO MOJe3eH
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npu pabore cO CTaOMJIBHBIMU TIAKETaMH TPUIOKEHUH, OTHOCUTEIHHO KOTOPBIX
M3BECTHO, YTO OHU MPU CMEHE BEPCUU U3MEHSAIOTCS HECYILIECTBEHHO.

B ciydae o6HOBeHHS Beero quctpudytnBa Y UM npoBenéT cpaBHEHNUE CUCTEMBI
C PENO3UTOPUEM H YIAJIUT YCTAPEBUIME IIAKEThl, YCTAHOBUT HOBBIE BEPCHU
MPUCYTCTBYIOIIIMX B CHUCTEME IMAKETOB, a TAaKXKe OTCIECAUT CUTyaluH C
MIEPEUMECHOBAHUSIMUA TIAKETOB WJIM W3MEHEHUS 3aBUCHUMOCTEM MEXAY CTapbIMH U
HOBBIMHM BepcusMH TmporpamMm. Bc€, yto morpeOyercss MOCTaBUTh (MJIU YIAIHUTh)
JOTOJMHUTENIBHO K YK€ HUMEIolIeMycsi B cucrteme, OyleT yKa3aHo B OTYETE yum,
koTopbiM Y UM mpenBaput camo oOHOBJICHUE.

J171st OOHOBJIEHHS BCEH CUCTEMBI PEKOMEHTyEeTCsl MCTI0Jb30BaTh KOMaH/Iy

yum update.
5.9. Puppet

Puppet - 3T0 KpoccmiatrpopMeHHas CTPYKTypa, MHO3BOJISIIOLIAS CHUCTEMHbBIM
aJIMUHUCTPATOPaM BBINOJHATH OOIIME 3aJa4M C UCIIOIb30BaHuEM koja. Kox mo3Bosier
BBITIOJIHATh Pa3JIMYHbIE 33Ja4d OT YCTAHOBKM HOBBIX IPOrpaMM [0 MPOBEPKU MpPaB
noctyna (aiyioB Wik OOHOBJIICHUH IOJb30BAaTEILCKUX YUYETHBIX 3amuced. B
OOJIBIIIMHCTBE CIIy4aeB puppet UCTIOIb3YETCsl B KOHPUTYpAIIK KIUEHT/CEpBeEp.

OTOT pasfen MoKa3blBaeT YCTAaHOBKY M HAcTpoiky Puppet B koHdurypamuu
KIIMEHT/cepBep. DTOT MPOCTON HpHUMEp AEMOHCTPHUPYET Kak yCTaHOBUTh Apache ¢
rncnoiap3oBanueM Puppet.

[ns ycranoBku Puppet BBequre B TepMUHAIE:

yum install puppetmaster

Ha xnuenTckoi MammHe (WM MalimHax) BBEAUTE:

yum install puppet

[Tpexxne uem HacTpauBaTh puppet BaM BO3MOKHO TOHAJOOUTCS J00aBUTH 3alUCh
DNS CNAME pmna puppet.example.com, rne example.com - sto Bam gomeH. [lo
yMon4aHuio kiueHTel Puppet mpoepsitor DNS Ha mamuume puppet.example.com B

KadyecTBe UMEHH puppet cepBepa (Puppet Master).
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Ecau BBl He mpeamnonaraere ucroiab3oBath DNS, BB MokeTe J100aBUTH 3allUCH B
daiin /etc/hosts Ha cepBepe u kiuenrte. Hanpumep, B daitn /etc/hosts Puppet cepsepa
n00aBbTe:

127.0.0.1 localhost.localdomain localhost puppet

192.168.1.17 meercat(2.example.com meercat(2

Ha kaxnaom Puppet kinrenTe 7o0aBbTe 3aMUCh ISl CEpPBEpa:

192.168.1.16 meercat.example.com meercat puppet

He 3a0ynsTe 3amenuts I[P aapeca W AOoMeHHBIE MMEHA W3 IpUMEpa Ha BalllH
aKTyaJlbHbIE aJ[peca U UMEHA CepBepa U KIMEHTOB.

Tenepp Hactpoum HekoTopble pecypchl s apache2. Coszmaiite (daiin

/etc/puppet/manifests/site.pp, coaeprkaniuii ciemyroriee:

package {
'apache2':
ensure => installed
3
service {
'apache2':
ensure => true,
enable => true,
require => Package['apache2']
3

Hanee co3naiite aiin y3na /etc/puppet/manifests/nodes.pp c:
node 'meercat(2.example.com’ {
include apache2
}
3amenute meercat02.example.com Ha akTyanbHOe UM Baiiero Puppet kiueHTa.
OUHANTBHBIM IIarOM JJISI 3TOTO MpOocToro Puppet cepBepa sBsSETCS mepesamyck
cepBuca:

systemctl restart /etc/init.d/puppetmaster
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Teneps Ha Puppet cepBepe Bce HACTPOCHO U BpeMsi HACTPOUTD KIIUEHTA.

CHavanma HacTpouM cepBuc Puppet arenTa mns 3amycka. OTpemakTUpyuTe
/etc/default/puppet, 3amenuB 3nauenne START Ha yes:

START=yes

[aiee 3armycTure cepBuC:

systemctl start /etc/init.d/puppet

BosBpamaemcss Ha Puppet cepBep ansi moAmwicu KIUEHTCKOTO cepTudukara ¢
MTOMOIIBI0 KOMaHIbI:

puppetca --sign meercat(2.example.com

[IpoBeprte /var/log/syslog Ha mo0bie ommOku KoHpurypauun. Eciiu Bce mporuio

XOpo1Io, makeT apache2 u ero 3aBUCUMOCTH OyyT yCTaHOBJIEHHI Ha Puppet knuenre.
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6. Cucrema 0e3onacuoctu PEJI OC

6.1. Ilporpamma sudo

sudo - 3To mporpamMma, pazpaboTaHHast B TOMOIb CUICTEMHOMY aJIMHHUACTPATOPY
¥ TO3BOJISIONIAS JICJICTUPOBATh TE WM WHBIC TNPUBUJICTHPOBAHHBIC PECYPCHI
MI0JIL30BATEIISIM C BEJICHUEM MPOTOKOJIa paboThl. OCHOBHAS UJIES - JaTh MOJIh30BATEIIM
KaK MOYXHO MEHBIIE IPaB, HO IPH 3TOM POBHO CTOJIBKO, CKOJBKO HEOOXOMMMO IS
peIIeHHUs TTOCTAaBJICHHBIX 3a/1a4.

Komanma sudo mpenocTaBisieT BO3MOXXHOCTH IIOJIB30BATENSIM  BBITIOJIHATH
KOMaHJIbI OT UMEHH root 00 Ipyrux mosib3oBaTeneil. [IpaBuia, ucmnonszyembie sudo
JUISL IPUHSATHUS PEIICHUs O MPEOCTABICHUH JTOCTYIa, HaXosaTcs B (aiine /etc/sudoers;
Kpome Ttoro, mpumep mpaBWiI, MPEIOCTABISIOMINX TOIB30BATEISM, SBIISIOIIAMUCS
YJIEHAMH TPYIIIBI IPM, BO3MOXXHOCTh YCTaHABIIMBATh, OOHOBJIATh U yAAJIATh MAKETH B
cucTteme, mpuBesieH B ¢aitne/ust/share/doc/sudo-<sepcus>/sample.sudoers.

Hns penaktupoBaHus (aina /etc/sudoers cieayeT HMCHOIb30BaTh MPOTPAMMY
visudo, KOTOpas POBEPSET CHHTAKCHC M TEM CaMbIM ITO3BOJISICT M30€KaTh OIIMOOK B
TpaBUJIaX.

B OonbpIIMHCTBE CiydaeB rpaMoTHas HacTpoilika sudo jmemaer paboTy OT UMEHH

CyHEpPHOJIb30BATENSI HEHYKHOM.
6.2. IP ¢puabTp iptables: apxuTekTypa 1 CHHTAKCHC

Hasnauenue IP ¢punbrpa - 00paboTka MOTOKA MaHHBIX, MPOXOASIINX Yepe3 CTEK
ceTeBbIX MPOTOKOJIOB sipa OC 1o 3aJaHHBIM KPUTEPUSIM.

@unbTpbl cOCTOAT M3 NpaBwil. Kaxaoe mpaBuio - 3TO CTpOKA, coleprkanias B
cebe KpUTEpHuH, OIpEAeIIoNIre, MOANAAaeT JU MAaKeT MOJ 3aJaHHOE MPAaBHIIO, U

JecTBHE, KOTOPOE HEOOXOUMO BBITIONHUTH B CITydae yIOBICTBOPECHUS KPUTEPHUSL.
6.2.1. YcrporictBo ¢puibTpa iptables

Jlst iptables B o01iem Bujie MpaBuiia BBITIIAIAT TaK:
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iptables [-t table] command [match] [target/jump]

He o6s13aTenbHO CTaBUTH ONMMcaHue edcTBUs (target/jump) MOCIeTHUM B CTPOKE,
HO JIy4IlIe TPUAEP>KUBATHCS UIMEHHO TaKOW HOTAlMU ISl y1I000YMTaeMOCTH TIPaBUIL.

Ecnu B mpaBuno He Bkitouaercs creuudukatop [-t table], To mo ymomdanuto
npeanosiaraercs ucnojib3oBaHue Tabmunbl - filter, ecnu ke  mpeamosaraeTcs
WCTIONb30BAaHUE JPYToM TaONuUIbl, TO 3TO TpeOyeTcs ykaszarh sBHO. Crenudukarop
TaOJIUIBI TaK K€ MOYKHO YKa3bIBaTh B JIFOOOM MECTE CTPOKH IpaBHiIa, OJHAKO Oojiee
WM MEHEE CTaH/IapTOM CUMTAETCS yKa3aHUe TaOIuIlbl B HaUajle mpaBuia.

Jlanee, HEMOCPEACTBEHHO 3a HWMEHEM TaOJuIbl JOJKHA CTOSTh KOMaHAa
ynpasienus: ¢uiabtpoM. Ecnmm cnenmdukaropa TabmuIlkl HET, TO KOMaHJa Bceraa
J0JKHA cTosATh nepBoil. KoManaa onpenensier aeiictBue iptables, Harpumep: BCTaBUTh
MPaBUJIO, WM TOOABUTH MPABUIIO B KOHEI] EMOYKHU, WM yIAIUTh MPAaBUJIO | T.M. Teno
KOMaH/Ibl B OOIIEM BUJE BBITJISAUT TaK:

KOMaH/1a Heno4Ka

Kitou xomaHaa ykas3plBaeT Ha TO, YTO HYXKHO CJENaTh C MPABUIOM, HAIpUMED,
KOMaHJla -A yKa3bIBa€T Ha TO, YTO MPABHIIO HYXHO M00aBUTh B KOHEIl yKa3aHHOMU
HETOYKH.

[{ermouka yka3bpIBaeT B KaKyl0 IEMOYKY HY>KHO J00aBUTH mpaBuio. CTaHAapTHEIE
nenouku - INPUT, OUTPUT, FORWARD, PREROUTING u POSTROUTING. Onn
HaxoJATca B Tabmuumax ¢uiabTpa. He Bce Tabmuubl coaep:kaT BC€ CTaHAApPTHBIE
LEMOYKH.

Pasmen match 3amaer kpuTepum TPOBEPKH, IO KOTOPHIM OMpPEIEISIeTCS,
MOJMMAaeT JU TaKeT MOJ JEHCTBHE ATOTO MpaBWja WIM HET. 37eCh MOXHO yKa3aTh
camble pa3Hble KpuTepuu - [P-ajipec ucToyHMKa MakeTa WM CeTH, CETEBOM MHTepdeiic
U T.0.

target yka3bIBaeT, Kakoe JEHCTBHUE JIOJKHO OBITh BBIMOJHEHO TPU YCIOBUU

BBITIOJTHEHUS KPUTEPHUEB B MPABUIIE. 31€Ch MOKHO MEPENATh MAKET B APYTYHO LEMOYKY
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MpaBui, «COPOCUTH» MaKeT W 3a0BbITh MPO HETO, BBIJATh Ha UCTOYHUK COOOIICHHE 00
omrnOKe u T.1.

Korma maker mnpuxoauT Ha CETEBOE YCTPOWCTBO, OH 0OpabaThIBacTCs
COOTBETCTBYIOIIUM JIpaiiBepoM U nanee nepenaerca B uibtp B siape OC. [lanee maker
MPOXOAUT PSA TAONHIT U 3aTeM IMepefacTcs JTUO0O0 JOKaTbHOMY MPHIIOKEHHUIO, JIHOO

MEPENPABISAETCS HA IPYTYI0 MAllUHY.

6.2.2. Bctpoennsie Tabnuilbsl puibTpa iptables

[To ymomuanuto ucnons3yercsa Tabnuna filter. Onmus -t B mpaBuiie yka3bIBaeT Ha
UCToNb3yeMyr Tabmuiy. C KIH0YOM -t MOYKHO YKa3bIBaTh CIICAYIOIINE TAOJHUIBI: nat,

mangle, filter.
6.2.2.1. Tabnuya nat

Tabnuia nat ucmonb3yeTcs, TJIABHBIM 00pa3oM, JUisl MPeoOpa3oBaHUsI CETEBBIX
anpecoB Network Address Translation. Yepe3 3Ty Tabiuily MpOXOAHUT TONBKO NEPBBIM
naker u3 nortoka. IIpeoOpa3oBaHus aJpecoB aBTOMATHUYECKU MPUMEHSIETCS KO BCEM
MOCJEAYIONIUM [MaKeTaM. JTO OJAWH U3 (PaKTOpPOB, UCXOAS W3 KOTOPBIX, HE HYKHO
OCYHIIECTBIIATh KaKyr0-IM00 (PUIbTPALIUIO B ATON TaOJIHUIIE.

[Henouka PREROUTING wucnons3yercs AJis BHECEHUS] U3MEHEHUM B MAKEThI Ha
BXOJI€ B QUIBTP.

[emouka OUTPUT wucnonb3yercss st mpeoOpa3oBaHUs MaKETOB, CO3JaHHBIX
MPUJIOKEHUSIMA BHYTPH KOMITbIOTEpAa Ha KOTOPOM YCTaHOBJEH QUIBTP, Mepen
MPUHATHEM PEIICHUS O MapIIPyTU3AIUH.

[Hemouka POSTROUTING wucnonb3yercs ajis nmpeoOpa3oBaHUs MaKETOB IMEpe.

BbIJa4yel UX B CETh.
6.2.2.2. Tabruya mangle

Tabnuua mangle ncnonb3yercs 11 BHECEHUSI U3MEHEHUI B 3ar0JIOBKU MTAKETOB.
[Ipumepom Moxer cayxuth usMmenenwe nonss TTL, TOS wim MARK. Baxno: B

nerctBuTesbHOCTH T10JIe MARK He u3MEHsAETCa, HO B NaMsATH Sapa 3aBOJUTCS
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CTPYKTYpa, KOTOpasi CONPOBOXKAAET JAHHBIN ITAKET BCE BPEMsI €r0 IIPOXOKICHUS Yepes
MalIuHy, TaK 4TO JIPYyTUe MpaBuUiia U NMPUIOKEHUS Ha JAaHHOW MalivHe (M TOJIBKO Ha
JAHHOM MalllMHE) MOTYT MCIOJIb30BaTh 3TO MOJIE€ B CBOUX IeNAX. Taldnuia umeer JBe
nenoukd PREROUTING u OUTPUT.

[Hemouka PREROUTING wncnonb3yeTcss uisi BHECEHUS U3MEHEHHMIM Ha BXOJAE B
GunbTp nepe NPUHATHEM PEIICHUS O MAPIIPyTU3ALNH.

[enouka OUTPUT - nmyisi BHeCEHUS W3MEHEHHMM B TAKETHI, MOCTYIAIOIIAE OT
BHYTPEHHHMX TMpujiokeHud. Tabnuna mangle He MOOMKHA WCMOJIL30BAaThCA IS
npeoOpazoBanus cereBbix anapecoB (Network Address Translation) wim mMackapanunra

(masquerading), MOCKONBKY JUIS OTHX II€JIeH UMeeTcs TadauIa nat.

6.2.2.3. Tabnuya filter

Tabnuua filter ucnonp3yercs riaaBHbIM 00pa3oM Uil PUIbTpAUUU MakeToB. s
npumepa, 3necb Mbl MoxkeM BbIMOIHUTE DROP, LOG, ACCEPT wmm REJECT 06e3
KaKUX-JTM0O CIOXKHOCTEH, Kak B Apyrux tadiunax. Mimeercs Tpu BCTPOEHHBIX IIEMOYKH
FORWARD, INPUT, OUTPUT. llenouka FORWARD ucnons3yercs 111 GuiabTpauu
NAKeTOB, UIYIIUX TPAH3UTOM Yepe3 PUIbTPYIOLIUN KOMIIBIOTED.

[Hemouka INPUT mnpennaznauena s oOpabOTKM BXONSAIIMX ITAKETOB,
HANPAaBISEMBbIX JIOKAJbHBIM MPHIOKEHUAM (QUIBTPYIOIIETO KOMITBIOTEPA.

[Hemouka OUTPUT wucnons3yercs st (QUIbTPAlUA HCXOMSAIINX TAKETOB,

CITCHCPHUPOBAHHBIX JIOKAJIbHBIMHA IIPUTTOKCHUAMHA (bHHBTpYIOH_ICFO KOMIIBIOTCPA.

6.2.3. Komanap! yrriathl iptables

Hwxe nmpuBOAMTCS CIIMCOK KOMaH/ M MpaBUjia WX HCIoNb3oBaHus. [locpeacTBom
KoMaH cooOraercs iptables, uyTo mpenmosaraercs caenats. OOBIYHO MpearoaracTcs
OJIHO U3 JABYX JNEUCTBUHU - 3TO J0OABJICHHE HOBOTO IPaBHJIA B IEMOYKY WM yIaJICHHUE
CYIIIECTBYIOIIETO MpaBWia W3 TOW WM WMHOW TaOiuIel. Jlanee mpuBeneHbl KOMaH/IBI,

KOTOPBIE UCTIOJIL3YIOTCS B iptables.
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KOMaHZ[a (I)opmaT BbI30OBa Pesy.anaT

-A, -append iptables -A INPUT JloGaBiisieT HOBOE IIPABMIIO B KOHEII 33 JaHHOM [IEMOYKH.
-D, -delete iptables -D INPUT -dport 80 -j | Ynanenne mpaBmna n3 nemouku. Komanma mmeer nsa dopmara
DROP, iptables -D INPUT 1 3alMcH, NMEPBBIM - KOTJa 3a/1aeTCsl KpUTEPUA CpaBHEHUS C ONLUeH

-D (cM. mepBbIii puMep), BTOPOH - IOPSAKOBBI HOMEp IpaBHIIa.
Ecnu 3amaercs KpuTepuil CpaBHEHHS, TO YA&IETCS MPaBHIIO,
KOTOpOe HMeeT B cebe 3TOT KpUTEpHuil, eciu 3agaeTcs HOMep
IpaBuia, To OyIeT ylaleHO NMPaBHIO C 3aJaHHbBIM HoMepoM. Cuer
MIPaBHJI B LIETIOYKaX HauMHaeTcs ¢ 1.

-R, -replace iptables -R INPUT 1 -s | JlaHHas KoMmaHOa 3aMeHsE€T OOHO MPaBWIO APYruM. B ocHOBHOM
192.168.0.1 - DROP OHAa HCIIOJIB3YETCS BO BpeMs OTJIaJKU HOBBIX IIPaBUIL.

-1, -insert iptables -1 INPUT 1 -dport 80 -j | BcraBnsier HOBOe mpaBwiio B Iemouky. Uucio, cienyromee 3a
ACCEPT MMEHEM LENOYKU, YKa3blBa€T HOMEpP IIPaBWiIa, IE€pel, KOTOPbIM

HY)KHO BCTaBUTh HOBOE€ MPABUJIO, JPYTUMHU CIOBAMH YHCJIO 3a/1aeT
HOMEp ISl BCTAaBISIEMOTO IpaBmia. B mpmmMepe, yKa3pIBaeTCs, 4TO
JIAHHOE MTPaBUJIO JTOJDKHO OBITh 1-M B niermouke INPUT.

-L, -list iptables -L INPUT BoiBoa cnucka mpaBuil B 3aJJaHHOM LENOYKE, B JAaHHOM IpUMEpeE
npeanosaraercs BeiBoA mpaBwil u3 uenouku INPUT. Ecnu nms
LENOYKH HE YKa3bIBAETCS, TO BBIBOJUTCS CIHCOK MPABWII JUIS BCEX
nenovyek. dopmar BBIBOJIa 3aBHUCHT OT HAIUYHUSA JOTOJHUTCIHHBIX
KJIIOYel B KOMaHe, HallpuMep -1, -v, U 1p.

-F, -flush iptables -F INPUT VYnaneHue BceX MPaBW W3 3aaHHOW Iermoukd (Tabmuibl). Ecnu
UM TICTIOYKK W TaOJMI(Bl HE YKa3bIBACTCA, TO YIOAISIOTCS BCE
TPaBHJIa, BO BCEX IIEMOYKAX.

-Z, -zero iptables -Z INPUT OOHyNeHHEe BCEX CUCTYMKOB B 3aJaHHOW Iierouke. Ecim wms
LIETIOYKHU HE YKa3bIBA€TCs, TO MOJApa3syMeBaloTcsa Bce Lenoyku. [lpu
HCIIOJIb30BaHMHU KIIIOYa -V COBMECTHO C KOMaHJOHW -L, Ha BBIBOJ
OyAyT MOJAHBI M COCTOSHHS CUCTYMKOB IAKCTOB, MOMABIIUX IOJ
IEUCTBHE Ka)KJIOT0 MpaBuJa. Homyckaercs COBMECTHOE
ucToib30BaHne koMaHna -L u -Z. B atom cnyuae Oynmer BBIgaH
CHayaja CIUCOK IPaBUJ CO CYETUYMKAMM, a 3aTeM IPOU30UIET
OOHYIJIGHHE CUCTUYMKOB.

-N, -new- | iptables -N allowed Co3gaeTrcst HOBas IE€MOYKA C 3aJaHHBIM HMEHEM B 3aJaHHOM
chain Tabmuie B BBIIe MPUBEICHHOM MPUMEPE CO3JaCTCs HOBAs LIEMOYKA
¢ umeneM allowed. MimMs 11en10YKH JODKHO OBITh YHUKAIBHBIM U HE
JIOJDKHO COBIIAaTh C 3ape3ePBUPOBAHHBIMH UMCHAMU IICTIOYEK U
nericteuii (DROP, REJECT wu T1.11.)

-X,  -delete- | iptables -X allowed VnameHue 3aJaHHON LEMOYKHA M3 3aJaHHOM TaOauIel. Y mansemas
chain [eNoYKa He JODKHA MMETh MPABWI U HE JIOJDKHO OBITH CCBUIOK U3
JIPYTUX LENOoYeK Ha yAasieMylo Mermodky. Eciu uMs memnoukd He
yKa3aHO, TO OYAyT yHOaJeHbl BCE IEMOYKH, OIPEICICHHBIC
koMaH0i -N B 3aaHHOM TaOIHIE.

-P, -policy iptables -P INPUT DROP Onpenenser MONMATHKY 110 yYMOJYAHUIO UL 3aJaHHOW LENOYKH.
Ilonutnka mo YMOJTYaHHUIO ONPCACIACT HeﬁCTBHe, MIPUMEHAEMOC K
MaKeTaM He IONMABIIMM TI0J JCHCTBHE HH OJHOTO W3 IPaBHI B
Hernouke. B KkadecTBe MOMUTHKH 10 YMONYAHUIO JIOITYyCKAeTCs
ncnoab3oBath DROP, ACCEPT u REJECT.

-E, -rename- | iptables -E allowed disallowed Komanga -E BbIMONHsAET NeperMMEHOBAHUE II0Jb30BATENILCKOM
chain uernouku. B mpumepe nenouka allowed Oynmer mepenmeHoBaHa B
nenouky disallowed. DT neperMeHOBaHUS HE MU3MEHSIOT HOPSIOK
PaboTHL, @ HOCAT TOJIBKO KOCMETHYECKHUIT XapakTep.

Komanna nomkna ObITh ykazana Bcerga. CHHCOK JOCTYITHBIX KOMaH][ MOYKHO
MPOCMOTPETH C MOMOIIBI0 KOMaHbI iptables -h wnu, uto, TO %e camoe, iptables -help.

HCKOTOpBIG KOMaHAbI MOTYT HMCIIOJIB30BATBCA COBMCECTHO C AOINOJIHHUTCIbHBIMHA
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kiarodyamu. Huoke IIPUBOAUTCA CIIMCOK JOIIOJIHHUTCIBbHBIX KHIO‘{eﬁ, N OIIMCBIBACTCA

pe3ynbTaT uX JEHCTBUA.

6.2.4. Kimtoun yTunuThl iptables

Kirou

IIpumep IlosicHeHus1

-v, -verbose

-list, -append, -insert, | JlaHHBI KIIOY WCHONB3YyeTCA ISl TOBBIMICHHS HH()OPMATHBHOCTH
-delete, -replace BBIBOJIA ¥, KaK MPABHJIO, UCIOJIB3YETCsI COBMECTHO ¢ KoMaH 101 -list. B
Cllydae HMCIONb30BaHHUs C KOMaHOH -list, B BBIBOJ A3TOW KOMAHJIbI
BKJIFOUAKOTCS Tak e MMs MHTepdelica, CYeTYNKN MAKeTOB U OalT st
Kaxaoro npasmia. GopMaT BbIBOJA CUETYMKOB IPEANOIAraeT BHIBOJ
KpoMe Iudp Ymcia eme U CUMBONBHBIE MHOXuTenun K (x1000), M
(x1,000,000) u G (x1,000,000,000). [Inst TOoro, 4ToOBI 3acCTaBUTh
komaHny -list BbIBoAMTH TONHOE uwucao (0e3  ymorpeOiieHHs
MHOXHUTEJIeH) TpeOyeTcsl IPUMEHSTh KJIFOY -X, KOTOPBIN OMUCaH HHXeE.
Ecmu ximou -v, -verbose MCHONb3yeTcs ¢ KoMaHaaMu -append, -insert,
-delete wim -replace, To To Ha BBRIBOA OYAET BHIIAH ITOIPOOHEIH OTUYET O
MIPOM3BEJICHHON ONEpaIvH.

-X, -exact

-list Jlyis Bcex 4Mcen B BBIXOJHBIX JAHHBIX BBIBOAATCS UX TOYHbIE 3HAYECHUS
0e3 okpyrieHus u 6e3 npuMeHenust MHoxuTened K, M, G.

-n, -numeric

-list Iptables BeiBoguMT IP-ampeca W HOMEpa MOPTOB B YHCIOBOM BHIE
PEI0TBPAIIas MONBITKH Pe00pPa30BaTh UX B CHMBOJIMYCSCKHE HMCHA.

-line-numbers

-list Kitou -line-numbers BKIfOYaeT pekWM BBIBOJA HOMEPOB CTPOK MpH
OTOOPAKEHHUH CITHCKA MTPABHUIL.

-c, -set-counters

-insert, -append, -replace | DTOT K04 HCIONB3YeTCA TPU CO3JaHUM HOBOTO MpaBHia IS
YCTaHOBKHM CUCTYMKOB IIAKCTOB W OalT B 3aJaHHOC 3HAYCHHE.
Hampumep, kmtod -set-counters 20 4000 yCTaHOBUT CYETUHK MAKETOB =
20, a cuetynk Oant = 4000.

-modprobe

Jrobas xomaH1a Kirroa -modprobe onpenensier KOMaHIy 3arpy3Ku MOIYJIS siApa.

6.2.5. OcHOBHBIC IEUCTBUS HAJI MMakeTamMu B GUIbTpe iptables

JleiicrBue IMosicHeHus

ACCEPT [TakeT mpekparaeT ABIDKEHHE MO IIENOYKe (M BCEM BBI3BABIIUM ILIEMOYKAM, €CIH TEKyIIas IeHnovKa
ObLTa BIOKEHHON) M CUNTAETCS MPUHATHIM, TEM HE MEHee, TakeT MPOJODKUT IBIKEHHUE 110 LIETTOYKaM B
JIPYTHX TaOJIUIaX U MOXKET ObITh OTBEPTHYT TaM.

DROP OtOpaceiBaeT makeT W iptables «3a0piBaeT» 0 ero cymectBoBaHHH. OTOpOIICHHBIE ITaKETHI
IIPEKPAILAIOT CBOE JBUKEHUE MOJIHOCTBIO.

RETURN [IpexpamaeT ABMKEHHE MAaKeTa M0 TEKyIIEeH IeNoYKe MPaBHl U MPOU3BOAUT BO3BPAT B BHI3BIBAIOLIYIO
LEMOYKY, €CJIM TeKyIlas Lenouka ObUia BJIOKEHHOM, WJIM, €CIIM TeKyIlas LeloyYKa JIOKUT Ha CaMOM
BepxHeM ypoBHe (Hanpumep INPUT), To k nakery OyaeT npMMeHeHa MOJUTHKA 110 YMOJIYAHHIO.

LOG ChayXduT Uid KypHaJIHpPOBAHUS OTICIBHBIX ITAKETOB M COOBITHH. B CHCTEMHBIH XypHalm MOTYT
3aHOCHUTHCS 3arooBKH [P makeToB u pyrasi HHTEPECYIONasi Bac MH(GOpPMAIHS.

REJECT Hcnonb3yercs, Kak MpaBWiio, B Te€X K€ camblX curyauusx, uro 1 DROP, Ho B omiuuue or DROP,
komana REJECT Beinaer coobuieHue 00 ommOKe Ha XOCT, IepeJaBIINi TaKeT.

SNAT Ucnonb3yercst uisi mpeobpaszoBanus cereBbix agpecoB (Source Network Address Translation), T.e.
n3MmeHeHue ucxonguero IP anpeca B IP 3aronoBke nakera.

DNAT Destination Network Address Translation wucmons3yercs s TpeoOpa3oBaHHS anpeca MecTa
HaszHaueHus B [P 3arosioBke makera.

MASQUER B ocnoBe cBoeil mpencrasusier To ke camoe, uTo M SNAT Tonbko He mMeer Kmoua -to- source.

ADE [IpnunHOM TOMY TO, YTO MacKapaJuHI MOXXET paboraTh, Hampumep, ¢ dialup moxKIIOYEHHEM WM
DHCP, T1.e. B Tex cmy4asx, korma I[P agpec mpucBamBaeTcss YCTpOWCTBY AMHamuuecku. Ecmu
UCTIONB3YyeTCS JUHAMUYECKOe MOJKIIOUEHHE, TO HYKHO HCIIONb30BaTh MACKapaJuHI, €CIU Ke
UCIIONB3YyeTCsl cTaThuueckoe [P moakiodeHue, TO TydIIUM BBIXOAOM OYyAET MCIIONb30BaHHE ACHCTBUS
SNAT.

REDIRECT BolnosiHsgeT nepeHanpaBieHHEe NAaKeTOB W IMOTOKOB Ha JAPYrol HopT ToM ke camod mamuHbl. K
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JeiicTrBue

Tlosicnenus

IpUMepy, MOXHO makersl, nocrynaromue Ha HTTP nopr nepenampaButs Ha nopr HTTP proxy.
Heiicteue REDIRECT odeHp ymoOHO i BBIIOJHCHHS «IIPO3PAYHOTO» IMPOKCHpOBaHUS (transparent
Proxy), KOrjia KOMIbIOTEPHI B JIOKAIBHON CETH AK€ HE T0I03PEBAIOT O CYIIECTBOBAHHH IPOKCH.

TTL

Hcnone3yercs Uit U3MEHEHUs1 copep>kuMoro moist «Bpems ku3Hn» (Time To Live) B IP 3aronoske.
OnuH U3 BapUaHTOB IPHUMEHEHUS 3TOTO JEHCTBHS - 3TO yCTaHaBIMBaTh 3HaueHHe nois Time To Live
BO BCEX MCXOSIINX MAKeTax B OHO M TO K€ 3HaueHue. Ecy yCcTaHOBUTH Ha BCE MAKETHl OJJHO U TO JKe
3HayeHue TTL, To TeM caMbIM MOKHO JIMIIUTh IIpOBaiifiepa OJHOrO U3 KPUTEPUEB OINPEACIICHUS TOTO,
YTO MOJKINOYEHHE K VHTepHETYy pasnensercs MeXIy HECKOJBKMMM KoMIbloTepamu. s mpumepa
MokHO nipuBecTH uncio TTL = 64, koTopoe siBasieTcst ctanaapTHbIM uist siapa OC.

6.2.6. OCHOBHbIE KpUTEPHUH MTAKETOB B GUiIbTpE iptables

Kpurepnii

Iosicnenus

-p, -protocol

Hcnonb3yercss i ykazaHus Tuna nporokosa. [Ipumepamu nporokonoB moryt Obite TCP, UDP u
ICMP. Crmcok mpoTOKOJIOB MOKHO MOCMOTPETh B (aiiie /etc/protocols. IIpexxae Bcero, B KadecTBe
HMMEHH NPOTOKOJIA B JAHHBIN KPUTEPUI MOKHO TepeaBaTh TPH BBILICYTOMSIHYTBIX IPOTOKOJIA, a TAKKE
kiroueBoe cioBo ALL. B kauecTBe IMPOTOKOJIA JIOMYCKACTCs IEPEAABATh YHCIIO - HOMEP IPOTOKOJIa

-8, -SrC, -source

[P-anpec (-a) mcrouHWKa makeTa. AJlpec MCTOYHWKA MOXET yKa3blBaThcs Tak - 192.168.1.1, torma
MmoJIpasyMeBaeTcsl eNMHCTBeHHBINA [P-anpec. A MoxxHO yka3aTh anapec B Buze address/mask, Hampumep
kak 192.168.0.0/255.255.255.0, wu 6onee coBpeMeHHBIM criocoboMm 192.168.0.0/24, T.e. pakTHyecku
ompenenss Auana3oH aapecoB Kak u paHee, CUMBOJ !, YCTaHOBJICHHBIN MMEpel aapecoM, O3HAyacT
JIOTHYECKOE OTpuilanue, T.e. -source ! 192.168.0.0/24 o3nauvaer 1000# ampec, KpoMme aapecoB
192.168.0.x.

-d, -dst,
-destination

1P-agpec (-a) momydarens. VimeeT cHHTaKCHC CXOXHUI C KPUTEPHEM -Source, 3a UCKIIOUYSHHEM TOTO, 9TO
MoJpa3yMeBaeT aJpec MecTa HazHaueHHs. TOYHO Tak k€ MOXKET ONpEeNeNaTh Kak eJUHCTBeHHbIN IP-
ajpec, TaK ¥ Auana3oH aapecoB. CUMBOM | HCOIB3YETCsl Il JOTHYECKON MHBEPCUU KPUTEPUSL.

-1, -in-interface

Wnrepeiic, ¢ koroporo ObuI mosy4eH mnakeT. Vcroiabp30BaHne 3TOr0 KpUTEPHsl AOIYCKAaeTCsS TOJNBKO B
uernoukax INPUT, FORWARD u PREROUTING, B mo0bIXx Apyrux ciydasx OyneT BbI3bIBaTbH
coobuieHue 00 ommoKe.

-0, -out- | 3amaer UM BBIXOZHOTO HWHTepdeiica. DTOT KPUTEPUIl JOIyCKAETCS MUCIIONB30BaTh TOJNBKO B LEMOYKAX

interface OUTPUT, FORWARD u POSTROUTING, B npoTHBHOM ciiy4ae OyneT T€HepHpOBaThCsl COOOLICHHUE
00 ommoKe.

-f, -fragment [MpaBusio pacrmpocrpaHsiercss Ha Bce (parMeHThl ()parMEeHTUPOBAHHOI'O IaKeTa, KpOMe IepBOro,

C/IeNaHo 3TO MMOTOMY, YTO HET BO3MOXXHOCTH OIPEICIUTh MCXOSIIUNA/BXOAIINE TOpT uist pparmeHTa
nmaketa, a A ICMP-naketoB ompenenuts ux turl. C MOMOMIBI0 (PparMEHTHPOBAHHBIX ITaKETOB MOTYT
MIPOM3BOIUTHCA aTakd Ha MEKCETeBOH 3KpaH, TaKk Kak ()parMeHTHI MaKeTOB MOTYT HE OTJIABINBATHCS
JIPYTUMHU TIPABHJIAMH.

-sport, -source-
port

Wcxo/HbIi IOPT, ¢ KOTOPOro ObUT OTHPABIICH MaKeT. B kauecTBe mapamMerpa MOXKET YKa3blBaThCsl HOMEP
MOpTa WJIK Ha3BaHUE CETeBOH CiIy:kObl. COOTBETCTBHE UMEH CEPBHCOB H HOMEPOB MOPTOB BBl CMOXKETE
Haiitu B (aiine /etc/services Ilpum yka3aHHMM HOMEPOB IMOPTOB MpaBWiIa OTPAOATHIBAIOT HECKOJIBKO
OBICTpEE.

-dport,
-destination-
port

ITopT, Ha KOTOPBIIT axpecoBaH MakeT. APryMeHTHI 3a1al0TCsL B TOM ke (opMmare, 4To U JUIS -source-port.

-tcp-flags

SYN,ACK,FIN SYN Onpenenser Macky u ¢uiarn tcp-nakera. Ilaker cumraercst yIOBIETBOPSIOLIMM
KPHUTEPHIO, €CIIM U3 TEPEUHCICHHBIX (JIaroB B TIEPBOM CITHCKE B €IMHUYHOE COCTOSIHHE yCTaHOBIICHEI
¢iarm u3 BTOporo crnucka.B kadecTBe aprymeHTOB KpuTepust Moryt Boictynath duiarn SYN, ACK, FIN,
RST, URG, PSH, a Tak e 3ape3epBupoBannbie uaeHrudukarops ALL 1 NONE. ALL - 3naunutr BCE
¢marm u NONE - HU O[AVH ¢mnar. Tak, kpurepuii -tcp-flags ALL NONE o3nagaer, uTo Bce ¢uaru B
nakeTe JO0/HKHBI ObITh cOpomeHsl. Kak u panee, ciMBOJI | 03HadaeT MHBEpcHIo kputepus Mimena ¢aros
B K&KIOM CIHCKE JIOJDKHBI Pa3/iesIsiThCsl 3aIAThIMI, TIPOOETIBI CITYKaT JJIsl pPa3/IeNICHUS] CITUCKOB.

-icmp-type

Tunr coobmenns ICMP ompenensercs HOMEpoM WM MMeHeM. UWCIIOBBIC 3HAYCHUS OIPEIEIISIOTCS B
RFC 792. Uro0sl momyuuth criucok umeH ICMP 3HaueHmit BBIONHUTE KOMaHy iptables -protocol icmp
M. CHMBOJI | HTHBEPTHPYET KPUTEPHiA, Hapumep -icmp-type ! 8.

-state

Jns mucnonb30BaHUsI JTAHHOTO KPUTEHPs B TMpaBujie Iepen -state HyXHO SIBHO yKa3aTh -m state.
[IpoBepsieTcsi TpU3HAK COCTOSIHUS coenuHeHus. MokHO ykasbiBaTh 4 coctosiHus: INVALID,
ESTABLISHED, NEW u RELATED. INVALID noapa3yMeBaeT, 4TO MaKeT CBA3aH C HEM3BECTHBIM
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Kpurepnii

Iosicnenus

MMOTOKOM WJIM COEIUHEHWEM U, BO3MOXXHO COJEPKHT OIMMOKY B JaHHBIX WM B 3arojoBKe.
ESTABLISHED yxka3piBaeT Ha TO, 9YTO ITaKeT MPUHAUICKUT YK€ YCTAHOBICHHOMY COCIMHEHHUIO Yepes
KOTOpOe TaKeThl HIyT B obemx HampasieHusXx. NEW monpazymeBaer, 9To IMakeT OTKpPBIBaeT HOBOE
COEIMHEHUE WUJIU MaKeT MPUHAUIeKUT ogHoHanpasieHHoMY noToky. RELATED yka3siBaeT Ha TO, 4TO
MaKkeT MNPUHAAJEKUT YK€ CYIIECTBYIOUIEMY COCAMHEHHUIO, HO TpPH O3TOM OH OTKPBIBAET HOBOE
coenunenue. [IpuMepomM TOMy MOXKET CIIY)KUTh nepenada naHHbix o FTP, wiu Bbiiada cooOuieHus
ICMP 06 ommbke, koTopoe cBsizaHo ¢ cymectBytomuM TCP wnn UDP coenunennem. [puznak NEW -
9TO HE TO K€ camoe, 4YTo ycTaHoBieHHbIH OMT SYN B makerax TCP, mocpencTBOM KOTOPBIX
OTKPBIBAETCS HOBOE COCAMHEHHE, W, MOAOOHOTO POJa MaKeThl MOTYT OBITh MOTEHIIMAIBHO OIMACHBLI B
ciydae, KOI/ia JUIsl 3alUThl CETH HCIIOJIb3YETCSl OJIMH CETEBOM HKpaH.

6.2.7. cnonb3oBanue GuibTpa iptables

PEZl OC yxe BkitoyaeT B ce0si mpeaycTaHOBIEHHBIN iptables. [ms ero

HaCTpOﬁKH PEKOMEHAYETCA HCIIOJb30BaTb BO3MOXKXHOCTU CHCTCMBI HaCTpOﬁKH C€THU

/etc/netconfig u /etc/networks.

6.3. Aynut B PEJ] OC

6.3.1. ®aitnsl u yrunutel ayaura PEJ OC

6.3.1.1. Onucanue auditd.conf

B ¢aiine /etc/audit/auditd.conf onpenenstorcs mapamerpsl ciyxkO0bl ayauTta. Ha

OJTHOM CTPOKE MOXET OBITh HE OOJbllle OJHOW NUPEKTUBBL. J[MPEKTHBAa COCTOUT M3

KJIFOYEBOTO CJIOBa (Ha3BaHMS MapaMeTpa), 3HaKa PABEHCTBA U COOTBETCTBYIOIIMX €MY

JAHHBIX (3HAYEHUS MapaMeTpa). JlomycTuMbIe KIIFOUEBBIEC CJIOBA:

log file, log format, flush, freq, num logs, max log file, max log file action,

space left,

action_mail acct, space left action, admin_space left,

admin_space_left action, disk full action u disk error_action.

Jlanee naércs onucaHue Kaxkaoro 13 HUX.

Kiou 3HayeHHe KJII0Ya
log file IMosHoe nMs (haiiyia, B KOTOPBIH CIeIyeT 3alKMChIBATH IPOTOKOJI.
log_format OdopmiieHre AaHHBIX B MpoTokoiyie. JlomycTuMsel aBa 3HaueHus: raw u nolog. Ilpu

ykazanuu RAW, nanHble OyayT 3aluChIBATBCSI B TOM BHJE, B KOTOPOM OHH
nosnydarotres ot sapa. 3nadeHne NOLOG oTkirodaeT 3amuch JaHHBIX 00 aynIuTe.
DTOT HapaMeTp He BIHSET Ha 00pabOTKy JAHHBIX JUCIIETYEPOM COOBITUN CHCTEMBI
ayJuTa.

priority boost

HeoTpunarensHoe 4Yuciio, ONpenelsioliee MOBBIICHUE MPUOPUTETA BBITOIHEHUS
ciyxObl ayanTa. 3HaueHHWe 1Mo ymoiyaHuio: 3. Jjus Toro 4yToObl HE W3MEHSThH
IpUOPHUTET, YKaxure 0.

flush

Crpatrerus paboTel ¢ JAUCKOBBIM OydepoMm. JlomycTumble 3Ha4YeHHSA: nhone,
incremental, data u sync. BapuaHT none, OTKIIOYaeT KakHe-THOO JOMOIHHUTEIIBHbIC
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JIEHCTBHS CO CTOPOHBI CITY)KOBI 10 CHHXpoHU3almu o0ydepa ¢ auckom. I[Ipu 3HaueHNN
incremental, 3ampochkl Ha TEepeHOC AaHHBIX M3 Oydepa Ha IMCK BBHINONHSIOTCS C
4acTOTOM 3amaBaeMoil mapamerpoM freq. I[lpm 3Hauenmm data pmamHBIC (aiina
CHHXPOHU3MPYIOTCS HEMEIUICHHO. 3HadeHHWE Sync yKa3blBaeT Ha HEO0OXOIMMOCTh
HEMEIJICHHON CHHXPOHM3AIMY KaK JaHHBIX, TaK M METaIaHHbIX (aiiia py 3ammuc Ha
JIUCK.

freq

MakcumanbHOE YHCIIO 3allucedl MPOTOKOJA, KOTOPBIE MOTYT XpaHUThCS B Oydepe.
ITpu JOCTHXKEHHH 3TOrO YHCIIa MPOU3BOAMTCS 3alKCh OY(EepHOBAHHBIX JAHHBIX Ha
nuck. JlaHHBIN mapamMeTp JonmycTuM, Todbko eciu flush umeer 3HadeHue incremental.

num_logs

MakcumanbpHoe 4nciio (aiyoB ¢ mpoTokonamu. Mcmomb3yercs, ecnm mapamerp
max_log file action umeer 3HaueHwe rotate. Ecim ykazaHO 49WCIO MeHbIIE 2, TPH
JIOCTHIXKCHUM OTPaHUUCHHUsI Ha pazMmep Qaiiina oH oOHynseTcs. 3HaueHHe MapameTpa
HE JIOJDKHO mpeBblmath 99. 3HaueHue no ymonyanuto: 0. Ilpu ykasanuu 0oJbLIOTO
YHCIa MOXKET MOTPEeOOBATHCS YBEJIMYUTh OTPAHUYCHHE HAa KOJUYECTBO OXKHIIAFOIIMX
3arpocoB. ITO MOXKHO crenath B (aiine / etc/audit/audit.rules.

dispatcher

Jucneryep - mporpamma, KOTOpPOH (Ha CTaHOApTHBIA BBOJA) OYyOYyT IepenaBaThCs
Kommu coolmeHuit o coOwTHsax aymuta. OnHa 3amyckaercs (¢ mpaBamu
aJIMUHHCTpATopa) CIy>KO0H ayauTa IpH 3arpy3Ke ImociaeHen.

disp_qos

PazpemmTs 11 O6J10KMpOBaHNE NPU B3aMMOICHCTBHH ¢ aucnerdepoM. Jins nepenaun
nHdopMaLuK aucreTuepy ucnosbdyercs Oydep pasmepom 128 k0. DTo 3HaueHue
SIBJISIETCSI ONTUMAJIbHBIM JUIsl OOJBIIMHCTBA CiiydaeB. Eciin GiokupoBaHue 3arperieHo
(lossy), To Bce cooOrmeHus1, HOCTYNArOIKe IpX MOITHOM Oydepe, He OyAyT JOXOAHUTH
10 JucrieTdepa (3amucu O HUX MO-TIpeKHEMY OyAyT BHOCHTHCS B (paiijl Ha AWCKE,
eciu ToibKo log format He paBHO nolog). B cimydae, ecnu GIIOKUpOBaHKE pa3pemieHoO
(lossless), coyx0a ayauTa OymeT 0KUOATh MOSBICHUS CBOOOJHOTO MECTa B OYEpE.IH,
nepenaBaTth COOOLIEHUE JUCHETYEPY M TOJBKO IIOTOM 3alKChIBaTh €ro Ha JHUCK.
Jomycrumble 3HaueHwst: lossy u lossless. 3HaueHne 10 ymon4aHuio - lossy.

max_log_file

OrpanuueHue Ha pa3Mep (Qaiiia npoTokoia B Merabaiirax. [leiicTBue, BhIOIHIEMOE
Nnpu JOCTH)KEHMH pa3mepa (aiiia yka3aHHOrO 3HAYECHHUS, MOXXHO HACTPOHUTH C
TTOMOIIBIO CIIEYIOMIETO MapamMeTpa.

max_log file action

JeiicTBue mpeampUHUMaeMoOe TIPH MOCTIDKEHHH pasMepoM ¢aifma mpoTokoia
MaKCHMaJIbHOTO 3HaueHus. JlomycTuMble 3Ha4eHus: ignore, syslog, suspend, rotate u
keep logs. Bapmanrt ignore, OTKIIOYaeT KOHTPOJIb HajJ pazmepoM ¢aiina. Ilpu
3HauYeHHH syslog B CHCTEMHBIH TPOTOKOJ OyAET BHECEHO COOTBETCTBYIOILEE
cooOmenne. Ilpnm 3Hauenmm suspend nanbpHEiIIee BeJIeHUWE NPOTOKOJA OynmeT
npekpaieHo. Ciayx6a mo-npexxHemy Oyzaer padortats. [Ipu 3HadeHNH rotate TEKyITHiA
¢aitn Oymer mepeMMEHOBaH W Ui MPOTOKOJA OymeT co3maH HOBBIA (aitn. s
MPEABIIYIIEro MpPOTOKONa OyAeT IONONHEHO YHCIOM 1, a Homepa Apyrux
MIPOTOKOJIOB (€CM OHM MMEIOTCS) OyIyT YBEIWYEHBI Ha €OUHHILy. TakuM o0pazom,
yeM OoJjbllle HOMEp y HMPOTOKOJIA, TEM OH cTapiie. MakcuManbHoe yucio (daitnos
orpezernsieTcst napaMeTpoM num_logs (ecTecTBEHHO, COOTBETCTBHE €MY JIOCTHTaeTCsI
3a CY€T yAaJeHHs CaMbIX CTapbIX IPOTOKOJIOB). Takoe TNOBeneHHWE aHAJIOTMYHO
noBeseHuI0 yTuimThl logrotate. Bapuant keep logs aHanmorudeH npensiaymemy, HO
quCIio GaiyioB HE OTpPaHUYICHO.

action_mail acct

Anpec 9JIEKTPOHHOW TOUTHL. 3HAYeHHWE MO yMojdaHuioo: root. Ecim ampec He
JIOKQJILHBIM 10 OTHOIUEHHWIO K JAHHOM CUCTEME, HEOOXOAMMO 4TOObI B HEH OBLI
HACTPOEH MEXaHMU3M OTIIPABKH OUTHL. B yacTHOCTH, TpeOyeTcst HANYHE TPOTPaMMBI
/usr/lib/sendmail.

space_left

MuHUMYM CBOOOIHOTO IMPOCTPAHCTBAa B MerabaiTax, NMpPU JOCTHKEHHH KOTOPOTO
JIOJKHO BBITOJIHSTECS JEHCTBHE OMPEENIEMOE CIIEAYIOLIUM TapaMeTPOM.

space left action

JeiicTBre, npeanprHIMaeMoe IIpU JOCTHKEHUH 00bEMOM CBOOOTHOTO IPOCTPAHCTBA
Ha JMCKE yKa3aHHOr0 MHUHMMyMa. JlomycTHMbIe 3Ha4eHHs - ignore, syslog, email,
exec, suspend, single u halt. I[lpn 3HadeHwm ignore, HHUKAaKUX JACHCTBHHA HE
npousBoauTcs. llpu 3HadeHHMHM syslog B CHCTEMHBI NPOTOKON J00aBisieTcst
COOTBETCTBYIOIIAsl 3amuch. [lpm 3HaueHmm email 1o aapecy yKa3aHHOMY B
action_mail_acct ormpamisercst yBemomuieHue. Ilpu 3HaueHMHM exec <myTh K
nporpamme™> 3alycKaeTrcs Mporpamma Io ykazaHHomy nyTH. Ilepenaya mapamerpos
He nozanepxuBaercs. llpu 3HaueHmu suspend cmyxba ayauTa HpPEKpaTHT BECTH
MPOTOKOJI COOBITHH Ha TUCKe, HO OYyIeT Mpoao/ukaTh paboraTh. YKazaHue single
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MPUBENET K NMEPEBOAY KOMIIBIOTEPA B OJIHO MOJIb30BATEILCKUI pexuM. YKkazaHue halt
TpUBEIET K BBIKIIOUCHUIO KOMITBIOTEpA.

admin_space left Kputnuecknit MUHUMYM CBOOOIHOTO MPOCTPAHCTBA B MerabaiTax, Mpu JOCTIKECHIH
KOTOPOT'O JIOJDKHO BBITIOJHATHCS JICHCTBHE ONpeelisieMoe CIIeYIOIUM HapaMeTpoM.
JlanHoe  neiicTBHE  clielyeT — paccMarTpuMBaTh  Kak  IIOCIEIHIOI  Mepy,
NPEANPUHUMAEMYI0 TIepell TeM, KaK 3aKOHYMTCS MEeCTO Ha JHCKe. 3HaueHue
HACTOSNIEro Mapamerpa JIOJDKHO ObITh MeHblIIe 3HaueHus space _left.

admin_space_left action JeiicTBre, MpeqnprHIMaeMoe TIPU JOCTIKEHUH 00bEMOM CBOOOTHOTO IPOCTPAHCTBA
Ha JUCKE YKa3aHHOTO KPUTHYECKOTO MHHHMyMa. J[OITycTHMBIE 3HA4eHMsA - ignore,
syslog, email, exec, suspend, single u halt. [Ipu 3HaueHny ignore, HUKAKUX AECHCTBUI
He mnpomsBoauTcsa. [Ipyu 3HayeHWM Syslog B CHCTEMHBIM HPOTOKOJ 10OaBISETCS
COOTBETCTBYIOIIAsl 3amuch. [lpu 3HaueHmnm email 1o azapecy yka3aHHOMY B
action_mail acct otmpaBnsiercst yBegomwsieHue. I[lpu 3HaueHMHm exec <IyThb K
IporpaMme™> 3arycKaerTcs IporpaMMa 1o ykasanHoMy Iytu. Ilepenaua mapamerpoB
He mnojuepxuBaercs. Ilpu 3HaueHum suspend ciyx0a aygura HpPEKpaTHT BECTH
MPOTOKOJI COOBITHH Ha IHUCKe, HO OyIeT NMpooDKaTh paboTaTh. YKasaHue single
MpHUBEIET K MEPEBOY KOMITBIOTEPA B OTHOIIOIB30BATEIbCKUN peXUM. YKa3aHue halt
MPUBEJET K BBIKIIOUCHUIO KOMITBIOTEpA.

disk full action JelicTBue, TpennpUHAMaeMoe TpU OOHAPY)KEHHH OTCYTCTBUSI CBOOOIHOTO
npoctpaHcTBa Ha aucke. JlomycTuMble 3HadeHus - ignore, syslog, email, exec,
suspend, single u halt. [Ipu 3HaYeHun ignore, HUKAKUX AEHCTBHI HE MPOU3BOIUTCS.
Ilpn 3HaueHuH syslog B CHCTEMHBIH IIPOTOKON JOOABISAETCS COOTBETCTBYIOLIAs
3amuch. Ilpu 3HaueHumM email 1O a;pecy ykazaHHOMYy B action mail acct
OTIpaBiseTCsl yBenOMIeHHe. [IpH 3HaYeHWM eXxec /HEKOTOPBIA-IYTh 3aIlycKaeTcs
CIeHapuil 1O ykasaHHOMY TnyTd. Ilepemaya mapamMeTpoB CIEHApUIO He
nojnepxuBaercs. [lpu 3HaueHnm suspend ciyxkba ayaura HpPEKpaTHT BECTH
MIPOTOKOJI COOBITHI Ha AWCKE, HO OyJeT NMpomoinkaTh paboraTh. YkasaHue single
NPUBENET K NEPEBOIY KOMIBIOTEPA B OJHOIOJIB30BATEILCKUIA peXUM. YKazanue halt
MPUBEJET K BBIKIIOYEHUIO KOMITBIOTEpA.

disk_error_action JeiicTBre, mpeanpuHAIMaeMoe IPH BO3HUKHOBEHHH OIMHOKH B paboOTe C THUCKOM.
Homyctumele 3HaueHus - ignore, syslog, email, exec, suspend, single u halt. IIpn
3HAQUEHHMHN ignore, HUKAaKUX JIeHCTBUHA He mpousBoautcs. [Ipu 3HadeHun syslog B
CHCTEMHBIN NTPOTOKOJ HOOABIISETCS COOTBETCTBYIOMIAS 3anuch. [Ipy 3HaueHnn email
1o ajapecy yKa3aHHOMY B action mail acct ormpasisiercst yBenomuieHue. llpu
3HAUYEHHU eXeC /<HEKOTOpBIA IyTh> 3aIlyCKaeTcs CIEHapuil 10 yKa3aHHOMY ITyTH.
[lepenaua mapamerpoB cleHapui0 He TmojanepkuBaercsa. [lpu 3Hauenun suspend
cnyxba aymuTa MPEKpaTHT BECTH MPOTOKOJN COOBITHH Ha JUCKe, HO Oyner
mpomoinKate paboraTh. YKa3aHue single mpuBeméT K IMepeBoAy KOMITBIOTEpa B
OJIHOTIONIL30BATEIbCKUI  pekuM. YKazanue halt mnpuBeaér K  BBIKIIOYCHHIO
KOMITBIOTEPA.

Jlnst oOecrieueHus: MOJIHOTO UCIOJIb30BaHUS pazjiena napamerpam max_log file u
num_logs cieayer mpUCBOUTH COOTBETCTBYIOIIME 3HAYCHMS. YUMTHIBAHTE, YTO YeM
oonpie ¢aiaoB co3maaéTcsi Ha AUCKE (M COOTBETCTBEHHO IMEPEHMEHOBBIBAETCS), TEM
0oJbIIe BpeMEHU OyAET YXOIUTh Ha 00pabOTKy COOBITUH IPH TOCTHXKEHHH pa3MepoM
ouepenHoro (aitma Makcumyma. Ilapamerpy max log file action pexomeHmyeTcs
npucBouTh 3HaueHue keep logs.

3nadenue space left HOKHO OBITH TaKUM, KOTOPOE TO3BOJIUT aJIMHHHUCTPATOPY
BOBpEMsi cpearupoBaTh Ha mnpenynpexiaeHue. OOBMHO B YHUCIO JICUCTBUMN

BBIITOJTHAEMBIX aJIMUHUCTPATOPOM BXOJUT 3aIyCK aureport -t 1 apXMBUPOBAHUE CaAMBIX
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CTapbhlX MPOTOKOJOB. 3HaueHue space left 3aBUCHMT OT cHCTeMbI, B YaCTHOCTH OT
4acTOThl TMOCTYIUIEHUS COOOIIeHH o coObiTusix. 3HadeHue space left action
peKOMeH IyeTcsl ycTaHOBUTh B email. Eciiu Tpebyercst oTnpaBka coobiieHust snmp trap,
YKa)KUTE BapUaHT eXec.

VYcranoBute 3HadueHue admin space left Ttakum o6GpazoM, YTOOBI XBaTHIIO
CBOOOJHOrO MecTa JJsl COXPAaHEHHs 3alucel O TOCHEAYIOMMX JEUCTBUSIX
aJMUHUCTpaTopa. 3HaueHue nmapamerpa admin space left action ciemyer ycTaHOBUTH
B single, orpaHnuumB, TakuM 00pa3oM, CHOCOOBbI B3aUMOJEHCTBUS C CHUCTEMOM
KOHCOJIBIO.

HetictBue, ykazanHoe B disk full action, BeITIoHSIETCA, KOT/Aa B pasjeiie yKe He
ocTanoch cBOOOAHOrO MecTa. JlocTynm K pecypcaMm MamIuHbl JOJKEH OBITH MOJHOCTHIO
npekpamét, T.K. HET BO3MOXKHOCTH KOHTPOJMPOBATh PabOTy CHUCTEMBI. DTO MOXHO
c/ieNaTh, yKazaB 3HaueHue single v halt.

3nauenue disk error action ciemgyer ycraHoBuTh B syslog, single, nu6o halt B
3aBUCUMOCTH OT COTJIAIlIeHHs] OTHOCUTENIbHO OOpamieHusi co COOMHBIM armapaTHBIM

o0ecreyeHueM.
6.3.1.2. Cnyocoa ayouma - auditd

Cnyx6a auditd - 3To mpuUKIaAHOW KOMIIOHEHT cuUcTeMbl ayauta. OH Bengr
MPOTOKOJ ayauTa Ha gucke. (s mpocMoTpa MpOTOKOJIOB MpeaHa3HAYEHBI KOMaHJIbI
ausearch u aureport. Komanza auditctl mo3Bossier HacTpanBath npaBuiia ayauta. Kpome
TOTO, IPH 3arpy3Ke 3arpy»karTrcs npasuia u3 ¢aiina /etc/audit/auditd.rules. Hekoropsie
napameTpbl caMoi ciTy>kObl MOKHO U3MEHUTH B (aiiie auditd.conf.

CunTakcuc:

auditd [-f] [-1] [-n]

Ommn:

-f HE TepexoAuTh B (QOHOBBIM pexkum (s ominanku). CooOrieHus
nporpaMmbl  OyJIyT HANpaBJSITBCS B CTAaHAAPTHBIA BBIBOJ IS
omuOoK (stderr), a He B daiin.

-1 BKJIIOYUTH CJICIOBAHUE IO CHMBOJIMYECKUM CCHLJIKAM IPU TOUCKE
KOH(UTYypallMOHHBIX (HalJIoB.

80




| -n HE CO3/aBaTh JOUYEpHHI mporecc. [l 3amycka u3 inittab.

Cur=aJsr:

SIGHUP [lepe3arpy3utb KOHPUTypaluio - 3arpy3uth Gaiiia KoHpurypauuu c
nucka. Ecnu B (ailie HEe OKaKeTCs CHUHTAKCMYECKUX OIIUOOK,
BHECEHHbIE B HEro HM3MEHEHUs BCTynsT B cuiy. llpu sTom B
IPOTOKOJI Oyner nobapieHa 3aIuCh 0 COOBITUH
DAEMON_CONFIG. B npotuBHOM cily4ae JEHCTBUS CITy>KOBbI
OynyT 3aBUCETH oT napaMeTpoB space_left action,
admin_space left action, disk full action, disk error action daiina
auditd.conf.

SIGTERM OpEeKpaTUuTh 00pabOTKYy COOBITHI ayIuTa W 3aBEpIIMTH paldoTy, O
4EM IPE/IBAPUTEIBHO 3aHECTH 3aMHUCh B MPOTOKOJL.

SIGUSR1 co3faThb HOBBIM (Qailn ajie OpOTOKOJIA, NEPEHYMEpPOBaB CTapble
Gaiiiabpl UM ynanuB 4YacTh U3 HHUX, B 3aBUCUMOCTH OT Iapamerpa
max log size action.

Baxuo: /[ Toro droObl clenatb BO3MOXKHBIM ayJuT BCEX IPOIECCOB,
3aMymIeHHBIX JO0 CIOyKObl ayauTa, JJ00aBbT€ B CTPOKY MapaMeTpoB siapa (B
KoH(purypanmu 3arpy3umka) audit=1. B mnporuBHOM ciyuae ayauT HEKOTOPBIX

MPOLIECCOB OyI€T HEBO3MOMKEH.
6.3.1.3. Ymunuma auditctl

Yrunura auditctl ucrionb3yercst s KOHTPOJIS MOBEACHUS, OTYUYEHUSI COCTOSTHUS

U 100aBIeHus/yAaleHHsl IPABUIT ayIUTa, TIPEIOCTABISIEMOTO SIPOM.

Omyn:
Onuus 3HavyeHne ONuuu
-b backlog YCTaHOBUTh MaKCHMAlbHOE KOJIMYECTBO JOCTYIHBIX [UIS ayauTa Oy(pepoB, OXHIAOIIUX

00paboTku (3HaueHHe B spe 1Mo ymomdanuto - 64). Ecnu Bce Oydepa 3ansaThl, TO hnar cOos
OyJeT BBICTABJICH SIIPOM JUIS €r0 JasbHEeHr e 00pabdoTKH.

-e [0..2] YcranoButh ¢ar 0:10KupoBKU. 0 TO3BONUT HA BpeMs OTKIIFOYHUTh ayIHT, BKIIOUYHUTH €r0 00paTHO
MOXHO, mepenaB | Kak mapamerp. Ecim ycTaHOBIEHO 3HaYeHWE ONMUMHM 2, TO 3aAIIUTUTH
KOHQHUTypanuio ayauTa OT wW3MeHeHWHd. Kaaplif, KTO 3ax04eT BOCHOJIB30BATHCSH ITOM
BO3MOXKHOCTBIO, MOXKET MOCTaBUTH 3Ty KoMaHay nocnenserd B audit.rules. ITocie 3Toii KomaHbI
BCE TIOMBITKA W3MEHUTh KOHQUTIYpaluio OyZyT OTBEPTHYTHI C YBEIOMJICGHHEM B >KypHayax
ayauta. B aToMm ciydae, 4TOOBI 3aJeHCTBOBAaTh HOBYIO KOH(HIYpalHMIO ayauTa, HEOOXOIUMO
nepe3arpy3uTh CUCTEMY ayaMTa.

-£10..2] YcranoButh cmocod obpabotkm s ¢mara cbos. O=silent 1=printk 2=panic. Orta ommms
MO3BOJISIET OMPEAETUTh, KaKuM 00pa3oM siapo Oyaer o0pabaThiBaTh KPUTHYECKHE OLIHOKH.
Hanpumep, ¢aar c6ost BbICTABIsETCS NPH CIEAYIOUIMX YCIOBHUSX: OIIMOKM Tiepeqadd B
MPOCTPAHCTBO CIIYXKObI ayIKTa, MPEBbILICHHE JTUMHUTA Oy()epoB, 0KUAAIOIUX 00pabOTKH, BHIXO]
3a Mpezesbl NaMsTH sIpa, NPEBbIILICHUE JUMUTa CKOPOCTH BbLIA4M COOOIIEHHH. 3HaUeHHE M0
ymosyaHuio: 1. Jlns cucTeM C NOBBIMIEHHBIMH TpeOOBaHMSIMH K 0e30macHOCTH, 3HaUYeHHE 2
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Onuus

3HavyeHue ONuUU

MOKET OBITh 60JIee MPEATIOUTHUTENBHO.

-h

KpaTKafI IIOMOIIb 110 APIryYMEHTaM KOMaH,I[HOfI CTPOKH.

-1

HrHOpHpoBaTh OIIMOKH ITPH YTEHUH NPaBwII U3 (haiina.

BrIBeCTH CMCOK BCEeX MPaBUJI IO OJTHOMY MTPABHUIY B CTPOKE.

-k k104

YcraHOBHUTH Ha NMPaBWIIo KoY Guibrpanuu. Kimod GuibTpanuu - 370 Mpou3BOJIbHAS TEKCTOBAs
cTpoka umHONW He Oompme 31 cumBona. Kimrou momoraer yHHKadbpHO HACHTH()HIIMPOBATH
3aIIMCH, TeHEpHPYEMBbIE B X0/1a ayJMTa 33 TOYKOH HAOII0JCHHS.

-In TEKCT

Ilocmars B CUCTECMY ayauTa MOJIb30BATCIbLCKOC COO6HI€HI/I€. DTO MOKET OBITh CACIaHO TOJIBKO
N3-1100 y‘IeTHOﬁ 3aIMCy 1oot.

-p [r|wix|a]

YcraHoBUTh (QUIBTP TpaB [JOCTyNa JJisi TOYKM HAaOJIIOAEHHs. TI=4TEHHE, W=3aIl}Ch,
X=HCIOJIHEHUE, a=n3MeHeHue aTpulyra. He myraiiTe 3TH npaBa 1ocTymna ¢ OOBIYHBIMU ITpaBaMu
JocTyma K (aiiry - OHM ONpEeAeISIIOT THITBI CHCTEMHBIX BBI30BOB, KOTOPHIC BEHITIONHSAIOT JTaHHBIC
JIeWCTBHs. 3aMeThTe, CUCTEMHBIC BbI30BHI read W write He BKIIIOYEHBI B 3TOT HaOOP, MOCKOIBKY
JIOTH ayJuTa ObUIH OBl IeperpyKeHbl HHpopMaIieid o padboTe 3THX BHI30BOB.

-r yacToTa

YCTaHOBUTH OrpaHWYEHHE CKOPOCTH BBIAAYM COOOIIeHHH B cekyHAy (0 - HET orpaHnYeHHs).
Ecnu sra yacToTa He HyJjeBas M OHa IPEBBILIACTCS B XOJe ayauTa, (iar cOosl BBICTABISETCS
SUIPOM JUIsl BBITIOJIHEHHSI COOTBETCTBYIOLIETO JEUCTBUS. 3HaUEHHE 0 yMondaHuto: 0.

-R ¢aiia

Yurarts npaBuia u3 Qaiina. [IpaBuia qOmKHbI OBITh PACIIONOKEHBI [0 OJHOMY B CTPOKE U B TOM
MOPSIIKE, B KAKOM OHHU JIOJDKHBI UCTIONHATHCS. Clieylonie OrpaHuyueHHs HaKJIaJbIBAIOTCS Ha
Gaiin: BiagenbeM JOJDKEH OBITH root M JOCTYIl Ha YTEHUE JOJDKEH OBITh TOJNBKO y Hero. daiin
MOJKET COofep)KaTh KOMMEHTapWH, HadMHAMoImecs ¢ cuMBona '#'. IIpaBuina, pacmonoXeHHBIE B
(aiine, MICHTHYHBI TEM, YTO HAOWPAIOTCS B KOMaHIHOH CTpOKe, Oe3 ykazaHus 'auditctl'.

=S

[TonyuuTh cTaTyC ayamra.

-a CMHCOK, JAelcTBUE

IIO6aBI/ITI> IMpaBUJIO C YKa3aHHbIM Z[efICTBHeM K KOHIY CITMCKaA. 3aMeTI)Te, YTO 3amATas pasacisacT
OTH JIBa 3HAUCHMHA. OTCyTCTBl/Ie 3aIISITOM BBI3OBET OLIII/I6Ky Hwuxe ommcanbl mMeHa JOCTYIITHBIX
CIIMCKOB:

task

Jlo6aBuTh TIPABUIIO K CITUCKY, OTBEYAIONIEMY 3a MPOLECCH. ITOT CIIMCOK MPABHMI UCITONB3YETCS
TOJBKO BO BpEMs CO3JI@HUs MpoIlecca - KOrJa POJMTENbCKHA mporecc Bbi3biBacT fork() mmm
clone(). IIpu MCIONB30BaHUK STOTO CIUCKA BBl MOYKETE MUCITOJIB30BATh TOJBKO TE TIOJIS, KOTOPhIE
M3BECTHBI BO BpEeMsi co3nianus mporiecca: uid, gid u T.71.

entry

ﬂO6aBI/ITL MIpaBUJIO K CIIUCKY, OTBCHAIOIIEMY 3a TOYKU BXOJla CUCTCMHBIX BBI3OBOB. DTOT CIHCOK
IIPUMEHACTCA, KOTaa H606XOZ[I/IMO co3aaThb coObITHE JUIA ayanuTa, IPUBA3aHHOC K TOYKaM BXOJa
CHCTCMHBIX BBI3OBOB.

exit

ﬂO6aBI/ITL MpaBUJIO K CIIUMCKY, OTBCHAIOIIEMY 3a TOYKH BbIXOJa U3 CHUCTEMHBIX BBI3ZOBOB. 2TOT
CIIUCOK IIPHUMCHACTCA, KOTrAa HCO6XOI[I/IMO Cc031aThb cOOBITHE AJIg ayauTa, NMpUBA3aHHOC K TOYKaM
BbIXOJa U3 CUCTCMHBIX BbI3OBOB.

user

J106aBUTH TpaBHIIO, OTBEYAIOIEE 32 CIHMCOK (DMIIBTPALUK MOJIb30BATEILCKUX COOOIEHHH. DTOT
CIHMCOK  HUCIIONIB3yeTCs  SIPOM,  4TOOBI  OT(UIBTPOBATH  COOBITHS — HPUXOJSIIME U3
MOJIb30BATENILCKOIO TPOCTPAHCTBA, IEpe]l TeM Kak OHU OyAyT mepelnaHbl ciyxOe ayaura.
Heo6xomumMo OTMETHTB, UTO TOIBKO CIIETYIOIIHE ITOJIST MOTYT OBITh MCTIONB30BaHkL: uid, auid, gid
u pid. Bece ocranpHble 1051 OyayT 00paboTaHbl, KaK eclid Obl OHM HE COBITAJIH.

exclude

J106aBUTh TPABUJIO K CIHCKY, OTBEUAIOIIETO 3a (PMIBTPAIMIO COOBITUI OMPENEeICHHOrO THIIA.
DTOT CIUCOK UCIOIB3YETCs], YTOOBI OTHUIBTPOBBIBATH HEHYXKHBIE cOOBITHS. Hanmpumep, eciti Bb
HE XOTUTEC BHUICTH avC COO6L[I€HI/I}1, Bbl OOJIKHBI HCIIOJb30BaTh 3TOT CIIMCOK. Tun COO6LI1€HI/IH
3a/1aeTCsl B MoJie msgtype.

Hwxe onucanbl OCTYNHBIE JEUCTBUSA IJIS TTPABWUIL:

JeiicTBue

Onucanmne geiicTBUs

never

Aymut He OymeT TEHEepHpOBaTh HHUKAKUX 3alrce. DTO MOXET OBITh HCIOJIB30BAHO IS
MOJIABJICHUS TCHEPALUHU COOBITHIH. OOBIYHO HEOOXOAUMO MOAABIIATH TCHEPAIMIO BBEPXY CIIMCKA,
a HE BHU3Y, T.K. COOBITUC WHUIIMHUPYETCS HA MIEPBOM COBIABIIIEM TPABHIIC.

always

VCcTaHOBUTH KOHTEKCT ayanra. Bceerna 3amomHATh €ro BO BpEMs BXOJa B CHCTEMHBIN BBI3OB, U
BCErJia rCHEPUPOBATH 3aIIUCh BO BPEMSA BbIXO0Ad M3 CUCTCMHOI'O BBI3OBA.

-A CNIUCOK,AeicTBHE

ﬂO6aBI/ITL IIPpaBUJIO C YKA3aHHBIM HCﬁCTBPIeM B Ha4aJIO CITMCKa.

-d cniucok,aeiicTBue

y,HEU'II/ITB MMpaBuJIO € YKAa3aHHBIM I[CﬁCTBI/IGM n3 CIIMCKa. HpaBI/IJ'IO yAaIA€eTCsl TOJBKO B TOM
CJydae, €CJIM NOJIHOCTHbIO COBIIAJIUM U UM CUCTCMHOI'O BbI30OBaA U I1OJIA CPABHCHMA.

-D

YHMHTb BCC ITpaBuJia U TOUYKH Ha6JHO[leHI/IH.
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HeiicTrBue

Onucanmue geiicTBUsA

-S [MmMs nam Homep
CHCTEMHOI'0 BHI30Ba|

JIro6oii HOMEp WM HMMsI CHCTEMHOTO BBI30Ba MOXKET OBITh HCIONB30BaH. Tarxke BO3MOMKHO
UCTONBb30BaHue KiroueBoro cioBa all. Ecnm kakoi-mmbo mporece BBIONHSET YKa3aHHBIHA
CUCTEMHBIH BBI3OB, TO ayJUT IE€HEPUPYET COOTBETCTBYIOIIYIO 3amuch. Eciu 3HaueHus noseu
CpaBHEHHS 3aJlaHbl, & CUCTEMHBIA BBI30B HE YKa3aH, MPaBHJIO OyIET MPHUMEHSITHCS KO BCEM
CHCTEMHBIM BBI30BaM. B 0THOM IpaBuiie MOXeET OBITH 3aJaHO HECKOIBKO CHCTEMHBIX BBI30BOB -
3TO IIOJIOKHTENILHO CKa3bIBA€TCS Ha IPOWU3BOJIUTENILHOCTH, IOCKOJIBKY 3aMeHseT 00paboTKy
HECKOJIBKUX MPaBHIL.

-F [n=v | n!=v | n<v |
n>v | n<=v | n>=v |
n&v | n&=v]

3amaTe TOJNE CpaBHEHWS [UIA TpaBmia. ATpHUOYTHI TOJNS CIEAyIOMHe: OOBEKT, Olepanus,
3HaueHue. Bl MoxkeTe 3amath 10 64 mosei cpaBHeHHs B OAHON koMmaHzae. Kaxkmoe HoBoe moie
JIOJDKHO HaYMHAThCs ¢ -F. Aynut Oyer reHepupoBaTh 3aMuch, €CIU IMPOU3OILUIO COBIAICHUE TI0
BCEM MOJIIMH CpaBHEHUs. J[OMyCTHMO HCIOJb30BAaHHE OJHOIO M3 CIEAYIOUIMX 8 OMepaTopoB:
pPaBHO, HE paBHO, MEHBIIIE, OOJIbIIE, MEHBIIIE JTHOO PaBHO, OOJbIIEC MO0 PaBHO, OMTOBAas Macka
(n&v) u OutoBas mpoBepka (n&=v). buroBas mpoBepka BbImosHSAET onepanuto 'and' Hax
3HAYCHUSAMH W [IPOBEPSET, PaBHBI JIM OHU. BUTOBas Macka MPOCTO BBIMOJHSET omepanuto 'and'.
[ons1, omepupyromue ¢ UACHTUGUKATOPOM IOJIH30BATENS, MOTYT TaKXKe padoTaTh ¢ MMEHEM
MOJIb30BATENSl - MPOrpaMMa aBTOMATHYECKH IOJNYYUT HICHTH(PUKATOP MOJIB30BATENS] U3 €ro
nmern. To jxe caMoe MOKHO CKa3aTh M PO WM TPYIIIIbL

[lonst cpaBHeHUsT MOTYT OBbITh 3aJaHbl JJid CIEAyIOUMX OO0BEKTOB: YeThipe

IICPBLIX aApPryMCHTA, IMCPCAAHHBIX CHUCTCMHOMY BLI3OBY. CTpOKOBBIG APryMCHTBI HC

MNOAACPKUBAIOTCAL. OTO CBSI3aHO C TEM, YTO AAPO AOJDKHO IIOJNYyYaTb YKa3aTClib Ha

CTPOKY, a IIPOBCPKaA IIOJA 110 3HAYCHHIO aApeCa YKa3aTCld HC KCJIAaTCJIbHA. Takum

o0pa3oM, He00X0IMMO UCIIOJIb30BATh TOJIBKO ITU(POBBIC 3HAYCHHUSI.

ITosie cpaBHeHHst Onucanne

arch ApXUTEKTypa Ipormeccopa, Ha KOTOPOM BBINIONHSAETCA CHCTEMHBIA BBI3OB. Vcmomp3yiiTe 'uname
-m', 4TOOBI ONpeNeNnnuTh apXUTeKTypy. ECIu BBl HE 3HaeTe apXUTEKTypy Balleld MAaIIHHBI, HO
XOTHUTE WCIONB30BaTh Tabmumy 32-X OWTHBIX CHCTEMHBIX BBI30OBOB, W Balla MalllHA
monaepxuBaeT 32 Oumrta, BBl MOXeTe wHcmonb3oBath x32. IlogoOHO 3TOMYy X64 MOXKET OBITH
KCIOJIH30BAHO JJIsl MCIIOJIb30BaHMs Ta0IHIBI 64-X OUTHBIX CHCTEMHBIX BBHI30BOB.

auid Orto abbOpesuarypa: audit uid - waeHTH(UKATOpP MOIB30OBATENS, WUCIOIB30BAHHBINA Ui BXOJa B
CHCTEMY.

devmajor ['naBHbIi HOMep ycTpoiicTBa (Device Major Number)

devminor BcenomoratenbHbIN HOMep yeTpoiicTBa (Device Minor Number)

egid JIeHCTBUTENbHBIA HACHTH(MHKATOP TPYIIIIHI.

euid JlelicTBUTENbHBIA HICHTH(QUKATOD TOJIb30BaTEs.

exit 3HayeHue, BO3BpAIlaeMOe CUCTEMHBIM BBI30BOM IIPH BBIXOJIE.

fsgid W nenTudukaTop rpymiikl, MPUMEHIEMbIH K (haiIoBol crucTeMe.

fsuid W nenTrdukaTop noap30BaTelNIs, MPUMEHIEMBIN K (haiIoBO# crcTeMe.

gid WnenTndukarop rpymnnst

inode Howmep

inode key AJBTEpHATUBHBINA CITOCOO YCTAaHOBHTH KIItoU (GmiibTparii. CMOTPH BBITIE ONMCAHKUE OMIIHH -K.

msgtype Hcnonp3yeTcst A TpOBEPKH COBIAICHUS C YHCIOM, OMUCHIBAIOIINM THI COOOMIEHHS. MoeT
OBITh MCIIOJH30BaH TOJIEKO B cITUCKe exclude.

obj user MMs mostb30BatTesi-BiIaenbia pecypea (B koutekcre SELinux).

obj _role Poib pecypcea (B koHTekcre SELinux)

obj_type Tun pecypca (B konrekcre SELinux)

obj _lev_low Hwmxnauit ypoBeHb pecypea (B kKonTekcTe SELinux)

obj _lev_high Bepxuwuii ypoBeHb pecypcea (B koHTekcTe SELinux)

path [onuei myts K airy s Toukn HaOmoaeHus. CMOTpu Hipke onucanue omnuuu "-w'". Moxer
OBITh MCIOJF30BaH TOJBKO B CITUCKE eXit.
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Ilose cpaBHeHus Onucanue

perm QunpTp mpaB noctymna i (aitnoBeix omeparuii. CMOTpu BbIIe onvcanue ormuuu "-p". Moxer
OBITh MCIOIB30BaH TOJIBKO B CITUCKE eXit.

pers TlepcoHaIbHBIN HOMEP ONEPAIMOHHON CHCTEMBI.

pid Wnentudukarop mporiecca.

ppid WpeHTnuKaTop poauTeabCKOTo mpomecca.

subj user Mwms mostb30BaTensi-BiIaaenbia mpoiecca (B kourekere SELinux).

subj role Ponp mponecca (B korTekcTe SELinux).

subj_type Tun npouecca (8 kourekcre SELinux).

subj_sen UyBcTBUTENBEHOCTH Iponecca (B koHTekcre SELinux).

subj clr Jlonyck mporiecca (B koHTekcre SELinux).

sgid Y cTaHOBJICHHBIN HICHTU(HUKATOP TPYIIHL.

success Ecnu 3HaueHwe, BO3BpallaeMoe CHCTEMHBIM BBI30BOM, Oouibine nu00 paBHO 0, MaHHBIH OOBEKT
Oymer paBeH "true/yes", mnade "false/no". Ilpm co3manmm mpaBuia wucmoib3ylTe 1 BMECTO
"true/yes" u 0 BMecto'"false/no".

suid YcraHOBIIGHHBIH HICHTH(PHUKATOP HOIB30BATENS.

uid W nenTrdukaTop noab30BaTeIs.

-W yTh Job6aBute TOUKy HaOMOACHNS 32 (QalIOBBIM OOBEKTOM, HAXOIAIINMCS 10 YKa3aHHOMY IIYTH. BB
HE MOXKeTe 100aBIISTh TOUKY HAOJIIONEHHS K KaTalory BEPXHETO YPOBHS - 3TO 3aIPELICHO SIPOM.
I'pymmoBeie  cumBonbl  (wildcards) Takxke HE MOTYT OBITH HCIOJB30BAHBEL, IIONBITKH UX
UCIIONIB30BaHKsL OyIyT TEHEepHpOBaTh Iperynpexialoniee CcooOlieHue. BHyTpeHHE TOYKH
HaOJIOJICHNs] pealn30BaHbl Kak ciexenue 3a inode. Takum 00pa3oM, eciii BBl YCTAHOBHUTE TOUKY
HaOJIIOICHUSI 38 KAaTAJIOTOM, Bbl yBUANTE (ailJIoBbIe COOBITHS, KOTOPHIE B ISHCTBUTENLHOCTH Oy IyT
O3HayaTh OOHOBJICHUS METAJaHHBIX 3TOW inode, W BBl MOXETE HE YBUIACTH COOBITHH,
HETOCPEICTBEHHO CBA3aHHBIX C (haitmamu. Ecim Bam HeoOxommMmo cinenuTh 3a BceMH (aiiamu B
KaTaJjore, peKOMEH/YEeTCsI CO3/1aBaTh MHIANBUAYAIbHYIO TOUKY HAaOIIOAEHMS U1 Kaxaoro (aiina.
B mpoTHBOMONIOKHOCTE K TIpaBWiIaM ayAWTa CHCTEMHBIX BBI30BOB, TOUKM HAONIOJCHUS He
OKa3bIBAIOT BIMSHHA Ha IPOU3BOJUTEILHOCTD, CBSI3aHHYIO C KOJMYECTBOM HPABHJI NOCHUIAEMBIX B
SLIPO.

-W nyts Y panuTh TOUKY HaOJr0IeHus 3a (haiJIoOBBIM 0OBEKTOM, HAXOASIIMMCS 110 YKa3aHHOMY IYTH.

IIpuMmepbr:
Y10o0HBI YBUACTH BCC CHCTCMHLBLIC BbI3OBbLI, HCIIOJB3YCMBIC OIIPCACICHHBIM
IIpoLIeCCOM:

auditctl -a entry,always -S all -F pid=1005

YroOs! yBUIETH BCe (DANIIBI, OTKPBITHIE ONMPEAEICHHBIM M0JIb30BATEIEM:

auditctl -a exit,always -S open -F auid=510

YtoObl yBUIETH HEYIaYHBIE MOMBITKYA BHI30Ba CUCTEMHOM (DyHKIIMH 'Oopen':

auditctl -a exit,always -S open -F success!=0

6.3.1.4. Ymunuma aureport

YTunura aureport - 3T0 HHCTPYMEHT, KOTOPBIM T'€HEPUPYET UTOTOBBIE OTYETHI HA

OCHOBE JIOTOB CIIy’KObl ayauTa. aureport MOXET TakKe IPUHUMATh JIaHHbBIE CO

cTaHaapTHOro BBoAa (stdin) go Tex mop, Moka Ha BXoAe OyayT HeoOpaOoTaHHBIE
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JaHHBIC JIOT'OB. B manke KaXXJ0ro oTucra I KaXXI0I0 CTO.]'I6I_Ia C€CTb 3aroJIOBOK - 3TO

o0OyieryaeT NMOHMMAaHHUE JaHHBIX. Bce OTYCTBhI, KPOMC OCHOBHOI'O HMTOI'OBOI'O0 OTHYCTAa,

cojiepKat HoMepa coObITUl ayauTa. Mcnoib3ys UX, BBl MOXKETE HANTHU MOJTHBIC JaHHBIC

0 cOOBITUM C TTOMOIIIBIO ausearch -a HoMep coObITus. Eciin B OTYETE CIMIIIKOM MHOTO

AaHHBIX, MOKHO 3a1aTb BPpEMs Hadalla 1 BpEMA OKOHYaHUWA I YTOYHCHHA BPEMCHHOI'O

npomexyTka. OT4deTbl, Te€HEepUpyemble aureport, MOryT OBITh KCIOJIb30BAaHbI Kak

I/ICXO,Z[HBIﬁ MaTcpuall 4l IMOJTYyUCHUA Ooiece Pa3BCPHYTHIX OTUCTOB.

Ormyu:
Onuus 3HayeHHe oMU
-au, ——auth OT4eT 0 BCeX MOMBITKAX ayTeHTU(UKAIIH.
-a, —-ave OTuer 0 Bcex ave COOOLICHUSIX.
-¢, --config OTYeT 0 M3MECHEHMIX KOH(MUTYPAITHH.
-Cr, --crypto OTuer 0 COOBITHSIX, CBSI3AHHBIX C MIH(POBaHUEM.
-e, ——-event OT4eT 0 COOBITHSIX.
-f, --file Oryer o daitnax.
--failed Jns o0paboTkn B oT4eTaXx BBHIOMpATh TONBKO HeyaadHble coObiTHa. Ilo ymomgaHmio
IIOKa3bIBAIOTCS U yJlauHble ¥ HeyJauyHble COOBITHSI.
-h, --host Otyer 0 XocTax.

-i, —-interpret

TpanciupoBaTh UYWCIIOBBIE 3HAa4eHHMS B  TeKcToBble. Hampumep, uaeHTHHUKATOP
MOJIb30BaTeNsd OyneT OTTPAHCIMPOBAH B HMS IOJB30BAaTeNs. TpaHCIAIMS BBITOTHIETCS C
HCTONB30BaHUEM JAaHHBIX C TOW MAIIMHBL, TAEe 3amymieH aureport. T.e. ecam BB
MIEPEUMEHOBAIIN YYETHBIE 3aIIUCH MTOJIb30BATEIEH UM HE MMEETE TAKHX K€ YUETHBIX 3aIHcer
Ha Ballleii MalllHE, TO BBl MOXKETE TIOJIYYUTh PE3YyNIbTaThl, BBOISIINE B 320y ICHUE.

-if, --input ¢aiin

Hcnons3oBaTh yKaBaHHLIﬁ (1)3171.]1 BMCCTO JIOTOB ayJauTa. DTO MOXKET OBITh IOJIE3HO npu
AHAJIN3C JIOTOB C leyFOﬁ MAlIWHbI UKW IPU aHAJIM3C YaCTUYHO COXPAHCHHBIX JIOT'OB.

-1, --login OT4eT 0 MONBITKAaX BXOA B CHCTEMY

-m, --mods OTuer 00 M3MEHEHHSX MOTb30BATEIBCKIX YUSTHBIX 3aIliCEH.

-ma, --mac OT4eT O COOBITHSAX B CHCTEME OOecleurBaronield MaHIATHOE YIPAaBICHHE JOCTYIIOM -
Mandatory Access Control (MAC).

-p, --pid Oryer o npoueccax

-1, --response OT4eT 0 peakIusaxX Ha aHOMAIbHbIE COOBITHS

-s, --syscall OTYeThl O CHCTEMHBIX BBI30BaX

--success Jit oOpaboTkM B oOT4YeTax BHIOMpaTh TOJBKO yAadHble coObiTHA. [lo  ymomdanuio
TIOKa3bIBAIOTCS M yJIauHble M HEYJauHbIC COOBITHSI.

--summary I'eHeprpoBaTh HTOTOBBI OTYET, KOTOPBIH JaeT WH(POPMALHUIO TOJNBKO O KOJHYECTBE
9JIEMEHTOB B TOM MJIM MHOM oTueTe. Takol pexuM ecTh He Y BCeX OTYETOB.

-t, --log 3TOT napaMeTp TeHEPUPYET OTYET O BPEMEHHBIX PAMKaX KaKIO0To OTYETa.

-te, --end [naTa] [Bpems]

HckaTh coOBITHS, KOTOpPBIE MPOM3OIUIN paHbIIe (WK BO BpeMs) yKa3aHHOW BpPEeMEHHOU
Toukd. PopMaT MaThl ¥ BPEMEHHU 3aBHCHUT OT BAIIMX PETHOHANBHBIX HacTpoek. Ecmu nara He
yKa3zaHa, TO IojApa3yMeBaeTcs TeKymmid neHp (today). Ecimm He ykazaHo Bpems, TO
noJipa3yMeBaeTcsl TEKyIuidi MOMEHT (now). Mcnosb3yiite 24-4yacoByro HOTAIMIO BPEMEHH, a
He AM/PM. Hampumep, nara Mosket ObITh 3a1aHa kak 10/24/2005, a Bpems - kak 18:00:00.
BbI MOXeTe Takke HCIOJIb30BaTh KIFOUEBBIC CI0Ba: Now, recent, today, yesterday, this-week,
this-month, this-year. today o3Ha4aeT mepBy0 CEKyHIY IOCIC MOJYHOYHM TEKYIIETO IHS.
recent - 10 MuHYT Ha3zax. yesterday - mepByr0 CEKyHAY IOCIE ITOJIYHOUN MPEABIIYIIETO JTHS.
this-week o3Ha9aeT MepByI0 CEKyHIy MOCJIE MOIYHOYH IIEPBOTO OHS TEKyIIeH Hemend,
MIEPBEIA IEHb HEMICH OINIPEISIIICTCS U3 BalllMX PETMOHANBHBIX HacTpoek. this-month o3Hauaer
MEPBYIO CEKYHIy IIOCIIe IMMONYHOUYH MEPBOTO YHCIAa TEKymero mecsma. this-year o3Hagaer
NEpBYIO CEKYH/Y TI0CJIE MTOJTYHOUH IEPBOro YMCIIa IEPBOro MecsIia TEKYIIEro roja.

-tm, --terminal

OtyeT 0 TCpMHUHAIAX.

-ts, --start |maTa]

VickaTh COOBITHS, KOTOPBIE MPOU3OILIH IOCie (MM BO BpeMsl) YKa3aHHON BPEMEHHOH TOUKH.
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Onuus 3HavyeHue ONIUHU

[Bpems] dopmaT gaTel U BPEMEHHM 3aBUCUT OT BallUMX DPETMOHAIBHBIX HacTpoek. Eciau nara He
yKa3zaHa, TO IoJApa3yMeBaeTcs TeKymmid neHb (today). Ecimm He ykazaHo Bpems, TO
monpasymeBaercs momHodb (midnight). Mcnonp3yiiTe 24-9acoByi0 HOTAIMIO BPEMEHH, a HE
AM/PM. Hanpumep, nata Mosket ObITh 3as1ana xak 10/24/2005, a Bpems - kak 18:00:00.

Br1 MOXeTe Takke HCIOIh30BaTh KIIFOUEBHIC CJI0Ba: now, recent, today, yesterday, this-week,
this-month, this-year. today o3HauaeT mepByr0 CEKyHIY IOCIC MOJYHOYHM TEKYIIETO IHS.
recent - 10 MuHyT Hazax. yesterday - mepByl0 CEKyHJY IOCJ€ TOJYHOUYH HPEIBIAYIIETO JHS.
this-week o3Ha9aeT MepByI0 CEKYHIy MOCJIE MOIYHOUYH IIEPBOTO MOHS TEKyIIeH Hemend,
TIEPBBIH JICHb HEJICTH ONPEACIAETCS U3 BalllUX PErHOHANBHBIX HacTpoek. this-month o3Havaer
MEPBYIO CEKYHIy IIOCIIe MONYHOUYH MEPBOTO YHCIAa TEKymero mecsma. this-year o3Hagaer
MIEPBYIO CEKYH/IY ITOCIIE TIOJIYHOUHM TIEPBOTO YHCIIA TIEPBOTO MECSIIa TEKYIIEro Toja.

-u, --user OT4eT 0 MOJIL30BATEIIIX.

-v, —-version BeiBecTH BepcHIO IPOrpaMMBbl M BBIHTH.

6.3.1.5. Ymunuma ausearch

[Iporpamma ausearch sBisieTCSI MHCTPYMEHTOM IOMCKAa MO KypHalIy ayJuTa.
YTunura ausearch MoXxeT Tak)ke MPUHUMATH JJAHHBIE CO CTaHIAPTHOTO BBOAA (stdin) 10
T€X TMOop, MOKa Ha BXxoje OyayT HeoOpaOoTaHHBIE JaHHBIE JIOroB. Bce ycioBus,
yKa3aHHbIE B IMapameTpax, oobenuustores gorndeckuMm . K nmpumepy, npu ykazanuu -
m W -ul B KayecTBe MapaMeTpoB OyAyT TIOKa3aHbl COOBITHS, COOTBETCTBYIOIIUE
3aJIaHHOMY THUITY U UACHTU(PUKATOPY MOJIH30BATEINS.

CTOUT OTMETUTD, YTO KAKIBI CHCTEMHBIA BBI3OB Spa M3 TOJIH30BATEIHCKOTO
MPOCTPAHCTBA U BO3BPAIIICHHUE JIAHHBIX B MOJIb30BATEIHCKOE IPOCTPAHCTBO UMEET OJIUH
YHUKJIBHBIN (JIJ151 KaXK0T0 CUCTEMHOTO BbI30Ba) UEHTU(UKATOP COOBITHS.

Paznmuunbie yacTu siapa MOTYT 100aBIIATh TOMOJHUTEIbHBIC 3anucu. Hanpumep, B
coOBITHE ayJIUTa JIJIsI CHCTEMHOTO BbI30Ba "open" mobammisercs 3anuck PATH ¢ umenem
¢aiina. ausearch mokas3bIBaeT BCe 3alMCU COOBITHS BMECTE. JTO O3HA4YaeT, YTO MIpH
3ampoce OMpPEAEIEHHBIX 3alIUCeN pe3yJIbTaT MOKET coaepxkaTh 3anucu SY SCALL.

Taxxe moMHUTE, YTO HE BCE THUIBI 3aMUCEN COJEPKAT YKa3aHHYI0 MH(POPMAIIHIO.

Hampuwmep, 3anuce PATH He comepxut ums y3ma uinu loginuid.

Ommn:
Onuus 3HayeHne ONIUH

-a, --event audit-event-id Hckate coOBITHS C 3alaHHBIM HACHTHPHUKATOpOM COOBITH. COoOOIIeHHsT OOBIYHO
HaunMHaroTCs npuMmepHo Tak: msg=audit(1116360555.329:2401771). Unentudukatop
COOBITHS - 3TO uHcio nocie ":'. Bce coObITHs ayanTa, CBSI3aHHBIE C OJAHUM CHCTEMHBIM
BBI30BOM MMEIOT OJIMHAKOBBIH HICHTH(UKATOP.

-¢, --comm comm-name Hckarh coOBITHS C 33aHHBIM COMM Name. coOmm name - UMs UCHOJHseMOoro ¢aiiia
3a/1a4u.

-f, --file file-name Hckath cOOBITHS C 3aIaHHBIM HMEHEM (aiina.
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-ga, --gid-all all-group-id

Hckate coObITHS ¢ 3amaHHBIM 3()(QEKTUBHBIM WIH OOBIYHBIM HACHTH(PHUKATOPOM
TpYIIBL.

-ge, --gid-effective effective- | ickaTh coObITHA ¢ 3a7aHHBIM () (EKTUBHBIM UICHTH()HUKATOPOM TPYIIITBI HIIH HMEHEM
group-id TPYIIEL

-gi, --gidgroup-id Vckatb coOBITHSI C 3a/TaHHBIM HACHTH()UKATOPOM I'PYIIIBI HIIM UMEHEM TPYIIIIbL.

-h, —-help Crpaska.

-hn, --host host-name

TpaHCcIHpOBaTh YHCIOBBIC 3HAYCHHWs B TEKCTOBbIe. Hampumep, wumeHTH)UKATOP
MONB30BaTeNsl  OymeT OTTPAHCIMPOBAaH B HMMS  IIOJ30BATENs. TpaHCIALASL
BBITIOJTHSIETCS C MCIIOJIB30BAHMEM JTAaHHBIX C TOM MAIMHBI, THIe 3amymieH ausearch. T.e.
€CJIM BbI MEPEMMEHOBAIIM YUETHBIE 3alMCH TI0JIb30BATENCH MIIM HE UMEETE TaKHX JKE
YUYETHBIX 3amuceil Ha Balledl MalluHe, TO Bbl MOXETE MOJYYUTHh PE3YJbTATHI,
BBOJISAIIME B 3201y ICHHUE.

-if, --input file-name

Hcnonb30BaTh ykazaHHbIH (ailsl BMECTO JIOTOB ayJuTa. DTO MOXKET OBITh MOJIE3HO MPU
aHAJIM3E JIOTOB C APYTOW MAIIMHBI MJIH [TPU aHAJTN3€ YACTHYHO COXPAaHEHHBIX JIOTOB.

-k, --key key-string

VckaTh COOBITHS C 3aJJaHHBIM KJIIOYCBBIM CJIOBOM.

-m, --message message-type |
comma-sep-message-type-list

Uckarb coObITHS C 3aJaHHBIM THIOM. BBl MoOXeTe yKka3aTh CIIMCOK 3Ha4eHHH,
pa3zieNieHHbIX 3amsThIMU. MOXKHO yKa3aTh HECYIIECTBYIOIMH B coObITHsAX Tul ALL,
KOTOPBIM II03BOJIIET TONYYUTh BCE COOOIIEHHS cucTeMbl ayauta. CHIHCOK
JOIYCTUMBIX THIIOB OONBIIOW M OylIeT MOKaszaH, €ciM yKa3aThb 3Ty OINLUI0 0Oe3
3Ha4YeHUs. THIl cOOOIEHHsT MOKET OBITh CTPOKOH WIIM YHCIOM. B crucke 3HA4YeHUHA
3TOTO0 IapaMeTpa B KauyeCTBE PpA3ICIMTENS HCIONb3YIOTCA 3alAThle M IPOOEIb
HEJIONYCTHMBIL.

-0, --object SE-Linux-context-
string

HckaTh cOOBITHS C 3aJTaHHBIM KOHTEKCTOM (OOBEKTOM).

-p, --pid process-id

HckaTh cOOBITHS C 3aJTAHHBIM UICHTH(DHKATOPOM IpoIiecca.

-pp, —-ppid parent-process-id

VckaTh coOBITHS C 3aITaHHBIM HACHTH(HHKATOPOM POIUTEIHCKOTO IPOIIecca.

-r, --raw

HeoOGpaboTannsiii BeiBoA. Vcmone3yercst IIsl W3BICUSHIS 3aliCel s JabHEeHIero
aHaau3a.

-s¢, --success syscall-name-or-
value

Hckath cOOBITHSI C 3aJaHHBIM CUCTEMHBIM BBI30BOM. BbI MOXeTe yKa3aTh ero HoMep
wid umst. Eciii BBl yKaszanud uMsi, OHO OyJeT IMPOBEPEHO Ha MAIWHE, IJe 3aIyIieH
ausearch.

-se, --context SE-Linux-context-
string

Uckare coObITHS C
tcontext/object).

3amaHHbIM  KoHTekcToM SELinux  (stcontext/subject wmm

-su, --subject SE-Linux-

context-string

HUckatp coObITHsI ¢ 3a1anHbIM KoHTeKcTOoM SELinux - scontext (subject).

-sv, --success success-value

Hckarp coObITHS ¢ 3aaHHBIM  (baroM ycIemHoro BbIIONHEHUs. JlomycTumble
3Ha4YCHUs: yes (YCHenHo) u no(Hey1aqHo).

-te, --end [end-date] [end-time]

Hckate cOOBITHA, KOTOpBIE MPOM3ONUIM paHbIIe (WIM BO BpeMs) YKa3aHHOU
BpeMEeHHON Toukd. DopmarT AaTel W BPEMEHM 3aBHCHUT OT BAlllMX PErMOHANIBHBIX
Hactpoek. Ecim nata He ykaszaHa, TO mozapasyMeBaeTcsi TeKymuil neHsb (today). Eciu
HE yKa3aHO BpeMdA, TO TOApa3yMeBacTcs TeKyIIui MoMeHT (now). Mcmoms3syiite 24-
4acoBYI0 HOTaLMIO BpeMeHH, a He AM/PM. Hanpumep, nara Moxer ObITh 3a/laHa KaK
10/24/2005, a Bpems - xax 18:00:00.

Bl MOXxeTe Takke HCIOJIb30BaTh KIIIOUEBBIC CIIOBa: now, recent, today, yesterday,
this-week, this-month, this-year. today o3Hayaer mepByl0 CEKyHIy IOCIE HOJIYHOUH
Tekymero nHsA. recent - 10 MuHYT Ha3zam. yesterday - mepByIO CeKyHOy Iocie
MOJYHOYH Tpeasiaymero aas. this-week o3HadaeT mepByro ceKyHIy THOCIHE IMOJYHOUH
MIEpBOTO JHS TEKyIled Heneny, MepBBbli JIeHb HENeNN OIpeneNsercss M3 Ballnux
pernoHaNbHEIX HacTpoek (cM. localtime). this-month o3HauyaeT nepByro cekyHIy mocie
MOJYHOYM IIEPBOIO YHCIa TEKyIlero Mmecsua. this-year o3HadaeT NEpBYIO CEKYHIY
T10CJIE TIOJIYHOYH IEPBOT'0 YKCIIa IEPBOTO MecsIa TEKYIIEro roja.

-ts, --start [start-date] [start-
time]

HckaTh COOBITHS, KOTOPBIE MTPOU3OIILIN MTOCTe (MM BO BpeMsl) YKa3aHHOW BpPEMEHHOM
touku. dopmar AaThl ¥ BPEMEHM 3aBUCUT OT BAlIMX PErHOHAIBHBIX HacTpoek. Eciu
JaTa HE yKa3aHa, TO IOIpa3yMmeBaeTcss TeKymuil aeHb (today). Ecim He ykazaHo
BpeMsI, TO IoapazyMeBaercs: nomHodb (midnight). Mcmonbe3yiite 24-9acoByr0 HOTAIHIO
Bpemenn, a He AM/PM. Hampumep, narta moxer ObiTh 3amana kak 10/24/2005, a
BpeMs - kak 18:00:00.

Bbl MOXxeTe Takke MCIOJB30BaTh KIIFOUCBBIC CIIOBA: now, recent, today, yesterday,
this-week, this-month, this-year. today o3HauaeT mepByrO CEKYHIy MOCJIE MOJYHOYH
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Tekymiero mHsA. recent - 10 MuHYT Haszam. yesterday - MepBYIO CEKyHOy ITOCTC
MOJIYHOUYH MpeAbLayliero aus. this-week o3HadaeT MepByrO CEKYH.y IMOCIE OJyHOUYH
MEPBOrO JIHS TEKyIIel HEAeNH, MEepBbIil [IeHb HEIeNd OMNPEesieTcsl M3 BallnuX
perHOHANBHEIX HacTpoek. this-month o3HauaeT MEpBYIO CEKYHIy IOCIE ITOIYHOYU
MEPBOTO UHUCIIA TEKyIIero wecsma. this-year o3Ha4YaeT NEPBYHO CEKYHIY IOCIE
TIOJIYHOUH IIEPBOTO YMCJIa IEPBOrO MECsIIa TEKYLIET0 To/a.

-tm, --terminal terminal

HckaTh cOOBITHS C 3aJaHHBIM TepMHUHAIOM. HekoTopsie ciayxO0bl (Takue Kak cron u
atd) MCIOJB3YIOT UM CITY)KOBI KaK MMsI TEpMHUHAJIA.

-ua, --uid-all all-user-id

Uckatep coOBITHS, y KOTOPBIX JIO0OH W3 WACHTH(HKATOpA IIOJH30BATEN,
3¢ GeKTUBHOTO HACHTHU(HKATOpa mMmoib3oBarens wik loginuid (auid) coBmamaroT ¢
3aJ]aHHBIM WACHTU(HHKATOPOM IOJIH30BATEIS.

-ue, --uid-effective effective-

user-id

Hckatb coOBITHS C 3aJaHHBIM 3 QEKTUBHBIM UISHTU(HHKATOPOM I10JIH30BATEIS.

-ui, --uid user-id

Hckath cOOBITHS ¢ 3aIaHHBIM HISHTH(QUKATOPOM ITOJIH30BATEIIS.

-ul, --loginuid login-id

Hckarb coObITHS C 33/IaHHBIM HICHTH()UKATOPOM MONb30BaTessl. Bee mporpamwel,
KOTOPBIE €T0 UCIIOJIB3YIOT, JOJDKHBI MCIIONIB30BaTh pam loginuid.

-v, --verbose

IToka3zatb BEpCHIO U BBIMTH

-w, --word

CoBnasienne ¢ nonHbIM cioBoM. [lopnepxuBaercst 1yt uMeHu (aitia, UMeHH y3Ja,
TepMuHasa ¥ KoHTekcra SELinux.

-X, —executable executable

VckaTh cOOBITHS C 3aJaHHBIM HMEHEM HCIIOTHIEMOU IPOTPAMMBIL.

6.3.1.6. Ymunuma autrace

YTunura autrace - 3TO mporpamma, KoTtopas I00aBisieT MpaBuia ayauTa s

TOrO, YTOOBI CJICAUTDh 3a UCIIOJBb30BAHUCM CUCTCMHLBIX BbBI3OBOB B YKA3aHHOM IIPOHCCCEC

noJo0HO TOMy, Kak 3To aenaer strace. [locrme moOaBieHHs TpaBUiI OHA 3aIlyCKaeT

mpouecc ¢ yKasaHHbIMU apryMCHTaMM. PCSY.HBT&TBI ayauTa 6y}IyT 00 B JOrax ayauTa

(ecnu ciy>x0a aynuTa 3amylleHa), 1100 B CUCTEMHBIX Jiorax. BHyTpu autrace yctpoeHa

TaK, 4YTO YJaJse€T BCE IMpEAbIAyLIME MpaBUJia ayauTa, IEpe] TeM KakK 3aIllyCTUTh

YKa3aHHBIﬁ IMpoHeCC M IOCJIC €Iro 3aBCPIICHUA. HOBTOMy, B Ka4YCCTBC ,I[OHOJIHI/ITGHBHOﬁ

MCPBI ITPCAOCTOPOIKHOCTH, IIpOrpaMmma HE 3aIlyCTUTCA, €CIIU IICPC €€ NUCIIOJIb30BAHNCM

npaBuia He OyayT ynajeHsl ¢ momombio audtictl - mpemgynpexparoriee cooOmieHue

U3BECTUT 00 ITOM.

Ommu:
Onuus 3HaYeHue ONIUU
-r Orpannunth cO0p HHPOPMAIIMH O CHCTEMHBIX BBI30BaX TOJIBKO TEMH, KOTOPHIE
HEOOXOAMMBI IS aHaIW3a MCIOJb30BaHUS PECypcoB. DTO MOXET OBbITh
TIOJIE3HO TIPH MOJISIIMPOBAHUH BHEINTATHBIX CHUTYAIlUH, K TOMY K€ TO3BOJISET
YMEHBIITUTH HAIPY3KY Ha JIOTH.
[Ipumepsr:

Huxe MMpEACTaBJICH IPUMED OOBIYHOTO MCIOJIb30BAHUS IIporpaMMablI:
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autrace /bin/ls /tmp

ausearch --start recent -p 2442 -i

Emie ogua mpumMep 11 pexxuMa orpaHUYeHHOTO cOopa nHpopMaIuu:

autrace -r /bin/ls

ausearch --start recent -p 2450 --raw | aureport --file -summary

ausearch --start recent -p 2450 --raw | aureport --host —summary

6.3.1.7. I paghuueckas ymunuma npocmompa H#cypHaios ayouma

[Tocne 3amycka IIporpamMMmbl MpOCMOTpa CUCTEMHBIX >KYPHAJIOB OTOOpakaeTcs

CIeayIoIIee OKHO (PUCYHOK 6.1).

®ailn Mpaeka Bug ®wuneTpel Cnpaeka
boot.log Oct 23 10:14:33 localhost journall414]: Runtime journal
Dct 23 10:14:33 localhost systemd-journald[196]: Receiw
btmp Oct 23 108:14:33 localhost kernel: systemd: 25 output 11
b cron Oct 23 10:14:33 localhost kernel: random: crng init don
Oct 23 108:14:33 localhost kernel: audit: type=1404 audi
dmesg Oct 23 18:14:33 localhost kernel: audit: type=1483 audi
_ Oct 23 10:14:33 localhost systemd[1]: Successfully load
» maillog Oct 23 10:14:33 localhost systemd[1]: Relabelled sdev a
v messages Oct 23 10:14:33 localhost kernel: vboxguest: loading ou
Oct 23 10:14:33 localhost kernel: wgdrvHeartbeatInit: S
YeTeepr, 4 okT Oct 23 108:14:33 localhost kernel: input: Unspecified de
Dct 23 10:14:33 localhost kernel: vboxguest: misc devic
: Dct 23 108:14:33 localhost journall414]: Journal started
b secure Oct 23 10:14:34 localhost systemd[1]: systemd 219 runni
Oct 23 18:14:34 localhost kernel: [drm] VRAM 04000088
spooler Oct 23 18:14:34 localhost kernel: [TTM] Zone kernel: A
tallylog Oct 23 108:14:34 localhost kernel: [TTM] Initializing po
Dct 23 10:14:34 localhost kernel: [TTM] Initializing DM
wpa_supplicant.log Oct 23 10:14:34 localhost kernel: fbcon: vboxdrmfb (fbG
Xorg.0log Oct 23 10:14:34 localhost kernel: Console: switching te
o Oct 23 18:14:34 localhost kernel: wvboxvideo B600:88:82.
Xorg.9.Jog Dct 23 10:14:34 localhost kernel: [drm] Initialized wbao
. Oct 23 10:14:34 localhost systemd[1]: Detected virtuali
3525 cTpok (356,3 kB) — nocnegHee obHoBneHWe: BT okT 23 12:00:01 2018

Pucynok 6.1 - Okno [IporpamMmbl IpocMOTpa CUCTEMHBIX KYpPHAJIOB

Jns poctynma K KypHallaM ayAuTa I0Jb30BaTellb JOJDKEH BBECTH Napojib
aamuHucTtparopa. Ilocme mnepBoro 3amycka IlporpaMMbl HpocMOTpa CHUCTEMHBIX
’KYPHAJIOB MPUIIOKEHHUE IO YMOJYAHHUIO OTOOpa)kaeT HECKOJbKO (DailyioB *KypHasoB

(takme, kak /var/log/messages). OTKpbITbIE JJOTH (3KypHAJIbl) IPEICTABIIECHBI B CITUCKE B
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JIEBOM YacTH OKHa NpPWIOKEeHHs. BBIOpaHHBIN W3 CHHCKa KypHajdl OTOOpa)kaeTcs B
TJIABHOM YaCTH OKHA MPUII0KEHUS.

[To ymomuyanuio IIporpamMmma mpocMOTpa CHUCTEMHBIX >KYpHaJOB OTOOpakaer
U3MEHEHHUSI KaXJOTr0 OTKPBITOTO JKypHaJa, W JIOObIe W3MEHEHUS TMOSBISIOTCS
aBTOMAaTUYECKH B TJIABHOM OKHE.

3ameTtbTe, uTto [IporpamMmma mpocmMoTpa CHUCTEMHBIX KYPHAJIOB TaKKe€ MO3BOJISET
BaM  OTKpbIBaThb apXMBUPOBAHHBIC O KypHaJIbl (Ha3BaHUs  (alIOB  KOTOPBIX
OKaH4MBaroTcs Ha ".gz").

YtoOBI cKOMMPOBATh OJHY WX OOJiee CTPOK KypHaja B Oydep oOMeHa mpocTo
BBIJICJIUTE CTPOKH B TJIaBHOM yacTu okHa u BeiOepute [IpaBka » KonupoBars. Eciu Bbl
XOTUTE KOMUPOBaTh BECh XypHan B Oydep oOMeHa, BBIOEpUTE €ro MOJHOCTHIO,
ucnois3ys Hactpoiiky IIpaBka * Beimenutrs Bc€, 3arem BbiOepute IlpaBka *
Konuposarts.

Bbl MoxeTe ucnosb3oBaTth IIporpamMmy mpocMoTpa CHCTEMHBIX >KYPHAJIOB s
MOHUTOpHUHTa JIOTOB (>kypHasoB). [lo ymMoiuaHnuio, KO BCeM KypHajaMm, OTKPHITHIM B
[Iporpamme mpocMOTpa CUCTEMHBIX KYpPHAJIOB, MPUMEHSIOTCS TEKYIIUE WU3MEHEHHS.
Ecnu HOBble cTpoku m00aBieHBl K KypHalTy, HPOCMaTpUBAEMOMY C TIOMOIIBIO
[IporpaMmbl IPOCMOTpPa CUCTEMHBIX KYPHAJIOB, HAUMEHOBAHUE JKypHajla BbIICIUTCS
KUPHBIM HayepTaHHEM WIpU(Ta B CHUCKE XypHaioB. Eciam xypHam oroOpaxkaercs B
HACTOSAIIEEe BpEMsl B TJIABHOM YAacCTH OKHA, HOBBIE JIMHUMU TOSIBATCS aBTOMAaTHUYECKU B
KOHLIE JKypHaJla M, MO HCTEYEHUM MATH CEKyHJ, HAaUMEHOBAaHUE >XypHaJla CHOBa
BEPHETCS K 0OBIYHOMY HaYEPTAHUIO B CIIUCKE JKYPHAJIOB.

Nudopmanus o xxypHasie 00bIYHO 0TOOpakeHa B CTPOKE COCTOSIHUS, BKITIOYAS:

KonndecTBo CTpOK B KypHaJe.

Pa3zmep xypnana B GaiiTax.

Jaty nociennero oOHOBIICHUS (M3MEHEHHS ) Ky pHaIa.

CTtpoka cocTOSIHUS MOXET ObITh TIOKa3aHa WK CKpPbITa uyepe3 MyHKT MeHio Bun *

Ctpoka COCTOSHMUSI.
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6.3.1.8. Dxcnopm oanHwvlx ayouma

Jns oskcmopra HaHHBIX ayamTa s Apyroro naosepenHoro MT mnpoaykra
IpeaJiaraeTcsl NCIOJIb30BaTh CXAThle apXUBHBIE (DAWMIIBI ¢ APOJIBHOMN 3alIMTON. ApXUB
MO3BOJIUT 3HAUUTEIBHO YMEHBIIUTh O0BEM IEpelaBaeMbIX JaHHBIX, a TapOJib 3AIIUTUT
OT HECAaHKIIMOHUPOBAHHOI'O PACKPBITHUS Mpu nepepade. s cxatus KypHAJIOB ayauTa
HEO00XO0IMMO UCIOJIb30BaTh YTHIIUTY Zip.

Zip - 3TO yTWIUTA JUIsl COKAaTUS U YNaKoBKU (aljioB U KaTtanoroB. UToObl cxaTh
(haiis1 UM KaTaJior C MOMOIIbI0 KOMaH/bI Zip, HA0epUTE B KOMaHIHOMN CTPOKE:

zip -r ums_aiisa.zip karaaor

B stom mpumepe ums daiina.zip — co3gaBaeMblii Bamu ¢aiiia, a Katajior —
KaTajor, KOTOpbIA OyJeT moMelieH B HOBbIM zip-¢ain. Omuus -r yKa3bIBaeT, 4TO BCE
(aiiael U3 KaTanora Katajgor — OyayT BKIIOYEHBI PEKYPCHBHO.

VY cTaHOBUTH NApOJIb HA APXUB MOYKHO C NOMOIIBIO KiIto4a -P, a KiIto4 -e ckpoer

napoJib Npu BBOJIE.
6.4. IIpaBa nocryna k ¢gaijiamMm u Karajoram

PE/] OC — cucteMa MHOTOIOJIb30BaTENIbCKasA, ITOITOMY BOIIPOC 00 OpraHu3aiuu
pasrpaHUyYeHUs TOCTymna K (pailiiaMm W KarajoraMm SIBIS€TCS OJHUM M3 CYIIECTBEHHBIX
BOIIPOCOB, KOTOPBIE JOJIKHA PEIIaTh ONEPALMOHHAS CUCTEMA.

B ocHOBe MEXaHM3MOB pa3rpaHUYEHUs JOCTYIIA JICKAT UMEHA IOJb30BATEICH U
uMena rpynn nois3oBateneil. B PEJ] OC kaxnaplii 1oib30BaTellb UMEET YHUKAIBLHOE
UMsI, TIOJ KOTOPBIM OH BXOAUT B cucTteMmy (Jorupyercs). Kpome Toro, B cucreme
CO3Ja€TC HEKOTOPOE YMCJIO TPYII IOJb30BATENEN, NMPUYEM KaXKAbIA IOJIb30BATEINb
MOXXET OBITb BKJIIOYEH B OJIHY WJIM HEeCKoibKO rpymnm. Co3maeT W yAauser Tpymibl
CYIIEpIOJIb30BATENb, OH K€ MOXKET HU3MEHSATh COCTAaB YYAaCTHUKOB TOW WM HWHOU
rpynmbl. UsieHbl pa3HbIX TPYIN MOTYT MMETh pa3HbIe MpaBa Mo JOCTYIy K (aitiam,
HarpuMep, TpyIa agIMUHUCTPATOPOB MOXKET HMMETh OOJbllie IpaB, 4YeM Tpymna

IPOTrPaMMHUCTOB.

91



B unaekcHoM aeckpunTope Kaxkaoro Qaiia 3amndcaHbl UM TaK Ha3bIBAEMOTO
BJIaJielblia (pailyia u rpyIbl, KOTopas UMeeT paBa Ha 3ToT Qaitn. [lepBoHavanbHo, pu
co3naHuu (paiina ero BIajenbleM OObABISETCS TOT MOJIb30BATENb, KOTOPHIN ATOT (aiin
co3nai. TouHee — TOT MOJb30BATENh, OT YbETO UMEHU 3aIyLIEH MPOLIECC, CO3IA0IINI
¢aiin. I'pynmna Toxe Ha3HAYAeTCs MPU CO3/IaHuU (aiilyia — Mo UACHTUPUKATOPY TPYIIIBI
npoiiecca, cozaatoiiero (aitn. Brnanensua u rpynny Qaiiia MOXHO MOMEHSITh B XOJI€
nanpHenIen paboTsl ¢ MOMOIIBI0 KoMaH chown u chgrp.

Bemmonnum komanay Is -l. Ho 3agagum et B KayecTBE JOMOJHHUTEIHHOTO
napameTpa uMsi KOHKpeTHOro (aitna, Harpumep, (aiina, 3aaroiiero camy KOMasmy ls.

$ 1s -1 /bin/ls

-rwxr-xr-X 1 root root 49940 Sep 12 1999 /bin/ls

B nanHoM ciywae BiamenblieM (Qaitna sSBIsSETCS MOJb30BaTellb oot W Tpymnmna
root. Ho Hac ceiiuac B BbIBOJIE 3TOM KOMaH[bl OOJbIIE€ HHTEPECYET NEPBOE MOJE,
ompenensmoniee Tumn (aitna U mpaBa goctyna K (aiimy. DTO moje B NPUBEACHHOM
npUMeEpe TMPEACTABICHO IEMOYKOM CHUMBOJIOB -TWXI-XI-X. OTH CHUMBOJIBI MOKHO
YCJIOBHO PA3JENUTh HA 4 TPYINIIbL.

[lepBas rpyrra, cocTosias U3 eAMHCTBEHHOTO CUMBOJIA, ONIpeIesisaeT TuIl (aiina.
OTOT CHUMBOJI B COOTBETCTBMU C BO3MOXHBIMH TUIAMH (aillioB MOXKET NMPUHUMATH
TaK¥e 3HAYCHMUS:

- — 0OBIYHBIN (aili;

d — karanor;

b — (aitn 6104HOTrO YCTPOHCTBA;

¢ — (aity1 CUMBOJIBHOTO YCTPOMCTBA;

s — JIOMEHHOe THe3/10 (socket);

P — MMEHOBAHHBIN KaHa (pipe);

| — cumBommueckas cepiika (link).

Jlanee crieayrOT Tpu TPYIIBI IO TPU CHUMBOJA, KOTOPBIC W OMPEIETSIOT MpaBa
noctyna K (aility COOTBETCTBEHHO /ISl BIajienblla (paiina, /1 TPYIIIbI MOIh30BaTENeH,

KOTOpasi COIOCTaBJI€Ha JaHHOMY (aiily, M I BCEX OCTAJbHBIX IOJIb30BaTENEH
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CUCTeMBI. B HaileM npuMepe npaBa I0CTyNa JJiA BIaeblla OMpeaesieHbl KaK WX, 4TO
O3HAYaeT, 4To Biajenel (root) UMeeT mpaBo 4uTaTh (aiii (r), MPOU3BOIUTH 3alKUCh B
aToT (aitn (W), W 3amyckaTh (aiim Ha BBIOJIHEHHE (X). 3aMeHa JI000TO M3 ATHX
CUMBOJIOB  TIpouYepKkoM  OyAeT  o3HayaTh, YTO  TOJIb30BATENb  JIMIIAETCA
COOTBETCTBYIOIIETO IpaBa. B TOM jke mpumepe MBI BUIUM, UYTO BCE OCTaJIbHBIC
MOJIb30BaTENH (BKJIIOYAs M T€X, KOTOPBIE BOIIN B TPYIITY r0O0t) JIMIIEHBI MTpaBa 3alucu
B ATOT (pail, T. €. He MOTYT (haiiyl pelaKTUPOBATh U BOOOIIE KAK-TO U3MEHSTh.

[IpaBa goctyma u wuHbopMaruss o THre Qaila XpaHATCS B HHICSKCHBIX
JECKPUINITOPAx B OTACIBHOM CTPYKTypeE, COCTOSINCH M3 IBYX OalTOB, T. €. U3 16 OHT.
Yerbipe Outa u3 3THX 16-TM OTBENEHBI Il KOAMPOBAHHOM 3amucu o Tume daiina.
Crenyronie Tpu OMTa 331al0T 0COObIEe CBOMCTBA MCMONHAEMBbIX (aitoB. M, HakoHer,
ocTaBIuecs 9 OUT ompeeNsaioT mpaBa AocTyna K (daitmy. Itu 9 Out pazmenstorcs Ha 3
rpynmnsl o Tpu 6uta. [lepBrie Tpu OuTa 3a7al0T MpaBa MOJIB30BATENS, CIECIYIONINE TPU
Outa — mpaBa TPYMIbI, MOCIEAHHE 3 OuTa OMpPENEeNSIIOT MpaBa BCEX OCTAJIbHBIX
noJib3oBaTesie (T. €. BCeX IMOJIb30BATENC, 32 UCKIIOYEHHWEM Biajenblia (daiina u
rpynisl Qaiina).

[Ipu »TOM, e€ciu COOTBETCTBYIOIIMH OUT uMeeT 3HadyeHue 1, TO TMpaBo
MIPEIOCTaBIsETCS, a eciii OH paBeH (0, TO MpaBo He mpeaocTaBisercs. B cumMBoibHON
¢dbopMe 3amucu mpaB eIMHUIA 3aMEHSETCS] COOTBETCTBYIOIIMM CUMBOJIOM (T, W WIIH X), a
0 mpencTaBisieTcss MPOYEPKOM.

[IpaBo Ha ureHue (r) Qailia 03HAYAET, YTO MOJIH30BATEIb MOXKET MPOCMATPUBATh
coaepkumMoe (aiisia ¢ TOMOIIBIO PAa3TUYHBIX KOMaH] IPOCMOTpPa, HalpuMep, KOMaHI0i
more WIM C TIOMOIIBI0 JIO0Oro TEKCTOBOro penakropa. Ho, mnoapenaktupoBas
coaepkumoe (haiisia B TEKCTOBOM PENaKTOPEe, BbI HE CMOXETE COXPAaHUTh U3MEHEHUS B
daiine Ha AWCKe, €ClIM HE UMeeTe MpaBa Ha 3amuch (W) B 3ToT (aitn. [IpaBo Ha
BBITIOJIHEHUE (X) O3HAYAEeT, YTO BBl MOXETE 3arpy3uTh ¢ailil B mamsATh U MOMBITATHCS
3aIlyCTUTh €r0 Ha BBITIOJIHCHHE KaK WCTIOJHSAEeMYyK mporpammy. KoHedHo, ecnu B
neicTBUTENbHOCTH (aitn He sBiseTcs mporpammoit (unu ckpunrtom shell), To

3aIyCTUTh ATOT (pailyl Ha BHIIIOJIHEHHE HE YIACTCs, HO, C APYrOld CTOPOHBI, JTaXe €CIH
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(daiin neiCTBUTEIBHO ABISETCS MPOTPaMMOi, HO MPaBO Ha BBIMOJHEHUE JIJISI HETO HE
YCTaHOBJIEHO, TO OH TOXE HE 3aITy CTUTCS.

Ecnu BBIMOMHUTE Ty e KoMaHay Is -1, HO B kauecTBe MOCIeTHEr0 apryMeHTa eif
yKka3aTh He uMsa (¢aiiima, a UMs Karajgora, Mbl YBHJUM, YTO JJis KaTajJOrOB TOXE
OIpEJIENICHBI MTPaBa JOCTYIIA, IPUYEM OHHU 33JA0TCS TEMHU K€ CAMBIMU CUMBOJIAMU TWX.
Hanpumep, BpImoaHUB KoMaHay Is —1 /, MBI yBuaMM, 4TO Karajnory bin COOTBETCTBYET
CTpOKa:

drwxr-xr-x 2 root root 2048 Jun 21 21:11 bin

EcTecTBEHHO, YTO MO OTHOLIEHWIO K KaTajJoramM TpPakTOBKAa MOHATHHM 'IpaBo Ha
yTeHue", "mpaBo Ha 3amuch" U "MpaBO HA BHITIOJIHEHUE" HECKOJIbKO M3MeHseTcs. [IpaBo
Ha YTEHHE M0 OTHOLIEHHWIO K KarajoraM JIErKO MOHATh, €CJIM BCIIOMHUTh, YTO KaTajor
— 9310 TpocTo daili, coAepKamMK CHHUCOK (aiIoB B JAHHOM KaTajore.
CnepoBarenbHO, €CIAM Bbl MMEETE€ MpPAaBO HAa UTEHUE KaTajora, TO Bbl MOXKETE
IIPOCMATPUBATH €0 COAECPKUMOE (3TOT caMmblii criucokK (aiinoB B katainore). [IpaBo Ha
3aMKCh TOXKE MOHATHO — UMEs TAKOE TIPABO, Bbl CMOXKETE CO3/1aBaTh U YAAIATH (ailibl
B 3TOM KaTajlore, T. €. MPOCTO J00aBJATh B KaTajor WM yAANATh U3 HEro 3aIlucCh,
COJEpKaIlyl0 MMsI Kakoro-to aiiga M cooTBeTCTByrolue cchUikd. IIpaBo Ha
BBITIOJTHEHUE B JAHHOM CJIy4ae O3HAaudaeT MpaBO MEPEXOJUTh B 3TOT Karayor. Ecnu BbI,
KaK BJaJeJiel, XOTUTE aTh JOCTYIl APYTMM IOJb30BaTEIsIM Ha IMPOCMOTP KaKOIO-TO
¢aitna B cBOEM KaTasiore, BbI JODKHBI AaTh UM MPABO AOCTYIA B KATaJIOT, T. €. AaTh UM
"IMpaBO Ha BBINOJHEHHE Kartajora'. boisee Toro, HamoO JaTh MOJB30BATENIO MPABO HA
BBINIOJIHEHHUE JIsi BCEX KarajoroB, CTOSIIMX B JIE€PEBE BBILIE JAHHOTO KaTajora.
[TosTOMYy B MpUHLMIE IJI1 BCEX KATAJIOrOB MO YMOJIYAHUIO YCTAHABIMBAETCS MPABO Ha
BBINIOJIHEHUE KaK ISl BIAENblia U TPYMIbl, TAK U JJIs1 BCEX OCTAIbHBIX MOJIb30BATEIIEH.
W, yx ecin Bbl XOTHTE 3aKpbITh JAOCTYIl B KaTaJor, TO JMIIMTE BCEX IOJb30BaTENICH
(BKJTFOUAs TPYIITY) MpaBa BXOAUTH B 3TOT KaTajor.

[locne mpoureHus mnpeablayliero ad3ala MOXKET NOKa3aThCs, YTO MPaBO Ha
YTeHHE KaTajora He JAaeT HUYEro HOBOI'O IO CPABHEHMIO C IPABOM Ha BBINOJIHEHUE.

Onnako pasHruOa B OTHUX IIpaBaX BCC XKE CCThb. Ecmu 3amath TOJBKO IIpaBO Ha
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BBITIOJIHEHUE, BBl CMOXKET€ BOWTH B KaTajor, HO HE YBUIUTE TaM HU OJHOrO (aiiia
(3TOT 3D PeKT 0COOEHHO HATJISAHO MPOSBIAETCS B TOM CIydae, €Clid Bbl MOJb3YeTeCh
KakUM-TO (haiIOBEIM MEHeIKepoM, Hampumep, nporpammorr Midnight Commander).
Ecnu BBl nMeeTe mpaBo J0CTyIna B KAaKOM-TO W3 TOJKATAJIOTOB 3TOTO KaTajaora, TO BBI
MOXeTe nepeiTu B Hero (komaHaou cd), HO, Kak rOBOpUTCS "Bciemyro', Mo MmamsTH,
MOTOMY YTO CITKCKA (PAilJIOB M MOJKATANIOTOB TEKYIIIETO KaTajiora Bbl HE YBUIUTE.

AJNTOPUTM MPOBEPKHU IpaB IMOJIb30BaTeNs MPU OOpalleHuH K Qailily MOXKHO
ommcarh cleayrnmMm obpa3oMm. CucreMa BHadaje NPOBEpSET, COBHAIACT JIM HMS
MOJIb30BATEINS C UMEHEM Biazenblia (aitna. Eciu 5Ti nMeHa coBmanaior (T. €. Blajenell
oOpaiaercst k cBoemy (Qailiny), To MpoBEpsIeTCsl, UMEET JIM BIIAJIENel] COOTBETCTBYIOIIEE
MpaBO JOCTYyIMa: Ha YTCHWE, HA 3alliCh WM HA BBIIOJHCHHWE (HE YIWBISUTECH,
CYTIEpIIOJIH30BATEh MOXKET JIUIINTH HEKOTOPBIX MpaB U Biajenbila daina). Ecau npaso
TaKOe €CTh, TO COOTBETCTBYIOIIAs OIepalys paspernaetcsa. Eciu ke Hy»KHOTO TpaBa
BIIAJICNICI] HE WMEET, TO MPOBEpKa IMpaB, MPEIOCTABISIEMBIX 4Yepe3 TPYMIy WU Yepes
rpynmny arpuOyTOB JOCTyINa Uil OCTalbHBIX IIOJIb30BaTeNIel, YKe Jaxe He
MIPOBEPSIOTCS, a TIOJB30BATEII0 BBIIACTCS COOOIIEHNE O HEBO3MOYKHOCTH BBITIOJTHCHHSI
3aTpeOOBaHHOTO JCHCTBHS.

Ecnu umst monb3oBatens, oOpaiiaronierocsi K ¢aiiay, HE COBMAJaeT C UMEHEM
BIIAJICNIbIIA, TO CHUCTEMa TPOBEPSET, MPUHAIJICKHUT JU BIIAJEICI] K TPyIIe, KoTopas
corocTaBiieHa AaHHoMY (aiiny (manee OyaeM MPOCTO Ha3bIBaTh €€ TpyMIou (¢aima).
Ecnmm mpuHamiexuT, TO A ONPEACIICHHs BO3MOXKHOCTH JOCTyma K (ailmy
UCITIOJIB3YIOTCSI aTpHOYThI, OTHOCAIIMECS K TPYIIe, a Ha aTpuOYTHI JJIs BIaAeNbla U
BCEX OCTaJbHBIX MOJIb30BaTEIC BHUMaHUsl He oOparmnaeTcs. Eciu e monbs3oBaresib He
SBIIICTCS BiaaenblieM Qaila W HE BXOAUT B rpymmy ¢aiaa, TO €ro Impasa
OTIPEJICIISIFOTCSL aTprOyTaMu I OCTAJIbHBIX TMOJb30BaTeseil. Takum o0pa3om, TpeThs
rpynmna arpuOyTOB, OMpEAESIONIMX IMpaBa AOCTyna K (ailily, OTHOCUTCS KO BCEM
MOJIB30BATEIISIM, KPOME BIajenblla (aiila U MOJh30BATENCH, BXOASAIIMX B TPYIITY

daiina.
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6.4.1. chmod

Jns u3MmeHeHus mpaB jgoctyna K (aiimy ucnonb3yercss komanna chmod. Ee
MO>XHO HCIIOJIb30BaTh B JBYX BapuaHTaXx. B TepBOM BapuaHTe BbI JOJDKHBI SIBHO
yKazaTh, KOMY KaKO€ MpaBo JAETe WJIM KOTO 3TOTO MpaBa JINIIACTE:

$ chmod wXp ums-daiiaa

r/Ie BMECTO CHMBOJIa W TIOJICTaBIISIETCS

100 CUMBOJ U (T. €. OJIb30BATENb, KOTOPBIN SBIISIETCS BJIAJICIBIEM);

6o g (rpymnma);

anb0 o (Bce MOJB30BATENH, HE BXOJSIIME B TPYIIy, KOTOPOW MPUHAIJICKUT
TaHHBIN (aii);

b0 a (Bce TMOIb30BAaTEIM CHUCTEMBI, T. €. W BIAJENeN, W TPYIIa, U BCE
OCTaJIbHBIE).

Bwmecro X craButcs:

nu60 + (mpenocTaBiisieM MPaBo);

100 — (JIIIaeM COOTBETCTBYIOIIETO IIpaBa);

100 = (YCTaHOBUTH yKa3aHHBIE ITpaBa BMECTO UMEIOIINXCS),

BwmecTo p — cumBoJI, 0003HaYarONIMKA COOTBETCTBYIOIIEE MTPABO:

1 (uTeHue);

W (3aInch);

X (BBIIIOJIHEHHE).

BoT HECK0IbKO IPUMEPOB UCIIONIB30BaHU KOMaH 1kl chmod:

$ chmod a+x file_ name

MPEIOCTABISIET BCEM TMOJB30BATENSIM CHUCTEMBI MPABO HA BHIMIOJIHEHHE JAHHOTO
(aiina.

$ chmod go-rw file_ name

yAaseT MpaBo Ha YTEHUE U 3allUCh VISl BCEX, KpoMe Blajiesnblia Qaitna.

$ chmod ugo+rwx file_name

AacT BCCM IIpaBa HAa YTCHUC, 3aIIMCh U BBIIIOJIHCHUC.
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Ecnu omycTuth yka3aHue Ha TO, KOMY IpPEIAOCTaBIIACTCS IJAHHOE IPaBO, TO
1oJipa3yMeBaeTcs, 4YTo peub UAET BOOOIIe 000 BCEX MOJIb30BaTENIX, T. €. BMecTo

$ chmod a+x file_ name

MO>KHO 3aIHCaTh POCTO

$ chmod +x file_name

Bropoii BapuaHT 3aanug komanasl chmod (OH HCoab3yeTcs yanie) OCHOBaH Ha
nu(poBOM MpeAcTaBiIeHUU MpaB. i 3TOro Mbl KOJUPYEeM CHMBOJ I Luppoil 4,
cuMBOJI W — 1udpoit 2, a cumBos X — mudpoin 1. s Toro, 4rodbl NpeaoCTaBUTh
MOJIb30BATENISIM KaKOH-TO HAOOp MpaB, HAAO CIOXKUTh COOTBETCTBYIOIIME LHQPBHI.
[TomyuuB, Takum 00pa3oM, Hy>KHbIE LIU(POBbIE 3HAYEHMs Ul Biajenbla ¢aina, ais
rpynnsl ¢aina U Jig BCEX OCTalIbHBIX IOJNb30BATENEeH, 3aJaeM ST Tpu LUPPHI B
KauecTBe apryMeHTa komauabsl chmod (ctaBuM 3TH U(PHI MOCIE WUMEHH KOMaH/IbI
nepea BTOpbIM apryMEeHTOM, KOTOpBIN 3aiaet ums ¢aina). Hanpumep, ecnu Hano nathb
BCE IpaBa Biajenbily (4+2+1=7), npaBo Ha UYTeHHE U 3anUCh — Tpytie (4+2=6), u He
JaBaTh HUKAKUX MPaB OCTaJIbHBIM, TO CJIEIYET 1aTh TAKyI0 KOMaHYy:

$ chmod 760 file name

Ecnu BBl 3HAKOMBI C JABOWYHBIM KOJMPOBAHHEM BOCBMEPUYHBIX IU(P, TO BbI
noiiMere, 4YTo LUUpPHI MOCIE UMEHU KOMAH/Ibl B 3TOU (pOopMe ee MpeCTaBICHUs €CTh HE
YTO MHOE, KAK BOCBMEPHYHAs 3alHCh TE€X CAMBIX 9 OWUT, KOTOpBIE 3aJarOT MpaBa ISl
BIajenbIia (aitia, rpynmsl aitia u 11 BCeX MOIb30BaATENCH.

BoinonHATh cMEHy MpaB AocTyna K (aiiny ¢ nmomoibio komanasl chmod moxer
TOJIBKO caM Biajeneln (aitna wnu cynepnois3oBaTenb. s Toro, 4toObl HMETH
BO3MO>XHOCTb M3MEHUTh IIpaBa TPYMIIbI, BIAJENEl JOJDKEH MAONOJHUTEIBHO OBITh
YJICHOM TOW TpyIIbl, KOTOPOI OH XOYET AaTh MpaBa Ha JaHHBIN (ail.

Hano pacckasathb ele o Tpex BO3MOXKHBIX aTpuOyTax (haiina, ycTaHaBIMBaEMbIX
C IOMOIIbIO TOW k€ KoMaHabl chmod. DTo Te camble aTpuOyThl sl MCHOJIHSIEMBIX
¢aitnoB, KOTOpble B MHAEKCHOM JecKpunTope (aiinma B ABYXOAMTOBON CTPYKType,
ompenelsroniell nmpaBa Ha (aitn, 3aHMMAIOT MO3UIMM S5-7, cpa3y Iocjie Kojaa THIa

(aiina.
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[lepBbIit U3 ATUX aTpuOYTOB — TaK Ha3bIBaeMbIH "OUT CMEHBI WIAEHTU(UKATOPA
noJib3oBaTesist". CMBICI 3TOro OUTa COCTOUT B CIIEAYIOIIEM.

OObIYHO, KOrJa TMOJb30BATENh 3aIyCKAET HEKOTOPYH MporpaMMy Ha
BBHITIOJIHEHUE, ATa MPOoTrpaMMa TMOJIy4yaeT T€ JKe TMpaBa JOCTyna K ¢aiiaMm u KaTajoram,
KOTOpBIE MMEET TOJIb30BaTElb, 3aMyCTUBIIUN mporpammy. Ecnu ke yctaHoBieH "OUT
CMEHBl HACHTU(UKATOpa MOJb30BaTeNs", TO MporpamMma MOJXY4YHUT IpaBa JOCTyNa K
daiinam u KaTtajoram, KOTOpble UMEET Biajesel (aitia nmporpaMMsl (TakuM o0pa3om,
paccMaTpuBaeMblii aTpuOyT Jy4lle Has3bplBaTh '"OUTOM CMEHBI UACHTHU(PUKATOpA
BIajenbia"). DTO MO3BOJSAET peuiaTh HEKOTOphIC 3aJauM, KOTOpble MHA4Ye ObUIO OBl
TPYJIHO BBIMOJHUTE. CaMblil XapaKTepHbII MPUMEP — KOMaHJIa CMEHBI Mapoig passwd.
Bce maponmm momnm3oBatreneit xpanarcs B daiine /etc/passwd, BIagenbiieM KOTOPOTO
SBIISIETCSI CYTIEPIIONIb30BaTeNb root. [loaTromy mporpamMmbl, 3amyIieHHbIE OOBIYHBIMU
MOJIb30BaTEISIMK, B TOM YHCJIe KOMaHaa passwd, He MOTYT MTPOM3BOIUTH 3aMUCh B ATOT
(aiin. A, 3HaYUT, MOJIB30BATENb KaK Obl HE MOKET MEHATh CBOM COOCTBEHHBIN MMAPOJIb.
Ho nna daitna /usr/bin/passwd ycraHoBieH "OUT cMeHbl uaeHTU(UKATOpA BiIaaesbia",
KaKOBBIM SIBJISIETCS TOJIb30BaTeb root. CreoBarenbHO, MporpaMMma CMEHBI Mapoiis
passwd 3amyckaeTrcsi ¢ mpaBaMd root W IMOJy4yaeT IpaBo 3amucu B (aiin /etc/passwd
(yke cpeacTBaMu caMO# MporpamMMbl OOECMEYMBAETCS TO, YTO IOJH30BATEIh MOXKET
U3MEHUTH TOJBKO OJHY CTPOKY B 3TOM (aiine).

YcTaHOBUTH "OouT CMEHEI unaeHTudukaropa Biagensna" MOJKET
CYIIEPIOIb30BaTENb C TOMOIIBIO KOMaH/IbI

# chmod +s file_name

AHaJIOTHYHBIM 00pa3oM pabdoTaeT "OUT CMeHbI HACHTU(HUKATOpA TPy,

Emie oarH BO3MOKHBIN aTpuOyT UCTIONHSAEMOTro ¢aiiina — 3T0 "OUT COXpaHEeHHs
3amaun” wim "sticky bit" (mocmoBHO — "OUT mpmiMmUUBOCTU"). ITOT OUT yKa3bIBaeT
CUCTEME, YTO TOCJE 3aBEpIIEHUs MPOrpaMMbl HAJ0 COXpPAaHUTh €€ B ONEepPaTUBHOU
namsATH. YI00HO BKJIIOYHTH 3TOT OWT A 3a4ad, KOTOpPHIE YacTO BBI3BIBAIOTCS Ha
BBHITIOJIHEHUE, TaK KaK B 3TOM CJIy4ae SKOHOMUTCS BpeMsl Ha 3arpy3Ky MpOTrpaMMbl MpU

KaKJIOM HOBOM 3amycke. OJTOT aTpuOyT ObLT HEOOXOAMM Ha CTapblX MOJEIAX
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KOMITbIOTEpOB. Ha coBpeMEHHBIX OBICTPONCUCTBYIOIIMX CHUCTEMAax OH HCIOIb3YETCS
pelKo.

Ecnu ucnone3yercs mudpoBoil BapuaHT 3a1aHusi aTpuOyToB B KoMaHe chmod,
TO 1IU(GPOBOE 3HAYCHHUE ITUX aTPUOYTOB JIOJDKHO MPEANIECTBOBATH MU(PaM, 3aJar0IUM
IpaBa MoJIb30BaTEJIS:

# chmod 4775 file_name

[Tpu »>TOM Beca ATUX OWTOB HAJS MONYYCHHS HYKHOTO CyMMapHOTO pe3yibTara

3aar0TCA CIICAYIOIIUM 06p3,30MI

4 — "OuT cMeHBI UeHTU(UKATOPA TTOJIb30BATENS ",
2 — "OuTt cMeHBI HACHTU(UKATOPA TPYTIIBI",
1 — "6uT coxpanenus 3agaun (sticky bit)".

Ecnu xakme-1o U3 3TUX Tpex OMTOB YCTAHOBJICHHI B 1, TO HECKOJIIBKO U3MEHSETCS
BBIBOJI KOMaH/IbI Is -1 B yacT oTOoOpakeHus YCTaHOBJIECHHBIX aTPpUOYTOB MpaB JOCTYIIA.
Ecnu ycranoBieH B 1 "OUT cMeHbl uaeHTU(PUKATOpa MOdb30BaTens", To cuMBoa "X" B
rpyIne, onpenenstollel npasa Biuajaenbla ¢aina, 3amensercs cuMmboiioM "s". [Ipudem,
€CJIM BJajeNiel] UMeeT MPaBO Ha BBIMOJHEHHE ¢aiiia, To CUMBOJI "X" 3aMeHseTcs Ha
MaJieHbKoe "s", a eclii BiaJieNiell He MMEeT IIpaBa Ha BHITIONHEHHUE (aiina (Hampumep,
¢aiin BooOIIe HEe UCTIONHIEMBI), To BMecTO "X" cTaButcs "S". AHajJOTMYHBIE 3aMEHBI
UMEIOT MECTO TpH 3a7aHuM "OWTa CMEHBI HICHTHU(HKATOpa TPYNMBI", HO 3aMEHSICTCS
cumBon "x" B rpymme arpuOyTOB, 3aJarommXx mnpaBa rpymmbl. Ecim paBen 1 "Out
coxpaHeHust 3agaun (sticky bit)", To 3amensiercs cumBos "X" B rpynmne arpuOyToB,
ONpPEAEISAIONIEN TTpaBa JJIsI BCEX OCTaJbHBIX IOJIb30BaTENICH, MpuieM "X 3aMeHsIeTC
cuMBOJIOM "t", eciu Bce MOJIb30BaTelId MOTYT 3alycKaTh (pailyi Ha BBITIOJIHEHHE, U
cumBosioMm "T", ecii OHM TaKOTro MpaBa HE UMEIOT.

Taxkum 006pa3oM, XOTsS B BBIBOJE KOMaHIHI Is -1 HE mpemycMOTpEeHO OTIACIbHBIX
MO3ULUNA JIJIT OTOOpaKeHHs] 3HAaYeHUW OUTOB CMEHBI HUIACHTU(HUKATOPOB U OuUTa
COXpaHEHUsl 3aJa4d, COOTBETCTBYIOIIAs WHQOpMAaNus BBHIBOAUTCSI. BoT HEOOIBIION
MIPUMEP TOTO, KaK 3TO OYJET BHITIISIACTD:

#1s -1 priml
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-rwSrwsrwT 1 kos root 12 Dec 18 23:17 priml
6.4.2. umask

umask (ot anrn. user file creation mode mask — macka pexuma cozgaHUs
MOJIB30BATENbCKUX (aitioB) — Qynkius cpenbl POSIX, uamenstomas npasa a0cTyna,
KOTOpbIE TMPUCBAMBAIOTCA HOBBIM (haillaM M JUPEKTOpUAM Mo ymoiyaHuto. IIpasa
noctyna (haijaoB, CO3AAHHBIX NPH KOHKPETHOM 3HAYEHMM umask, BBIYHMCIAIOTCS TpH
MOMOIIM CJIEIYIOUMX MOOUTOBBIX omnepanuii (umask oOBIYHO ycTaHaBIMBaeTCs B
BOCBMEPUYHOW CHUCTEME CUHCIIEHHs): MmoouToBoe M Mexay yHApHBIM JIOMOJHEHHEM
aprymeHnTa (ucnonb3yst noourooe HE) u pexxumom nosHoro gocrymna.

dakTruyecku, umask yka3bIBaeT, Kakiue OUTHI CIeIyeT COPOCUTH B BHICTABIISIEMbIX
mpaBax Ha (aill — KaXIblil YCTaHOBIEHHBIM OWUT umask 3ampemniaeT BBICTaBICHHE
COOTBETCTBYIOIIErOo OuTa mpaB. VcCkialoyeHHMeM M3 3TOro 3ampeTra sBisieTcs OuT
UCIIOJIHSIEMOCTH, KOTOPBIM sl OOBIYHBIX (DAilJIOB 3aBUCUT OT CO3JAIOLIEH MPOTrpaMMbI
(TpaHCISITOPBI  CTaBIT OWUT KCHOJHSIEMOCTH Ha co3laBaeMble (hailsibl, Apyrue
porpaMMbl — HET), a JJI1 KaTaJoroB cieayeT oomeMy npaBuiy. umask 0 o3Haudaer,
YTO cienyeT (MOXHO) BBICTABUTh BCE OMTHI MpaB (rwXrwxrwx), umask 777 3ampemjaet
BBICTaBJICHUE JIFOOBIX IIPAB.

HonycTtum, uTo 3HadueHwe umask paBHseTcs 174, Tornga Kakaplid HOBBIM aiii

Oyzet uMmeTh paBa goctyna 602, a kaxaas HoBasi AupexTopus 603.
6.4.3. chown

chown (ot anri. change owner) — yTwinTa, WU3MEHSIONIAs BIaACiblla /WU
rpynmny s yKa3aHHbIX (aiioB. B KkaduecTBe MMEHHM BIaJeinbUa/Tpynibl Oepércs
IIEPBBI apryMEHT, HE SBILIOIIMICS onuueil. Ecii 3a1aHO TOJIBKO MMsI IOJIb30BaTEls
(W11 YMCIIOBOM MIIEHTU(HUKATOP MOJIb30BATENs), TO JAHHBIA MOJIb30BATENIb CTAHOBUTCS
BJIQJIETbIEM KaXJ0r0 M3 yKa3aHHBIX (pailyioB, a rpymnma 3Tux (aillioB HE W3MEHSETCH.
Ecnu 3a nMeHeM Mosb30BaTess yepe3 JBOETOUHE CIIEAYET UMs TPYNIbl (WIK YUCIOBOM
uaeHTU(UKATOp TPyMIb), 0e3 MPoOeIOB MEXy HUMH, TO U3MEHSETCS TaKKe U TpyIa

daiina.
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Hcnons3oBaHue

chown [-cfhvR] [--dereference] [--reference=rfile] mosb3oBaTenb[:rpynmnaj
¢pain...

-c, --changes IloapoOHO omucHIBaTh AeHCTBHE I Kaxioro (aiima, Biamenely
KOTOPOTO JCHCTBUTEIHLHO U3MEHSICTCS.

-f, --silent, --quiet He BwimaBaTh cooOmieHusi 00 ommoOkax s (aitnos, ueit
BIIaJICJICI] HE MOXKET OBITh U3MEHEH.

-h, --no-dereference PabGorarh ¢ caMUMH CHMBOJIBHBIMU CCHIJIKAMH, a HE C
(aiinamMu, Ha KOTOPBIE OHM YKa3bIBalOT. JlaHHAS OMIMS JOCTYITHA TOJIBKO €CIIH UMECTCS
CHUCTEMHBIN BBI30B Ichown.

-R, --recursive PekypcuBHOE U3MEHEHHE BIAJENblla KaTalorOB M UX
COJIEP)KUMOTO.

-v, --verbose [logpoOHoe omucanue AeHCTBUS (WJIM OTCYTCTBUSI NEUCTBUSA) IS
Kaxxzoro ¢aina.

--dereference M3menutsh Bnajaenbia daiisia, Ha KOTOPBIM YKa3bIBa€T CUMBOJIbHAS
CCBLIIKa, BMECTO CaMOM CUMBOJIBHOM CCBIJIKH.

--reference=rfile M3menuts Bnazenvua (Qaiiia HAa TOr0, KOTOPBIA SBISETCS

BIIaJIeIblIeM (aiia.
6.4.4. ACL

ACL (Access Control List - Cnucox Koutpons Jloctyma) mpemocraBiser
pacIIMpeHHbIN U 0oJiee THOKUI MEXaHU3M pacnpeeneHus npas (aitnoBeix cuctem. OH
NpelHa3HaueH [UIsl paclMpeHus mnpaB jgoctyna K (aitmam. ACL no3BossieT
yCTaHABJIMBATh pa3penieHusi JIOOBIM TOJB30BATENSIM WM TPYINaM JJs pa3IudHbIX
(hailJIOBBIX PECYPCOB.

Yroosr Brmounth ACL, (aitnoBas cuctema A0mKHA OBITH CMOHTHPOBaHa C
onruent acl. Ucnonb3yiite fstab a1st TOCTOSHHOTO MOHTHPOBAHUE C JAHHOW OMIIUCH.

Jlnst m3menenus npaB ACL ucnons3yiiTe komaHy setfacl.

I[O63BI/ITI> paspCuICHUA AJIA I10JIb30BaTCIIA (user 34€Ch UMJ ITOJIB30BaTCIIA UJIIN €TI0

ID):
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# setfacl -m "u:user:permissions' <file/dir>

JloGaBuTh paszpenieHus Uit TPYIIbI (group 37ech uMs rpynimsl wiu e€ ID):

# setfacl -m "g:group:permissions' <file/dir>

Bce ¢aitner 1 katamorm mpu coszmaHuu OyayT HacnenoBaTh 3amucu ACL
POJUTENHCKOTO KaTajora:

# setfacl -dm "entry" <dir>

VY nanuts onpenenéunyro ACL 3anuche:

# setfacl -x "entry" <file/dir>

V nanuth Bce ACL 3anmcu:

# setfacl -b <file/dir>

[Tocmotpets mpaBa ACL:

# getfacl <file/dir>

VY nanenue Bcex 3anucei pacmmpenns ACL:

# setfacl -b abc

ITIpoBepka pazpelieHuii:

# getfacl abc

3nak +(Turoc) B BBIBOJIE KOMaHb Is -1 koropeiii crmexyer 3a mpaBamu Unix,
yKa3bIBaeT Ha ucnoiab3oBanue ACL.

$ Is -1 /dev/audio

crw-rw----+ 1 root audio 14, 4 nov. 9 12:49 /dev/audio

$ getfacl /dev/audio

getfacl: Removing leading '/' from absolute path names

# file: dev/audio

# owner: root

# group: audio

user::rw-

user:solstice:rw-

group::rw-

mask::rw-
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other::---

[Touck ¢aitnos ¢ npaamu ACL

getfacl -R -s -p <dir> | sed -n 's/*# file: //p'

JaHHAs KOMaHJa WIIET B YKa3aHHOM KaTajore W €ro MmojKarajorax Bce (painbl u

IUPEKTOPUU KOTOpbIe NMEIOT npaBa ACL.
6.4.5. Chattr u Isattr

chattr — m3mensier arpuOyThI (aiioB Ha GailIOBBIX cUCTeMax ext3, ext4.

CunTtakcuc

chattr [ -RV | [ -v Bepcus | [ aTrpu0yThI | paiJbl...

-R PexypcuBHO H3MEHSATH aTpuUOYTHI KAaTajJOroB M WX COAEpPKHMOro. Bce
HaWJICHHBIC CUMBOJIMYECKHAE CCHUTKU OYIyT HTHOPUPOBATHCS

-V BeBoguT Oosiee TOMHYHO BBIBOAUMYIO HH(POPMALUIO U  BEPCHUIO
nporpammsl chattr

-f OTKJIFOUUTH BBIBOJ] OOJIBIIMHCTBA OIIHMOOK

-p IPOEKT Y CTaHOBUTH HOMEP MPOCKTA

-v Bepcus Y CTaHOBUTH HOMEP Bepcuu/reHepanuu (aiiina

dopmat cumBoIBHOTO pexuma: +-=[ASacDdlijsTtu].

Omnepatop «+» o00o3Hadaer J00aBICHHWE  YKa3aHHBIX  aTpUOYyTOB K
CYIIIECTBYIOIINM; «-» 0003HAYAET UX CHATHUE; «=» 0003HAYAET YCTAHOBKY TOJBKO ATHX
aTpuOyTOB (haitiam.

CumBonbl «ASacDdijsu» yka3pIBatlOT Ha HOBbIE aTPUOYTHI (HaIOB:

a append only. ®aiin MOXET ObITh OTKPBIT TOJIBKO B PEXKUME JT03AMUCH

A no atime updates. He 06HOBIATE ToJIe atime (BpeMs MOCJIEIHETO JT0CTYyIIa)
¢aiina. YMeHbIIaeT KOJTUYECTBO ONepaliil 3al1ucy Ha yCTPOHCTBO

Cc compressed. daiin 3amucad Ha AUCK C UCIIOIB30BAHUEM COKATHS

C no copy-on-write. OtkitoueHue pexxuma Copy-on-write Il yKa3aHHOTO
daiina.

d no dump. OTkIIOYaeT cO3/laHWE apXWBHOW Komuu (haiiya MmporpaMMoi

dump

103



D synchronous directory updates. BxirodaeT CHHXPOHHYIO 3aIlHCh
M3MEHEHUH B TAaHHOM KaTayiore. DTO 3KBUBAJEHTHO onuuu dirsync mpu MOHTUPOBAHHUH
(haiI0BOI CHCTEMBI

¢ extent format. BkirrogaeT mcronp30Banue extent IIpHU BBIJICIICHUN MECTa Ha
yCTpoicTBE ATpUOYT HE MOXKET OBITh OTKIIFOUEH € MOMOILBIO chattr

E ATpuOYT SKCIIEpUMEHTAJIbHBIX METOAOB C)KaTusg ATpUOyT HE  MOXKET
OBITh YCTAHOBJICH WJIM CHSAT C TIOMOIIbIO chattr

1 immutable. Yka3wpiBaer, yTo (haii 3alUINEH OT W3MEHEHHM: HE MOXKET
OBITH yJaJICH WM TIEPEUMEHOBAH, HUKaKasl CChlIKa (JKECTKas) HE MOXKET OBITh cO3JaHa

Ha 3TOT (aiisy, HUKAK1e TaHHbIE HE MOTYT OBITh 3aMMCaHbI B (haii.

I VYKa3bIBaeT 4TO YKa3aHHBIM KATAJIOI IPOMHACKCHPOBAH C ITOMOIIBIO XEIII-
nepeBa
] data journalling. Bce mannbie (aitia mepea 3amuchio OYIyT MOJTHOCTHIO

3aMnMcaHbl B )KypHal ext3/ext4, HecMoTpsl Ha onuu MOHTUpoBaHus «data=ordered» unu
«data=writeback». B pexxume «data=journal» 6GeccMmbiciaeH

P project hierarchy. Yka3piBaeT, 4TO KaTajor C BIOXXEHHBIMU (Qailnamu
ABJISICTCS] UEPAPXUUECKON CTPYKTYPOU MPOEKTA.

S secure deletion. ATpuOyT 3ammMIneHHOro ynaajieHus daina, nepen
yAaJeHHeM Bce coiepkuMoe (aiina moHoCcThio 3aTupaercs «00»

S synchronous updates. ATpuOyT CHHXpPOHHOM 3amucH Jjis JaHHOTO (aiina,
aHAJIOTWYEH OMIIUU MOHTUPOBAHUS «Sync» (paiaoBoi CUCTEMBI

t no tail-merging. Otkiroyaet metoy tail-merging nis ¢aitna.

T top of directory hierarchy. Yka3piBaer 4TO Kartajor SBISETCS T'OJIOBOU
UepapXHUH KaTajJoroB.

u undeletable. VYkaspiBaer cucteme, 4TOo Tnpu ynajieHuu (Qaitna ero
CONIEP)KMUMOE  JOJKHO  OBITh ~ COXpPAaHEHO C  BO3MOKHOCTBIO  JaJIbHEHIIEro
BOCCTAHOBJICHHSI

Isattr - BEIBOAUT aTpuOyTHI (haiiia pacumpeHHOM (PaitioBO CUCTEMBI.

CHUHTAKCHUC
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Isattr [ -RVadyv | [ files... |

Isattr BeIBOIUT aTpuOyThl (haiiya, KOTOpbIE MOTJM OBITh YCTAHOBJIEHBI paHEe
KoMaH[10# chattr.

OI1n

-R PexypcuBHO BBIBOAUT aTprOyTHl KATATOTOB U UX COAEPKUMOTO.

-V BBIBOIUT BEPCHIO TPOTPAMMBL.

-a BeiBogut mHdopmanuio no BceMm ¢aiiyaMm B KaTalorax, BKJIKOYash CKPBITHIE
(aiiabl, YbM UIMEHA HAYMHAIOTCS C ..

-d OTtoOparkaeT MMEHa KaTaJoroB TaKXKe, KaK U OCTAJIbHbIE OOBIYHBIC (HAMITBI

(BSaMeH BbIBOJIa CITMCKOB HX COI[Cp)KHMOFO).

-v BBIBOAUT BEpCHIO WM HOMEpP MOKOJIeHU (aiiia.
6.5. Systemd — ynpasJjienne komnoHenramu OC

Systemd — meHeKep cUCTEMBI U CEpBUCOB B omnepanronHoi cucteme PEJ] OC.

Systemd peanuzyer koHuenuui rOHUTOB systemd. FOHUTBI mOpencTaBiIeHBI
KOH(QUTYpaIMOHHBIMH (halijlaMu, pa3MEIICHHBIMU B OJTHOW U3 JTUPEKTOPHIA:

/ust/lib/systemd/system/ — FOHUTBI U3 YCTAHOBJICHHBIX NTakeTOB RPM.

/run/systemd/system/ — IOHHUTBI, CO3JIaHHBIC B paHTaliMe. OTOT KaTajor
NPUOPHUTETHEE KATAJIOTa C yCTAaHOBJICHHBIMH FOHUTAMH U3 MTAKETOB.

/etc/systemd/system/ — FOHHUTBI, CO3JaHHBIE M YIpaBIsIeMble CHCTEMHBIM
aIMUHUCTPATOPOM. ODTOT KaTaJIOT MPUOPUTETHEE KaTajiora IOHWTOB, CO3JaHHBIX B
paHTanMe.

KOuuThl comepkar WHGOPMAIMIO O CHUCTEMHBIX CEPBHUCAX, MPOCITYIIMBAECMBIX
COKETaxX, COXpPAaHCHHBIX CHAIIIOTAaX COCTOSHUWA CHUCTEMBl M JPYIHX OOBEKTaX,
OTHOCSIITUXCS K CUCTEME WHUITHATU3AIINH.

Tune! roruTOB Ssystemd:

.Service — CHCTEMHBI CepBUC,

target — rpymnmna oHHUTOB systemd,

.automount — ToYka aBTOMOHTHUPOBaHUS (HalJIOBOM CUCTEMBI,

105



.device — ¢aiin ycTpolcTBa, paClIO3HAHHOTO SAPOM,

.mount — TOYKa MOHTUPOBaHUs (HaliJIOBON CHCTEMEI,

.path — daiin wiu gupexropus B (aiioBoii cucteme,

.Scope — Mpoliecc, CO3/1aHHbII U3BHE,

slice — Tpymma uepapXWdYecKd OpPraHW30BAHHBIX FOHWUTOB, YIIPABJISIONIAS
CHUCTEMHBIMH MPOIECCaMHU,

.snapshot — coxpaHeHHOE COCTOsIHIE MEHeKepa systemd,

.socket — COKeT MEXMPOIIECCHOTO B3aUMOACHCTBHUS,

.Swap — CBaIll-yCTpONCTBO WK cBar-(aiin (haia moakauku),

timer — Taiimep systemd,

Bo Bpems 3arpy3km systemd MOpOCITyIIHMBaeT COKETHI IS BCEX CHCTEMHBIX
CEPBHUCOB, MOJJICPKUBAET 3TOT TUIl AKTUBAIMM W TIEPEAET COKETHl ITHM CEpBUCAM
Cpasy Tocje cTapTa CepBHCOB. JTO MO3BONISIET systemd He TOJIBKO 3aIyCKaTh CEPBHUCHI
napajuieTbHO, HO TaKKe MJAaeT BO3MOXKHOCTH Iepe3amyckaThb CEpBUCHI 0e3 MmoTepu
JTIOOBIX  OTMPABICHHBIX MM COOOIICHWH, TIOKa CEPBUCHI OBUIM HEJIOCTYITHBI.
COOTBETCTBYIOITUH COKET OCTACTCS JOCTYIMHBIM M BCE COOOIICHUS BBICTPAMBAIOTCS B
o4epe.b.

CuctemMHBIE  CEepBHCHI, HcHoib3yomue D-Bus g MexmnporeccHoro
B3aMMOJICUCTBHS, MOTYT OBITh 3alyIIeHbl 10 TPEOOBAHMIO, KOTJA KIHEHTCKOE
MIPUJIOKEHUE TIBITACTCS CBSI3aTHCS C HUMU.

CHucTeMHBIE CEpBHUCHI, TOJJCPKHUBAIONINE AaKTHUBAIIMIO, OCHOBAaHHYIO Ha
YCTPOWCTBAaX, MOTYT OBITh 3alyIIeHBI, KOT/Aa OIpPEACICHHBI THI O0OpYIOBaHUS
MOJIKJTFOYACTCSI MITU CTAHOBUTCS JIOCTYITHBIM.

CHcTeMHBIE CEpPBUCHI MOTYT IIOJJICPXKUBATh OSTOT BHUJ AaKTUBAIUH, €CIIU
U3MEHSIETCS] COCTOSIHUE TIAIKH HIIA JTUPEKTOPHUH.

CucrtemMa MOXET COXPaHATh COCTOSIHHME BCE€X IOHHTOB M BOCCTAHABIIUBATh
MPEABIAYIEe COCTOSTHUE CUCTEMBI.

Systemd  orciaexxuBaeT W yOpaBisieT — TOYKAMH ~ MOHTHPOBAaHUS |

ABTOMOHTHUPOBAHMHAL.
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ArpeccuBHas mapamienu3arnus  Systemd 3amyckaeT CHCTEMHBIE CEPBHCHI
napajjielbHO H3-32 HUCIIOJIb30BAaHUSI aKTUBAllMM, OCHOBaHHOW Ha cokerax. B
KOMOWHAIIMA C CEpPBHUCAMH, TMOJICPKUBAIOIIMMA aKTUBAIIMIO TI0 TPeOOBaHUIO,
napajieibHasi akKTUBAIIUS 3HAYUTEIIHPHO YMEHBIIAET BPEMSI 3aTrPy3KH CUCTEMBI.

Jlo aKkTMBaNMKM W JCaKTUBAIIMM FOHWTOB Systemd BBIYHCISACT WX 3aBUCHUMOCTH,
CO3Ja€T BPEMEHHYIO TPAH3AKIMIO M MPOBEPSIET LEIOCTHOCTh 3TOM TpaH3akuuu. Eciu
TpaH3aKIUs He LIeN0CTHas, systemd aBTOMaTUYECKH MBITAETCS UCTIPABUTD €€ U yIaTUTh
He TpeOyroluecs 3aanus u3 Hee 10 GopMUPOBaHUS COOOIIEHUS 00 OLIOKeE.

SystemD MOTHOCTBIO TMOJACPKUBAECT CKPUMNTH WHUIMATU3aUU SysV, Kak
onucano B cnenudukamuu Linux Standard Base (LSB), uro ympomaer mepexoj Ha
systemd.

[To ciocoOy MCTOIB30BaHUSI CEPBUCHBIC FOHUTHI .SETVICE€ HATOMUHAIOT CKPUIITHI
vHUNManu3anuu. Jjis mpocMoTpa, cTapTa, OCTaHOBKH, Mepe3arpy3Ku, BKIIOUCHUS WU
BBIKJIIOYEHUSI CUCTEMHBIX CEPBUCOB UCIONb3yeTcss Komanzaa systemctl. Komanpawi
service u chkconfig mo-npexxHeMy BKIIFOUYEHBI B CUCTEMY, HO TOJIBKO MO COOOpaKeHUSIM
COBMECTUMOCTH.

[Tpu ucnons3oBanuu systemctl ykaspiBath pacimpenue (aiiia He 00s3aTeNbHO.

OcHOBHBIE KOMaH/IbI systemctl:

systemctl start name.service — 3ammyck cepBuca,

systemctl stop name.service — ocTaHOBKa CE€pBHCa,

systemctl restart name.service — nepe3amnyck cepBuca,

systemctl try-restart name.service — Iepes3anyCck CepBHCAa TOJBKO, €CIIM OH
3aIy1eH,

systemctl reload name.service — nepesarpy3ka KoH(UTypaluu cepBuca,

systemctl status name.service — MpoBepKa, 3aMyLIEH JU CEPBUC C JACTATbHBIM
BBIBOJIOM COCTOSIHHSI CEpBHCa,

systemctl is-active name.service — mpoBepka, 3ayIleH JU CEPBUC C MPOCTHIM
OTBETOM: active Wiu 1nactive,

systemctl list-units --type service --all — oToOpaxeHue craryca BC€X CEPBUCOB,
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systemctl enable name.service — akTuBuUpyeT cepBHUC (ITO3BOJISIET CTAPTOBATH BO
BpEeMs 3aIycKa CUCTEMBbI),

systemctl disable name.service — 1eakTUBUpPYET CEPBUC,

systemctl reenable name.service — 1eaKTUBUPYET CEPBUC U Cpa3y aKTHUBUPYET
ero,

systemctl is—enabled name.service — npoBepsieT, aKTUBUPOBAH JI CEPBUC,

systemctl list-unit-files --type service — oTroOpakaeT Bce CEpBUCHI U MIPOBEPSIET,
KaKWe U3 HUX aKTUBHUPOBAHBI,

systemctl mask name.service — 3ameHsier ¢aiin cepBuUca CUMJIMHKOM Ha
/dev/null, nenast OHUT HETOCTYITHBIM IS Systemd,

systemctl unmask name.service — Bo3Bpamiaer Qaiin cepBuca, Jaenas FOHUT
JOCTYIHBIM 17151 systemd.

@aitnbl nenelt systemd .target nmpeaHa3HAuYEHbI ISl TPYIIIUPOBKA BMECTE IPYTUX
IOHUTOB systemd uepe3 nenouky 3aBucumocted. Hampumep ronut graphical.target,
UCIIOJIB3YIOIIUICS Uil cTapTa Ipauueckol ceccuu, 3alyCKaeT CUCTEMHbIE CEPBUCHI
GNOME Display Manager (gdm.service) u Accounts Service (accounts—
daemon.service) u akTuBUpyeT multi—user.target. B cBoro ouepens multi—user.target
3alycKaeT JIpyrueé CHUCTEMHble CcepBHCHl, Takue kak Network  Manager
(NetworkManager.service) wiu D-Bus (dbus.service) u akTuBUpyeT Apyrue LEIeBbIe
IOHUTHI basic.target.

B PEJ] OC npucyTCTBYIOT IPEAONPEACTCHHBIC 1€, MOX0XKNUE HA CTAaHIAPTHBIN
Ha0op ypoBHe# 3amycka. [lo cooOpakeHUsSIM COBMECTUMOCTH OHHU TaKKe€ HMEIOT
MICEBJIOHUMBI HAa 3TU II€JIM, KOTOPhIE HANpPSIMYI OTOOpa)xaloTcs B YPOBHSIX 3aIlycKa
SysV.

poweroff.target (runlevel(.target) — 3aBepiieHue pabOThl W OTKIIOYCHUE
CUCTEMBI

rescue.target (runlevell.target) — HacTpoiika 000JI0YKH BOCCTAHOBIICHUS

multi—user.target (runlevel2.target, runlevel3.target, runleveld.target) -

HacTpoiika HerpauuecKo MHOTOMOJIb30BATEILCKON CUCTEMBI
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graphical.target (runlevelS.target) — HAaCTpOMKa rpagpuIecKon
MHOT'OMOJIb30BaTEIbCKON CUCTEMBI

reboot.target (runlevel6.target) — BeikiIroueHUE U nIEpe3arpy3Ka CUCTEMBI

Komannsr runlevel u telinit mo-npexHeMy JOCTYIHBI, HO OCTaBJIEHBI B CHCTEME
0 COOOpa)KEHUSM COBMECTHUMOCTU. PekomeHmyeTrcss ucmnoisib3oBaTh systemctl s
VW3MEHEHUS WIN HACTPOMKU CUCTEMHBIX LIEJIECH.

[ns onpeneneHus, Kakou 1EJI€BOM FOHUT UCMOJIB3YETCS 110 YMOTYAHUIO, MOJIE3HA
cleayromas KOMaHaa:

systemctl get—default.

Jns mpocMoTpa BCeX 3arpy’KE€HHBIX LEJIEBBIX FOHUTOB BOCHOJIb3YHTECH
KOMAaHJI01

systemctl list-units --type target,

a 1711 IPOCMOTpa BOOOIIIE BCEX LEIEBbIX FOHUTOB KOMaH/I0M:

systemctl list-units --type target --all.

s u3MeHeHus ey M0 YMOJIYAHUIO TIOMOXKET KOMaHAa

systemctl set-default name.target.

JlJ1s "BMEHEHHS TEKYILEH LEJIH:

systemctl isolate name.target.

Komanaa 3amyCTUT LENEBOM IOHUT M BCE €0 3aBUCHMOCTH M HEMEIJIEHHO
OCTAaHOBUT BCE OCTAJIbHBIE.

B PEJ] OC systemctl 3ameHsIeT 3HaUUTEIbHOE KOJIMYECTBO KOMAaH]I YIIPABIICHUS
nutanueM. [IpexxHue KOMaHIbl COXpPaHEHBI JJIi COBMECTUMOCTH, HO PEKOMEH]YETCS
HCIIOJIB30BaTh systemctl:

systemctl halt — octanaBnuBaer cucremy,

systemctl poweroff — Beik;TIOUaET crucTEMYy,

systemctl reboot — nepesarpyxaer cucremy.

Systemd mo3BosisieT ynpaBiTh yaaneHHod MammHoi no SSH. Jlns ynpasienus
WCMOJIB3YWUTE KOMAHAY':

systemctl --host user name@host name command,
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rIe user hame — UuMs TMOJb30BaTels, host name — uUMs XOCTa, KOTOPHIM
OCYIIECTBIISIETCS YJAJICHHOE YIIpaBiieHWe, a command — BBITIOJTHSIEMAs KOMaHIa
systemd.

[lonpobnast wuHbOpManmst O Bcex mapameTpax (aiima .service ecTb B
COOTBETCTBYIOIIIEM pa3jelie JOKyMEHTAINHU 1o systemd.

[Unit]

Description=Daemon to detect crashing apps

After=syslog.target

[Service]
ExecStart=/usr/sbin/abrtd

Type=forking

[Install]
WantedBy=multi-user.target

HaBaiite mocmotpumM Ha cekuuro [Unit]. OHa comepKuT oO01Iyr0 HHGOPMAIIUIO O
cepuce. Takas ceklUs €CTh HE TOJBKO B CEPBHUC-IOHUTAX, HO M B JIPYTUX FOHHUTAX
(HampuMep NOpH YHPaBICHUH YCTPONCTBAMHU, TOYKAMU MOHTUpOBaHUS U T.1.). B
MpUMepe Mbl Ja€M OMUCAHUE CEPBUCA M YKA3bIBAEM Ha TO, YTO JIEMOH JOJI)KEH OBIThH
3amyieH nocie Syslog.

B crnenyromieit cexuuu [Service]| HEMOCPEACTBEHHO COAEPKUTCS MHPoOpMaLUs O
HameMm cepBuce. Mcnonb3zyemblii mapamerp ExecStart yka3piBaeT Ha HCHOJHSEMBIN
¢aiin Hamero cepBuca. B Type mbl yka3piBaem, Kak cepBUC yBenomisieT systemd 00
OKOHYaHUU 3aITyCKa.

OunanbHas cexkius [Install] cogepxut nHpOpMaILIHIO O TIENIH, B KOTOPOH CEPBUC
JOJDKEH CTapToBaTh. B NaHHOM ciiydyae Mbl TOBOPHM, YTO CEPBHUC JOJKEH OBITh

3aImyIieH, Korja OyIeT akTHBHpOBaHa 11eib multi—user.target.
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OTo MUHUMAaNBHBIN paboTatontuii (daitn cepBuca systemd. Hammca cBo#, s
TECTUPOBAaHMUS  CKONMHMpyHTe ero B  /etc/systemd/system/ums cepBuca.service.
BrimotarTe KOMaHIbI

systemctl daemon-reload.

Systemd y3HaeT 0 cepBUCE U BbI CMOXKETE €T0 3aMyCTUTh.
6.6. SELinux

SELinux (Security-Enhanced Linux) o0ecrieunBaeT ycCuiICHHE 3aIlUThl ITyTeM
BHECCHHMsI WM3MCHCHMIA KaK Ha YpOBHE sjipa, TaKk W Ha YypPOBHE MPOCTPAHCTBA
noJib3oBaTess. Jlajgee OMMCHIBAIOTCS OCHOBHBIC MPHUHIMUIBI, Ha KOTOPBIX MOCTPOCHA

pabora ucrnonb3dyembix 6nbauorex SELinux, a takxe ux peanuszanus B PEJ] OC.
6.6.1. Beenenue

B OonbmMHCTBE OMEPAIMOHHBIX CHUCTEM UMEIOTCS CpEACTBA  YIpaBIEHUS
JAOCTYTIOM, KOTOpBIE OMPEENSIOT, MOXKET JIU OMpPEIEICHHbII 00BeKT (TMOIh30BaTENh
WIM M[porpamMma) MNOJY4YUTh JOCTyn K ompeneneHHoMmy pecypey. B PEJl OC
MIPUMEHSIETCSL pa3TpaHUUUTENbHBIA KOHTPOJb nocTtyna (discretionary access control,
DAC). D1oT MeToa MO3BOJISET OrPAHUYUTH JOCTYIl K OOBEKTaM Ha OCHOBE TpyMM, K
KOTOpPBIM OHU TpUHaANIexkaT. Hampumep, mms kaxmoro Qaiiina onpeseseHbl Blajenell,
rpynmna, a TakXke yKazaHbl IpaBa JocTyna K 3toMy ¢ainy. [IpaBamu nmoctyna
OTIPEIEISIETCS, KTO MOXET TOJYYUTh JOCTYI K (DailiTy, KTO MOXKET OTKPBITh €Tr0 s
YTEHHS, KTO MOXET BHECTH B HEr0 M3MEHEHHS, KTO MOXET 3allyCTUTh ATOT (ailm Ha
BbIMoHeHWe. l[IpaBa gocTyma ompeneneHbl Ui TpeX KaTeropuid: TOJIb30BaTEINb
(Bnagener ¢aiina), rpyrrna (Bce M0JIb30BaTENIN, KOTOPBIE SIBIISIOTCS YJ€HAMU TPYIIIIbI) U
apyrue (Bce Moiab30BaTeIl, KOTOPhIE HE SBIISIIOTCS HU BiajaeblieM daina, HU YWieHaMH
IPYIIIbI).

JpyrumM MeTOJ0M YyMpaBJICHUS] JOCTYIIOM SBIISIETCS YIIPABJICHHE JOCTYIIOM Ha
ocHoBe pouiert (role-based access control, RBAC). IIpu ucnonszoBannu RBAC mpasa
JOCTyTa MPEIOCTABISAIOTCS HA OCHOBE pOJICH, BBIAABAEMBIX CHCTEMOUW O€30MacHOCTH.

OTianune KOHUEMIUU PoJjed OT TPAaJULMOHHBIX TPYNI COCTOMT B TOM, YTO rpymmna
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MPEJICTABISECT OJHOTO WJIM HECKOJBKHUX IMOJIb30BATENCH, B TO BpeMs KaK pOJjb, XOTA OHA
TaK)k€ MOXET OBITh NpPHUMEHEHAa K HECKOJBKUM I10Jh30BATENIsIM, MPEACTABISAET
COBOKYITHOCTbH MOJITHOMOYHI Ha BBINOJHEHUE ONPEICIICHHBIX ICHCTBUM.

Ucnonp3yembie Oubnmorekn SELinux m00aBisitoT B OMEPallMOHHYIO CHUCTEMY

noanepxky RBAC.

6.6.2. YcranoBka

Hns ycranoBku SELinux TpeOyeTcss ycTaHOBUTH makeT selinux-policy. 3to
MO>XHO CJeNaTh, HAPUMEpP, BOCIOJIb30BATHCSI KOMAHJHOM CTPOKOM C IPHUBUIETHUAMM
root MoJIb30BaTEN:

# yum install selinux-policy

[Tocne mepesarpy3ku SELinux mpowHACKCHPYET COAEPKUMOE KECTKOTO JIHCKA,
ATO MOKET 3aHATh HEKOTOPOE BPEMSI.

Jns  nactpoiiku SELInux MOXHO HCIONb30BaTh pa3MYHble TEKCTOBBIE
pENaKTOpbl YTOOBI HACTPOUTH BPYUHYIO €ro (pailyl KOHPUrypauuu:

/etc/selinux/config.

6.6.3. YTUIuThl
6.6.3.1. Ymunuma audit2allow

Yrunura audit2allow co3gaer paspemaronue npaBuia moiautuku SELinux u3
(haiisioB )KypHAJIOB, COJIEPKAIIUX COOOIICHUS O 3aMpPeTe ONepaIiuii.

OTa yTWINTAa CKaHUPYET KYpPHAJIbI B MOMCKE COOOIICHUH, MOSBIISIONIUXCS, KOT/1a
CUCTEMAa HE JIaeT pa3pelICHHs Ha omeparuio. [lanee ytunnra reHepupyeT psia NpaBui,
KOTOpBIE€, OyAy4yd 3arpy>KC€HHbIMH B TOJUTHUKY, MOIJIM Obl Pa3pelluTh 3TU ONEpAIUH.
Onnako, JaHHas yTWIUTa TEHEPUPYET TOJIBKO pazpemaromue mnpaswia Type
Enforcement (TE). Hekoropsie oOTKa3pl B HCIOJb30BAHUM pa3pelICHUH MOTYT
noTpeOOBaTh NPYTruX W3MEHEHWW monuTuku. Hampumep, moGaBnenwe atpulOyTta B

OTIpEJICJICHNE THWIA, JUIsl Pa3pellieHus CYIIECTBYIOIIETO OrpaHuYeHus (constraint),
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no0aBlieHUs pa3peliaroniero MnpaBuia IS PoOJIM WM MOAU(PUKAIMH OTrPAHHYCHUS
(constraint). B cinydae coMHEHUM JUIsl AMATHOCTUKUA MOYHO MOMPOOOBATh UCTIOIb30BAThH
ytunuty audit2why.
Cnegyer ¢ OCTOPOXKHOCTBIO pabOTaTh C BBIBOJOM JAaHHOW  YTHIIHTHI,
yOeIUBIINCH, YTO pa3peliacMble ONepali He MPEJCTABISAIOT Yrpo3bl OE30MacCHOCTH.
OObIYHO OBIBAET JTyUIlle OMPEACTUTh HOBBIA TIOMEH W/WJIM THII WU MIPOU3BECTH APYTHE
CTPYKTypHbIe H3MeHeHud. Jlydmie wu30upaTenbHO pa3pelIuTh ONTHUMAIbHBIA Ha0Op
oreparyii BMECTO TOTO, YTOOBI BCIEMYI0 MPUMEHUTh WHOTAA CIUIIKOM IIUPOKHE
paspelieHusi, PEKOMEHJAOBAHHbIE ATOM  yTWIMTOM. Hekoropele 3ampeTsl Ha
MCIIOJIb30BAaHUE Pa3pelleHUi ObIBAIOT HE MPUHIMIHAIBHBI JUIsl TPUIIOKEeHHs. B Takux
Clly4asiXx BMECTO HCIOJb30BaHUS pa3peuuTensHoro mpasmia («allow» rule) myurie
MIPOCTO TIOJIABUTH KyPHAIMPOBAHUE ITHX 3aMPETOB MPH MOMOIIH mpaBmiia «dontaudity.
Cunrakcuc:

audit2allow [options]

Ommu:
Onuust 3HauyeHHe ONIUH
-a | --all [Ipouects BXoaHyl0 MHpOpPMANMI0O U3 O>KypHaJoB message u audit. He
HCIIOJI3YeTCsl BMECTE C OIIHEH -i
-d | --dmesg IIpodecth BxoaHyO HH(pOpMAIMIO U3 BhIBOAa KoMmaHasl /bin/dmesg. Ob6parute

BHUMaHUE, 4yTO Koraa pabdoraet auditd, He Bce cOOOIIEHHUS ayIuTa TOCTYIHBI Yepe3
dmesg. BmecTo aToro ncnone3yiite "ausearch -m avce | audit2allow " mm "-a".

-f | --fefile <File Context File>

JobGasute @aiin KOHTEKCTOB B TeHEpHPYEMBIH HakeT Momyis. TpeOyeTr ommuio
-M.

-h | --help

BriBectn KPATKYH0 COPAaBKY IO UCIIO0JIb30BAHUIO

-i <inputfile> | --input <inputfile>

[Tpouecth BxoaHy0 nHpopmanuto u3 <inputfile>

-1 | --lastreload

[TpoyecTh TONBKO YacTh BXOAHOW MH(OpMALMK, HAUMHAS C MOMEHTA IOCIeIHEeH
nepe3arpy3KH MOJUTHKH

-m <modulename> | --module | 'erepupoBats Moxymbs. Tpebyercs BeiBoa <modulename>
<modulename>

-M <modulename> ["eneprpoBaTh 3arpyxaeMplii makeT Moaysst. Oniusi KOHQIMKTYET ¢ -0
-0 <outputfile> | --output | Jommcars BeIBOI B <outputfile>

<outputfile>

-r | --requires

FCHCpI/IpOBaTL BbIBOJI B CHHTAKCHCC 3arpy>XacmMoro MoayJis.

-R | --reference

l'enepupoBath  dTamoHHyt0o  moiutuky  (reference  policy),
ycTaHoBJIeHHbIE Makpochl. TpeOyercs naker selinux-policy-devel.

HCIIOJIb3Yyd

-t | --tefile

Yka3bIBaeT, 4TO BBIXOJAHOW (aiin siBisieTcs te-daitiom (type enforcement). Moxker
MCII0JIb30BaThCs JUIsl KOHBEPTALIMK CTaporo (opmara MoJMTHK B HOBBIH (opmar.

-v | --verbose

BxumrounTs 1o poOHBIN BEIBOJ

IIpumep:
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DTOT pHUMep MOAXOIUT JJISl CUCTEMBI, UCTIOb3yroniel nakeT audit. Eciu BbI He
ucnonb3yere maket audit, cooOmenuss AVC Oynyt nosiBisitbes B /var/log/messages. B
3TOM chydae 3amenute /var/log/audit/audit.log, wucmonp3yemblii B mpuMmepe, Ha
/var/log/messages.

Ucnonw3oBanue audit2allow s reHepanyu MOHOJUTHOW (HE MOMIYJIBHOM)

IIOJIUTHUKHU

$ cd /etc/selinux/$ SELINUXTYPE/src/policy

$ cat /var/log/audit/audit.log | audit2allow >> domains/misc/local.te
$ cat domains/misc/local.te

allow cupsd_config t unconfined t:fifo file { getattr ioctl };
[IpocmoTtpute domains/misc/local.te u usmenure ero

$ make load

Hcnonb3oBanue audit2allow mist renepanum MOy IbHOU MOTUTHKU:
$ cat /var/log/audit/audit.log | audit2allow -m local > local.te

$ cat local.te

module local 1.0;

require {

role system_r;

class fifo_file { getattr ioctl }; type cupsd_config_t; type unconfined_t;};
allow cupsd_config_t unconfined t:fifo_ file { getattr ioctl };
[Ipocmotpute local.te u nsmenure ero.

Coznanue MOoAyJIsl HOJIMTUKH BPYUHYIO:

CxoMIunupyuTe MOIyJb:

$ checkmodule -M -m -0 local.mod local.te

Co3naiTe Maker:

$ semodule_package -0 local.pp -m local.mod

3arpy3ute MOAYJb B SIAPO:

$ semodule -i local.pp
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Hcnonb3oBanue audit2allow juist renepaiiuu 1 Co31aHusi MOTYJISI TIOTUTHKU:

$ cat /var/log/audit/audit.log | audit2allow -M local

Cosznmaercst HOBHIH type enforcment ¢aitn: local.te.

KOMHI/IHHHI/IH ITOJIUTHUKH.

checkmodule -M -m -0 local.mod local.te

Co3manue makera:

semodule package -o local.pp -m local.mod

JI71st TOro 9TOOBI 3arpy3UTh TOJIBKO YTO CO3/IaHHBIN MaKeT MOJUTUKH B SIIPO, BaM

HE0OXO0IMMO BBITIOJIHUTH KoMaHy semodule -1 local.pp.

6.6.3.2. Ymunuma secon

YTunuta secon — MoO3BOJSIET MpocMoTpeTh KOHTEKCT SELinux ms daitna,

MMporpaMmsbl HJIM BBOJA ITOJIb30BATCIIA.

IIpocmarpuBaer

yacTh  KoHTekcTa. KoHTekcr  Oeperca u3  daiina,

I/II[eHTI/I(IJI/IKaTOpa Inponecca, BBOAA ITOJIB30BATCIIA HIJIIM KOHTCKCTA, B KOTOPOM ObLIa

3amynieHa YTUIATA SeCon.

CuHTaKcuc:

secon [-hVurtscmPRfLp] [CONTEXT] [--file] FILE [--link] FILE [--pid] PID

Onuun:
Onnus 3HaueHHe ONIHH

-V, --version ITocMOTpeTh TEKYIIYIO BEPCHUIO SECOn
-h, --help BeiBecTr MH(OpPMAIIHMIO 10 UCIIOIb30BAHUIO Secon
-P, --prompt BeiBecTH jaHHbIe B JopMare, MoIX0 SILEM sl TOCKa3KH
-u, --user [Toka3aTh MOJIB30BATENSI KOHTEKCTa 0€30IT1acHOCTH
-1, --role [Toka3aTh postb KOHTEKCTa 0€30IMacHOCTH
-t, --type [TokazaTh THII KOHTEKCTa O€301aCHOCTH

-8, --sensitivity

[TokazaTh ypoBEHb YyBCTBUTEIBHOCTH (sensitivity level) koHTekcTa 0€30macHOCTH

-c, --clearance

ITokasate ypoBeHb gonycka (clearance level) koHTekcTa 6€30MaCHOCTH

-m, --mls-range

IMTokaszath 111 KOHTEKCTa OE30MAaCHOCTH B BHJE JMANla30Ha ypOBEHb UyBCTBHUTEIHHOCTH
(sensitivity level) u ypoBeHb gomycka (clearance)

-R, --raw BriBecTr ypoBeHb UyBCTBHTENBHOCTH (sensitivity level) 1 ypoBens momycka (clearance) B
(dhopmare 0e3 TpaHCIIALUU

-f, --file [Toayunth KOHTEKCT 3a1aHHOTO (haiina FILE

-L, --link ITonyunthk KOoHTEKCT 3ananHoro (atina FILE (He ciemoBaTh MO0 CHMBOJUIECKHM CCBUIKAM)

-p, --pid [Tony4nTh KOHTEKCT 33JJaHHOTO TIpoIiecca 1o uaeHTudukaropy PID

--pid-exec [MoayuuTh exec KOHTEKCT 33/IaHHOT0 npolecca 1o uaeHrudukaropy PID
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Onuust 3HayeHHe ONIIUM
--pid-fs Ionyuuts fscreate KOHTEKCT 3aJaHHOTO Mpoiiecca no uaeHTudukaropy PID
--current, --self [ToyYUTh KOHTEKCT M3 TEKYIIEro Mmpolecca
--current-exec, --self-exec IoayYuTh €Xec KOHTEKCT U3 TEKYIIEro mpoiecca
--current-fs, --self-fs [onyunts fscreate KOHTEKCT U3 TEKYIIETO MpoIecca
--parent IToIyYuTh KOHTEKCT M3 POAUTEIHCKOTO MPOIlecca TEKYIIEro mporecca
--parent-exec [Toy4uTh eXec KOHTEKCT U3 POJMTENILCKOr0 MPOoIlecca TEKYIIEero mpoiecca
--parent-fs [Mosayuuts fscreate KOHTEKCT M3 POJUTENBCKOTO TPOIecca TEKYIIEro mpoiecca

Ecnu He ObuIO 3a7aHO OMIUE, TO JJIS TOTO, YTOOBI SECON MOJYyYHJI KOHTEKCT U3
JPyroro UCTOYHUKA, MOXKET ObITh 3a7aH gonoaHuTenbHbId apryMmenT CONTEXT. Ecnu
ATUM apryMEHTOM sBisieTcsl 3HaK neduca (-), TO KOHTEKCT OyJIeT MpOYUTaH U3
cTaHJapTHOrO BBOJA. Eciu apryMeHTOB He ObLIO 33a/laHHO, TO Secon OYJIeT MbITaThCs
MPOYUTATh KOHTEKCT CO CTaHJApPTHOTO BBOJA, HO TOJBKO B TOM Clly4ae, €CIu
CTaHJApPTHBIM BBOJ He TepMmuHan (tty). B sTom ciydae secon OyaeT BecTH ceOsi Kak
Oynro ObuIa nepenana onuus --self .

Ecnu He 3agana HU oJHA omIus U3 --user, --role, --type, --level wim --mls-range,

TO BCE OHM OyAyT UCIOJIb30BaHBbI.

6.6.3.3. Ymunuma audit2why

Yrunuta audit2why — mno3Bosnser onpenenuts U3 coobuienus ayauta SELinux
IPUYUHY 3arpeTa I0CTyIIa.

Ora yrtunurta oOpabarbiBaeT coobmenus ayauta SELinux, OpUHSATBIE CO
CTaHJIaPTHOTO BBOJAA, W COOOIIAET, KAaKOM KOMIIOHEHT MOJHMTHUKH BBI3BAI KAXKIBIA U3
3anperoB. Eciu 3a1ana onuus -p, TO UCIONb3YyeTCs YKa3aHHAsl STON OMIMEN MOJUTHKA,
B TPOTHUBHOM CJIy4ae HCIIOJIb3YyeTCS AaKTHBHAs TMONHTHKA. ECTh TpH BO3MOXKHBIE

MPUYUHBI 3allpeTa J0CTya:

) OTCYTCTBYET WM oTKIItoueHo paspemutenbHoe TE npasuiio (TE allow rule),
HapyIlIeHue orpaHrudeHus (a constraint violation)
OTCYTCTBYET pa3peninTesbHOe paBuio s ponu (role allow rule).
B mnepBom cnyuyae paspemurensHoe TE mpaBWiIo MOXKET HPUCYTCTBOBATH B

MOJIUTUKE, HO OBLIO OTKJIFOUEHO uepe3 OyieBbl aTpuOyThl. Ecnu ke pa3penuTeasHoro

npaBuia He ObLIO, TO OHO MOXET OBITh CO3J]aHO IIPU noMoIlu yTuauTkl audit2allow.
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Bo BTOpOM cilydyae MOrjao mpoOM30MTH HapylleHue orpanudeHus. [Ipocmorpure
policy/constraints umu policy/mls st TOro, 4ToObl ONPEIETUTh UCKOMOE OrpaHUYEHUE.
OO0b1yHO, TpOOIIEMa MOXKET OBITH pelieHa J00aBJIeHUEM aTprOyTa THIA K JOMEHY.

B Tpethem ciyuae Oblia MpOM3BEIEHA MOMBITKA CMEHUTH POJIb, MIPU TOM UYTO HE
CYIIECTBYET pPa3peHIUTEILHOTO TMpaBWia Jisl y4acTBYIOUIEH MPU 3TOM Mapbl POJIEH.
[Tpobiiema MOXkKeT ObITH pelieHa 100aBICHUEM B MOJIUTUKY Pa3pEIIUTEILHOTO paBuia
IUJISL 5TOM TIapbl POJIEH.

CunTakcuc:

audit2why [options]

Onuwnu:
Onunust 3HayeHHe oMM
--help BriBeCcTH KOPOTKYIO MOJICKA3Ky
-p <policyfile> VYka3zatp agbTepHATUBHBIA (hailyl MOJTUTHKHY.
ITpumep:

$ /usr/sbin/audit2why < /var/log/audit/audit.log

type=KERNEL msg=audit(1115316408.926:336418): avc: denied { getattr }
for path=/home/ sds dev=hda5 ino=1175041 scontext=root:secadm_r:
secadm_t:s0-s9:¢0.c127

tcontext=user_u:object r:user home dir_t:s0 tclass=dir

[Ipuunnoit sBaserca: OTCYTCTBYET WM OTKJIKOYEHO paspemunresbHoe TE
npasuio. Paspemmurensaoe TE mpaBuio MoXeT MPUCYTCTBOBATH B MOJIMTUKE, HO OBLIO
OTKJIFOUEHO yepe3 OyJeBbl NEPEKIIIoYaTeNn; MpoBepbTe OyJeBbl Nepekitodarenu. Bl
MOKETE MOCMOTPETh HEOOXOUMBIE pa3pelInTEIbHbIE MpaBuiia, 3amyctus audit2allow u
MOJ/IaB 3TO COOOIICHUE ayIUTa Ha BBOJI.

type=KERNEL msg=audit(1115320071.648:606858): avc: denied { append }
for name=.bash_history dev=hda$5 ino=1175047 scontext=user u:user r:user t:sl-

§9:¢0.¢127 tcontext=user _u:object r:user home t:s0 tclass=file
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[Tpuunnowi sBnsercs: Hapymenue orpanmuenus. [IposepsTe policy/constraints.
OObIyHO, 71 pa3penieHus OrpaHUYeHUs] HeOOXOAMMO 100aBUTH B JIOMEH aTpuoOyT

THIIA.

6.6.3.4. Ymunuma chcat

VYTunura chcat — nmo3BossieT u3MeHUTh KaTeroputo 6ezonacHoctr SELinux ass
(aiina.

N3menuts/Y qanuth KaTeropuro 0O€30macHOCTH ISl Kaxkzaoro (Qaina wumu
nosib3oBatens. Mcnonw3yiite +/- nns nobaBieHus/yaalieHuss kaTeropuu y ¢aiina wim
MOJI30BATEIS.

3ameuanmue: Ilpyu ygaieHHH KaTeropuu Bbl JOJDKHBI 3a1aTh --° B KOMaHJIHOM
CTpPOKE 10 HCHOJB30BaHMs cHHTaKcuca -Category. DTO COOOIIMT KOMAaHJE, YTO BBI
3aKOHYMJIM BBOJUTD OMNIIUU U TETIEPh 33]1a€T€ UMS KaTeTOPUH.

CuHrakcuc:

chcat category file...

chcat -1 category user...

chcat [[+|-]category...] file...

chcat -1 [[+|-]category...] user...

chcat [-d] file...

chcat -1 [-d] user...

chcat-L [ -1] [ user ... ]

Onuun:
Onuus 3HaYeHUs ONIUU
-d Y namuth kateropuro u3 kaxaoro ®ANJIA/TTOJIb3OBATEJISA.
-L BrIBecTH TOCTYIIHBIE KATETOPHUH.
-1 Coobmute komanzae chcat, 9To HY)KHO pabOTaTh C TOJB30BATEIISIMH BMECTO
¢aiinos.

[Ipu pabote ¢ aitiaMmu JaHHBII CKPUNT BBI3BIBAET KOMaHAy chcon.
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6.6.3.5. Ymunuma fixfiles

Vrunura fixfiles — mo3BosisieT BOCCTAaHOBUTH KOHTEKCT Oe3omacHoctr SELinux

st aitna.

CHHTAKCHC:

fixfiles [-F][ -R rpmpackagename[,rpmpackagename...] | [-C
PREVIOUS FILECONTEXT ] [-]1 logfile | [-0 outputfile | { check | restore | [-F]
relabel | verify }" fixfiles [-F] [-1 logfile | [-0 outputfile |{ check | restore|[-f] relabel

| verify } [[dir/file] ... ]

Onucaunue:

VYrunura fixfiles wucnonwszyercs, B TEpBYI odepellb, KOrja HEOOXO0IUMO

CKOPPEKTHpOBaTh 0a3y JaHHBIX C KOHTEKCTaMH Oe30macHOCTH (pacuIiupeHHbIC

aTpuOyThI) 11 (PailIIOBON CUCTEMBI.

Ero taxxe MOXKHO 3ammycKaTh B JIF000€ BpeMsi Jisl J0OaBJICHUS MOACPKKH HOBOM

MOJIMTHKHU WJIM YTOOBI Y6€I[I/ITBCH B TOM, 4TO (l)aﬁHaM IMPHUCBOCHBI HYKHBIC KOHTCKCTHI.

IIo YMOJIYaHHUIO CKPHUIIT OOHOBJISIET METKH Ha BCEX CMOHTHUPOBAHHBIX (I)aﬁHOBLIX

cucreMmax ext2, ext3, xfs u jfs, maxe eciu OHM HE MMEIOT OMIIMM MOHTHUPOBAHUS C

KOHTEKCTOM Oe3omacHocTu. Bel Mokere ucmnonb3oBath (iar -R mys Toro, 4roObl B

Ka4CCTBC AJIbTCPHATHUBLI UCIIOJIB30BATh IPM-IIAKCT.

Onuun:

Onuus

3HaueHue ONIUH

-1 logfile

CoxpaHuTh BBIBOJI B 331aHHOM (aitsie logfile

-0 outputfile

CoxpaHuTh Bce nMeHa (aitnoB, nmeromux file context, oTamyarommiics
OT KOHTEKCTa 10 yMOJI4aHuto B (aiin outputfile.

-F

[puHyqUTENPHO YCTAHOBUTH KOHTEKCT Kak B file context s
HacTpanBaeMbIX (aiinoB (customizable files).

-f

He npenynpexaate 00 yaajaeHUU U3 TUPEKTOPUH /tmp.

-R rpmpackagename[,rpmpackagename...]

[Ipu momomn 6a36l JaHHBIX Ipm, HAUTH Bce (HailuIbl U3 3a1aHHOTO TTaKeTa
W BOCCTAaHOBUTH I HUX KOHTEKCT (-a BbIIAacT Bce (aiiapl W3 0asbl
JaHHBIX RPM).

-C PREVIOUS_FILECONTEXT

3anyctuts diff g cpaBuenus daitna PREVIOUS FILECONTEXT c
TEKYIIUM 1 BOCCTAHOBHTH KOHTEKCT Ha BCEX 3aTPOHYTHIX (haiiaax

ApryMeHTHI:

ApPryMeHT MOXKET OBbITh OJTHUM M3 CIEAYIOITUX:

AprymenT 3HaueHHe apryMeHTa
check BriBecTH Bce HEKOppEKTHBIE METKHM KOHTeKcTa (aiiinoB. ITokazaTe M CTapblii M HOBBIH
KOHTEKCT, HO HE U3MEHSTBD €rO0.
restore VI3MEHUTDH BCce HEKOPPEKTHBIE METKH KOHTEKCTa (haiiiioB.
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relabel 3agare Bompoc 00 yAaJEHHH COIEPKHUMOrO IUPEKTOPHH /tmp W, 3areM, W3MECHEHHs
HEKOPPEKTHBIX METOK KOHTEKcTa (ailIoB Juisi NPUBENCHUST B COOTBETCTBHE C (pailiiom
file contexts.

verify BriBecTH Bce (aiiipl ¢ HEKOPPEKTHBIM KOHTEKCTOM, HE MEHSTBD €T0.

[[dir/file] ... | Crmcok (aityioB WM TUPEKTOPH, JUIsl KOTOPBIX Bl XOTHTE MPOBEPUTH KOHTEKCT.

6.6.3.6. Ymunuma genhomedircon

Yrunura genhomedircon — mo3BoJseT co3aaTh crneuuUKAUU ¢ KOHTEKCTOM
SELinux st (aityioB TOMaIIHUX JUPEKTOPUI MTOTh30BaTEIICH
CuHTaKcuc:

genhomedircon [ -d selinuxdir | [-n | --nopasswd] [-t selinuxtype ] [-h]

Onuuu:
Onuus 3HayeHue oNuUuU
-h BhIBecTH KOPOTKYIO MOJICKA3Ky
-d selinuxdir (--directory) Jupekropusi, riie ycraHoBiieHb! ¢aiinsl selinux. [To ymomyanuto /etc/selinux.
-n --nopasswd Vkaszare yTuinTe He Oparth WHPOPMALHUIO O JOMAIIHUX JUPEKTOPUAX U3 0a3bl
MapoJiei.
-t selinuxtype (--type) Ykaszath Tan yctaHoBkH selinux. ITo ymonganmio - "nenesas” ("targeted").
Onucanmue:

JlanHasi yTUIMTa WCIONB3YeTCs ISl TeHEpaluu Creuu(uKalnuu ¢ KOHTEKCTOM
SELinux mys (ailyioB JOMaIIHUX JAUPEKTOPHUI TOJIb30BaTelel, OCHOBBIBAACH HA MX
3amucu prefix B 3ammMcu TMOJb30BaTeNsl semanage. genhomedircon 3amyckaercs BO
BpEMs CO3/aHUSl TOJIMUTHKUA. YTHJIUTA TaKKE€ MOXKET 3aIllyCKaTbCi aBTOMATHYECKHU
KKl pa3, Korja yTHiuTa semanage U3MEeHsET 3aluch user win login. A IMEHHO, MbI
3amensieM makpoccel HOME ROOT, HOME DIR u ROLE B  (aiine
/etc/selinux/<<SELINUXTYPE>>/contexts/files/homedir_template Ha cneuudpuynsie
Uil monbp3oBarens creHepupoBanHsle 3HaueHus. HOME ROOT u HOME DIR
3aMEHSIOTCA Ha MECTOPACIOJIOKEHHS MOJb30BATEIbCKUX TOMAIIHUX AupekTopuil. Ilo
ymonyanuto - /home. ROLE 3amensieTcst Ha 3HaueHue, OCHOBaHHOE Ha 3anucH prefix B
3amucH. user genhomedircon wWIeT Bce CTPOYKU NI MPOCTHIX (HE CHUCTEMHBIX)
MoJIb30BaTeNIel B 0a3e JaHHBIX maposieid. Takumu nonb3oBaTenssmMu OyayT te, yeit UID
oonbie win paBeH STARTING UID (mo ymonuanuto - 500), u ayis koro B nojie login

shell ve crout "/sbin/nologin" wmm "/bin/false".
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6.6.3.7. Ymunuma load policy

Ytunuta load policy — mo3BossieT 3arpy3uth HOBYIO monutuky SELinux B
AIpO.

CuHrakcuc:

load_policy [-bq]

Onucanmue:

load_policy - yrtunuta, ucnonb3yemasi sl 3arpy3Ku/3aMeHbl MOJTUTHKU B sJIpe.

[lo ymomyanuto npu 3arpy3ke nonutuku load policy coxpaHser Tekymiue 3HAYCHHS

HCpCKJ’IIO‘{aTCJIeﬁ.
Ommu:
Onuus 3HaueHue ONIUHA
-b COpocuTh MepeKTioyaTeNld B 3HAUCHMSI, ONPECICHHBIC B MOJHUTHKE.
-q CKpBITh PEAYNPEIKICHISL.

6.6.3.8. Ymunuma open_init pty

YTunuta open init pty — yKa3blBaeT 3allyCTUTh MPOTpaMMy B TICEBJO-
TEpPMHHAJIE.

Hcnonp3yeTcs run_init 171st TOTO, 9YTOOBI 3ayCTUTh MMPOTPAMMYy TIOCIIE YCTAaHOBKHU
MPaBUIILHOTO KOHTEKCTA. JTa MporpaMma OepeT HOBBIN TICEBO-TEPMUHAI, TOPOKIAET
(forks) mponecc-HacneIHUK, KOTOPBIM MPUBS3BIBAETCS K HOBOMY IICEBAO-TEPMUHAIY.
3ateM OH MOJKIIIoYaeT (U3MYECKUN TEPMUHAJ, ¢ KOTOPOTO OH OBbLT BBI3BaH, K TCEBIIO-
TepMUHAY, MepeaaBas BBOJ C KIaBHATYPhI MPOIECCY-HACICTHUKY U OTIPABIISSA BBIBO/T
npoliecca-HacjaeIHUKa Ha (PU3NUECKUN TepMUHAI.

OnH ycraHaBnuBaeT arpuOyThl MCEBAO-TEPMHUHANIA, OCHOBBIBAsCH HAa aTpuUOyTax
¢bu3znyecKkoro TepMUHANIa, a 3aTeM YCTAaHABIMBAET IOJb30BATEIBCKUI TEPMHUHAI B
RAW-pexum, He 3a0bIB COPOCUTH €0 MPHU BBIXOJE.

CuHTaKCcuc:

open_init_pty SCRIPT [[ARGS]...]
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6.6.3.9. Vmunuma restorecon

YTunura restorecon - MO3BOJSIET BOCCTAaHOBUTH 3aIIaHHLIﬁ 10 YMOJIYaHHIO

KoHTeKcT Oe3onacHocTy SELinux mns daiina (¢aiinos).

OTa mnporpamMma HUCHOJb3YyeTcs,

B TIEPBYIO Ouepeab, KOrga HEOO0XO0IuMO

YCTaHOBHUTH KOHTEKCT 0€30MacHOCTH (pacuIMpeHHbIe aTpuOyThl) IJIs OJTHOTO WM OoJiee

(aiinos.

Ee MmoxHO 3aIlyCKAThb B T1000¢ BpEM:A IJIA KOPPCKIOHUH OHIH6OK, JJIA ,ZIO68.BJICHI/IH

MOJICP>)KKM HOBOM TMOJUTHUKU WU C OMNIMEH -n, 4TOObl yOEIUThCS B TOM, KaKOM

KOHTEKCT IIPHUCBOCH (haiiiy.

CuHTaKCcuc:

restorecon [-o0 outfilename | [-R] [-n] [-v] [-e directory | pathname...

restorecon -f infilename [-0 outfilename | [-e directory ] [-R] [-n] [-V] [-F]

Ommu:
Onuus 3HayeHue oNIUH
-i HrHopupoBaTh HECyIIECTBYIOIIHNE (hailIbl
-f infilename infilename cogepxur crmcok (aimoB, Kotopele Oymyr oOpaboraHsl. [ns TOrO YTOOBI

HCII0JIL30BaTh CTaHHapTHbIﬁ BBO/J, HCHOHL3yﬁTe «=» (CHMBOH z[e(bnc)

-e directory

3agarh JMPEKTOPHIO, KOTOPYIO HYXXHO WCKIIIOUUTH U3 0OpPaOOTKH (IJ1s1 HECKOJIBKHX AMPEKTOPHA
TTOBTOPUTE OMIIHIO).

-R-r

PexypcruBHO IOMEHSITh METKH Juisl (hailJIoB M AUPEKTOPUI

-n

He MeHsATh METKH (haiiioB.

-0 outfilename

CoXpaHUTh CITUCOK (hailIOB ¢ HEKOPPEKTHBIM KOHTEKCTOM B outfilename.

IToka3aTh U3MCHEHHUS METOK (haiiJioB.

Iloka3aThe M3MEHEHMS METOK (1)3171.]10B, €CJIM UIBMCHUJICA THUII, POJIb UJIN ITOJIb30BATCIIb.

-F Ecnn mpown3onnim n3MeHEeHUs, TO NPUHYIUTEIBHO YCTAHOBUTH KOHTEKCT Kak B file context mms
HacTpauBaeMbIX (aiisioB (customizable files) MM CEKITMM MMOIB30BATEIIS.
ApryMEHTHI:
AprymeHt 3HayeHHE apryMeHTa
pathname... [yTs K daitny(daiinam), TpeOYIOINM N3MCHEHHS METOK.
restorecon He oOpabatbiBaeT (hailiibl 1 AUPESKTOPHHU MO0 CUMBOJIHYESCKUM CChUIKAM Ha HUX.

6.6.3.10. Ymunuma restorecond

YTunuta restorecond - ciayx0a, KOTOpBIM OTCIEKMBaeT co3iaHue (aisoB, u

BBICTABIISICT I HUX 3aJaHHBIN 110 YMOT4aHU0 KOHTEeKCT SELinux.

JlanHOEe PYKOBOJCTBO omuchiBaeT mporpammy restorecond. Mcnons3ys inotify,

JaHHBIA JEMOH CIEOUT 3a (paiinamu, nepeyrcieHHbIMu B /etc/selinux/restorecond.conf.
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JleMoH 1T03BOJIIeT YOCIUTHCS, UTO 3TH (DailiIbl IPU CO3IaHUH OYIyT UMETh MPaBUIbHBIN
KOHTEKCT, KOTOPBIH OIpe/ieieH B MOJUTHKE.
CuHTaKCHuC:

restorecond [-d]

Ommu:
Onuus 3HavyeHue ONUH
-d Brxumtounts pexxum oTmanku. [IpuimoxeHne Bce Tak ke UCIIONHSACTCS Ha MEpEIHEM IUIaHe, HO
HAYMHAET BBIBOAUTHCS OOJIBIIOE YHCIIO OTIAJ0YHBIX COOOIIEHHIA.

6.6.3.11. Ymunuma run_init

YTunura run_init - 3amyckaeT CKpUMNT init B MPaBUIBHOM KOHTEKCTE, KOTOPBIN
ompenenieH B /etc/selinux/targeted/contexts/initrc _context.

CuHTaKCHuC:

run_init SCRIPT [[ARGS]...]

Danbl:
Daiin Onucanue daiiaa
/etc/passwd nHbopManys 00 YIETHBIX 3aITUCIX MMOJIb30BaTeICH
/etc/shadow 3amuGpOBaHHBIC MAPOJY U HHPOpMaIHs 00 ycTapeBaHUU Naposieh
/ COJICP)KUT ~ KOHTEKCT, B KOTOPOM JIOJKHBI UCTIOTHATHCS
etc/selinux/targeted/contexts/initrc_context | MHMIMAIN3ALMOHHBIE CKPUNTHL.

6.6.3.12. Ymunuma semanage

VYTunura semanage - yTuinTa yrpasieHus noautukod SELinux.

YTunura semanage HCIOJIb3yeTCsS Il HACTPOWKM HEKOTOPBIX 3JIEMEHTOB
nosutuku SELinux 6e3 HeoOXoAuMOCTH MOJU(DUKAIMN UM MOBTOPHOM KOMMIMIISILIUU
UCXOJTHOTO TEKCTA MOJUTUKHU. B YMCIIO TaKMX HACTPOEK BXOIUT COMOCTABIECHUE MUMEH
nosib3oBatenier OC momnb3oBarensiM SELinux (KOTOpble KOHTPOJHPYIOT HCXOIHBIN
KOHTEKCT 0€e30MacHOCTH, NpHucBauBaeMblii mosb3oBaTessiMm OC BO Bpemsi HX
PErucTpalyy B CUCTEME, U OTPAHUYUBAIOT JOCTYIHbIN HA0Op posiei).

Taxxke B 4MCIIO HACTPaMBAEMBIX 3JIEMEHTOB BXOJUT CONOCTABIEHHE KOHTEKCTOB
0e30MacHOCTH I PA3MYHbIX BHUJOB OOBEKTOB, TAaKMX KaK: CETEBbIE MOPTHI,

uHTep(dENChl, CeTeBbIE Y3IIbI (XOCTHI), @ TAKKE KOHTEKCTHI (PailyioB.
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Oo6parure

BHMMaHHME, 4YTO TpU BBI30OBE KOMaHIhl semanage login

cornocTapiisitoTest uMeHa nosb3oBareneit OC (logins) mons3oBarensiM SELinux. A npu

BBI30BE KOMaH bl Semanage User COImoCTaBIIstoTCs ojib3oBatenu SELinux moctymHoMy

Habopy poJieii. B OonbIIMHCTBE ClydaeB aJMUHUCTPATOPOM BBITIONHSAETCS HACTPOWKA

TOJBKO IIEpBOrO THUIA COINOCTAaBICHUN. BTOpPOW THUI COIIOCTAaBICHUN, KAaK MPAaBUIIO,

onpezensiercst 6a30BOM MOTUTUKON U OOBIYHO HE TpeOyeT MOAU(DUKALIIH.

CuHTaKCcuc:

semanage {login|user|port|interface|fcontext|translation} -1 [-n]

semanage login -{a|d|m} [-sr] login_name

semanage user -{a|d)m} [-LrRP] selinux_name

semanage port -{a|d/m} [-tr] [-p protocol] port | port_range

semanage interface -{a|d/m} [-tr] interface_ spec

semanage fcontext -{a|d|m} [-frst] file spec

semanage translation -{a|d|m} [-T] level

Ommu:
Onuus 3HayeHne oMM

-a, --add Jlo6aButh 3armuce OBBEKTA ¢ 3aganneiv UMEHEM

-d, --delete V namuts 3anuck OB BEKTA ¢ 3aganaeiv UMEHEM

-f, --ftype Tun ¢aitna. Ota onums ucronb3yeTcs coBMecTHO ¢ fecontext. T HEOOXOJUMO yKa3bIBaTh B TAaKOM
’Ke BUJIe, KaK M B BBIBOJIC [TPOrPaMMbl |S, MHBIMHU CJIOBaMH, -- yKa3bIBaeT Ha OOBIKHOBEHHbIE (hailibl,
a -d — TOJIKO Ha IUPEKTOPHH.

-h, --help MOKa3aTh CIIPaBKY

-1, --list Brisectu cnucok OBbEKTOB

-L, --level VYposens uyBctBUTEnbHOCTH SELinux mo ymomuanuio, sO mo ymMoi4aHHIO (TOJBKO JUISi CUCTEM C
nojiepkkoit MLS/MCS).

-m, --modify Wzmennts OBBEKT c 3amanasiv UMEHEM 3anucu

-n, --noheading He BrIiBotMTH mianky Ta0muirs! npu nedatu ciimcka OGbEKTOB

-p, --proto TIpoToKOII, NCIOJB3YEMBIH I YKa3aHHOTOo nopTta (tepludp).

-r, --range Jlnanazon 6e3omacHocTit MLS/MCS (TospKo aiist cucteM ¢ nozaepxkkoir MLS/MCS)

-R, --role Ponmu SELinux. Ilpu yka3aHiHM HECKOJBKHX POJICi HY)KHO OTACIUTH UX MPOOENaMH M 3aKIIOYHUTh B
KaBBIUKH WIIN YKa3bIBaTh ONMIHIO -R HEOOXOAMMOE YHCIIO Pas.

-P, --prefix IMpedure SELinux. [Ipm ycTaHOBKE METOK Ha JOMAIIHHE TUPEKTOPHH IOJIB30BaTeNeil mpedukc
nmobasisiercst K home dir t u home t.

-s, --seuser Wwms nons3oBatens SELinux

-t, —-type Tun 0o0bexTa SELinux

-T, --trans Tpancnsuust SELinux (SELinux Translation)

[Ipumepsr:

[IpocmoTpeTh comocTaBiaeHus s osb3oBatenet SELinux

$ semanage user -1
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Paspemuts joe peructpupoBathes kak staff u

$ semanage login -a -s staff_u joe

Omnpenenuts KOHTEKCT (aiIoB Ui BCETO, PACIOIOKEHHOIO B /web (ITOTOM 3TO

OnpeiesIeHHE UCII0JIb3YETCsl YTUIIUTOM restorecon)

$ semanage fcontext -a -t httpd_sys content_t '"'/web(/.*)?"

Pa3pemuts femony Apache npociymuBaTe HOPT ¢ HOMepoM 81

$ semanage port -a -t http_port_t -p tcp 81

6.6.3.13. Ymuruma semodule

VYrunura semodule -

YTWinTa, HUCIOJIb3yCMasd MAJIA YIIPABJICHUA IIAKCTAMU

monyneid monutuku SELinux. Ympaienuwe BkiIro4aeT B ce0s 3agaud yCTaHOBKH,

OOHOBIICHHS, TIPOCMOTpAa M YJAJCHUS ITAKETOB Mojyiei. semodule MOXHO Takke

HUCIIOJIB30BaTh JId MPUHYAUTCIBHOIO IICPCCO3AaHUA IMMOJUTUKKU N3 XpPaHWUIHUIIA

MOAyJed W/WIA Uil TPUHYAWTEIbHON TIepe3arpy3kd MOJUTUKU Oe€3 BBITOJIHEHUS

KaKux-nmbo apyrux onepaiuii. semodule paboTaeT ¢ maketamMmu MOJyJied, CO3JTaHHBIMU

ytuiautoi semodule package. 1o cornamenuto Takue (aiyibl UMEIOT pacIIUpeHue .pp

(policy package). OnHako mpuUCBanBaTh UMEHHO TaKOE pacIIMpeHUe He 0053aTebHO.

CuHTaKcuc:

semodule [options]... MODE [MODES]...

Ommu:
Onuust 3HayeHHne onuun
-R, --reload [IpuHYIUTETBHO TEPE3ArPY3UTh MONUTUKY
-B, --build [IpunymuTensHO mepeco3naTh MONUTHKY (€cIM HEe HCHONb3yeTcs Omumus -n, TO

MIPOUCXOJIUT U €€ Tepe3arpyska)

-i,—-instalEMODULE_PKG

Y cTaHOBHTH/3aMEHUTH MOOYJIb MaKkeTa

-u,—upgrade=MODULE PKG

OOGHOBHTH CYIIECTBYIONIMA MOAYNH ITAKETa

-b,--base=MODULE PKG

VY CTaHOBHUTE/3aMEHHUTH 0A30BEIH MOAYJIb ITaKeTa

-r,--remove=MODULE NAME

Y 1anuTh CymecTBYOUIMH MOLYIb

-1,--list-modules

IToka3aTh CITMCOK YCTaHOBJIEHHBIX MOIYJeH (KpoMe 06a30BbIX)

-s,~-store VMt XpaHUInINa, ¢ KOTOPBIM IIPOU3BOSITCS OTNIEPALIUH
-n,--noreload He nepesarpy»kath HOJMTHKY I1OCIIE BBHIIOIHEHHUS ONIEPALIIH
-h,--help BriBecTu noackasky
-v,~-verbose [ToapoOHBIi BHIBOJ.

[Tpumepst:
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VY CcTaHOBUTH WM 3aMEHUTH 0a30BbIN MaKeT MOJIUTHUKH.

$ semodule -b base.pp

Y CcTaHOBUTH WK 3aMEHUTH HE 0A30BBIN MAKET OJUTHUKH.

$ semodule -i httpd.pp

[Toka3aTh CIMCOK yCTAaHOBJEHHBIX MOJyJIeH (Kpome Oa30BbIX)

$ semodule -1

VY CTaHOBUTH MM 3aMEHUTH BCE HE 0a30BbIE MAKETHI B TEKYIIEH TUPEKTOPUH.

$ semodule -i *.pp

VY CTaHOBUTH WM 3aMEHUTH BCE MOJIYJIM B TEKYILEU TUPEKTOPHUHU.

$ Is *.pp | grep -Ev "base.pp|enableaudit.pp" | xargs /usr/sbin/semodule -b
base.pp —

6.6.3.14. Ymunuma semodule deps

Yrunura semodule deps - mokasaTh 3aBUCHMOCTH MEX]y IMaKETaMU MOJIYJIEH
nonutuku SELinux.

JIsl KayKJTOTO MOJTYJIsI OHAa BBIBOJUT CITUCOK HEOOXOMMMBIX IS YIOBJICTBOPEHUS
3aBUCUMOCTEH MOJYJICH. Y THINTA UMEET JEI0 TOJbKO C aOCOMIOTHO HEOOXOMMBIMH, a
HE OMIIMOHAJILHBIMU 3aBUCUMOCTSMH.

Jlnst toro 4roObl monmyunth OT semodule deps nelCTBUTENHHO TMOJIE3HYIO
uHdopmarmio, HE0OXOAMMO, YTOOBI TMepefaBacMble €W TMMakeThl HE UWMEIU He
YAOBIETBOPEHHBIX 3aBHUCHMOCTel. Ha mpakTwke 3TO O3HaYaeT, 4ro, Kak MPaBHIIO,
CIIUCOK MOJIyJIel Oy1eT BEChbMa JITTUHHBIM.

[To ymondanuio, 06a30Bbl€ MOJYJIM HCKIIOYAIOTCS, TMOCKOJIbKY IMOYTH KaxIbli
MOJYJIb 3aBHCHT OT 0a30BBIX. OTIIUS -b MMO3BOJISIET BKIFOYUTH M 3TH 3aBUCUMOCTH.

B nomonHenue k BBIBOLY, (DOpMATUPOBAHHOMY JJIsi YJOOHOTO BOCHPHSITHS
yenoBekoM, semodule deps c¢ ommuel -g yMeeT BBITpY)KaThb JaHHbIE B (popmare

Graphviz (http://www.graphviz.org/). D10 ymoOHO I co3mgaHus TpaduIecKoro

MNpCaACTaBICHUA 3aBUCUMOCTEH.

CHUHTaKCHUC:

126


http://www.graphviz.org/
http://www.graphviz.org/
http://www.graphviz.org/
http://www.graphviz.org/
http://www.graphviz.org/
http://www.graphviz.org/
http://www.graphviz.org/
http://www.graphviz.org/

semodule_deps [-v -g -b] basemodpkg modpkgl [modpkg?2 ... ]

Onumu:
Onuus 3HavyeHne ONuUuU
-V [TopoOHBII BEIBOJ
-g BeiBon nH(popMalmu 0 3aBHcUMOCTsIX B popmare Graphviz
-b BKJIIOUMTD B BHIBOJ 3aBUCHMOCTEH 0a30BbIe MOAYJIH (10 YMOJIYaHHIO HE UCIIOJIB3YETCS)

6.6.3.15. Ymunuma semodule expand

Yrunuta semodule expand - ytunurta ao0aBiieHHs MakKeTa MOJYIS MOJUTHKU
SELinux.

JlaHHasi yTUIUTA HE BXOJUT B YKUCJIO YTUIUT, HEOOXOIUMBIX MPU KaXKI0JHEBHOU
pabote ¢ SELinux.

OOblyHO Takue omnepaiuu, Kak jgoOaBieHue (expanding) BBITOIHSIOTCS
HE3aMETHO [UIs TOoJib30BaTelld Mpu Momoinu libsemanage B OTBET Ha KOMaHJbI
semodule.

ba3zoBpie makeTel MOIyJEHM IOJUTHUKH MOTYT  CO3[aBaTbCsl  YTUIIUTOU
semodule package wumu semodule link (xorma B eauHBIA MakeT CBS3BIBAIOTCS
HECKOJIbKO TTAKETOB).

CunTakcuc:

semodule expand [-V -c [version]] basemodpkg outputfile

Onuun:

Onuus 3HaueHne ONHuU

-V OTOOpa3UTh BEPCHIO

-c [version] Bepcus co3naBaeMoil OIUTHKI

6.6.3.16. Ymunuma semodule link

Yrtunuta semodule link - ytunuta oObeIUHEHUST HECKOJIBKUX MAKETOB MOAYJIEH
nonutuku SELinux.

JlanHast yTUIUTa HE BXOJUT B YMCJIO YTUIIUT, HEOOXOAUMBIX MPU KaXK0IHEBHOU
pabore ¢ SELinux. OOblYHO, Takue ONEpALMH KaK CBSI3bIBAHUE BBINOJHAIOTCS
HE3aMETHO I TOJIb30BaTelld Mpu Momomu libsemanage B OTBET Ha KOMAaHJbI

semodule. ITakeTs MogyJeli co3maroTcs yrunuToi semodule package.
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CuHTaKCucC:

semodule_link [-VV] [-0 outfile] basemodpkg modpkgl [modpkg?2]...

Ommu:
Onnus 3HaueHHe ONIUH
-V OT00pa3uTh BEPCUIO
-V IToapoOHBII BEIBOJ
-0 <output file> OObeMHEHHBIN ITAKeT MOYIICH ITOJIMTHKH, CO3AAHHBIA YTHIIMTOM.

6.6.3.17. Ymunuma semodule package

YTunuta semodule package - 3T0 yTunura, ucrnonb3yemMas A CO3JaHUs MakeTa
Moayast moautuku SELinux w3 OMHApPHOTO MOAYJS TOJUTHKH U JAPYTHMX HUCTOYHHUKOB
JAHHBIX, TaKUX Kak Qain koHTekcToB. semodule package co3maeT makeTsl U3
OMHApHBIX MOJYJIEM TIOJUTUKH, CO3/IaHHBIX, B CBOIO OYe€pelb, MPU TOMOIIH
checkmodule. Ilakersi mnonuTuk, co3manHbie semodule package, Moryt OBITH
YCTaHOBJICHBI YTUINTON semodule.

Cunrakcuc:

semodule package -0 <output file> -m <module> [-f <file contexts>]

[Ipumepsr:

CoznaTh makeT MOJyJIsl MOJIMTUKY JJ11 6230BOr0 MOIYJIS.

$ semodule package -o base.pp -m base.mod -f file _contexts

CosznaTh makeT MOJyJIsl MOJIMTUKH 111 MOAyJIs httpd.

$ semodule_package -o httpd.pp -m httpd.mod -f httpd.fc

Coznate makeT MOAyJs moauTuku ais JokanbHbiX TE-mpaBun (TE rules) 6e3
UCIIOJIb30BaHUs (haiiyia KOHTEKCTOB.

$ semodule package -0 local.pp -m local.mod

Onuun:
Onuus 3HaueHne ONINH

-0 --outfile <output file> [TakeT MOy HOJIUTUKHU, CO3AABAEMBbIN JaHHON YTHJIUTOM.
-s --seuser <seuser file> ®aiin seuser OyeT BKIIOYEH B TTAKET.
-u --user_extra <user extra file> ®aii user extra OyIeT BKIIOYCH B MAKET.
-m --module <Module file> Daiin MOy TONHUTHK OYIET BKJIFOYCH B MAKET.
-f --fc <File context file> ®aiin ¢ KoHTeKCcTaMH (HaiIIoB It MOTYJIsI (OTIIMOHAIBHO).
-n --nc¢ <netfilter context file> Bxitrounts B maker ¢aiin kouTekcTa netfilter.
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6.6.3.18. Ymunuma sestatus

Yrtunura sestatus - mo3BojsieT npocMoTpeTh coctosinue SELinux.

Ota yTunuTa npeaHa3HavyeHa JJisi MPOCMOTpa CTaTyca CUCTEMBbI, UCIOIL3YIOMICH
SELinux. OHna moka3siBaeT uH(MOpManuioo o ToM, BkiIrodeH ju SELinux B 1enowm,
3arpy>KE€HHYIO TMOJUTUKY, a TaK)K€ B KaKOM PEXUME CHCTEMa - PEXKUME OJIOKUPOBOK
(enforcing mode) unm pexumMe npeaynpexaeHuil (permissive mode). YTuauTta Takxke
MOXKET MPUMEHSTHCS JJIsl MPOCMOTpPa KOHTEKCTa 0€30MacHOCTH (PailioB U MPOIIECCOB,
OMMCaHHBIX B (hailsie /etc/sestatus.conf.

IIpumep 3amycka:

$ sestatus

SELinux status: enabled SELinuxfs mount: /selinux Current Mode:
permissive Policy version: 16

CunTakcuc:

sestatus [-v] [-b]

Onuun:
Onuus 3HayeHHe oMU
-V [IpocMoTpeTh KOHTEKCT Oe30macHOCTH (paiijIoB M MPOIECCOB, ONMMCAHHEBIX B (paiine /etc/sestatus.conf.
JIis cMMBOTHYECKOH CCHUTKH Takke OYIIET MOKa3aH M KOHTEKCT (aiiia, Ha KOTOPBIH OHa CChUITAETCS.
-b ITocMOTpeTh TeKyIllee COCTOSIHUE MepeKIIouarTesei.

6.6.3.19. Ymunuma setfiles

VYTunura setfiles - nmo3Bosisier ycTaHOBUTH KOHTEKCT Oe3omnacHoctu SELinux asns
daiina.

Orta mnporpaMma HCIHOJIB3YeTCS, B IMEpPBYIO oOdepeab, Korjna HeoO0XOoAHMMO
WHULMAIU3UPpOBaTh 0a3y JaHHBIX C KOHTEKCTaMHM O€30MacHOCTH (pacIIUpEHHBIE
aTpuOyThI) A1 OAHOU WU O0see PailIOBBIX CHCTEM.

[lepBoHauanbHO MporpaMMa HCIHOJHAETCS KaK YacTh Npoliecca YCTAHOBKHU
SELinux. Ee MOXHO 3amyckarb B JIF0OO€ BpeMs JUIsl CIEAYIOIIUX 3aJad: KOPPEKIHUs
olMOOK, 100aBIEHUE MOJAECPKKU HOBOW MOJIUTUKU, MIPOCTO UYTOOBI YOEAUTHCA B TOM,
KaKOW KOHTEKCT MPUCBOCH (aiiny (¢ onuuei -n).

CuHTaKCcuC:
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setfiles [-c policy | [-d] [-]1] [-n] [-e directory ] [-o0 filename | [-q] [-S] [-V] [- VV]

[-W] [-F] spec_file pathname...

Ommu:
Onuuns 3HaueHne ONIUH
-c MPOBEPUTH COOTBETCTBHE KOHTEKCTA TOMY, YTO ONpE/IeNICH B ABOMYHOM (haiiie MOTUTHKH.
-d MOKa3aTh, Kakas criequ(HUKanys COOTBETCTBYET KaxkaoMy (aitry -1 - oTpa3suTe H3MEHEHUS
METOK B syslog.
-n HE MCHSATh METKH (haiiIoB.
-q II0OJIaBUTH BBIBOJ, HC OTHOCHmHﬂCﬂ K OH_II/I6K3M
-1 rootpath HCII0JIb30BaTh AJIbTEPHATUBHBIN IIYTh K KOPHEBOU AUPEKTOPUU

-e directory

3amaTh JTUPEKTOPHIO, KOTOPYI0 HYXHO HCKIIOYHTH W3 O00pabOTKH (I HECKOIBKUX
JHMPEKTOPHIA TIOBTOPHUTE OILHIO).

-F

[IpuHYyAUTENBHO YCTAHOBUTH KOHTEKCT Kak B file context mnst HacTpamBaembIx (ailiioB
(customizable files).

-0 filename

COXPaHUTb CIUCOK (haiiJIoB ¢ HEKOPPEKTHBIM KOHTeKcTOM B filename.

-S

MOJYYHTh CIOUCOK (HailyIoOB €O CTaHAAPTHOIO BBOAA, BMECTO KCIIOJb30BAHUS IIYTH,
OTIpPEIeNsIEMOT0 B KOMaHIHOM CTpOKeE.

ITOKa3aTh NU3MCHCHUSA MECTOK CbaI\/'IJ'IOB, €CJIM UIBMCHUJICA THUIT UJIX POJIb.

I10Ka3aThb U3MCHCHUS MCTOK Q)aﬁHOB, €CJIM UBMCHUWJICA TUII, POJIb UJIK 11OJIB30BATCIIb.

BBIBECTH MPEIYIPESIKICHUS, SCIIA BCTPETATCS CIEHU(PUKANNN, KOTOPBIM HE COOTBETCTBYET
HU OJTUH (aii.

ApryMEHTHI:

AprymeHT

3HaueHne apryMeHTa

spec_file

®aiin co cnenudUKaUAMU, COJEPKANIUA CTPOKU CIEAYIOIIero Bumaa: regexp [ -type ] ( context |
<<none>> ).

B Hawane m B KOHIIC CTPOKH pPAaCIIOJIOKEHBI PEryIspHBIC BEIpakeHWs. HeoOs3aTenmpHOE IONe
yKa3bIBaeT TUN (aiiyia B TOM K€ BHJE, KaK B BHIBOJIC MTPOTPaMMEI 1S, HHBIMH CJIOBaMH, -- YKa3bIBaeT
TOJIKO Ha OOBIKHOBCHHBIC (hailiibl, a -d — TONBKO Ha JqupekTopuH. B morne context MOeT OBITh
yKa3aH KOHTEKCT O€30MacHOCTH WIJIH CTPOKa <<none>>, KOTOpas YKa3bIBaCT, YTO KOHTEKCT (haiia He
HU3MEHSICTCS.

[TpuopuTeT MMEIOT CrelU(UKANNN, yKa3aHHbIC MOCICIHUMHU. ECIU 3aJaHHO HECKOJBKO Pa3HBIX
cnenu(UKaIIi ¢ pa3uIaroIMcs KOHTEKCTOM 0€301acHOCTH sl HECKOJIBKUX JKECTKHUX CCBUIOK Ha
(haitn, TO, HECMOTpSI Ha BBIBOJUMBIC TNPEIYNPEKACHUS, (DAl MOTydINT KOHTEKCT, YKa3aHHBIH B
mocienHe w3 Takux cnenudukanuii. Ecnm mocnenmHsAs W3 TakUX CICMUPHUKAIMNA COHECPIKUAT
<<none>>, TO OHA HE YIUTHLIBACTCH.

pathname...

HyTL K KOpHeBOﬁ AUPEKTOPUUN U1 Ka)K,HOﬁ u3 (l)af/’IJ'IOBLIX CUCTEM, IJIs1 KOTOPBIX IMPOCTABJISAIOTCA
KOHTEKCTEI. He HCIIOJIB3YCTCA BMECTC C onuneﬁ -S.

6.6.3.20.

YTunura

Ymunuma setsebool

setsebool  ycTaHaBiMBaeT TeEKylllee 3HAYCHUE IS OJHOTO

NepeKIIouaTeNs WiK 1ejoro cnucka nepekmouateneid SELinux. B kauecTBe 3HaueHHs

MOKHO YCTaHaBJWBarTh 1, true wixd on i BKIIOYEHUs Tnepexmouarens. [ns

BBIKJIIOUCHHS MOKHO MCIT0JIb30BaTh 0, false nianm off.
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Ecnu He ucnonp3oBate onuuioo -P, TO M3MEHEHHS] KOCHYTCS TOJIBKO TEKYILHMX
3HAQYEHUH MEpPEKIIIoYaTese. 3HaYeHHs] 0 YMOJIYAHUIO, KOTOPBIE YCTAHABIMBAIOTCS BO
BpEMs 3arpy3KH, TP 3TOM HE MEHSIOTCS.

Ecnmn 3amana onuuss -P, TO Bce Tekylmue 3HAauC€HUs MEPEKIIOYaATENCH
COXpaHsIoTCs B (hailyie MOIUTUKHA Ha AUCKe. Takum o0pa3oM, UX 3HAYEHUE COXPAHUTCS
Y TIOCJIE TIEPE3arpy3KH.

CunTakcuc:

setsebool [ -P | boolean value | booll1=vall bool2=val2 ...

6.6.3.21. Ymunuma sealert

Yrtunuta sealert mo3BoisIET B peKMME PEaTbHOTO BPEMEHH OTOOpaXKaTh st
TEKYIIEro T0JIb30BaTeNisi OOHApyKCHHBbIC KOH(MIUKTHI M BO3MOXKHBIE HApPYIICHUS
nH(OPMAITMOHHON O€30MTaCHOCTH.

B cinyuae ecnu cuctema oOHapyxuia cOoi B 00JIaCTM CUCTEMHOIO Tpest

BO3HUKAET BCILIBIBAIOIICE YBEAOMIICHUE (PUCYHOK 6.2).

HoBoe yBefomneHne 6esonacHocTK SELinux x

OTkaz AVC, HaxMWTe Ha 3Ha4YoK 4nA NpocMoTpa

OTMmeHWTE | | MNokazaTe

PucyHok 6.2 — YBenomiieHHE O HapyIIEHUH 0€30MacHOCTH

I[Io naxaturo kHomku «lloka3zateby» 0T06pa>KaeTc51 OKHO C pacmeeHHOﬁ

uHpopmarueit o coobiTun (PUCYHOK 6.3).

@ 0630p yBepomMneHWiA SELinux = O E

SELinux o6Hapyxua KOHQAUKT. Monyuats cnoeeweHns @ fAa () Her

Mpovecc: fusr/bin/bash BT okT 23, 2018 10:26 MSK
MoneiTka gocTyna: getattr
K file: susr/bin/puppet

YeenoMWTE agMUHNCTpaTopa MogpobHocTu WrHopupoeaTe Yaanute W

O3k aeMblid pesynbTaT: PeweHue: Ll

Ecnn Bul cunTaete, uto bash ciegyer PekoMeHyeTcA co3gate oT4eT 06 ownbke,
paspelLnTs A0CTyn getattr k puppet file YUTo6bl pazpellnTs A0CTYM, MOXHO CO3aTk NOKANbHbIA MOAY/E NOAWUTHAKA.
Mo yMonUaHmo. Allow this access for now by executing:

# ausearch -c 'start-puppet-ma’ —raw | audit2allow-M my-startpuppetma

# semodule -i my-startpuppetma.pp CBefeHns o

Mogyne

CoobuTs
ob ownbke

£ >
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PucyHok 6.3 — OxHO yBeOMJIEHUN

Taxxke monb30BaTeslb MOKET BBI3BATH 3TO OKHO C KOHCOJIM KOMaH/I0M:

sealert

N3 Tekymero OKHa TIOJIb30BATENb MOXET MPOCMOTPETh MOAPOOHOCTH
MPOU3ONIEAIIETO COOBITHS, YBEAOMUTh agMuHucTpatopa OC, ynanuth UHOOpMAaIHIO
JTAHHOTO YBEJIOMJICHUSI WJIM UTHOPUPOBATH HH(POPMAIIHIO.

B pacuupennoii uHpopManuy NpuBOISTCS CBEICHUS 00 0KHIaeMOM pe3yiibTaTe

Y BO3MOXHBIE ITyTH PELICHUs MPOOIEMBI.
6.7. PAM

PAM wumm Pluggable Authentication Modules (moakimrouaemble MOIYJIH
ayTeHTU(UKALMU) — O3TO MOMAYJIbHBIM MOAXOA K cucteMe ayTeHTHQuKanuu. OHu
MO3BOJIAIOT CTOPOHHUM CIy’K0aM TNpeAoCTaBiIsATh MOJYJb ayTeHTU(UKALUU s
oOecrieyeHus JAoctyna K ciyx0e s cucreM ¢ nogaepxkkod PAM. CmyxObl,
ucnonb3ytonie PAM g ayTeHTU(UKAnUMu, MOTYT MCHOJB30BAaTh MX Cpa3y ke, 0e3
HEO0OXOIMMOCTHU JOTIOJHUTEIBHON MEPECOOPKHU.

Ha cepsepe PAM (Pluggable Authentication Modules) MoryT ucnosib30BaThCs
JJIs yOpaBlieHus ayTeHTuuKanre (Kak yacTh YIpaBJIeHUs MIPEIOCTABICHUS JOCTYIA).
[Ipu wucnonszoBanuu PAM cepBucamMm HET HEOOXOAMMOCTH  TOJJIEPKUBATH
COOCTBEHHYIO CHUCTeMY ayTeHTH(]HKAIMK. BMecTo 3TOro OHHM mojlarairoTcst Ha MOJYJU
PAM, nocrymaele B cucteme. JloOoii cepBHC Tpu  HEOOXOAUMOCTH MOXKET
UCIIOJIb30BaTh COOCTBEHHYIO KOH(purypauuio PAM, XoTs B OONBIIMHCTBE CIy4aeB
ayTeHTU(UKALKS BBITIOTHSAETCS OJIMHAKOBO BO MHOXECTBE CEpBUCOB. BbI3bIBast Moy n
PAM, cepBuChl MOTYT TOAJAEPXKHUBATh JBYX(PAKTOPHYIO ayTEHTU(PUKALMIO «U3
KOPOOKM», cpasy xe UCII0JIb30BaTh LHEHTPaAIM30BaHHbIE XpaHWIHIIA
ayTeHTU(UKALMOHHBIX CPEICTB U MHOTOE JPYToe.

PAM npenocTaBisitoT THOKYI0 MOJYJBbHYIO apXUTEKTYpy [UIsl CIEAYIOIINX

CEpPBHUCOB:
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VYrpasnenue ayTeHTU(DUKAIIUEH - IPOBEPSIET, CYIIECTBYET JIH MOJIb30BaTEh 10T
KOTOPBIM IBITAIOTCA 3aUTH.

VYrnpasneHne y4ETHBIMH 3alIUCSIMU - MPOBEPSET, YTO IMApPOJIb IMOJIB30BATENd HE
MCTEK WM UMEET JIU MOJIb30BATEIIb IPABO 00pAIIaThCs K ONPEECIEHHOMY CEPBUCY .

VYpaBieHue ceaHCcaMHt - BBIMOJHSAET ONpPeACTIEHHbBIC 3a1a4l BO BpEMS BXOJ1a WUJIU
BBIXO0JIa MOJIb30BATENsl U3 CUCTEMbI (ayJUT, MOHTUPOBAHUE (PANUTIOBBIX CUCTEM U TaK
nanee).

VYropasnenue napojisiMu - Ipeajaraer mHrepdeinc s cOpoca maposis U TOMY
noj1o0Hoe.

[Ipu padore ¢ PAM agMuHHCTpaTOpbl O4YeHb OBICTPO MOWMYT HPHUHITUIIBI, T10
KOTOpBIM (pyHKIIHOHHpPYEeT PAM.

Bo-nepBeiX, 3TO  «HE3aBUCUMOCTh  OT  Odk-3HAay».  I[IpunoxeHusm,
noajaepxkuBaromuM PAM, HeT HEOOXOAMMOCTH YUUTHIBATH HU3KOYPOBHEBYIO JIOTHKY,
yTOOBl paboTaTh ¢ O3k-3HAamu. Mcnonb3ys PAM, npuioxkeHus OTIAEHSIOT JIOTUKY
paboThl O9K-3HJA OT cBoeil. BCE, uTo UM HYXXHO cAelaTh — 3TO BbI3BaTh (PYHKIUIO
PAM.

JlpyruM  TOpPUHIUAIIOM  SIBISIETCS ~ «HE3aBUCHUMOCTH  OT  KOH(UTyparum».
AIMHUHUCTpaTOpaM HE HYXKHO 3HaTh, KaK HAacTpaWBaThb JIECSATKA PAa3IUYHBIX
MIPWIOKEHUH, YTOOBI 3aCTaBUTh UX MOJICPKUBATH ayTeHTU(UKAINIO. BMecTo 3TOTO MM
IOCTATOYHO BOCIIOJIb30BaThCS OJIHOM KOH(UTYpAITMOHHOMN CTPYKTYpOH,
npepocrasisieMot PAM.

[TocmenHUM TPUHLIKIOM, SIBISIOIIMMCS TAaK)KE 4acThio Ha3BaHus PAM, sBusercs
«TOJKIII0YaeMasl apxuTekTypa». Korma HeoOX0auMO MHTErpUpOBATh HOBBIA OFK-3HI,
BCE, UTO HYXKHO CJiejaTh aJIMUHUCTPATOPY — 3TO YCTAHOBUTH OUOJIUOTEKY JIJISi STOTO
09k-2H/1a (OOJIBIIMHCTBO MOJYJIEH HCMONB3YIOT oauH (aitn HacTtpoek). Hauwmnas ¢
ATOTO0 MOMEHTa MOJAYJb CTAHOBUTCS OCTYNEH MJI WCIOJIb30BaHUS MPUIOKECHHUSIMU.
AJMUHHACTPATOPHI MOTYT HACTPOUTH ayTEHTU(DHUKAIINIO TSI UCTIOIH30BAHUS ITOTO OJK-

SHJA U TIPOCTO MEPE3anyCTUTh MPUI0KEHHE.
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[Tpunoxenusi, sl KOTOPHIX HEOOXOAUMO HcMosib3oBaHue PAM, MUHKYIOTCS C
oubmorekoit PAM (libpam) u MOryT BBI3BIBaTH HYXHbIE (QYHKIMH pPabOTHl C
yKa3aHHbIMH BbIIIE ciyxOamu. Kpome 3TOro, B NpUIOKEHHUM HE HY)XHO HHUYETO
peaNM30BBIBaTh CHEIU(UIHOTO ISt pabOTHI C ITUMHU CEPBUCAMU, TaK KaK ATy 3a7a4y Ha
cedst 6epér PAM. U korna nosp3oBaresib 3aX04eT ayTEHTU(ULIMPOBATHCA, CKAXKEM, B
BEO-IPWJIOKEHUH, TO O3TO MpuiokeHue Bbi3piBaeT PAM (mepenmaBas emy
UIACHTUPUKATOD M, BO3MOXKHO, MMapoJib WJIM 3alpoc) U MPOBEPSET BO3BpallacMble
JaHHbIE, YTOOBI IPUHSTH PEIICHUE, Ay TEHTU(PUIUPOBAIICA JIU MOJI30BATENb U UMEET JIU
OH JOCTYIl K IpuioxkeHutwo. BHyTpenHeil 3amaueii PAM sBusiercs omnpeneneHue, rae
HEO00X0IMMO ayTeHTU(PHUIIUPOBATH MOJIb30BATEIIS.

CunpHo#l cTopoHOl PAM sBisieTcst TO, 4TO JIOOOM KENTAIOUINIl MOXKET CO34aTh
Moaynu PAM mns unTerpamuu ¢ JoObIM mopnepkuBatonum PAM cepBucom wim
npwioxkeHueM. Ecnu  kakas-HMOyAb KOMIAHHUS BBIIYCKAET HOBYK CEPBHUC IS
ayTeHTU(QUKaUUW, BCE, UYTO HYXHO OylIer cpaenartb, — 3TO MNPEIOCTaBUThH s
B3aMMOJICUCTBUS C 3TUM cepBHCOM Moayib PAM, mocie yero mo0oe UCHOJb3yIoIIee
PAM npunoxkeHre CMOXKET He3aMeMJIUTEIbHO padoTaTb C ATOM CEPBUCOM: HET
HEOOXOJMMOCTH YTO-TO IepecoOrpaTh UK yIy4llaTh.

Hpyroit BaxkHOU 0c0OeHHOCTHIO PAM sBisieTcss TO, YTO OHHM TIOJJICPKUBAIOT
00beIMHEHUE B LIETIOUYKH HECKOJBbKUX Moxayieil. [Ipumep xoHpurypaunonsoro Qaiina
PAM nns1 Hekoero cepBuca:

# AyrenTuduranus

auth required pam_env.so

auth required pam_ldap.so

# YnpapjieHHe Y4éTHBIMHU 3aNIMCSAMHU

account required pam_ldap.so

# YnpasjieHue NapoJsiMu

password required pam_ldap.so

# YnpaBiieHUe ceaHCaMU

session  optional pam_loginuid.so
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session  required pam_selinux.so close

session  required pam_env.so

session  required pam_log.so level=audit
session  required pam_selinux.so open multiple
session  optional pam_mail.so

BunHo, 4to KOH(QUTrypaunoHHBIM (ailn pa3aenéH Ha YyeTblpe 00J1aCTU CEPBUCOB,
KOTOpbIe mojjepkuBatoT PAM: ayTeHTH(pUKaLMs, yIpaBIeHUE YUETHBIMU 3alUCIMHU,
YIIPaBJICHUE MMAPOJISIMU U YIIPABICHUE CEAHCAMH.

Kaxxnpiii U3 9TUX pasnenoB B (aiiie BbI3BIBAET OJUH WM HECKOJIBKO MOMIYJEeH
PAM. Hanpumep, pam_env.so yCTaHAaBIMBA€T IMEPEMEHHBIE CPEIbl, KOTOPHIE MOTYT
OBITh HUCIIOJIB30BaHbI NOCIEAYOMMMH Moxy siMU. Koa, Bo3Bpamaemslii MogyieM PAM,
BMECTE C YNPABIAIONIMMH JUPEKTUBAMHU (B JaHHOM IpuMepe — required mmm optional)
no3BossieT PAM pemiate, 4To AenaTh Jajbliie.

PAM noanepxuBaroT CAEAYIOMINE YIPABIAOIINAE TUPEKTUBBI:

required - YkazanHslii Moaysnbs PAM noibkeH BEpHYTH KOJ ycIiexa Jijisg TOro,
yTOOBI BECh CEpPBUC (HampuMmep, ayTeHTudukaius) osiia ycnemsa. Ecau monyins PAM
BEpHET KOJ HEyJlauM, OCTaJlbHbIe MOJIYJU OyIyT BCE paBHO BBI3BaHbI (XOTS YK€ TOUHO
M3BECTHO, YTO CaM CEPBUC OYyJIeT HEAOCTYIIEH).

requisite - YkazaHHbli Moayib PAM nomkeH BepHYTh KOJ ycmexa AJisi TOTo,
9TOOBI BeCh CEPBUC ObLI JocTyneH. B otnuuue ot required, ecnu Mmoayins PAM BepHET
KOJ| HEYyJlauM, IMPEKTHUBA Cpa3y e 3aBEPUINTCS, U CaM CEpBHUC OyAeT HEOCTYIIEH.

sufficient - Ecnu yka3zanHblii Monysib PAM BepHET koA ycmnexa, BECh CEpBHC
Oynetr pazpemieH. OcraBmuecs monyiu PAM nHe Oyayt mpoBepsithesi. OpHako, eciiu
Moayinb PAM BepHET KoA HEyJaud, OCTaBIIMECS MOIYJW MPOUIAYT MPOBEPKY, a
Heydaua JaHHOTO MOJYJIst He Oy/IeT MPUHUMATHCA BO BHUMaHHE.

optional - Kon ycnexa unu Heynaun ykazanHoro mouayist PAM Oyaer umertsb
3HA4YEHUE, €CIIU 3TO EANHCTBEHHBIN MOAYJIb B CTEKE.

[lenouknu MOfyJeil MO3BOJIAIOT BBINOJIHUTH MHOXKECTBEHHYIO ayTE€HTH(PHUKAIUIO,

BBIIIOJIHUTH HECKOJIBKO 3a/1a4 B ITPOUECCCE CO3AaHUA CCaHCa U TOMY HOI[O6HO€.
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Tak kak koHdurypamumonusie (Qaitner PAM  ympaBiasioT — mporieccom
ayTeHTUQUKAUUA B  MPWIOKEHUU, OYEHb BaXHO  MPaBWIBHO C  HUMU
B3aMMOJIeCTBOBaTh. DAkl 0OBIYHO pacIioiaraloTcs B kataiore /etc/pam.d/.

B Gonpmmx opraHuzanusx wWin B TPeOOBATENbHBIX K 0E30MAaCHOCTH CHCTEMax
mobast monudukanus kKoHpurypanuonueix (aitioB PAM pomkHa mnoaBepratrhbes
COOTBETCTBYIOIIEMY ayJHTY.

OTO K€ OTHOCUTCS K TOMY MeECTy, TAe pacnosaraiorcs moayiau PAM
(/lib/security unu /lib64/security).

[Tomumo (aitnoB-crieHapueB AJii HEKOTOPBIX MOJIYJIEH MOTYT HCIOIb30BaThCA
JOTIOMHUTENbHbIE (alabl KoHurypamuu. Bce OHM pacrnofiokeHbl B Karaiore
/etc/security U Kaxabli Gails mpeIHa3HayeH A7 KOHKPETHOM TPYIIbI HACTPOEK.

time.conf - 31ech Bbl CMOXKETE€ OTpaHUYUTH BPEMS JOCTyIa MOJIb30BaTENEH ¢
pPa3IMYHBIX TEPMHUHAJIOB K Pa3IMYHbIM cepBUcaM. Hampumep, 3anpeTuth BXOJIUTH B
CUCTEMY C NIEPBOM BUPTyaTbHON KOHCOJM aJIMUHUCTPATOPY BO BPEMsI BBIXOJHBIX. DTH
HACTPOMKHM OOCITY>KMBAaeT MOAYJh pam_time M, COOTBETCTBEHHO, €CIIM BBl >KEJacTe,
yTOOBI Ballld OTPAaHWYEHHUS BO3BIMENIM JIEUCTBHUE MOMAYJb JOJKEH OBITh MPONHUCAH B
COOTBETCTBYIOILIEM CLICHAPUU.

pam_env.conf - 31mech MOXHO OIpaHUYUTh BO3MOXHOCTH B HM3MEHEHUU
OTNIETIBHBIX TIEPEMEHHBIX Cpeabl ToJib3oBaTeNsiMu. PaboTaeT mom pyKOBOJCTBOM
MOJYJIA pam_env.

limits.conf - 3nmech MOXHO HHIUBUAYAIBHO WM JUIsl TPYNIbl OTPAHUYHUTH:
pasMmep core-(ailyia, MakCUMaJlbHBIA JOMYCTUMBIA pazMep (¢aiina, MaKCUMaIbHOE
KOJIMYECTBO OTKPBITHIX (hailyioB, 3amyIlEHHBIX MPOIIECCOB, CKOJBKO pa3 MOXKHO
OJIHOBPEMEHHO 3aliTH B CUCTEMY U T.J. PykoBossiuit Moaysib pam_limits.

access.conf - Tak kak PAM wumeer cpenctBa ayTeHTH(UKAIUU IO CETH, TO
MOJ00HBIE HACTPOWKH SIBIISIIOTCSI TOJIE3HBIMH MO0 KOHTPOJUPYETCS HE TOJBKO KTO

MOJKET WJI He 3alTH, HO B 0TKy1a. KoHTpommpyercst pam_access.
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group.conf - MoOXHO yKa3aThb KakoWl rpymme OyJeT NpHHaAJIekKaTh CIyx)Oa
3alylIeHHass  OMpEJCIICHHBIM  II0JIb30BaTelieM, B  OMNPEICICHHOE BpeMsi C
oTpeIeIeHHOTo TepMuHana. KoHTponupyeTcs pam_time u pam_group.

console.perms - Heckonpbko BHIOMBAETCS CBOMM Ha3BaHUEM, HO HE (QYHKIMSIMHU.
31ech ompenensoTes IpaBa, MoJIy4aeMble TIPUBHIICTHPOBAHHBIMA TIOJIb30BATCIIIMA K
KOHCOJIM BO BpEMs BXOJla B CHCTEMY M BO3BpallaeMble MPH BbIXOAe. MoIyib
pam_console.

Cnucok mopyJiei:

- pam_cracklib: Tun password. IlpoBepsier Baiml mapojib Ha CTOMKOCTh, HE
ABJIIETCS. JIU OH, HalpuMep, MaJuHAPOMOM (MIpUMEYaHHe- HTO HE 0053aTeNbHO IMPHU
WCIIOJIP30BAaHUU MOJYJA pam unix). [lome3eH st mporpamMm 3aJaroIiuX TMapOJIH.
[Tone3nsie mapamerpnl: retry=N -maercs N TONBITOK Ha WCIPaBICHUE OIIMOKH,
diffok=N-nomkHO OBITH M3MEHEHO MHMHUMYM N CHMBOJOB MpPHU CMEHE Mapois,
minlen=N -mMuHuManbHbIi paszmep napods, deredit=N ucredit=N Icredit=N ocredit=N -
B MapoJie JOHKHO MPUCYTCTBOBaTH MUHUMYM N 1U(P, CTPOUHBIX, IPONUCHBIX OYKB U
JAPYTUX CHMBOJIOB.

- pam_deny: Tun nr060ii. Beerna nepekpsiBaeT TOCTYII.

- pam_env: Tun auth. KoHTponmupyeT COXpaHHOCTh TEPEMEHHBIX CpEJbl.
[Tonmesnbrit  mapametrp conffile=S -3amaer anbprepHaTHBHOEe Ha3BaHue (haiiia
KoH(urypammm.

- pam_ftp: Tun auth. [IpennasHauen najs opraHu3alid aHOHUMHOTIO JIOCTYIIA.
To ecTb MOMyYMB MM MOJB30BATENS 'anonymous', KJAET B Ka4eCTBE IMAPOJId YTO-TO
MOXOXkee Ha ero moyToBbld anpec. Ilone3Hwle mapaMerpsl: ignore- He oOpaiarth
BHMMAHHUE TOXO0X JIM MapoJib Ha NOYTOBBIM aapec, users=XXX,YYY -mo3BoiseT
AHOHHMMHBIN BXOJI IS IIOJIb30BATENIEN U3 ITOTO CIIUCKA.

- pam_group: Tunm auth. mnpegHa3HayeHue  SCHO U3  OMHCAHUS
KoH(uUryparoHHoro (aiina group.conf.

- pam lastlog: Tun auth. CooOmaer o BpeMeHH U MECTE€ BXOJa B CHUCTEMY.

Oo6nosinger /var/log/wtmp ¢aiin. [lone3Hsle napameTpsbl: nodate, noterm, nohost,
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silent - HEe BBIBOJUTH B COOOIIICHUHU JaThl, TEPMHUHAIIA, MAITUHBI WX BOOOIIE HUYETO,
Never - ecliy MoJIb30BaTe b HUKOTIa paHee He MOSBIISICSA, TO €ro MPUBETCTBYIOT.

- pam_limits: Tum session. [IpegHa3zHaueHue yKa3aHO BBINIE TIPU OMHCAHUHU
daiina  limits.conf.  Tlonmesnsrii  mapamerp:conf=S  -anpTepHaTHBHOE  UMS
KOH(UTypallMoHHOTO (haiina.

- pam listfile: Tun auth. Ilpeanaznauen s opraHu3aluu J0CTyNa Ha
OCHOBE KOH(UTypaIrmoHHBIX (hailyIoB-cIMCKOB HarmpuMep /etc/ftpaccess. s mpumepa
CMOTPUTE COOTBETCTBYIOIME  (aibl  ClieHApWeB. BO3MOXHBIE  IMapaMeTphbl:
onerr=succeed|fail; sence=allow|deny; file=filename; item=user|tty|rhost|ruser|group|
shell apply=user|@group . IlepBsIii mapameTp 3a7aeT Bo3BpaIiaecMoe 3HaUeHHUE B CIydae
HEYJIaYHOTO Moucka. BTropoil - B ciydae ymaduHoro moucka. Tpetuit umsa daitna co
CIIUCKOM. YUeTBepThIii- TUN 3JeMEHTa B crnucke. [locneHuii BHOCUT JTOTOJIHUTEIbHBIN
OrpaHUYEHHUsI eclid TUIl 00bsABIIEH tty, rhost nnm shell.

- pam mail: Tun auth. CoolOmiaeTcs 0 HaJIUYMM TOYTHI €CIU TaKoBas
umeercs. [lonesnbie nmapameTpbl:dir=S -MyTh K KaTajory MOYTOBBIX odepejed, noenv-
HE yCTaHaBJIMBaTh NepeMeHHylo cpenbl MAIL, close - cooGmiaTe eciau ecTh moura y
MOJIB30BATENICH C aHHYJIMPOBAHBIMU OO/KETaMM, nopen - HE IevyaTaTh Kakod JmOo
MOYTOBOM MHGOPMAIINH €CIIU MTOJIb30BATEIBCKUN OI0IKET TOJIBKO-UTO 3aBEJICH.

- pam nologin: Tun auth. CranpgaptHas peakuus Ha Hanuuue (aiina
/etc/nologin. Korma OH TPHUCYTCTBYET, B CHCTEMY MOXET 3alTH TOJIBKO Troot, a
OCTaJIbHBIM OYJIET BBIIAHO Ha dKPaH COJAEPKUMOE ITOTro (aiina.

- pam_permit: Tun mo6oi. Mcnonb3zoBanne manHoro Mmoxayist OITACHO wu
MPUMEHUMO TOJIBKO B KpUTUUECKUX CUTyalusix. Beerna naer nomyck.

- pam pwdb: Tun mro6oil. 3amMemiaer MOIYJIM CEpUU pam unix....
Ucnonb3yet untepdeiic 6mdbmuorexu libpwdb (monp3oBaTenbckue 0a3bl JaHHBIX), YTO
MOBBIIIAET HE3aBUCUMOCTh CHCTEMbl ayTEHTH(UKAIMU OT croco0a XpaHEHUs
noyib3oBaTenbckuX AaHHBIX(NIS wmmu passwd wimm shadow). Ilomesnsie mapameTpsr:
nullok - MoxHO Mcmonb30BaTh MycThie Tapoiu, mdS, shadow, bigerypt - paznmuunbie

croco0bl U(POBaHUS MAPOJISL.
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- pam radius: Tun session. [lo3BonsieT OCYIIECTBIATh ayTEHTU(PUKAIIUIO
yepe3 RADIUS cepsep.

- pam rhosts auth: Twum auth. Mexaau3sm paboTBl  3TOTO  MOJIYJIS
OCHOBBIBAETCS Ha aHajausze coaepkumoro ¢aiinoB  hosts.equiv. u  .rhosts
UCIIOJIB3YEeMbIX JUIsl ayTeHTUPUKauuh Takux ciayx0 kak rlogin u rsh. Ilone3nsie
napameTpbl: no_hosts equiv - wurHopupoBarth coaepxkumoe (aitia hosts.equiv,
no_rhosts-urHopupoBarth cozepxkumoe ¢ainon .rhosts, suppres s- oxpaHsieT CUCTEMHbIE
KYpHaJbl OT MOTOKAa MajlO3HAYUMBIX COOOILIEHUH, B YACTHOCTU KOTJAa HCIOJIb3yETCs
KOHTpPOJBHBIHN ¢uiar sufficient.

- pam_root ok: Tum auth. Wcrnonb3yercss B ciyuyae, Korjga aaMUHUCTPATOPy
HEOOXOJMMO TIOMy4YaTh JOCTYH K CEpBUCY O€3 BBEACHUA Naposis. DTOT MOJIYJb
JIOTTyCKAeT MOJIb30BaTeNs K CEPBUCY TOJBKO eciu ero uid paseH 0.

- pam_securetty: Bimrowaer B MIPOBEPKY daiin  /etc/securitty.
Cynepnosip30BaTesib CMOXKET 3aMTH TOJBKO HA YKA3aHHBIX TaM TEPMHUHAJIAX.

- pam_time: Tun account. CMOTpU ONUCaHUE YCTPOMCTBA KOH(UTYPALTMOHHOTO
¢aiina time.conf.

- pam _warn: Tun auth um password. I[Ipocro HampocTOo Beaer 3amucu B
CUCTEMHBIX KypHajax HalpuMep Npu CMEHE MapoJis.

- pam_weel: Tum auth. [IpaBa cyneprnonp3oBaTenss MOKET TOJBKO MOJIH30BATENb
rpynnel wheel (rpymma root). Ilonmesneie mapameTpbl:group=XXX - HCHOJIB30BaTh
yKa3aHHYIO TpYIIy BMECTO CTaHIAPTHOW HyJeBOM, deny- MHBEpTUPOBAHUE NEUCTBUS
QITOPUTMA, 3alpellaeTcs IMoJy4yaTh I@paBa CyNeEpIoib30BaTeNs IOJb30BaTENsIM
yKa3aHHOM TpYIIbI, HCIOJb3YyEeTCS BMECTE C MPEeAbIAYIIUM MapameTpoM, trust
-u30aBiseT nojap3oBarenei rpynmnsl wheel ot HEO0OXOIMMOCTH BBOJIUTH MAPOJIb IPU
cmene uid Ha 0.

st oTClieKMBaHUSI TOMBITOK HEYCIENTHOW ayTeHTHU(UKAIMK HEOOXOAUMO OT
UMEHH aIMUHUCTpPATOpa root OTpeAaKTHpoBaTh (aiisl system-auth u password-auth:

# vi /etc/pam.d/system-auth

# vi /etc/pam.d/password-auth
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JloGaButh B cekmuio auth 1Be CTpOKH, yCTaHABIMUBAIOIINE OJTOKUPOBKY YUETHOU
3alUcU Ha BpeMsl He MeHee 15 MUHYT B ciyyae BBoja He Oosee 4 HeNnpaBUIIbHBIX
nmaponed. 1 1 cTpoky, moaxirodarouyro HyKHbIM monyinb. B PAM Mopynsx BaxeH
MOPSIJIOK  CJIEIOBAaHUSL CTPOK, TOITOMY CTPYKTypa peIaKTHpyeMmbix (ailioB mocie
W3MCHCHHI JOJDKHA OBITh ciemyromias (KUPHBIM TEKCTOM BBIJCICHBI JT00aBICHHBIC
CTPOKH):

# cat /etc/pam.d/password-auth

#5PAM-1.0

# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth required pam_faillock.so preauth silent audit
deny=4 unlock_ time=9000

auth sufficient pam unix.so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=4
unlock time=9000

auth requisite pam succeed if.so uid >= 1000
quiet success

auth required pam deny.so

account required pam unix.so

account sufficient pam_localuser.so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit.so

account required pam_faillock.so

password requisite pam pwquality.so try first pass
local users only retry=3 authtok type=

password sufficient pam unix.so shab5l2 shadow nullok
try first pass use authtok

password required pam_deny.so

session optional pam keyinit.so revoke

session required pam limits.so

—-session optional pam systemd.so

session [success=1 default=ignore] pam succeed if.so service in
crond quiet use uid

session required pam unix.so

# cat /etc/pam.d/system-auth

#$PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth required pam env.so

auth required pam_faillock.so preauth silent audit
deny=4 unlock_ time=9000

auth sufficient pam unix.so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=4

unlock time=9000
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auth requisite
quiet success

auth required
account required
account sufficient
account sufficient
account required
account required
password requisite

pam succeed if.so uid >= 1000

pam deny.so

pam unix.so

pam localuser.so

pam succeed if.so uid < 1000 quiet
pam permit.so

pam_faillock.so

pam pwquality.so try first pass

local users only retry=3 authtok type=

password sufficient pam unix.so shab5l2 shadow nullok
try first pass use authtok
password required pam_deny.so
session optional pam keyinit.so revoke
session required pam limits.so
-session optional pam systemd.so
session [success=1 default=ignore] pam succeed if.so service in

crond quiet use uid
session required

3necy mapaMerp deny= OTBEYaeT 3a YHUCJIO OTCIIECKHUBAEMBIX HEYCHEIIHBIX
MOTIBITOK, TTOCJIE KOTOPBIX MPOU30iiieT OoKupoBKa, a unlock time= Bpems B cexyHmax

pam unix.so

Ha KOTOPOE y4eTHas 3amuch OyJeT 3a0JI0KUpOBaHa.

st mHOTO(AKTOPHON ayTeHTH(UKAIUKA HKCIIONB3yeTcss MOAYJIb pam usb. YUto
ucrnonb3oBath FLASH-nakonmwrtens B KauecTBE TOKCHA ayTCHTH(PUKAIUA HEOOXOAMMO
noakntounTh kK OBM FLASH-nakonurens u yOemuthes, uro OC ycnemHo ero

MOJIMOHTHPOBAJIA.

JoGaButh FLASH-HakonuTenb KOTOpbIA OyOeT MCHOIb30BaThCS KaK TOKEH s

ayTeHTU(UKALINN:

# pamusb-conf --add-device 'Auth-Stick'

, Tme Auth-Stick mpon3BonbHOE UM IPUCBAMBACMOEC TOKEHY.
Jlanee HEOOXOAMMO BBIOPATh YCTPOKWCTBO U3 YUCIIa OOHAPYKCHHBIX
Please select the device you wish to add.

* Using "JetFlash TS128MJF2A (JetFlash_ TS128MJF2A-0:0)" (only option)

Which volume would you like to use for storing data ?
W noaTBepANTH €r0 UCTIOIh30BAHKE
* Using "/dev/sdcl (UUID: 1CD6-B3F1)" (only option)

Name : Auth-Stick

Vendor : JetFlash

Model : TS128MJF2A

Serial : JetFlash TS128MJF2A-0:0
UUID : 1CD6-B3F1

[TonTBepAUTH COXpaHEHUE MTapaMETPOB:

Save to /etc/pamusb.conf ?

[Y/n]y

141



Done.

Jlanee HeoOxoaMMO T06aBUTH TIOJIB30BATENEH, KOTOPHIE MOTYT UCIIOIB30BaTh ATOT
TOKEH:

# pamusb-conf --add-user='petrov'

Which device would you like to use for authentication ?

* Using "Auth-Stick" (only option)

User : petrov

Device : Auth-Stick
Save to /etc/pamusb.conf ?
[Y/n]y

Done.

B daiinax /etc/pam.d/system-auth-ac u /etc/pam.d/password-auth-ac HyxHO B
Havano (aiima M00aBUTH CTPOKY OTBEUAIOIIYIO 3a 3arpy3Ky MOJYJSI U yCTaHOBUTH

YPOBEHb YIIPABJISIIIONIEH TUPEKTHBBI KaK OBLIO OMHUCAHO PaHEE:

auth sufficient pam usb.so

6.8. Rsyslog

Rsyslog — 3T0 04eHb OBICTPBINA, paCITUPSIEMBIN CEPBUC JIJIST YIIPABICHUS JIOTaMU
C OIrPOMHBIM KOJMYECTBOM BO3MOXHOCTeH. Cpeam ero BO3MOMKHOCTEH MOXKHO
OTMETUTh MOJJEPXKKY (DUIbTpallMM KOHTEHTA, a TakXKe Iepelady JOrOB IO CETSIM.
OcHOBHbBIE BO3MOKHOCTH:

- MHOronoTo4YHOCTB;

- TCP, RELP;

- [Topnepxka MySQL, PostgreSQL, Oracle;

- GunbTpanys KypHaJIOB;

- [ToHOCTBIO HacCTpanBaeMbIil opMaT BHIBOJIA.

Bce nporpaMMebl BeyT JIOT IyTeM OTIPABKUA COOOIEHUH 00 OMMOKaX WM CBOEM
COCTOSIHUU C MOMOIIBI0 COKETa Syslog Miu mpocTo 3amuchiBasi BCE COOOIIEHUs B (aidl,
KOTOPBIN OyJIeT HaXOAUThCS B Karanore /var/log/.

Ho BaxxHOe 3HaueHHE MMEET YpPOBEHb MOAPOOHOCTH JIOTUPOBaHUA. Bbl MoxkeTe
HacTpauBaTh MOAPOOHOCTh B KaXXJOW OTAEIBbHOW MpOrpamMme, WU e C MOMOIIbIO

SYSlOg. DTO TIOMOXKET YMCHBIINTL HCIIOJIB30BAHUEC OHUCKOBOI'O IIPOCTPAHCTBA, HA
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XpaHeHHe JoroB. HoO TyT HyXHO HaWTH KOMIPOMHCC MEXAY KOJIUYECTBOM
MH(pOpPMaIMU U UCIIOJIb30BAHUEM JHCKA.

Hanpumep, sinpo OC ompenensieT Takue ypOBHHU JIOTOB, WJIH Kak Mbl OyJem
Ha3bIBATh UX HUKE — INPHOPUTETHIL:

KERN_EMERG — cucrema HepaboToCrocoOHa;

KERN ALERT — HyHO HEMEJIEHHO IPUHATH MEPBHIL;

KERN CRIT — kputndeckas omuoka;

KERN_ERR — 00b1yHas ommoka;

KERN WARNING — npenynpexaeHue;

KERN NOTICE — 3ameuanue;

KERN INFO — unpopmannonHoe coodiieHue;

KERN DEBUG — coo0rieHust OTiIaaKu.

[TonoGHBIE YPOBHHM JIOTA MOAJEPKUBAIOTCS B OOJBIIMHCTBE MPOTPaMM, KOTOPbIE
BEIYT JIOTH.

Bce mnactpoiiku Rsyslog Haxomstcs B dabine /etc/rsyslog.conf u apyrux
KoH(purypannonseix (aitnax u3 /etc/rsyslog.d. Bel MoxeTe mocMOTpeTh CyIIECTBYIOT
JM y Bac 3TU (hailiibl BBIMOIHUB:

Is /etc/rsys*

rsyslog.conf rsyslog.d/

OcHoBHOW KOH(DHUTypanMoHHBIN (aitn — /etc/rsyslog.conf, B HEeM MOIKIIOUEHBI
Bce (ainbl u3 nanku rsyslog.d ¢ momoursio aupektussl IncludeConfig B camom Havaine
(aitna:

IncludeConfig /etc/rsyslog.d/*.conf

B stux Qaitnax mMoryt cojepkarbCcsi JOMOJHUTENbHbIE HACTPONKH, HAIpUMED,
ayrentudukanus Ha Rsyslog cepepe. B rnmaBHOM koHuryparmonHoMm Qaitne
COJEPKUTCSI OUEHb MHOTO NOJIE3HBIX HAacTpoeK. OOBIYHO OH 00ecreunBaeT yIpaBieHUue
JOKAJIbHBIMH JIOTAMU 110 YMOJYAaHUIO, HO JUIsl pabOThl 4Yepe3 CeTh HYXHO J100aBHUTH
HACTPOUKH.

CuHTakcuc KOH(QUTYpalMoOHHOrO (aiiiaa 0OYeHb IPOCT:
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$nepemeHHast 3HAaYeHHE

Bce nupekThBbl HAUMHAIOTCSA CO 3HAKA JIOJUIApa, COJEpXkKAT UMS MEPEMEHHOM, a
JanbIle CBSI3aHHOE C HeW 3HadueHwe. Tak  BBINVSIAMT  KaXaas  CTpOKa
KoH(urypanunonHoro (aina. B ero mepBoil yactu pasMemieHbl OOIIHE HACTPOUKHU
NporpaMMbl M 3arpy3ka Mojayieil. Bo BTOpor — Bamm mnpaBuia COPTUPOBKHU U
(GuabTpanuu Jor (Haos.

ModLoad imuxsock # provides support for local system logging

$ModLoad imklog # provides kernel logging support

#$ModLoad immark # provides --MARK-- message capability

# provides UDP syslog reception

#$ModLoad imudp
#SUDPServerRun 514

# provides TCP syslog reception

#$ModLoad imtcp

#$InputTCPServerRun 514

B »TOM yuacTke 3arpyxarmTcsi Bce HEOOXOJUMbIE MOIYJIH MPOrPaMMBIL.
Cy1iecTBYIOT YeThIpe THIa MOAYJIeH

Monynu BBOIa — MOXHO paccMaTpuBaTh, Kak crnocod cOopa mHpopmanuu u3
Pa3TUYHBIX UICTOYHUKOB, HAYMHAIOTCS C 1m.

Mosynu BbIBOJa — TO3BOJISIOT OTIPABIISITh COOOIICHHS B (Daiiyibl UM 1O CETH,
WK B 0a3y TaHHBIX, UMsI HAUMHAETCS Ha Om;

Monynu ¢uasTpalii — MO3BOJIAIOT (QUIBTPOBATH COOOIIEHUSI IO Pa3HbIM
napaMeTpam, HaunHaroTces ¢ fm;

Moaynu mapcuHra — TpPEJOCTaBISIOT PACIIMPEHHbIE BO3MOXHOCTH  JIJIS

CHHTAKCHYCCKOI'O aHaJIu3a COO6IHCHI/I$I, Ha4YWHAIOTCs C pm.
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Crauaya 3arpy»aercss MOAyJIb imuxsock, KOTOPBIH MO3BOJISET CEPBUCY TOJIyYaTh
cooOmieHuss U3 cokera, a Bropoi imklog monydaer cooOmienus sapa. Clexyromum
3arpy’kaercs MoIysib mark, KOTOpPBIN TMO3BOJSET MAapKUPOBATH COCAMHEHUS, WU KE
BBIBOJIUTH COOOIIEHUS O TOM, 4TO Syslog Bce eme pabGoraer. Hampumep, Bl MOXKeTe
MOTIPOCHUTH 1Syslog BEIBOIUTE COOOIICHUS Kaxapie 20 MUHYT:

MarkMessagePeriod 1200

Janbine uayt rioo0anbHbIe TUPEKTUBBI:

ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat

B aT0i1 cTpoke MBI yKa3blBaeM, YTO HY>KHO UCIOJIb30BaTh CTAHAAPTHBIA (popmat

XpaHeHUs BpeMeHH, B cekyHaax ¢ 1970 roxa.

Hanbiie cneayer HaOop mpaB paspemieHud uisi GaioB >KypHAIOB, KOTOPHIC
OyIyT cO3/IaHbl B Ballleil CUCTEME:

FileOwner root

$FileGroup adm

$FileCreateMode 0640

$DirCreateMode 0755

$Umask 0022

[Tocne cosmanus ATuxX (aloB WX MpaBa MOKHO MEHATH, HA T€, KOTOPHIC Bam
HY>KHBI.

Brime 6nu1a Oosiee oOmast HacTpoiika syslog, Hy a Tenepb npaBuiIa COPTUPOBKHU
J0roB. Bot Habop npaBuil O YMOIYaHHUIO:

auth,authpriv.* /var/log/auth.log

* *;auth,authpriv.none -/var/log/syslog

#cron.* /var/log/cron.log

daemon.* -/var/log/daemon.log

kern.* -/var/log/kern.log

Ipr.* -/var/log/lpr.log

mail.* -/var/log/mail.log
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user.* -/var/log/user.log

Kaxxnoe mpaBuiio uMeeT cBOW CHHTaKCHC, CHadalla UJIeT HCTOYHUK U TIPHOPUTET,
3aTeM JelcTBre. ECIM NCTOYHHK U TPUOPUTET COBMAIAIOT, COOOIICHUE OTIPABIISETCS B
yKkazaHHbId (aitn. Hampumep, MBI MOXXEM OTHOpPAaBUTH OOJBINE COOOIICHWH B JIOT
CUCTEMBI /var/messages:

*.info;mail.none;authpriv.none;cron.none /var/log/messages

B aToit cTpoke MBI BBIOMpaeM Bce cooOIieHust ypoBHs info, kpome mail,authpriv
u cron. Illabnon mail.none Oyaer o3Ha4aTh, YTO HE HYXKHO JOTUPOBATh HU OJIMH
ypoBeHb cooOmieHnii. COOTBETCTBEHHO KOHCTPYKIHS *.info — 3HAYUT JOTUPOBATh
COOOIIEHHS] OT BCEX MCTOYHUKOB, HO TOJIBKO C ypoBHeM info, *.* — 310 BooOIIE BCe
COOOIIIEHUS, CO BCEMU YPOBHIMH.

VIcTOYHUK U TPUOPUTET HEUYBCTBUTEIHHBI K PETUCTPY. TakKe 3aMeThTe, YTO
MPUOPUTETHI YPOBHEW error, warn W panic OOJbIEe HE WCIOJB3YIOTCSA, TaK Kak
CUMTAIOTCS yCTapeBIMMMHU. B 1e10oM, B Ka4eCTBE HWCTOYHHKOB BBl MOJXKETE
UCTIOJTb30BaTh:

auth;

authpriv;

cron;

daemon,;

kern;

lpr;

mail;

mark;

news;

security (3KBUBaJICHTHO auth);

syslog;

user;

uucp;

localO ... local7;
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A B KauecTBe NPUOPUTETOB Bbl MOYKETE MPUMEHUTH:

emerg (paHblie panic);

alert;

crit;

error (paHbIlle err);

warn (paHblIe warning);

notice;

info;

debug;

3Be3/I0YKH Ha JIF0OOM MecTe 03HayaloT BCe BapuaHThl. JlJig GuiIbTpamuu JOroB
MOTYT HCIIOJIb30BaThCA HE TOJBKO HCTOYHUK M MPUOPUTET, HO U 00JIee CIIOKHBIE
BBIPQ)KECHUS HA OCHOBE YCJIOBUM U CPABHEHHU.

Bbl MoXxeTe BBINONHATh (UIABTPALMIO COOOIIEHUH C TIOMOLIBIO TaKOro
CHUHTaKCHCA:

:1moJie, CpaBHEHHUE, «3HAYCHHUE» NYTh K _(paiiy

B kauecTBe omnepanuu cpaBHEHHs Bbl MOKETE HCIOIb30BaTh TAKHE BAPUAHTHI:

contains — IoJie COEPKUT yKa3aHHOE 3HAUCHUE;

isequal — mose 10KHO OBITh UACHTUYHBIM 3HAYCHUIO;

startswith — moJie JO/KHO HAUMHATHCS CO 3HAYECHUS;

regex — CpPaBHUBAET TOJIE C PETYISIPHBIM BBIPAKEHUEM.

Hanpumep, otdunbsTpyem cooOIIeHNs TOIBKO OT OMPEAeIEHHON MPOrPaMMBbI:

:syslogtag, isequal, ""giomanager:" /var/log/giomanager.log

& stop

Kpome TOro, MOXXHO HCIOJIB30BaTh Oo0Jiee MPOCTOM CHUHTAKCUC, B BHJIE
BbIpakeHUs if. BOT OCHOBHOW CHHTaKCHC:

if $mosie cpaBHenne ‘3Havenne’ then gaiia

3/1ech HCMONb3YIOTCS T€ K€ CaMble KOMIIOHEHTBHI, TOJIBKO BBITJISIIUT HEMHOI'O

npore. Hanpumep:
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if $syslogtag == 'giomanager' then /var/log/giomanager.log

OTnpaBuTh JIOT HA YJAJICHHBIA CEpBEp JOCTATOYHO TPOCTO, IS HTOTO
J0CTaTOYHO yKa3aTh (@ W 1p aJipec yIaIeHHOW MaIlTMHbI, HA KOTOPOH 3amyIeH rsyslog:

*.info;mail.none;authpriv.none;cron.none @xx.xx.xx.xx:514

3necb 514 — 310 MOPT, HAa KOTOpoM caywaeT rsyslog. Hactpoiika rsyslog Ha
MIPUEM JIOTOB 3aKJIFOYAETCS B 3alyCKe cepBUca ¢ MOy siMu imtcp u imudp. Jlanee, Bce
YTO HYXHO JJIsl TOrO YTOOBI MOJIYYUTh JIOTH C ONPE/IEICHHOM MaIlIMHbI, OTUIBTPOBATH
UX U3 00IIETo MOTOKA C MOMOIILI0 (PUIBTPOB:

if $Sfromhost-ip contains '192.168.1.10' then /var/log/proxyserver.log

be3 punbTpoB, co0OIIEHNSs C Pa3HbIX MAIlIUH OyAyT MUCATHCS B OAUH OOLIUH JIOT

CHUCTEMBI B 3aBUCHUMOCTH OT TOTO KaK BbI KX PacHpeIeuTe.
6.9. Afick - Bepudukanus neJ10CTHOCTH

Afick - 3TO0 OBICTpast W IOCTyINHas YTHUIWTA, MOMOTarolas Npu OOHAPYKEHUU
BTOPKEHUI, & TAK)KE MO3BOJISAIONIAsE KOHTPOJIUPOBATH OOIIYIO LIETOCTHOCTh CUCTEMBI.

Afick koHTponupyer u3MeHeHus B GaillioBOi cucTtemMe U cpasy coOOIIaeT BaM O
HUX, TakuM 00pa3oM, TPEJOCTaBlisii BaM BBIOOP pEMINTh, JICHCTBUTEIHHO JIH
OKUJAIUCH 3T U3MEHEeHMs. JTa MH(OpMalMsg MOKET IMOMOYb BaM B pacciel0BaHUU
MHIM/ICHTA, KOI/la HEOOXOAUMO ONPENENIUTh Kakue ObUIM NMPOU3BEACHBI U3MEHEHUS B
CUCTEME B PE3yJIbTATE B3JIOMA.

B nporecce ycranoBku Afick dopmupyet 6a3y qaHHBIX (ailioB, KaTaJIOTOB U UX
COOTBETCTBYIOIMX UM MDS KOHTponbHBIX cymMM. Daiibl U KaTaJOTH, BKIFOUEHHBIE B
3Ty 0a3zy JaHHBIX, BBIOMpAIOTCS COOTBETCTBEHHO BXOJHBIM JaHHBIM W3 (Qaiina
koHdurypauuu Afick, HazeiBaemoro afick.conf, mocne toro, kak Afick ycranoBut 3TOT
¢aiin B /etc katanor. ®ain kondurypamnuu afick.conf umeeT mpocTyr0 CHHTaKCUYECKYIO
ctpyktypy. Ilo Bamemy ycmorpenuio Bbl MoxeTe o4eHb OBICTpO J00aBUTH WU
yAaIuTh TUNBL (ailoB, katamoru, u T.0. Huxke npuseneHo coaepkumoe ¢aitna
afick.conf. OOpatuTe BHHMaHHMe, 4YTO DOJEMEHTH B (Qailie KOHPUTrypauuu

YYBCTBHUTCIBHBI K PCTUCTPY.
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# afick config sample file

# directives

HBHHHBHHHRHH

database:=/var/lib/afick/afick Omnpenensier kakyw ©0a3y JaHHBIX OyaeT
ucnoab3oBarb Afick

# report_url := stdout Onpeaeasier kyaa Afick Oyaer BHIBOAMTH pe3yabTaThbl
cBOeil padoThI

# verbose :=no

# warn_dead_symlinks := no

# report_full newdel := no

# warn_missing_file := no

# running_files := no

# timing := no

# text files

exclude_ suffix := log LOG html htm HTM txt TXT xml Onpenensier, 4To
Afick 1o/1xeH HTHOPUPOBATH TEKCTOBbIE (GANJIbI C TAKUMHU PACIIMPEHUAMMU.

# help files

exclude suffix := hlp pod chm Omnpeneasier, uyto Afick moxeH
UTHOPHUPOBATH (PAMJIbI CIPABKY ¢ TAKUMH PACIIUPEHUSIMH

# old files

exclude suffix := tmp old bak Onpenensier, uro Afick goxeH
UTHOPMPOBATH BPpeMeHHbIe (Gailyibl ¢ TAKUMH PACIIMPEHUAMU

# fonts

exclude_suffix := fon ttf TTF Onpeneasier, yro Afick go/1:xen urnopupoBatb
(¢aiinbl pudTOB ¢ TAKMMHU PACIIUPECHUAMHU

# images

exclude suffix := bmp BMP jpg JPG gif png ico Onpeneasier, uro Afick
N0JIKeH HITHOPUPOBATH (pailjibl M300paskeHUil ¢ TAKMMU PacCIIUPEeHUSIMHA

# audio
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exclude suffix := wav WAV mp3 avi Onpeaeasier, uro Afick ngo/xen
UTHOPHUPOBATH Meara (GalJibl ¢ TAKUMHU PACIIMPEHUAMU

# macros

HEHHHHH

# used by cron

@@define MAILTO root Omnpenensier mojb30Baresis, KOTOPOMY OyayT
OTCHLIATHCS 0TUYeTHI M0 padore Afick.

@@define LINES 1000 Onpenensier MakKCMMAJIbHOE KOJUYECTBO CTPOK B
oTr4yere

# list the file or directories to scan

# syntaxe :

# file action

# to have action on file (see below

# ! file

# to remove file from scan

# file with blank character have to be quoted

# action : a list of item to check Hu:ke onmcanbl onuum, onpeaessironiue
Kakue aTpudyThl GaiijioB HY?KHO KOHTPOJHMPOBATD.

# mdS : mdS checksum

#d : device

#1i:inode

# p : permissions

# n : number of links

# u : user

# g : group

#s : size

# b : number of blocks

# m : mtime

# ¢ : ctime
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# a : atime

#R: ptd+itntut+gt+s+tm+c+md5

#L: ptd+itntutg

# action alias may be configured with

# your_alias = another_alias|item[+item][-item]

# all is a pre-defined alias for all items except "a"

# alias :

HEHHHHEHHE

DIR = p+itnt+u+g

ETC = p+d+it+u+g+s+md5S

Logs = p+n+u+

MyRule = p+d+i+n+u+g+s+b+mdS+m .

# files to scan

HRHHAHBRHBHARH

=/ DIR IlpoBepka ¢ HMCHOJb30BAHHEM ONHUCAHHLIX BbIIIe NPABWJI JIsI
KATaJIOT0B

#

/bin MyRule

/boot MyRule

!/boot/map Urnopupyercs yka3aHHbIN KaTaJor.

!/boot/System.map UrHopupyercs ykazaHHblil ¢aiia

/etc ETC

/etc/mtab ETC - i

/etc/adjtime ETC - mdS

/etc/aliases.db ETC - mdS

/etc/mail/statistics ETC - md5

!/etc/map

!/etc/webmin/sysstats/modules/

!/etc/cups/certs/0
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/lib MyRule

/lib/modules MyRule -m

/root MyRule

!/root/.viminfo

!/root/.bash_history

!/root/.me

/sbin MyRule

/usr/bin MyRule

/usr/sbin MyRule

/usr/lib MyRule

/usr/local/bin MyRule

/usr/local/sbin MyRule

/usr/local/lib MyRule

/var/ftp MyRule

/var/log Logs

/var/www MyRule

Kak Bunno, daitn kondpurypamuu Afick noBonbHO mpocT s monuManus. Hinke
NpUBEIEH MpUMEp, B KOTOpOM K mpoBepke InenoctHoctu Afick moGamisiercss Barm
OoCHOBHOHM KkaTajior. K mpumepy, BaM HEOOXOIUMO, YTOOBI (Dailyibl B ATOM KaTajore
MPOBEPSUTMCh HAa W3MEHEHUS MPU MOHOIOJBHOM JOCTYIIEe, U3MEHEHUE TpaB JOCTYTIA,
M3MEHEHMs pa3Mepa (pailioB U BpEMEHH NOCIeHEro oopaiienus Kk ¢gainy. s Havana
HY’KHO CO3/1aTh HOBBIM 3JIEMEHT, MOJ pa3aenoMm #Halias B (aitne koHdurypammu
afick.conf, kak moka3aHO HIXKe:

HOME = u+g+p+m+s

3aTtem B paznene #files to scan He0OX0AUMO 10OABUTH CICAYIOIIYIO CTPOKY:

/home/yourusername HOME

Teneps, npu crenyromem 3amycke, Afick mobaBut Bam karajgor B CBOIO 0a3y

JTaHHBIX U OyJeT KOHTPOJIUPOBATH HAXOASIIMECS B HEM (haljibl, COTJIACHO YKa3aHHBIM
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BaMH KpuTepusiM. Eciu BBl XOTHTE, YTOOBI Ballld W3MEHEHUS MPUMEHWINCH
HEMEJJICHHO, TO MOXHO 3anmycTuTh Afick BpyuHyto, HCTIONB3YS CIETYIONTYI0 KOMaH/IY:

Afick -- update

WNuave, BamM TmpuaeTcs >KJIaTh 3amycka KpoH 3agaum Afick. Dra 3amaua
n00aBIseTCd aBTOMAaTUYECKH BO BPEMsI MHCTAJUISILIMK MIPOTPaMMBbI U 3aIlyCKAETCsl OJNH
pa3 B JieHb. Pe3ynbpTaThl paboThl JAHHOTO 33JAaHUS BbI OJYUYUTE MO 3JEKTPOHHOM 1MOYTe
Ha ajpec, ykaszaHHbli B paznaene MAILTO (¢aiina xondurypanum afick.conf.
Hcnonbs3yst mOYTOBOrO KJIMEHTA, Bbl CMOXKETE YBUJIETh €KEIHEBHBINA OTYET MPUMEPHO B
TaKoOM BHUJIE:

This is an automated report generated by Another File Integrity Checker on

+localhost.localdomain at 07:46:07 AM on 02/25/2004.

Output of the daily afick run:

new file : /var/log/afick/afick.log.2

new file : /var/log/afick/error.log.2

deleted file : /etc/sysconfig/iptables

changed file : /etc/adjtime

changed file : /etc/aliases.db

changed file : /etc/mail/statistics

changed file : /etc/prelink.cache

changed file : /etc/printcap

detailed changes

changed file : /etc/adjtime

MDS : 7+bTDZQbxsTXEJXhyI2GCw a06a/yDwoBR8GSL1AKIWXQ

changed file : /etc/aliases.db

MDS :GT/ePSD+B8apNoa7LSCLRw soh7MnLDuQw4gIl9KHIhpTA

changed file : /etc/mail/statistics

MDS :0shq17jZ2a005pYhVBRgwQ vb69gMWXvpIEEZ4fmOI19/Q

changed file : /etc/prelink.cache

MDS5 : SKh/403FRMUqBNdCIInQ9A zeC+SEPFfWBR40eT7xZdbw
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changed file : /etc/printcap
MDS : bSe3g2//bGaxeCxVyRJqaw QFYINJGy/kdt32B1YV0TXQ
filesize : 194 581

B npumepe Boie Afick cooOmaer HaM, 4TO HEKOTOpPBIE (Pailyibl ObLIIM U3MEHEHBI,
CO3MaHbl WM yJaleHbl. Takke HaM T[OKa3blBAlOTCA HAadajdbHbIE H TEKYIIUE
KOHTPOJIbHBIE CyMMBI (hailioB, U COOOIIAETCS, YTO B OJJHOM U3 (hailjioB ObLI U3MEHEH
ero pazmep. Afick y3naer o0 mpoucxoasimmx U3MEHEHUsAX B (ailie, cpaBHUBas €ro
aTpuOyThl C aTpuOyTaMu, KOTOpbIe OBUIM COXpPaHEHHI MpH mocienneM 3amycke Afick.
[Ipumepom 3TOro MoryT ciyxkuTh (paitniel B mamnke /usr/bin, uiau B /sbin. OObIYHO 3TH
(balael peIKo U3MEHSIOTCS, €CIIM TOJIBKO Bl HE U3MEHWIN UX, OOHOBIISS pOorpaMMy (B
MPOTUBHOM CITydae OHHU HE JIOJDKHBI U3MEHSITHCS ).

OOparure BHHUMaHHUE Ha TO, 1€ Bbl coxpaHsere Baury 0a3y nanHbix Afick (1o
yMmonuanuto - /var/lib/afick/), moromy 4To MOXET BO3HMKHYTh CUTyallusi, KOTJla Balia
cuctema ObUIa B3JIOMaHa, a Bbl 00 3TOM HE y3HaeTe, T.K. Obljla HapylleHa LeT0CTHOCTh
0a3pl MaHHBIX. BO3MOXHBIM pEIIEHHEM ITaHHOTO BOMPOCA MOXKET OBITh COXpaHEHHE
0a3pl HaA 3alMIIEHHBIX OT 3amucu Hocutensax (Hampumep, CD-ROM), mocme uero
n3MeHuTh (aiin konpuryparuu afick.conf, 4ro6s1 ykazath Ha BEIOpaHHOE BaMU MECTO

coxpaHeHUs 0a3bl.
6.10. AMTU - yrnanrta TeCTUPOBaHUA a0CTPAKTHOI MAIIIMHBI

amtu — yTWJINWTa TeCTUpPOBaHUsl a0cTpakTHON MamuHbl (Abstract Machine Test
Utility — AMTU).

CunTtakcuc:

amtu [ -dmsinph |

AMTU - 5T0 anMUHUCTpaTUBHAS YTUJINTA, KOTOPasi MPOBEPsET, COOTIOAI0TCS JIN
OCHOBHBIE MEXaHU3MBbI 3aIIUTHI AMMAPATHOTO 00ECTIeUeHUsI.

AMTU BBINONHSET CAEAYIONIUE TECTHI:
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- MaMmsATh: TPOM3BOJIBHO 3alUCHIBACT JaHHBIE B OOJACTH TAMSTH, 3aTeM
CUMTHIBAET NaMTh, UYTOOBI TapaHTUPOBATh, YTO 3AMMCAHHBIE 3HAYEHHS] OCTAIOTCA
HEU3MEHHBIMM.

- pasnereHue TMaMsATH: 00€CIeurBaeT, YTOOBI MPOTPAMMBI TOJB30BATEIHCKOTO
MPOCTPAHCTBA HE MOTJIM YWTAaTh W 3aMHUCHIBATh B 00JIACTH TaMATH, HCIOJIb3yeMBbIe
TAKAMU DJIEMEHTAMH, KaK BUJCONAMSTh U KOJ sapa.

- KOHTPOJUIEp BBOJIa / BBIBOJIAa — CETh :MPOBEPSIET, UTO MEpeAaHHbIe CIIyyalHbIe
JAHHBIE TaKXe SIBIAIOTCS JAaHHBIMHU, TOJYYEHHBIMU I KaXKIOTO HACTPOEHHOIO
cereBoro ycrpoucrtsa. [IpoBepsieT TOJIBKO HACTPOEHHBIE M HACTPOCHHBIE YCTPOMCTBA
Ethernet u Token Ring. He npoBepsier acHHXpOHHBIE yCTPONUCTRA.

- KOHTPOJUIEp BBOJAA / BBIBOJA — JHCK: MPOBEPSET, YTO CIyYaillHbIC TaHHEIC,
3allMCAHHBIE HA JUCKHU, OCTAIOTCS HEU3MEHHBIMH. [IpOBEpSAOTCS TOIBKO KOHTPOJUIEPHI
IDE u SCI, cBsizZaHHBIE C yCTaHOBJIIEHHBIMU (paloBbIMU cucTeMaMu. KoHTpouiepsl
JTMCKOB C (haliJIOBBIMU CUCTEMaMU, JOCTYTHBIMH TOJIBKO JJIS YTEHUSI, HE POBEPSIFOTCS.

- MHCTPYKIMHM pEXKHMMa CyINepBU30pa: oOOecrneunBaeT, 4YTO MPUHYIUTEIbHOE
WCIOJIb30BAaHNE CBOWMCTB MPUBUIICTUPOBAHHBIX WHCTPYKIMHA B PEXKUME CYNEPBU30DA,
no-npexHemy jaecTByer. Habop npuBUiIerupoBaHHBIX HHCTPYKIIMM, POBEPEHHBIX IS
MOATBEPAKACHUS ATOTO, 3aBUCHUT OT aPXUTEKTYPHI.

JInst komaH1pl amtu TOCTYIHBI CJIEAYIOIIUE MapaMeTPhI:

-d - BBIBOJIUTH OTJIAJIOUYHBIE COOOIICHHSI.

-m - BBINIOJIHUTh MPOBEPKY MaMSATH.

-S - BBIIIOJIHUTE MPOBEPKY PA3ACICHUS ITAMSITH.

-1 — BBIMOJIHUTH TECT KOHTPOJJIEpa BBOAA-BHIBOIA.

-1 - BBITIOJIHUTH - CETEBOM TECT.

-p - BBIIOJIHUTH MPOBEPKY MHCTPYKLHMN pEKUMA CYTIEPBUA3OPA.

-h - mokazatsb cripaBky.

Komana amtu BeIgaer ciienyronme KOsl BO3BpaTa Py BBIIIOJIHEHNH:

-1 — ommoOKa BBINOJIHEHMS,

0 — ycmex.
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6.11. ntpdate

B PEJl OC cuHXpOHM3HpPOBaTh BpPEMS MOXKHO CJIEAYIOIIUMH OCHOBHBIMHU
cocobamu:

- Bpy4HYIO YTWIUTHI ntpdate,

- aBTOMAaTUYECKU IIPU ITOMOIIH CepBHUCA ntp.

[Iporpamma ntpdate - mMo3BOJISET Pa30BO CHHXPOHU3UPOBATH JIOKAJILHOE BPEMS C
ATAJIOHHBIM CEPBEPOM BpeMeHUM B HHTepHEeTe. [loA0OHBIX STajJOHOB CYIIECTBYET
JOCTaTOYHO MHOro. /[[ns mpumepa MOKHO BOCHOJIB30BaThCS OJAHUM M3 HHUX —
pool.ntp.org

3amyckaeM CUHXPOHU3ALUIO BPEMEHU:

# ntpdate pool.ntp.org

YTunura mpoBella CHHXPOHU3ALMIO, B pPE3yJbTaTe KOTOPOM K CHCTEMHOMY
BpEMEHHU ObUIO J100ABJIEHO UYHCIO CEKyHJ HEO0OXOAUMOe Jid TPUOIIDKEHUS K
sTasioHHOMYy. Ecnu B pe3ynbrare pabOThl CHHXPOHHU3AIMM BO3HUKAET OMIMOKA: NO
server suitable for synchronization found, To mnompoOyiiTe B paboTe YTUIUTHI
UCII0JIb30BaTh HEMPUBHIIETUPOBaHHBIA NOPT. [lo-ymomuanuto ntpdate padotaet mo 123
nopty. Ecnm oH 3akpeiT Ha (aepBosie, TO NMOMOYb B CHHXPOHHU3ALUU IOMOKET
CJIEIYIOIUHN TTapameTp:

# ntpdate -u pool.ntp.org

Ecmu y Bac 3amyck ntpdate 3aBepmraercst ommuokoit — the NTP socket is in use,
exiting, 3HAYUT y Bac yX€ YCTAHOBJIEHAa W 3amylleHa ciyk0a ntpd, koTtopas 3aHsia
HeoOxoauMbli udp mopt, He0OX0IMMBIN AJi padoThl ntpdate.

CepBep BpeMeHM ntp HCMOJIB3YET B CBOEH pabOTe OJTHOMMEHHBIN MPOTOKOI —
Network Time Protocol, kotopomy st pabotel Heo6xoaum UDP mopt 123. Tak urto
nepea YCTaHOBKOW M HACTPOMKOW CiyKObl BpeMeHU yOeauTech, uTo Ha (aepBose
OTKPBIT TOT MOPT.

VYcranaBnuBaeM cepBep ntp:

# yum -y install ntp

Tenepsb oTpenakTupyeM (aiin koHpurypauuu /etc/ntp.conf , yanus Bce JuIIHEE:
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# cat /etc/ntp.conf

driftfile /var/lib/ntp/drift

restrict default nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict ::1

server (.centos.pool.ntp.org iburst
server 1.centos.pool.ntp.org iburst
server 2.centos.pool.ntp.org iburst

server 3.centos.pool.ntp.org iburst

disable monitor

logfile /var/log/ntp.log

[TapameTpsr:

SErver - CIUCOK CEPBEPOB Isi CHHXPOHHU3AI[UU BPEMEHHU.

Driftfile - 3ajaeT aapec (aiina, B KOTOPOM XPAHUTCS UCTOpPUS MN3MEHEHH
BPEMEHU BO BpeMsl CHHXpOHHU3anuu. Eciu Mo KakuM-TO MpUYMHAM CHHXPOHH3AIUS
BPEMEHU C BHEUTHUMHU MCTOYHMKAMU CTaHET HEBO3MOXKHA, CIy>K0a BPEMEHH U3MEHHT
CHCTEMHBIE YacChl B COOTBETCTBUU C 3aIIUCSIMH B 3TOM (aiiie.

Restrict 127.0.0.1 - Yka3piBaeT, 4yTO TOJB30BAaThCS HAIIUM CEPBEPOM BpPEMEHU
MOJKHO TOJIbKO HEMOCPEACTBEHHO C JIOKaIbHOTO MHTepdeiica. Ecnmu Bam HeoOXoanmo
pa3permTh APYTrUM KOMITBIOTEPAM B Balllel JIOKATLHON CETH CHHXPOHU3UPOBATH BPEMS
C TeKYIIe MaIllMHBI, TO YKAKUTE B JAHHOM TMapaMeTpe aJipec Balleil ceTH, Halpumep:

restrict 192.168.10.0 mask 255.255.255.0

restrict default nomodify notrap nopeer noquery - Ilapamerpsl yKka3pIBarOT Ha
TO, YTO KJIMEHTaM JaHHOTO CEPBUCAa BPEMEHHU 3alpelieHO0 MU3MEHSTh €ro HACTPOUKH,

noJy4yaTh ero craryc. OHH MOTYT TOJIbKO 3a0paTh ¢ HEr0 3HAYEHUS TOYHOTO BPEMEHHU.
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disable monitor - JlaHHBII mapamMeTp MOBBIIAET 0€30MACHOCTh, MPEA0TBpaIas
WCIIOJIb30BAHUSI OJIHOM U3 YS3BUMOCTEH cepBuca ntpd, KOTOPYIO MOKHO MCIOJIb30BaTh
it mpoBeaeHust DDoS atak.

Logfile - YKka3bIBaeT myTh K Gailily ¢ Joramu cepBuca.

[locne 3aBepiieHHss pegakTUpoBaHUs (haiijla HACTPOEK 3alyCKaeM CIIykOy
CUHXPOHM3ALINHI BPEMEHU:

# systemctl start ntpd

[IpoBepsiem 3amyCTHIICS JIU CEPBEP:

# netstat -tulnp | grep 123

Bce B mopsnke, cinyx0a ciymaer nosnoxeHHb nmopTt 123. TlpoBepum emie Ha
BCAKUU cityyail cuctemusle jjoru OC:

# cat /var/log/messages | grep ntpd

# cat /var/log/ntp.log

Tenepr HacTpouM aBTO3amycK ntp BMecTe ¢ 3arpy3kou OC:

# systemctl enable ntpd

HaGmronats 3a paboToit ciy>x0bl ntp MOKHO C TOMOIIBI0O KOMaH/IbI:

ntpq -p

JlanHble BpIBOJA:

remote - Agnpec yHameHHOro 3TajJOHAa BPEMEHH, C KOTOpOro ObLia
CUHXPOHU3ALIHMSL.

Refid - Yka3biBaer, 0TKyJa KaK/Iblil ATAJIOH MOIY4YaeT TOYHOE BpeMs. ITO MOTYT
OBITH IpyTHE cepBepa BpeMenu, cuctema GPS u apyroe.

St - Stratum (ypoBeHb) 3TO umcio oT 1 g0 16, KOTOpoe yKa3bIBaeT Ha
TOYHOCTh 3TAJIOHA. |- MakcMMaybHas TOYHOCTb, 16 — cepBep HEAOCTYNEH. YPOBEHb
Ballero ceppepa OyIeT paBeH ypOBHIO HaUMEHEe TOYHOT'O YJIaJI€HHOT'0 3TajoHa Tt 1.

poll - MHTepBan B cekyHIaX MEXy OMPOCAMH.

Reach - BoceMepuuHOEe nmpeacTaBiIeHUE MaccuBa M3 8 OUT, OTPAKAIOIIETO
pe3ynbTaThl MOCIEIHUX BOCBMH IOIBITOK COEIWHEHHS C 3TAJIOHOM. BUT BBICTaBIEH,

€CJIM yJAJECHHBIN CEpBEpP OTBETHUII.
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Delay - Bpemst 3aiep»Kku 0TBETa Ha 3alpoC O TOUHOM BPEMEHHU.

Offset- Pazauiia Mex 1y BaliuM U yJaleHHbIM CEPBEPOM

jitter - Jucmepcust (Jitter) — 5TO Mepa CTaTUCTHUECKUX OTKJIOHEHHH OT
3HayeHusl cMmelleHus (mosie offset) Mo HECKOJBPKMM YCHEIIHBIM MapaMm 3alpoc-OTBET.
Yem MeHpIIE 3HAYEHHWE MAUCHEPCUH, TEM Jydllle, MOCKOJBKY IIO3BOJISET TOYHEE

CUHXPOHU3UPOBATH BPEMSI.
6.12. OTka30ycTOYUBBIN KJIACTEP

Corosync - 3TO mporpaMMa C OTKPBITBIM HCXOJIHBIM KOJIOM, KOTOpas
IPEIOCTABISAET BOZMOKHOCTH KJIACTEPHOTO YJICHCTBAa M OOMEHa COOOIIEHUSMHU, 4acTo
Ha3bIBa€Mble YPOBHEM OOMEHa COOOIICHMSIMH, Ha KIMEHTCKHE cepBephl. Pacemaker -
ATO MEHEKEP PECYpPCOB KiIacTepa C OTKPBITBIM HUCXOAHBIM KojoMm (CRM), xoTopslit
KOOPJIMHUPYET PECYPCHI U CITY>KOBI, KOTOPBIE YIPABISIOTCS U CTAHOBATCS JOCTYITHBIMHU
kinactepy. Ilo cytu, Corosync mo3BoOJisieT cepBepaM CBS3bIBAThCA KakK KJacTep, B TO
BpeMsi kak Pacemaker mpenocTtaBisieT BO3MOKHOCTb YIPABIATh TEM, KaK BEAET cels
KJIacTep.

ApxurtekTtypa pacemaker COCTOUT U3 TpeX YpPOBHEM:

KitacrepoHe3aBUCHMBIII ypOBEHb - Ha 3TOM YpPOBHE paclojaralorcs camu
pECYPCHl U UX CKPUITHI, KOTOPBIMH OHH YIIPABIISIFOTCS U JIOKAJIBHBIN JEMOH, KOTOPBIN
CKPBIBAET OT APYTUX YPOBHEH pa3anyus B CTaHIApTaX, UCIIOIb30BAHHBIX B CKPUIITAX.

Menemxep pecypcoB (Pacemaker), kotopslii mpencrtaBisieT u3 ceds mos3r. OH
pearupyeT Ha COOBITHS, IPOUCXOASAIINE B KJIACTEPE: OTKA3 WU MPUCOEAUHEHHUE Y3JIO0B,
pECYpCOB, TMEPEXOJ] Yy3JO0B B CEPBHUCHBIM PEXUM U APYrUe aJIMUHHCTPATUBHBIE
neiictBus. Pacemaker ucxoas W3 ClOXKUBIIEHCS CUTyallMM JeNaeT pacueT Haubosee
ONTUMAJIBHOTO COCTOSIHMSI KJIacTepa M JIaeT KOMaHJbl HA BBINOJHEHUS ACHCTBUUN s
JOCTUXKEHHUS dTOTO COCTOSIHUS (OCTAaHOBKA/TIEPEHOC PECYPCOB UITH y3JI0B).

NudopmanmoHHslii ypoBeHb - Ha 3TOM YpPOBHE OCYLIECTBISIETCS CETEBOE

B3aUMOJICHICTBHE Yy3J10B, T.e. IlepeAaya CEpBUCHBIX KOMaHJA (3aIllyCcK/OCTaHOBKa
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pecypcoB, y3J10B U T.1.), 00MeH nH(popMalnel o MOJIHOTE cocTaBa KiacTtepa (quorum) u
T.1. Ha aTom ypoBHe padotaet Corosync.

JlJis HArasAHOCTH PacCMOTPHUM CO3/JaHHE MPOCTOTrO KiacTepa ¢ IUIABaIOLIUM ip
aapecoM. B ciyuae ecnu paboTtarommii cepBep OTKa3bIBaeT, BTOPOM aBTOMATUYECKU
3aIyCcKaeTcsl 1 HaunHaeT paboTaTh BMECTO TIEPBOTO.

Ecnam Bel XOTUTE MMETH NOCTYIl K HACTPOMKAM KJIACTEPA YEPE3 AOMEHHOE HMMH,
HeoOxoaumo HacTpoutb DNS aapecanuto cepepoB. Eciii y Bac HET UMEHU IOMEHa sl
WCIIOJIb30BAHUs, MOXHO MCIIOJIb30BaTh IUtaBaromuii [P-agpec gna  nmoctyma K
HACTPOMKAM.

Besikuii pa3, Korja ecTbh HECKOJIBKO CEPBEPOB, OOMEHHUBAIOUIUXCS JPYT C APYTOM
uHpopmarmeli, OCOOCHHO ¢ TIOMOIIBID  MPOTPAMMHOTO  OOECTICUCHUS IS
KJIACTEepPHU3allii, BaXXHO OOECMEYUTh CHUHXPOHU3AIMIO HMX 4YacoB. PexomeHmyercs
ucnois3oBaTh NTP (Network Time Protocol) mist cuaxpoHM3aiiuu cepBepoB.

Corosync ucnonszyer UDP-tpancriopt mexay nopramu 5404 u 5406 . Ecnu Bbl
UCIIOJIb3yeTe OpaHaMaysp, yOenuTech, 4TO MEXKy STUMU CEPBEpPAMU pa3pelieHa CBsI3b
MEX]Ty TUMHU MTOPTaMHU.

Ycranoska Corosync u Pacemaker:

yum install corosync pcs pacemaker

Jnia ynpaBneHust kjaactepoM OyaeM peKOMEH]IyeTCsI OJIb30BaThCsl YTUIIUTOM pCs.
[Ipu ycranoBke pacemaker aBromaTudecku OyAeT co3iaH moib3oBatens hacluster. s
UCIIOJIb30BaHUSL PCS, a TAaKXkKe Ui J0CTyna B BeO-uHTep(elic Hy HO 3aaaTh MapoJib
nosib3oBaTento hacluster:

passwd hacluster

Changing password for user hacluster.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

3anyck cepBuca:

systemctl start pesd
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HacrtpauBaem ayTeHTHUKALMIO (HA OJHOM y3II€):

pcs cluster auth Cepsepl Cepsep2

Username: hacluster

Password:

Cepsepl: Authorized

Cepsep2: Authorized

Bmecre mmen Ceppepl u CepBep2 wuCnosb3ylWTe Balllkd JOMEHHBIE HMEHA
CEpBEPOB.

[Tocne 3TOrO KIacTepoM MOKHO YNPaBIATh C OJHOTO y3Ia.

CoznaeM kiacrep:

pces cluster setup --name mycluster Cepsepl Cepsep2

Shutting down pacemaker/corosync services...

Redirecting to /bin/systemctl stop pacemaker.service

Redirecting to /bin/systemctl stop corosync.service

Killing any remaining services...

Removing all cluster configuration files...

Cepsepl: Succeeded

CepBep2: Succeeded

Synchronizing pcsd certificates on nodes Cepsepl, Cepsep?2...

Cepgepl: Success

Cepsep2: Success

Restaring pcsd on the nodes in order to reload the certificates...

Cepgepl: Success

Cepsep2: Success

3amyckaeMm KjacTep:

pcs cluster start --all

Cepsep2: Starting Cluster...

Cepsepl: Starting Cluster...

Hacrpoiika aBToMaTH4eCcKOro BKIIFOUEHHUS KilacTepa IpH 3arpy3Ke:
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pcs cluster enable --all

Cepaepl: Cluster Enabled

Cepsep2: Cluster Enabled

CMOTpUM pe3yJIbTar:

pcs status cluster

Cluster Status:

Stack: unknown

Current DC: NONE

2 nodes and 0 resources configured

Node Cepsepl: UNCLEAN (offline)

Node Cepsep2: UNCLEAN (offline)

PCSD Status:

Cepgepl: Online

Cepsep2: Online

[TpoBepka CHHXpOHHM3AIMH y3JI0B KlacTepa:
corosync-cmapctl | grep members
runtime.totem.pg.mrp.srp.members. 1.config_version (u64) =0
runtime.totem.pg.mrp.srp.members.1.ip (str) = r(0) ip(192.168.100.201)
runtime.totem.pg.mrp.srp.members.1.join_count (u32) = 1
runtime.totem.pg.mrp.srp.members. 1.status (str) = joined
runtime.totem.pg.mrp.srp.members.2.config version (u64) =0
runtime.totem.pg.mrp.srp.members.2.ip (str) =r(0) ip(192.168.100.202)
runtime.totem.pg.mrp.srp.members.2.join_count (u32) =1

runtime.totem.pg.mrp.srp.members.2.status (str) = joined

pcs status corosync

Membership information

Nodeid Votes Name
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1 1 Cepgepl (local)

2 1 Cepsep2

HacTtpolika OCHOBHBIX ITapaMeTpOB KJ1acTepa

Mexanmzm STONITH ( Shoot-The-Other-Node-In-The-Head) — 3ammura ot
Split-Brain : mo3BosisieT BBIKJIIOYATH/BKIIOYATH/TIEpe3arpykaTh y3Jbl  KjacTepa.
OOBIYHO STOT MEXAHU3M PEATH3YETCs C TTOMOIIBIO CIEIMATBHBIX CETEBBIX YCTPOMCTB C
yAaJICHHBIM YTIpaBJICHUEM WM 4Yepe3 CHelualbHble IIaThl yrnpaBlieHUus cepBepoM. B
pacemaker ycrpoiictea STONITH pean3oBaHbl B BUI€ KJIIACTEPHBIX PECYPCOB.

KBopywm omnpenensieT MUHUMAaIbHOE YUCIO PabOTAIONUMX Y3JIOB B KJacTepe, Mpu
KOTOPOM KJIacTep cuuTaeTcsi paboTocnocoOHbIM. [10 yMomuaHuio, KBOPYM CUHTAETCS
HEPabOTOCTIOCOOHBIM, €CITU YHCIIO pa0OTAIOIINX Y3JI0B MEHBIIE TIOJIOBUHBI OT OOIIEro
yrciia y3j70B. Tak Kak y3/a y Hac BCEro JIBa, TO KBOpyMa y Hac He OyJeT, 0dITOMY
HEO0OXOMMO OTKJIIOYUTH ITY TOJIUTUKY

pcs property set no-quorum-policy=ignore

[TocMoTpeTh Kakue MOJTyYHSIMCh HACTPOMKU MOKHO KOMaHIOM:

pcs property

Cluster Properties:

cluster-infrastructure: corosync

cluster-name: mycluster

dc-version:

have-watchdog: false

last-Irm-refresh: 1480973783

no-quorum-policy: ignore

stonith-enabled: false

Hactpoiiku kiactepa MOXXHO TPOBEPUTH C TMOMOIIBIO YTHINUTHI crm_verify.
Omnmus -L ocymiecTBisieT TMarHoCTUKY BceX paboTaloIIKX Y3JI0B KilacTepa.

YroObl cepBHCH KJacTepa 3alyCKajluCh AaBTOMAaTHYECKH IpU Tepe3arpys3ke
cepBepa, HY>KHO BBITIOJIHUTH Ha KXKJIOM y3J1i€ Ki1acTepa:

systemctl enable pcsd

163



systemctl enable corosync

systemctl enable pacemaker

Cosznmanve BUPTyalIbHOTO IIaBatotero ip aapeca (floatingip) VIP:

pcs resource create virtual ip ocf:heartbeat:IPaddr2 ip=192.168.100.203
cidr_netmask=32 op monitor interval=30s

pcs status resources

virtualip (ocf::heartbeat:IPaddr2): Started Cepsepl

Ecnm y31bl K1actepa He OIMHAKOBBI IO MTPOU3BOIUTEIBHOCTH WU JIOCTYITHOCTH,
TO MOXXHO YBEJTUYHUTH MPUOPUTET OJHOTO U3 y3JI0OB, YTOOBI OH ObLI aKTUBHBIM BCET/a
Korja paboraer:

pcs constraint location virtualip prefers Cepsep1=100

Hactpoiika cepBUCOB, pPECYpCOB U TMPOYErO0 MPOU3BOJUTCA  COIIACHO
JOKYMEHTAIMH ITOCTaBIsEMOM pa3pabOTUUKOM MPUIIOKEHUS U MOXKET ObITh HaiiJieHa B

OTKPBITHIX UCTOYHMKAX B rJ00anbHOM cetn IHTepHET U Ha caifTe pa3paboTuuka.
6.13. U3MeHeHne NpUOpUTETA MPOLIECCA

YTunura nice — MporpaMma, IpeJHa3HadeHHas Ui 3alycka MpPOIECCOB C
U3MEHEHHBIM mpuoputeToM nice. [lpuopurer nice (Lenoe YMCIO) Mpolecca
UCIIOJIB3YETCsl  IUIAHUPOBIIMKOM  mporeccoB  sAnpa OC mnpu  pacnpeneiaceHun
IIPOLIECCOPHOTO BPEMEHHU MEXy IPOLECCaMU

[IpuopuTeT nice — 4YKCIIO, YKa3bIBaIOIIEe MIAHUPOBIIKUKY MporeccoB siapa OC
MPUOPUTET, KOTOPBIN MMOIB30BATENb XOTEN Obl HA3HAYUTH IPOLIECCY .

YTunurta nice, 3amyileHHas Oe3 apryMeHTOB, BBIBOJAMT MPHOPUTET nice,
YHACJIEIOBaHHBIA ~ OT  POAMTENIbCKOTO TMpoliecca. nice MPUHUMAET apryMEHT
«cMmenieHue» B AuanazoHe ot -20 (HauBblciuid mpuopurteT) g0 +19  (Hu3mwmit
npuoputeT). Ecii yka3zaTh cMellleHre U MyTh K UCHOJIHAeMOMY (ailily, yTHiIUTa nice
MOJIYYUT TPHOPUTET CBOETrO IpoIecca, M3MEHHT €ro Ha YKa3aHHOE CMEIICHUE |

HCIIOJIb3yeT CHCTEMHBIA BBI30B ceMeiicTBa exec() Julsi 3aMelleHHs KOJa CBOEro
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npolecca KoJIOM M3 yKa3zaHHOro ucnosHsemoro ¢aina. Komanaa nice caenaer To xe,
HO CHayajia BBIMIOJIHUT CUCTEMHBbIN BbI30B cemeiicTBa fork() st 3amycka Jo4epHero
nporecca (anrin. sub-shell). Ecnu cmemenne He ykazaHo, OyJeT HCIONIb30BAHO
cmemienne +10. IlpuBwiierupoBaHHbIA  MOJB30BaTENb  (root) MOXET YKazarhb
OTpPHULIATENBHOE CMEILIEHHUE.

[IpuopuTeT nice U NPUOPUTET IUIAHUPOBIUMKA npoueccoB siapa OC — pasHble
yucia. Yucio nice — MPUOPUTET, KOTOPBIM IMOJIb30BATENb XOTEN Obl HA3HAYUTH
npoueccy. [Ipuopurer niuaHUpPOBIIMKA — JIEMCTBUTENbHBIN MPUOPUTET, HA3HAYEHHBIN
MPOIIECCY TUIAaHUPOBIIMKOM. [[ITaHMPOBIIMK MOYXET CTPEMHTHCS HA3HAYUTH MPOLECCY
MIPUOPUTET, OJIM3KUNA K nice, HO 3TO HE BCETJa BO3MOXHO, TaK KaK B CHUCTEME MOKET
BEITIOJTHATHCSI MHOXKECTBO TIPOIIECCOB C pa3HBIMH mpuoputeramu. [Ipmopurer nice
SBIISIETCST aTpUOYTOM TMpoIlecca W, KaKk U JAPYyrue aTpuOyThl, HACIEAYETCS JOUYEPHUMU
npoueccamu. B BeiBoze yTuiut top, ps, htop u ap. npuopuret nice HazbiBaeTcs «ND» —
COKpAILIEHHE OT «nicey», a npuopureT miaHuposimmka — «PRI» — cokpaimenue ot
«priority». O6sraro, NI = PRI - 20, HO 310 BepHOo He Bcerna. I[lo ymomuanuro NI=0,
coorBeTcTBEHHO PRI=20.

[TnanupoBuk npoueccos sapa OC nogaepxxkuBaeT npuoputetsl ot 0 (peaapHoe
Bpemsi) a0 139 BkmouurtensHo. [Ipuoputerst -20...+19 yTUIUTH WM KOMaHJbI nice
coorBeTcTBYIOT npuopureram  100...139 mnanmpoBmumka mpoueccoB. [lpyrue
MPUOPHUTETHI TJIAHUPOBIIHUKA MPOIECCOB MOKHO YCTaHOBUTH KOMaHI0M chrt u3 makera
util-linux.

Jnsi M3MEHEeHMsT TPUOpUTETAa YK€ 3allyIICHHBIX IPOLIECCOB HCHOJIb3YyETCs
YTUJIUTA Tenice.

CunTakcuc:

nice [-n cMemenue] [--adjustment=cmemenue] [komanaa [aprymMenr...]]

[TapameTpsr:

-N CMELIEHUE

--adjustment=cmernieHue
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Y CTaHOBUTH TPUOPHUTET nNice, PaBHBIA CyMMeE TEKYIEro MPHOPUTETa nice U
YKa3aHHOTO YHUCJIa «CMeIleHne». Eciu 3TOT apryMeHT He yKa3aH, OyJeT UCIOJIb30BAaHO
yuciio 10.

YroOBl 3amyCTUTh MPOIECC CO 3HAYEHHWEM nhice, OTAWYHBIM OT 10, MOXKHO
WCITOJIB30BATh KJTIOY -1,

nice -n 15 yes > /dev/null &

WIH

nice -15 yes > /dev/null &

YroObl yCTAaHOBUTH 3HAYEHHUE Nnice HIDKE Hyla, TpeOyloTcs mpasa
cynepronb3oBatensi. B mpotuBHOM ciywae OyaeT ycTaHOBieHO 3HaueHue 0.
[TopoOyem 3anath 3HaueHHe nice -1 6e3 mpas root:

nice -n -1 yes > /dev/null &

nice: cannot set niceness: Permission denied

[ToaToMy, 49TOOBI 3amaTh 3HaueHWE hice MeHblne (, HEOOXOAMMO 3amycKaTh
porpamMmy Kak root, WM UCIOJIb30BaTh sudo.

nice -n -1 yes > /dev/null &

VY 3amyieHHON MporpamMMbl € TMOMOIIBIO KOMAHJBI reniceé MOXHO W3MEHHTH
Ha3HAuYeHHBIN mpuoputeT. [Ipenmnonoxum, 4ro ecth padoTaroiias mporpamma yes co
sHaueHreM nice 10. UToObl M3MEHUTH €T0 3HAYCHUE, MOXXHO HCIIOIh30BaTh KOMaHIY
renice co 3HaueHueM nice u PID nporiecca. Mi3mennm 3nadeHue nice Ha 15:

renice -n 15 -p 5645

CormacHo mpaBwiIaM, OOBIYHBIA ITOJIP30BATENh MOXKET TOJBKO YBEIHMYHUBATH
3Ha4YeHUE nice (yYMEHBIIATh MPUOPHUTET) JIr0OOro mporecca. Eciu mompoOGoBaTh
M3MEHUTH 3HaYeHue nice ¢ 15 no 10, Mbl oTyunM clieytoiee coooieHre 0o onmoke:

renice -n 10 -p 5645

renice: failed to set priority for 5645 (process ID): Permission denied

Taxxe, KOMaH/a renice MO3BOJISIET CYNEPIIOIH30BATEII0 U3MEHSATh 3HAYCHHE Nice
MPOIIECCOB JII0OOOTO MOIB30BaATENSA. JTO JENaeTCs C MOMOIBI0 Kitoya -u. Cremyromas

KOMaHaa U3MCHSCT 3HAYCHUEC ITPUOPUTCTA BCCX ITPOLECCCOB IMOJIB30BATCIS HaA -19:
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renice -n -19 -u lubos

1000 (user ID) old priority 0, new priority -19
6.14. YupasJjieHne IMCKOBbIMUA KBOTAMHU

Cucrema diskquota oOecrieunBaeT MEXaHWU3M JUIsl YIPABJICHHS HCIIOIH3YyEMBIM
JAWCKOBBIM TMPOCTPAaHCTBOM. OTpaHWYEeHHS MOTYT OBITh YCTaHOBIEHBI ISl Ka)XIOTO
MOJIB30BATENSI B OTAEIBHOCTH, JUJIs JIF0OOM MM Juisl Bcex (ainoBbix cucteM. Crucrema
orpaHu4eHuit (quota) Oyaer npeaynpexaarh Nojb30BaTesieil Korjga OHU MPEBBICAT CBOU
JO3BOJICHHBIN JIUMUT, HO OyET MO3BOJISATh UCIOJIb30BaTh HEKOTOPOE JTOMOJHUTEIBHOE
IPOCTPAHCTBO AJsl TeKyluerd paboTsl. Cuctema orpaHuyeHui (quota system) siBiseTcs
yactbio sapa OC. Komanaa

quota

MO3BOJIIET MPOCMOTPETH JIIOObIE OTPaHMYEHUS TUCKOBOTO MPOCTPAHCTBA IS
KQ)KJIOTO TI0JIb30BATEIIS.

JlocTynHbI [1Ba THIA OTPAaHMYEHUH , KOTOpble MOTYT OBITh HAJIO)KEHBI Ha
MOJIb30BATENSI, OOBIYHO €CJIM UCTIONB3YETCS OJHO M3 OFPAHMYEHUN TO U BTOPOE TOXKE
OyzeT ucnoiab3oBatbes. OrpaHMuEeHnE MOKET OBITh YCTAHOBJIEHO KaK Ha BCE JIUCKOBOE
IPOCTPAHCTBO IOJIB30BATENS , KOTOPOE UCIOJIb3YETCS 3TUM I0JIb30BaTeNIeM TaK U Ha
gucio (QainoB (inodes) KoTopeIMH OH MOXET BiaaaeTb. Quota oOecreunBaeT
uHPOpMAIIMI0O HAa OrPaHUYEHHUS , KOTOpble OBUIM YCTAaHOBJIEHBI CHUCTEMHBIM
aJIMUHHCTPATOPOM, Ha KaXAyl0 W3 o0yiacTedl, KOTOpbIe HCHOJB3YIOTCS B JIAHHBIN
MomeHT. Orpannuenus no inodes u block HaknanpBaroTcs kak Ha uid (MaeHTUPUKATOP
nosib3oBaTens) Tak ¥ Ha gid (maeHtudukarop rpynnel). Tak eciau Bbl BXOJUTE B
rpynmny, KoTopas MpeBbICHJIA , HAIO)KEHHOE HAa HEe OrpaHUYEHUE ,TO Bbl HE CMOXKETE
UCIIOJIB30BaTh AUCKOBOE MPOCTPAHCTBO JIAXKE €CJIM Bbl BCE €Ill€ MOXKETE MCIOJIb30BATh
€ro Kak I0JIb30BaTEb.

Cy1iecTBYIOT YeThIpe Yucia AJsl KaKJ0r0 OrpaHUYEHHUS

- HCTIOJIb3YE€MOE B JAaHHOE BpEMSsI OTPaHUUYCHHE;

- "msrkoe" orpannuenue (softlimit);
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- "xecTtroe" orpannyenue (hardlimit);

- ¥ TIPOMEXYTOK BPEMEHH , TIOCIIE UCTEUEHUsI KOTOPOro "MsArkoe" orpaHu4eHHE
MHTEPHPETUPYETCS KaK "xKecTkoe";

"Msrkoe" orpaHudeHHE OIpeesieT yuciao 0JokoB pasmepoM 1KOGakT ,kotopoe
MOJI30BATEIb MOKET HEMHOT'O MpeBbICUTH. "KecTkoe" orpaHnueHrne HE MOXKET OBbITh
MPEBBIIIIEHO HU KakuM oOpa3oM. Ecnu monb3oBatenb MBITAETCS MPEBBICUTH JTAHHOE
YHCJIO, TO OH TOJy4aeT COOOIIEHHE O HEBO3MOKHOCTU cienath 3To. [Ipu sTtom smpo
Bo3BpamaeT koa omuOku EDQUOT. Ilocie Toro kak ImOJIb30BaTellb IPEBBICUT
JOCTyIHOE /7151 Hero "msirkoe" orpanuyenue (softlimit) ycranaBnuBaercst Bpems , mocie
HMCTEUEHUs] KOTOpOoro "Msrkoe" orpaHuueHue cTaHoBUThCA 'kecTkuM" (hardlimit).
OOBIYHO CPOK MCTEYECHHS ATOTO Iepuoaa uctekaer mocie 7 aueit (1 wvemens). B stor
MEPUOJT BPEMEHH TOJIH30BATEh MOXKET YAAIUTh HEHYKHbIE eMy (aiibl TIOocIe Yero oH
BHOBb MOJKET MCIIOJb30BaTh '"MSTKOE" OrpaHWYEHHE JO MOMEHTA MCTECYEHHUS
YKa3aHHOTO TpoOMexyTka BpemeHHU. [locne wucTedeHuss yKa3aHHOTO MPOMEKYTKa
BpeMEHH '"MSTKOe" OrpaHUYE€HUE CTAHOBUTHCA 'KECTKUM'" OTpaHUYEHUEM U Y
MI0JIK30BaTelIsl OOJIBIIE HET PECYPCOB JIJIsl CO3/IaHMS HOBBIX (paiijioB.

st Toro 4yToObl YCTAaHOBUTH CHCTEMY OTPAaHWYCHUH JHCKOBOTO MPOCTPAHCTBA
(quota) B OC cucteMHOMY aIMUHUCTPATOPY HEOOXOUMO CIENaTh HECKOJIbKO IIaros:

- BbBIOpaTh (QaiioByr0 CHUCTEMY ,Ha KOTOpYIO OyIayT HaKJIaJbIBaThCs
OTpaHUYCHUS;

- pa3pelIUTh (BKJIOYUTH) CUCTEMY OTPaHUYCHU;

- TMPOU3BECTH MPOBEPKY (DaillioBOi CHUCTEMBbI HA OrpPAHUYEHUSI JTUCKOBOTO
MPOCTPAHCTBA;

- TMPOW3BECTH TMPOBEPKY OrpPAaHUYEHUN JTUCKOBOTO IIPOCTPAHCTBA Kak JUIs
MOJIB30BATEINIEN TaK U JUIsl TPYIIIL;

- 3aIPETUTh OTPAHUYEHUS JUIsl OJIb30BaTEEH U TPYIII.

B mepByro odepens HEOOXOIMMO PEIMINTh Ha Kakyl (DalIoOBYI0 CHCTEMY
HEOOXOJMMO HAJIOXKUTh orpaHudeHus (quotas). Yame Bcero orpaHudYeHUS

HaKJIQJpIBAlOTCA Ha (DAJIOBYI0 CHCTEMY , B KOTOPOW pacroyararoTcs JOMAllHHUE
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KaTaJjoru Mojb30BaTesiel WK Ha (pailyioByt0 cucTeM, KOTOpasi CMOHTUPOBaHa B KaTajor
/usr ¥ MOJIL30BaTENIM UMEIOT MPABO 3alUChIBaTh HAa Hee MHpopmaluio. [t Toro 4To0sI
pa3pelnTh OrpPaHUYEHUs Ha JHCKOBOE IPOCTPAHCTBO HAa HEOOXOAMMOW (hailsioBOI
CUCTEME BBI JOJDKHBI OTPENaKTHPOBaTh (haiin /etc/fstab mo6aBUB K yka3zaHHOW cucTeMe

OIIIWK IJIA OIrpaHUYCHUA AUCKOBOI'O IMPOCTPAHCTBA (KaK JUIS IOJIb30BATEICH TaK U IS

rpynn).
OTtpenakTupoBaHHBIN (aiin /etc/fstab MokeT UMETh BU:
#
# /etc/fstab
#
/dev/hdal / ext2 defaults
/dev/hda2 none swap Sw
/dev/hda3 /usr ext2 defaults
/dev/hdb1 /usr/users  ext2 defaults,usrquota,grpquota
/dev/hdb2 /usr/src ext2 defaults,usrquota
none /proc proc defaults

3ape3epBUpOBaHHOE CJIOBO "usrquota" ,B moJie OMIMMA, BKJIKOYAET OTPAaHUYCHHUE
JTMCKOBOTO TMpOCTpaHcTBa (quotas) [uisi Tmosib3oBaTenei (userquota) Ha JaHHOM
YCTpOMCTBE. 3ape3epBUPOBAHHOE CIOBO "grpquota’ BKIIFOYAET OrPAHUYEHUE THUCKOBOTO
MPOCTPAHCTBA /IS Tpynm (groupquota) Ha JaHHOM ycTpoicTBe. Bo To Bpemst korja BbI
ucrnoias3yere onuuu "usrquota" u "grpquota" 6e3 '=', To Bamu ¢ailsibl OrpaHUYEHUN
(quotafile) OyayT HaxomuTCs B KOPHEBOM KaTajore Kaxjaoil (aillioBoil CUCTEMBI , B
KOTOPOM MCHOJB3YIOTCSI OTPaHUYEHUSI HA JIMCKOBOE MPOCTPaHCTBO. PDaii Ha3bIBaEMBbIii
"quota.user" OyJeT HCHOJIL30BaThCA HJisi OrpaHUYEHUN TMOJb30BaTene, a (daiin
"quota.group" OyIeT HCIOIL30BaThCA I orpaHnyeHuid rpynmn. OJHAKO BBl caMu
MOXXeTe  ompeAenuTh  Bamu  (aiinel  orpanudenuit.  Hampumep — cTpoka

"usrquota=/usr/adm/quotasrc.user" ycTaHOBUT (haiii OrpaHUuEHUN TS TIOJIh30BaTEICH B

Karamore /usr/adm , KoTopwlii OynmeT Ha3wbBaThCcs 'quotarc.user". OmHako OyabTe
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BHUMATEIbHBI , W OTCIEKHUBAWTE JIMHY CTPOKH B daiine /etc/fstab (cMmorpure ee
ompenenenue B ¢aiisie mntent.h).

[Teprnonuuecku (B OCHOBHOM TIOCIIE HEKOPPEKTHOM IMepe3arpy3Ku CUCTEMBI U BO
BpeMsl IIEPBOTIO pa3pelICHUs OrPaHUYCHUN Ha JHCKOBOE IIPOCTPAHCTBO) 3aIlUCH,
comepkamuecss B (aitie orpaHMYCHHUIA JODKHBI OBITh MPOBEPEHBI HA IEJIOCTHOCTH
JNEUCTBUTENBHOTO 4uciaa OJ0KOB U (halJioB BBIJIETCHHBIX ISl TOJb3oBarensd. Jlis
BBITIOJTHEHUS ~ OTOM  oOmlepalud  MOXET  ObITh  HCIOJh30BaHA  KOMaHJa
quotacheck.

JlaHHy!0 KOMaHJy HEO0O0S3aTeIbHO BBINMOJHATh IS HETOJIMOHTHPOBAHHBIX
(haiiyToBBIX cUCTEM WK (halIOBBIX CHCTEMaX ,Ha KOTOPBIX OTKIIOUECHO OrpaHWYEHHE Ha
JMCKOBOE MPOCTPAHCTBO (quotas). s mpoBepku (pailylioBOi CUCTEMBI HA YHCIIO OJIOKOB
HCIIOJIB3YEMBIX ITOJIB30BATENIEM , & TaK K€ JIJIT YCTAaHOBKM M M3MEHEHHUS Bcex (pailioB
orpannueHuit (quotafiles) BoIMOIHUTE KOMaHIY:

quotacheck -avug.

Bbl MOeTe BCTaBUTh JIaHHYIHO KOMaHAY B OJIMH W3 I'C CKPUIITOB U 3allyCKaTh €€
Ha (hailioBoi cucTeme Tak ke Kak u fsck , Tompko Torga , Korjga He ycTaHOBJEeH (iiar
fastreboot. /laHHas mporpamMma He MOJJICPKHMBACT OJHOBPEMECHHYIO IapalIeIbHYIO
MPOBEPKY HECKOJIBKUX (halsoBBIX cUCTeM. JIJIs TOro d4YToOBl BKIIOYHTH CHUCTEMY
OTPaHUYCHUA HA JTUCKOBOE MPOCTPAHCTBO HA BaIlleM KOMIBIOTEpPE M00aBHTE CTPOKY
/usr/bin/quotaon -avug B oaMH W3 Bamux /etc/rc ¢ainoB. JlanHas komaHma Oyner
BKJIFOYATh TOJJICPKKY OTPaHUYEHUN ITHCKOBOTO IMPOCTPAHCTBA BO BpEMs 3arpy3KH
Balllel CUCTEMBI.

Tonbko cymepronb30BaTeslb MOXKET UCIOJIb30BaTh KOMaHAy quota JJIsl IPOBEPKH
HCIIOJIB3YEMbIX OTrPAaHMYECHHUHN JI000ro MOJb30BaTeNsl , MU KOMaHIy repquota s
MIPOBEPKH MCIIOJIH3YEMOI'0 IIPOCTPAHCTBA U OTPAaHUYCHUN JJIT BCEX IOJIh30BaTeNIe Ha
TaHHOM (haiiyIoBOM cHUCTEME.

JIiist Toro 4To0BI TOYYUTh WHPOPMAIUIO 00 OTpaHUYCHUSX , HATOKEHHBIX Ha
BCEX I10JIb30BaTENICii HEOOXOIUMO BBITIOJTHUTH KOMaHY:

repquota -ua
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MoCJie Yero Ha JKpaHe MOXKHO OyneT BUIETh TaONWIly , B KOTOPOW yKa3aHbl
OTPAaHUYEHHUS , HAJIOKEHHBIE HA KAXKJOro mojb3oBaTens. ComepKUMoe 3KpaHa IOCIe

BBIITOJIHCHHU A BBIIIC HpHBeHeHHOﬁ KOMaHbl MOKCT UMCTb BHU:

Block limits File limits
User used soft hard grace wused soft hard grace
root --487082 0 0 12147 0 0
daemon -- 399 0 0 2 0 0
news - 626 0 0 46 0 0

Jiis mosrydeHust HGOPMAIIUH O TPYTITax HEOOXOAMMO BBITIOJTHATH KOMaH/Y:

repquota -ga .

JIs  pelakTUpOBaHUS OTPAHHYCHHUS JUCKOBOTO IPOCTPAHCTBA HEOOXOIUMO
UCIOJNB30BaTh TporpamMmy edquota. st pemakTHpoBaHHS OTPAHWYCHHWH JTHCKOBOTO
MPOCTPAHCTBA JIJII KOHKPETHOTO TOJIb30BaTeIIsI HEOOXOAMMO HCIIOJIb30BATh MPOTrPaMMy
edquota c ommuer -u , a I TPYIMITBI HEOOXOAMMO HCIIOIB30BaTh TY XK€ IPOrpaMMmy , HO
c ommumel -g. PegakTupoBaTh HEOOXOIMMO TOJIBKO YHCIIO , KOTOPOE CICAYET 3a CIIOBOM
hard wnu soft. Hanpumep ,mocie BoINMOTHEHNS] KOMaH/IbI:

edquota -u cola

COJIEP)KUMOE dKpaHa MOXKET UMETh BU/I:

Quotas for user cola:

/dev/hdb3: blocks in use: 345, limits (soft = 1, hard = 0)

inodes in use: 94, limits (soft = 0, hard = 0)

[Tocne yero Bl MOXKETE U3MEHUT 3HAYEHUS , YKa3aHHbIe nocie ciaoB hard u soft.
IIpu perakTUpOBaHUU UCIIOIB3YETCS PEAAKTOP , KOTOPBIM YKa3bIBA€TCS B MEPEMEHHOMN
okpyxenust EDITOR.

Jns kaxnoi ¢GalgoBOH CHCTEMBI , HUMEIOIIEH OrpaHMYeHHE Ha JIHCKOBOE
MPOCTPAHCTBO BBbI BUAUTE JBE CTpoku. CioBo soft o3Hauaer 4YTO Ha JaHHYIO
dainoBy0 cucteMy HaloxkeHO "Msrkoe" orpanumdenue (softlimit) , mpu 3TOM

MOJIb30BATENIb WJIM TpPYyIIa UMEIT HEKOTOPBIM MHTEpBan BpeMeHu (grace period), B
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TEYEHUU KOTOPOTO OHU MOTYT TPEBBICUTH YKa3aHHOE 3HayeHue. [[aHHBIN HMHTEpBai
BPEMEHU MOXKHO U3MEHUTH C IIOMOIIBI0 KOMaH/IbI:

edquota -t.

Hampumep ,mocie BHIMOTHEHUST KOMaH/IbI:

edquota -t

COJIEP)KMMOE dKpaHa MOXKET UMETh BUI:

Time units may be: days, hours, minutes, or seconds

Grace period before enforcing soft limits for users:

/dev/hdb3: block grace period: 10 minutes, file grace period: 10 minutes

[Tocne 4ero Bbl MOXXET€ M3MEHUTh 3HAUYCHUS , YKa3aHHble Mo yMondaHuto. [1o
YMOITYAHUIO UCIIONB3yeTCs 3HaueHue onpenenenHoe B (aitne <LINUX quota.h>. Eciu
MOJIb30BATEIIb WJIM TPYIINa HE YJAIAT JUIIHUX (PaiijioB B TEUEHUU YKa3aHHOTO Tepuoja
BPEMEHU , TO JaHHbIE (Pailsibl mepexoasT B pa3psa "kecTkux' orpanndenuil (hardlimit).
CnoBo hard o3nawaeT , 4ro Ha JaHHYI (aWIOBYIO CHCTEMY HAJIOXKEHO 'KecTkoe"
orpannueHue. KeCcTKO OrpaHHYCHHE SIBIIICTCS MaKCHMAaJIbHBIM 3HAYEHHUEM , KOTOpPOe
MOXET HMETh TIOJIb30BaTeb WM Tpynma Ha JaHHOM (QailioBoi  cucTteme.
[Tonp3oBaTenb/TpyIina HE MOXKET UMETh OoJjble (aityioB win inodes yeMm ykazaHO B
hard).

Crpoka

/dev/hdb3: blocks in use: 345, limits (soft = 1, hard = 0)

COOOIIAET KaKoe YHCI0 OJIOKOB MOXKET OBbITh BBIACJIECHO JUIsl JaHHOTO
MOJIb30BATEIISI UITU TPYTIIIHL.

Crpoka

inodes in use: 94, limits (soft = 0, hard = 0)

cooOmaer kakoe 4yuciao inode (¢alaoB, YCTPOWCTB, TMOMMEHOBAHHBIX
KaHAJIOB(Pipes) U T.J.) MOXKET ObITh BBIICTICHO JIJISl JAHHOTO MOJIH30BATENS WK TPYIIITHL.

B OonplmMHCTBE CiydaeB BaM NPUXOJIUTCS HMMETh TPYNIy I0JIb30BaTEIEH,

KOTOPBIC HOJIKHBI HMCETb OJWHAKOBBIC OI'paHWMYCHHUA Ha ATUCKOBOC ITPOCTPAHCTBO , HA
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ykazaHHoW  ¢ainoBoit  cucteme. Camplii  OBICTPBII  TyTh  OTPEJAKTUPOBATH
OTpaHWYEHHUS] Ha JUCKOBOE MPOCTPAHCTBO JISI 3THX IMOJb30BATENECH 3aKIIOYaeTCs B
CO3JJaHUM MPOTOTHUNA OJIHOTO W3 MOJIb30BaTENIEH WM TpyHmbl sl Beex Apyrux. Bam
HY’KHO C OMOILbI0 KOMAH/IbI:

edquota -u <ums_1oJIb30BaTE/IsI/TPYNIIBI_KOTOPbIH_CTaHET NPOTOTUIIOM>

OTPEAAKTUPOBATh OTPAHUYEHUS HA JUCKOBOE MPOCTPAHCTBO , MOCIE YETO C
MTOMOIIbIO KOMaH/bI:

edquota -p <umsi_npororuma> *

OTPEIaKTUPOBaTh OrPAHUYEHUS JUIsi BCEX OCTAaBIIMXCS TMOJIb30BATEIEH.
Hampumep , mns Toro 4toObl B KauecTBE OTPAHWYEHUM [HCKOBOTO IMPOCTPAHCTBA
(quota) myist monb30BaTeNss oOla WCHONB30BAIMCH OTPAHWUYCHUS , HAJIOKEHHBIC Ha
MOJIb30BaTEINsI cola BaM HEOOXOIMMO BBHITIOJTHUTH KOMaH/TY

edquota -p cola ola

Jns mpoBEpKH OrpaHWYECHUN JUCKOBOIO MPOCTPAHCTBA JIsI TMOJIB30BATENS H
IPYIIIbI UCTIONIB3YETCS IporpaMma quota.

CuHTaKC 3TOM MPOTPaMMBbI:

quota [-guqv]

quota [-qVv] -u username ...

quota [-qV] -g groupname ...

Hcmonp3yiTe ONIMIO -V JIJIs BBIBOJIa HH(POPMAITUH O

- (paitioBBIX CcUCTEMax , KOTOpPbIE HE MMEIOT BKJIIOYEHHBIMU OTPAHUYCHUS Ha
JIMCKOBOE MPOCTPAHCTBO (quota),

- (haliOBBIX cHCTEMax Ha , KOTOPBIX BBl y>K€ YCTAHOBUIIM CHUCTEMY OTPaHUYCHMUS
JTMCKOBOTO TIPOCTPAHCTBA , HO HA KOTOPBIX €IIIe HE 3aHST HU OJIUH OJIOK.

Hcnonp3yiiTe ommuio -q IS OpOCMOTpa (alIoBBIX CHUCTEM , HAa KOTOPBIX
MpEeBBIIIEHO 3HaueHue "Msrkoro" (softlimit) u "xectkoro" (hardlimit) orpanuuenus.

Onuust -g aetr BaM BO3MOXHOCTh MPOCMOTPETHh BCE OTPAHUYEHUSI , KOTOPHIC
HaJI0’KEHBI HA TPYMIIBI , YIEHOM KOTOPBIX BbI SIBIIIETECH.

Hanpumep , ¢ TOMOIIBIO KOMaH/BI:
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quota -u cola

BbI MOJKETE MOIYYUTh HH(GOPMAINIO 00 OrpaHUYEHUSIX AUCKOBOTO MIPOCTPAHCTRBA,
KOTOpbIE HAJIOKEHBI Ha MoJib3oBaTeld cola. CoaepkuMoe 3KpaHa MOCIE BBINOJHEHUS
JAHHOW KOMAaH/bl MOYKET UMETh BU/I:

Disk quotas for user cola (uid 1002):

Filesystem blocks quota limit grace files quota limit grace

/dev/hdb3  345* 1 0 none 94 0 0

Ecnum BBl 3axoTenu 3ampeTUTh OrPAaHWYEHHUs ,HAJOKEHHBIE HAa KakKoro TO
MOJIB30BATENSI WIM Ha TPYIIy , TO BaM HEOOXOAMMO BOCHOJIB30BATHCS MPOTrPaAMMOM
edquota mis penaktupoBanusi 3HaueHud hard u soft. Ycranosute sty 3Hauenus B 0.
[locne d4ero mis JAHHOTO IMIOJIB30BATENsl WM TpyHnbl HE OYyAEeT CyIIecTBOBATh
OFpaHUYEHU Ha JUCKOBOE IIPOCTPAHCTBO , H OH/OHA CMOXET CO3/1aBaTh
HEOTPAaHUYECHHOE  KOJMYECTBO  (pailjioB  (OrpaHUYEHHOE  TOJBKO  JIUCKOBBIM

IIPOCTPAHCTBOM).
6.15. Orpannyenne pecypcoB MoJib30BaTeJIst

Jist  orpaHWYEHUS PECYpPCOB, JOCTYITHBIX ITOJIB30BATEIIO  HMCIOJIB3YETCS
KOH(pUTYpallMOHHBIM ~ aiin  /etc/security/limits.conf.  JImsg BKIIOYECHHS JTUMHUTOB
He00XoauMo 100aBUTh OubIMoTeKy PAM pam limits.so B COOTBETCTBYIOIIEM MOYJIC.
Hamnpumep:

session required pam_limits.so

B (paitne /etc/pam.d/login.

Jns u3MeHeHusl TUMUTOB penaktupyem ¢aiin /etc/security/limits.conf. dopmar
(aiina:

rpynna/nojib3oBareiib JUMHUT(KECTKUI/MATKUI) mnapaMerp  3Ha4YeHHe.

Onucanue napaMeTpoB:

- core - pazmep core daiinos (KB)

- data - makcuManbHBIN pa3mep gaHHbIX (KB)

- fsize - MakcumanbHbIN pazmep ¢aiina (KB)
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- memlock - MmakcumanbHOE 3a010KMPOBaHHOE afpecHoe mpocTpaHcTBO (KB)

- nofile - MakcuMaNbHOE KOJTUYECTBO OTKPHITHIX (haiiiIoB

- I'SS - MAKCUMAaJIbHBIN pa3Mep naMatu Juis pesuaeHT-nporpamm (KB)

- stack - MmakcumanbHbBIN pazmep cTIka (KB)

- Cpu - MakcuMaibHOe Tpoiieccoproe Bpems (MIN)

- NProc - MaKCUMaIbHOE KOJIMYECTBO MPOLIECCOB

- as - orpaHuyeHue ajapecHoro npocrpancTsa (KB)

- maxlogins - MaKkCUMaTbHOE YHUCIIO OTHOBPEMEHHBIX PETUCTPALIUN B CUCTEME

- maxsyslogins - MaKCUMaIbHOE KOJUYECTBO YUETHBIX 3alUCeh

- priority - MPUOPUTET 3aMyIIEHHBIX MPOIIECCOB

- locks - MakcuManbHOE KOIMYECTBO OIIOKHUPYEMBIX (hailIoOB MOJIb30BATEIEM

- sigpending - MakCHMaIbHOE KOJIMYECTBO CHUTHAJIOB, KOTOPHIE MOXHO IepeaaTh
npoieccy

- msgqueue - MaKCUMaJbHBIN pasmep namsTtu s odepenu POSIX cooOuienuit
(bytes)

- nice - MaKCUMAaJIbHBII MPUOPUTET, KOTOPBIA MOXKHO BBICTaBUTH: [-20, 19]

- rtprio - MaKCUMAaJIbHBIN TPUOPUTET BPEMEHU BBITIOTHEHUS

- chroot - m3menuts aupexTopuio root'a (Debian-specific)

BMmecro rpynn/monb3oBarensi MOXKHO HCHOJIb30BaTh TPYIIOBOM CUMBON * (miis

BCEX) U IpyIIoBoi cuMBoa % s wildcast’a rpym.

6.16. KOoHTPOJIb LEJIOCTHOCTH 3alyCKAEMbIX KOMIIOHEHTOB IPOrpaMMHOIO

o0ecrneYeHus

[ns xoHTpons uenoctHocty KoMrnoHeHToB OC ucnonb3yercs IMA. KoMnoneHT
apXUTEKTYyphl U3MepeHus 1enocTHOCTH (IMA) BbINONHAET TPOBEPKH LETOCTHOCTH BO
BpeMs BBINIOJIHEHUS (ailJloB ¢ MCHOJIb30BAaHUEM XdILEH, CpaBHUBAs MX CO CIIMCKOM

AOITYy CTUMBIX XDIIECH.
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JI1st UCTIONB30BaHUS KOHTPOJIA IEJIOCTHOCTH aAMUHUCTPATOP CUCTEMBI JOJHKECH
MOTYyYnTh cekpeTHBIN Kiatou (key.pem) u ceprudukar (x509 evm.der) y pazpaboTurka
OC.

YcTaHoBUTH yTUIUTHI 117151 paboThl ¢ IMA:

yum install ima-manage keyutils attr

Janee HEOOXOIUMO pa3MECTUTh MOJYUYEHHBbIH cepTudukar B karauor /etc/keys/,
KJIIOY COXpaHUTh B KaTajore HEIOCTYIIHOM Ui BCEX II0JIb30BaTesiel, Kpome
aJIMUHUCTpATOpa root, HarpuMmep: /root/.

N3menuts B dynkuuu check() B daiine /ustr/lib/dracut/modules.d/98ima/module-
setup.sh return 255 Ha return O:

# called by dracut

check() {

return 0

3

[IpousBecTu pereHepariuto initramfs:

# dracut -f -v

[Tepesarpy3uts OBM.

[IpoBepUTh KOPPEKTHOCTH 3arPy3KU CEPTUPUKATOB:

# keyctl show %Kkeyring:.ima

Keyring
89159091 --alswrv 0 0 keyring: .ima
322584681 --als--v 0 0 \ asymmetric: OS: TEST SECURITY:

5d56a4ef2110d298945bbd33{6f8a9fa5a28004

3amycTuTh yTWIUTY ima-manage ¢ KJIIoueM init:

# /sbin/ima-manage init

[Tepesarpy3uts OBM.

3amycTUTh YTWIATY ima-manage ¢ KiodeMm signfs u  ykazaHueM ImyTu
pa3MeIIeHNs CEKPEeTHOTro KItoya:

# /sbin/ima-manage signfs /root/key.pem
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B aiine /etc/fstab moGaBUTH K OMIUSM MOHTHpPOBaHUS (HalJIOBOM CHUCTEMBI
(deafults) ommuto iversion (defaults,iversion):
UUID=ccb7199f-5d40-428e-a277-beld3cdaf2c4 / extd defaults,iversion 11

3amycTuTh yTHIIMTY ima-manage ¢ Kiirouem enforce:

# /sbin/ima-manage enforce

JloxxmaTecss 3aBepiieHuss PaOOThl yTWIMTHI W TPEIIOKECHHS Iepe3arpy3KH.
Cornacurtbca Ha niepe3arpy3ky IBM.

JIisi  MCTIONB30BAaHUS CTOPOHHUX TPHIOKEHUH, HE HWMCEIOIHUX TOJIMNUCH
pa3paboTunka, HeOOXOAMMO OT UMEHU aJIMUHUCTPATOPA MOAIUCATh (ha:

# evictl ima_sign --key /root/key.pem /gaiin
6.17. baoxkupoBanue (paiijioB

B psine ciiydaeB ObIBaeT HEOOXOAMMO 3alTUTUTH (DAMIIbI OTKPBITHIE KEM-IUO0 U
WCITIOJIB3yEeMbIC B TCKYIIIHMA MOMEHT OT yAaJICHUS JTIOOBIM APYTHM TIOJB30BaTENIeM, JaXKe
€CIM OH MMeeT Ha 3To mnpama. Jns moamepxkku storo Qynkumonana B PEJ[ OC
HE0OXO0IMMO yCTaHOBUTH makeT fileprotect:

# yum install fileprotect

[Tocne ycranoBku maketa u nepesarpy3ku OC, OJOKUPYIOTCS MOMBITKY yIaJIeHUS
GaiiioB, ecau B MOMEHT oOpaimieHus K daiiny cybbekta goctyma (mpoliecca) OH
UCIIOJB3YETCSl IPYTUM CyOBEeKTOM AocTyma (mporeccoM). HUKaKuX TOMOJTHUTENBHBIX

HaCTPOEK HE TpeOyeTcsl.
6.18. Ouncrka namsiTu

B coctaB OC Bxoasat yrunutsl shred, wipe, nwipe 1 HaOOp KOHCOJIBHBIX yTHIIUAT
Secure-Delete.

6.18.1. shred

[lepenuchiBaeT HECKOJIBKO pa3 yKa3aHHble (aiibl Ui TOTO, 4TOOBI CIeNaTh
Oosnee CIIOXHBIM BOCCTAHOBJIEHHME JIa)KE€ C MCIOJB30BAHMEM OUYEHb JIOPOTOro

00opyI0BaHUSI.
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Hcnonb3oBaHue:
shred [KJTIOY]... DAL ..
Ecin ®AMJI 3a1aH Kak —, H3MeJIb4aTh CTaHJIAPTHBIN BBIBOJI.
Kiroun:
-f, --force W3MEHSTH MpaBa, pa3perias 3anuch, €CiIu He0OX0 MO
-n, --iterations=N nepenucatb N pa3 BMecTO (3) M0 YMOITYAHUIO
--random-source=® AT mojyyaTh  clOydaiiHble umcna w3 GAWNIIA
(no ymomuanwuto /dev/urandom)
-s, --size=N ounctuTh N 6aiiT (Bo3moxHb cypdukcel Buna K, M, G)
-u o0pe3ath U yAalsaTh (a1 mocie nepe3arucu;
--remove[=KAK] mnonoOHo -u, Ho 3amgaétcs KAK ynansite;
-v, --verbose  TOKa3bIBaTh XOJ1 BBITIOJIHEHHUS
-X, --exact HE OKpYIJIATH pa3Mephl (PAiyIoB 10 CIEIYIOUIEro ILeJIoro
0JI0Ka; 110 YMOJTYAHMIO JJI HE MIPOCTHIX (ailiioB
-Z, --Z€Tr0 nepe3anucaTh B KOHIIE HYJISIMU, YTOOBI CKPBITh U3MEIbUYCHHE
--help moxazarb 3Ty CHpaBKy U BBIATU
--version Mokas3aTh HHGOPMAIIHIO O BEPCHUU U BBIUTH
Vnamser DAWII(b1), ecin ykasan --remove (-u). Ilo ymomdanuio dailisl He
YAQISIOTCSI, TaK Kak 9acTo oOpabatpiBaroTcsi (haimel-ycTpoiictBa Bpoae /dev/hda, a
Takue (paiyibl He HA0 yAAJATh.
HeooOs3aTensapiM mapamerpom KAK 3agaéres cnoco6 ynaneHus karaiora:
«unlink» => ncnonb3oBaTk cTaHAApTHBIN BBI30B unlink.
«Wipe» => TaKkKe, CHayaia UCTIOPTUTH OANThl UMEHHU.
«Wipesync» => Takke, CHHXPOHU3MPOBATh KaKIbId HCIOPUYEHHBIH OallT Ha
JIMCKE.
PexxuM 1o yMoT4aHUIO — «Wipesync.
6.18.2. wipe
wipe — 9T0 HeOousbIlas mporpamma Jjsi 0e30MacHOro CTUpaHus (aiioB c

MAarHUTHBIX HOCUTEIIEU.
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Buumanue: Wipe HanéxHo paboTaeT TOJBKO  MAarHUTHOM  TaMSTH,
CJIeIOBATEIBHO, /ISl TBEPIOTEIBHBIX JTUCKOB (MTAMSTH) UCTIOIb3YHTE APYTHE METO/IBI.

Hcnonp3oBanue:

wipe [onuu]| dhanbL...

Omun:

-a [IpepBaTh pu ommoKe

-b  <buffer-size-1g2> VcranoButh paszMep UHAMBUAyaIbHOTO Oydepa
BBO/Ia/BbIBOJIA YKa3aB €ro Jiorapudm no ocHoBaHuio 2.  MoryT ObITh BbIENEeHBI 70 30
TuX Oydepon

-c Jlenate chmod() Ha 3amMIEHHBIX OT 3amucH (aitiax

-D CnegoBath CHMBOIMYECKUM CCBUIKAM (KOH(IUKTYET C -T)

-¢ HMcrnonb3oBaTh TOYHBIA pa3zmep (daiia: HE OKPYIJIATh pasMmep daina s
CTUPAHHS BO3MOXKHOT'O MyCOpPa, OCTAIOIIET0Csl Ha TIOCJIETHEM OJIOKE

-f ®opcupoBaTth, T. €. HE CIPAIIUBATH MOATBEPKICHUS

-F He niertaTees ctupath umeHa (aitnos

-h [Toka3ats cipaBKy

-1 IndopmatuBHbIi (BepOAIbHBIN) pEKUM

-k Coxpanutsb Qaitnibl, T. €. HE YIAJIATh UX MOCJE Mepe3aniucu

-1 <gnmuaa> YCcTaHOBUTH JUIMHY CTHUPAHUA Ha <JJIUHY> 0anToOB, TAc <IUIMHA™> DTO
1esnoe 9ucio, 3a koropeim cienyet K (Kilo:1024), M (Mega:K*2) wu G (Giga:K”3)

-M (ljr) YcranoBute anmroputM PRNG ms 3amonHeHus OJIOKOB (M MOpsiaka
MIPOXOJIOB)

1 Ucnionp3oBaTh BBI30B OMOMMOTEKH random()
a Mcnonb3oBath anroput™ mudposanus arcfour

-0 <CIBHUI> Y CTAQHOBHUTH CABHUI OUMCTKH Ha <CIBHUI>>, T'Jl¢ <CIBUI™> HMMEET TOT 3KE
dbopmar, yTo U <IIIUHA>

-P <mpoxoasr> YcTaHOBUTH KOJIWYECTBO MPOXOJOB U OYMCTKH UMEHH (aiina.
[To ymonuanuto 370 1.

-Q <KONMYECTBO> YCTAaHOBUTH KOJIMYECTBO MPOXOAOB sl OBICTPON OUUCTKHU
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-q beictpas oumnctka, meHee Oe3omacHasi, 4 M0 yMOJYaHHUIO YETHIPE CIyYAMHBIX
poxo/ia
-r Pexypcusi 1o karajioram — 1o CUMBOJIMYECKUM CChLJIKaM He OYJIeT MepexoB
-R YcTanoBuTh ycTpolCTBO paHIOoMHU3alINH (WJIM KOMAaHAY CHIOB PaHAOMU3AINT
-S¢)
-S (r|c|p) MeTon panoMu3anuu CUI0B
r CUuThIBaTh C YCTPOMCTBA paHIOMU3aLUU (HAJAEKHO)
¢ CunThIBaTh U3 BHIBOJIa KOMaH/ bl PAaHIOMHU3AIIMN CUJIOB
p Ucnonb3oBats pid(), clock() u T.4. (camblii criaOblif BapuaHT)
-s Tuxuii pexxuM — T0JIaBIIATh BECh BBIBO/I
-T <mombITKE> YCTaHOBUTh MAaKCUMAJIbHOE YHCJIO TMOMBITOK JJII CBOOOIHOTO
MOKMCKa UMEHH (haiisia; mo yMordanuto 310 10
-v [Tokazath uHpOpMaIIKIO O BEPCUHU
-Z He npITathest cTuparh UMs Qaiina
-X <yucno> IlpomyCTUTh 3TO YKCIO MPOXOJOB (TOJIE3HO ISl MPOJIOJKEHUS
oreparyu OYUCTKH)
-x <passl,pass2,...> 3agaTe oyepeab IPOXOJ0B
6.18.3. Secure-Delete
Secure-Delete — uHCTpYMEHT 111 cTUpaHUs (PailioB, OCBOOOKIEHUS TUCKOBOTO
MPOCTPAHCTBA, swap'a U mamMsATH. ODTOT HaOOp KOHCOJIbHBIX YTHIIUT MpeIHA3HAYCH IS
0€3BO3BPATHOIO yAAJICHUs JAHHBIX U yAalleHus ocTaTouHou mHpopmamuu. B cBoeit
pabote ucnonb3zyetr Merox ['yrmana.
B cBoéM coctaBe MMeeT HaOOp M3 YETHIPEX KOHCOJIBHBIX YTWIMT: srm, sfill,
sswap, sdmem.
Srm - BeImoNHAET O€30MacHyI0 Mepe3anuch/IepeuMeHOBaHNe/y1aJIeHUE TIEIEBOTO
¢aiina(os). [Ipu ucnonb30BaHUU KJIOYA -Z HA MOCJIEAHEM IUKIIE YAAJICHUS MUILYTCS
HYJIA BMECTO CITy4alHbBIX JAHHBIX. Srm BBITIOJTHSIET 0€30MacHyI0

nepe3anuch/mepenMeHoBanne/yiainenue 1emnesoro ¢aina (oB). I[lo ymomuanuro
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BKIIIOUEH Oe3omacHbiit pexkum (38 3ammceit). [Iporecc 6e30macHOro yaaneHus TaHHBIX
SIM BBITVISIAUT CIEAYIOIIUM 00pa3oM:

- 1 mpoxox ¢ Oxff

- 5 ciyyalHBIX TPOXOAOB (€CIM JOCTYIHO, HMcmoiib3yercs /dev/urandom st
oe3omacHoro secure RNG)

- 27 MPOXO0B CO CIENUATLHBIMHI 3HAYCHUSMU, OTIPEICIEHHBIMHA Pa3pad0OTINKOM

- 5 ciy4yadHBIX TPOXOAOB (€CiM JOCTYIHO, HUcmojib3dyeTcs /dev/urandom st
6e3onacHoro RNG)

- IepeuMeHoBaHue (DayIoOB Ha CITy4YailHbIC 3HAUCHMUSI

- oOpe3ka (¢aiision

B kauecTBe MOMONMHUTETHHON MEpbl O€30MACHOCTH, (Daiiyl OTKPHIBAETCS B PEKUME
O SYNC wu mocne kaxmoro mpoxoja jaenaercss Bbi3oB fsync(). srm 3amuceiBaeT 32k
OJIOKOB B IeNlAX OBICTpOACUCTBUS, 3amoiHsasl Oy(depbl IUCKOBBIX KA3IIEH s
MPUHYIUTEIRHOTO HMX cOpoca W Tepe3anucH CTapbhlX JaHHBIX, MPUHAIICKAITUX
cTupaeMoMy (aiiTy, HOBBIMHU JTAaHHBIMU.

Ormyu:

-d — urHopupyeT cnernuanbHbIe QAMIIBI «.» U «..».

-f ucnonw3yer He Oe30macHBIM, OBICTPBIA pekuM: 0e3 pexkumMoB /dev/urandom
u synchronize.

-1 cHmxkenune Oe30macHOCTH (IBOMHOE HCIIOJIB30BAaHUE IS ITOJTHOM HE

0€30MacHOCTH).

-I CTIONB3YET PEKYPCUBHBIN PEKUM IS YIAJICHUE BCEX MMOKATAIOTOB.

-V IOIpOOHBIN BBIBOJA IKPAH.

-7 3aTUPAHKE HYJISIMHU Ha TIOCIICTHEM T1are (BMECTO CIIyJailHbIX YHCEIT).

Sfill - ananoruyna npeapIaYyIICH, TOJIBKO 00padaThIBAET CBOOOIHOE MECTO Ha
TCKe, 3auninas cienbl nanHbixX. sfill BeimomHseT Oe3omacHyro nepe3anuch CBOOOIHOTO
MeCTa, 3aHUMAeMOTO TUPEKTOPHEH, U BCEX CBOOOIHBIX MHOJOB 3aIaHHON TUPEKTOPHH.
[To ymonuanuto 6e3omacHbiil peskum (38 3amuceit).

[Iporecc 6e3omacHoro ynanenus 1aHHbix sfill BRITISAUT clieyomum o0pa3oMm:
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- 1 mpoxox ¢ Oxff

- 5 ciyyalHBIX TPOXOAOB (€CiIM JOCTYIHO, HMcmojib3yeTcs /dev/urandom st
oe3omacHoro secure RNG)

- 27 MpOXOJ0B CO CIENUATBLHBIMHU 3HAYCHUSIMU, OTIPEICIEHHBIMHA PAa3pa00TUNKOM

- 5 ciyyallHBIX TPOXOAOB (€ciaM JOCTYMHO, HUcmojib3dyeTcst /dev/urandom st
oe3omacHoro RNG).

[Tocme sToro co3ma€rcst Tak MHOTO BpPEMEHHBIX (DaiiyioB, HACKOJIBKO 3TO
BO3MOYKHO, YTOOBI OYHCTHTH CBOOOJHOE MPOCTPAHCTBO HWHACKCHBIX JIECKPHUIITOPOB
(inode). Kornma OGombilie HEBO3MOXKHO C€O3/1aTh OOJBIIE BPEMEHHBIX (ailioB, OHU
ynanstores u sfill 3aBepiiaer cBoro padory.

Ommu:

-f ucnone3yer He Oe30macHBIN, OBICTPBIA pekuM: 0e3 pexkumoB /dev/urandom
u synchronize.
-1 cuHmkenune Oe30macHOCTH (IBOMHOE HCIOJL30BaHUE [JISl TOJTHOM HeE
0€30MacHOCTH).
-I ICTIONTB3YET PEKYPCUBHBIN PEKUM TS YIAJICHUE BCEX MMOKATAIOTOB.
-V MOpOOHBIN BBIBOJIA SKPaH.
-7 3aTHpaHUe HYJSIMHA Ha TIOCIIEHEM I1are (BMECTO CIIYYaifHBIX YHCE).

Sswap - 3aumImaer pasjaesn MoJKaYKH /Swap, €Clu OH MPHUCYTCTBYET B CHUCTEME.
[lepen ucnonb3oBaHUEM HEOOXOAMMO OTKIIOYUTH swap. [lo yMomuaHuio Ge30macHBIM
pexxum (38 3anuceit).

[Ipomecc Oe30macHOTO yAAJCHUS [AaHHBIX SsSwap BBITISAUT  CICTYIONTIM
obOpazom:

- 1 mpoxon ¢ Oxff

- 5 ciy4yalHBIX TPOXOAOB (€CIM JOCTYIHO, HMcmojib3yeTcs /dev/urandom st
6e3omnacHoro secure RNQ)

- 27 MPOXOJ0B CO CIENUATLHBIMHU 3HAYCHUSIMU, OTIPEICIEHHBIMHA Pa3pad0TINKOM

- 5 ciyyalHBIX TPOXOAOB (€CIM JOCTYIHO, HMcmojib3yeTcs /dev/urandom st

oezonacHoro RNG).
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Ommn:
-f uconw3yer He Oe30macHBIM, OBICTPBIA pekuM: 0e3 pexkumoB /dev/urandom
u synchronize.
-1 cHmwxkenune Oe30macHOCTH (IBOMHOE HCIIOJIB30BAaHUE IS ITOJTHOM HE
0€30MacHOCTH).
-I CTIONB3YET PEKYPCUBHBIN PEKUM TSl YIAJICHUE BCEX MMOKATAIOTOB.
-V IOIpOOHBIN BBIBOJA DKPAH.
-7 3aTUPAHKE HYJISIMHU Ha TOCIICTHEM T1are (BMECTO CIIyYaiHbIX YHCE).
Sdmem - yHHMUYTOXAaeT Ccliebl JaHHBIX B ONEpPaTHBHOW mamsATH. sdmem
BBITIOJIHAET Oe30macHylo Imepesanuch oneparuBHoi mnamsatd (RAM), mockonbKy
COZIEP)KMMOE TIAMSITH MOXKET OBITh BOCCTAHOBJICHO HOa)ke TMocie OoTkiIoueHus. [lo
yMOJTYaHUI0 0e30macHbIi pexxuM (38 3ammceii).
Omun:
-f ucnonb3yeT He O€30MaCTHBIN, OBICTPBIN pexuM: 0e3 pexxuma /dev/urandom.
-1 cHmwxkenune Oe30macHOCTH (JABOMHOE HCIOJIB30BAaHUE MJIA TOJHOW He
0€30MacHOCTH).

-V MOpOOHBIN BBIBOJIA SKPaH.
6.19. IkcnopT JAaHHBIX MOJIb30BaATEJIS

JI1st 5KCIOPTUPOBAHUS TAHHBIX MCTIONB3YETCS YTHIINTA CP.

Cp — KOMaHa, MpeAHa3HauYeHHAas JUIsl KOMUPOBaHUs (pailioB U3 OJTHOTO B IPYTHUE
KaTaJoru (BO3MOXHO, C Jpyroi daiinoBoit cucrtemoit). Mcxonmusiii ¢aitn ocrtaéres
HEW3MEHHBIM, UMsI CO3aHHOTO (haiiia MOKET OBITh TAKUM K€, KaK y UCXOTHOTO, WA
U3MEHUTHCSI.

YtoObI CKONTUPOBATH (haiii

cp[-f][-h][-i][-p]l- ] ncxomuwblii_daiia neseBoi aiia

YtoObI ckonIUpoBaTh (haiia win ¢Gaisl B APYrol KaTaaor

cp [-R] [-H | -L | -P] [-f | -i] [-pV] ucxonnbiii_aiin ... neaeBoi_katajor
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YroOBl CKONMUPOBATH KaTajor B JAPYTrod Karajor (JOJKEH OBITh HCIOIh30BaH
dnar -r unu -R)

cp[f][-h][-i][-p]lI[—-11¢-r]|-R} ucxomusiii_karaior ...
LHeJIeBoi_KaTaJor

Yrobsl  ckomupoBarth  karajor /media/fff1787/sharel/load/ B  karamor
/media/beac6e58/, ¢ BBIBOJOM HWMEHH KONHMpPyeMOro (Qailiia, aBTO HPOITYCKOM
CYILIECTBYIOIIUX (haliIoB, PEKYPCUBHO JIJIsl BIO’KEHHBIX KaTaJlOroOB.

cp -invR /media/fff1787/sharel/load/ /media/beac6eS8/

CHHTaKCHUC KOMaHIbI

-R, -r, --recursive (recursive) — KONUPOBATh KaTAJIOTH PEKYPCUBHO (TO €CTh
BCE TOJIKATaJIOTH U Bce (Daiiiibl B MOIKATAIorax).

-f (force) — paspemaer yganenue meneBoro ¢aiia, B KOTOPbIA MPOU3BOIUTCS
KOIMPOBAHUE, €CJIK OH HE MOXKET ObITh OTKPBIT ISl 3aITUCH.

-H — ucnonp3yiiTe 3TOT K04, 4TOOBI KOIMUPOBATh CUMBOJIMYECKHE CCBUIKU.
[To ymomyaHuio KOMaH/1a MEPEXOIUT 10 CUMBOJIUYECKUM CChUIKAM U KOTUPYET (Hailiibl,
Ha KOTOPHIE T€ YKA3bIBAIOT.

-1 (interactive) — komanaa OyJeT 3ampaiiruBaTh, CIEAYET JIU MEepe3anuchiBaTh
KOHEYHBIM (aily, UM KOTOPOrO COBIAJAaeT C MMEHEM HCXOJHOT0, TO €CTh €CJIH B
napaMeTpe LeJIeBOW KaTalor Wi LieJeBoil (haiin BcTpedaeTcsl Takoe ke uMms ¢aiina,
Kakoe ObUIO 3a/laH0 B TMapamMeTpe WCXOAHBIA (halil WIM MCXOJHBIA Karajor, TO
3ampammBaeTcs noareBepxkaeHue. [nsg Toro, uyTtoObl mepe3anucaTh Qailn, ciexyeT
BBECTH y WJIM €r0 SKBUBAJICHT JJis JaHHOM Jiokanu. BBoj J1ro6oro apyroro cumBoja
NpUBEAET K OTMEHE Mepe3anicy JaHHoro (aiina.

-n, --no-clobber — He mepe3anuchiBaTh CyHIECTBYIOMMN (aitn (oTMeHseT
MPEeAbIAYIINN TapameTp -1).

-v, --verbose — BBIBOJUT UMS K&KJI0T0 ¢aiiia nepes ero KOonupoBaHUEM.

-p (preserve) — TOBTOpSET CJICAYIOIMNE CBOWCTBA HMCXOMHOTO (aita wmm
Karajora y 1eyieBoro (aiiia uim kataiora:

BpeMH IMMOCJIACAHCTO UBMCHCHM U IMOCJICAHCTO JOCTYIIA.
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Nnentudukatop noab30BaTens U TPyIIIbL.

[IpaBa nocryna u 6utsl SUID u SGID.
6.20. PesepBupoBaHue JaHHBIX

B cocraB nuctpubytuBa OC BXOAUT YTUIIUTA PE3EPBHOTO KOMUPOBAHUS ISYNC.
rsync (anrn. Remote Synchronization) — mnporpamma, KoOTOpasi BBINOJHSET
CUHXPOHU3ALHIO (PailIOB U KAaTajJoroB B JABYX MECTaX ¢ MUHUMU3UPOBAHHEM TpaduKa,
UCIIOJIb3Ysl CKATUE JAaHHBIX MPU HEOOXOAUMOCTU. Ba)KHBIM OTIMYHEM rSync OT MHOTHX
APYrUX MOPOrpaMM/MPOTOKOJIOB SIBIISIETCS TO, YTO 3€pKAIMPOBAHUE OCYIIECTBIISIETCS
OJIHMM TOTOKOM B Ka)KJIOM HalpaBJEHUHU (a HE IO OAHOMY MJIM HECKOJIBKO IOTOKOB Ha
KOKJIBIN (ailin). rsync MOKET KOMUPOBAaTh WM OTOOPaKaTh COAECPKUMOE KaTajora u
KONUPOBaTh (hailsibl, OMIIMOHATIBLHO UCIIONB3YS CHKATHUE U PEKYPCHIO.

rsyncd — neMoOH, peanu3yromuid mpoTokoi rsync. [lo yMom4aHuio HCTOIB3yeT
TCP-nopt 873.

ba3oBbI CHHTAKCHC:

# rsync onuuu MCTOYHMK MEeCTO _HA3HAYECHUA

HauGosee nmosie3Hpie ONuu rsync:

-V — MOJPOOHBIN PeKUM;

-I — KOIHUPOBATh JAaHHBIE PEKYPCHUBHO (HO 0€3 coxpaHeHHs HHPOMpALHUHU O
BpEMEHH U3MEHEHHUS (DaiiyioB U MpaBax JOCTyMa);

-a — pEeXUM apXUBUPOBAHUSI, TMO3BOJIAET KOMHPOBATH JIAHHBIE PEKYPCUBHO C
COXpaHEHHWEM CHUMJIMHKOB, TMpaBax JocTyna Ha (ailnbl/katagsoru W JApYyTyIO
uH(popMaIuio);

-Z — C)KaTHe J1aHHbIE;

-h — BeIBOT 1anHBIX B human-readable popmare.
6.21. /IuMuTHI pecypcos
B cocraB muctpuOyTtBa BXOAMT yTWiIHMTa ulimit, TO3BOJISIOMIAS YIPABISATH

anmapyTHBIMU  pecypcamu. limits.conf - 3T0 KoHMUTypanlMOHHBIN dain s
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pam_limits.so moxyns. OH omnpenenseT ulimit TUMUTHI U1 TIOJB30BaTENed U TPYMII.
Kondurypanus mno-ymonyanuto Haxoautcs B /etc/security/limits.conf. Taxoke
MPUCYTCTBYET BO3MOXKHOCThH J0OABISATH OTACIBbHBIC HACTPOUKW ISl TIPHIOKCHUH B
/etc/security/limits.d.

B nanHoM mpumepe s rpynmbl limit users BBEIEHBI KECTKUE OTpaHUYECHUS.
dopmar TakoB:

rpynna/nmojib30Baresib JUMUT(KECTKUA/MATKHANA) MapaMeTp 3HAYEHH e

OnucaHnue napaMeTpoB:

- core - pa3mep core (aitos (KB)

- data - MakcuMabHBIN pa3zmep gaHHbIX (KB)

- fsize - makcumanbHbIi pazmep Qaitna (KB)

- memlock - MmakcumanbHOE 3a010KMpOBaHHOE afpecHoe mpocTpaHcTBO (KB)

- nofile - MakCUMabHOE KOJUYECTBO OTKPHITHIX (PaiiioB

- I'SS - MAKCUMAaJIbHBIN pa3Mep naMsatu i pesuaeHT-nporpamm (KB)

- stack - makcumanbHbIN pazmep c1taka (KB)

- Cpu - MakcuMaibHOe mporeccopHoe Bpems (MIN)

- NProc - MaKCUMaabHOE KOJIMYECTBO MPOLIECCOB

- as - orpaHuyeHue ajapecHoro npocrpancTsa (KB)

- maxlogins - MaKkcCUMaIbHOE YUCIO OTHOBPEMEHHBIX PETUCTPALIUN B CUCTEME

- maxsyslogins - MakCUMaIbHOE KOJUYECTBO YUETHBIX 3alUCEH

- priority - IPUOPUTET 3aMyILIEHHBIX MPOIIECCOB

- locks - MakcumanbHOE KOTMYECTBO OJIOKUPYEMbIX (haiiJIOB MOIb30BaTEIEM

- sigpending - MakCUMaIbHOE KOJMUYECTBO CUTHAJIOB, KOTOPbIE MOKHO IepeAaTh
npoieccy

- msgqueue - MaKCUMaJbHBIN pazmep namatu s ouepeau POSIX coobGmienwmit
(bytes)

- nice - MaKCUMaJbHBIA IPUOPUTET, KOTOPHIH MOXKHO BBICTaBUTH: [-20, 19]

- rtprio - MaKCUMAaJIbHBI TPUOPUTET BPEMEHU BBITIOTHEHUS

- chroot - u3menuts aupexTopuro root'a (Debian-specific)
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BMmecro rpynmn/ozepa MOXHO MCIIOJIB30BaTh IPYNIIOBOM CUMBOJ * (U1l BCEX) U
(V) 0 . b
rpynmnoBoi cumBoda % ans wildcast’a rpymm.
[TapameTpsl BCTynaroT B CHJIy Cpa3y IOCI€ MEpesorHHa Mosb3oBaress. YTo Obl
MOCMOTPETH KaKUe ACHCTBYIOT OTPAaHUYEHHUS, UCTIONb3YyHTE KOMaHy ulimit:

$ ulimit -aH

6.22. MouTtupoBanue GailsioBbIX CHCTEM

mount — yTHWINTa KOMaHIHOU CTPOKH JIJI1 MOHTUPOBaHUS (halJIOBBIX CUCTEM.

Hcnonb3oBaHue

mount /dev/cdrom /mnt/cdrom

VYerpoiictBo /dev/cdrom MoHTHpyeTcs B Karanmor /mnt/cdrom, eciau  oH
cyumiectByer. HaumHas OT MOMEHTa MOHTHPOBAHMSI W IIOKAa TMOJb30BaTElb HE
OTMOHTHUPYET (paitiioByto cuctemy (Wiu TyJa He OyJIeT CMOHTHUPOBAHO YTO-TO MHOE) B
Katajiore /mnt/cdrom OyJeT colepx’aTbCs JEPEBO KaTajloroB ycrtpoiicTBa /dev/cdrom;
Te (ailyibl, U MOAKATATIOTH, KOTOPbIE PaHbIIE HAXOIWIUCH B /mnt/cdrom, coxpansTcs,
HO OyJIyT HEJIOCTYIHBI 0 Pa3MOHTUPOBaHUS yCTporcTBa /dev/cdrom.

PazmonTHpOBaHME KOMaHI0M umount.

Jns pa3MOHTUpPOBAaHMS JOCTATOYHO YKa3aThb TOYKY MOHTHPOBAHUS WIM HMS
YCTpPOWMCTBA.

umount /dev/cdrom

B ciyuae HEOOXOAMMOCTH TPH BBIMOJHEHUH KOMaHIbl mount MOXHO YyKa3aTh
JIOTIOJIHUTEIIbHBIC MTapaMeTPbl MOHTUPOBAHUSL.

-t Tun ¢ainyioBoM cUCTEMBI

OOBIYHO TP MOHTHPOBAHHUU OIpPEJEIAETCS aBTOMATHYECKU WU Oepércs u3
daiina kondurypamuu. Ho B OTHENpHBIX ClydasX HYXXHO YyKa3biBaTh THI (haiiaoBOU
cucremsl siBHO. Hanpumep nipu MoHTUpOoBanuu DVD nucka.

mount /dev/cdrom /mnt/dvd -t udf

Ecnm venpaBuibHO yKa3zaTh THN (DaiyIoBOM CHCTEMBI, TO KOMaHia mount BeIIACT

coo0I1IeHNE 00 OIINOKE
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mount: wrong fs type, bad option, bad superblock on /dev/cdrom,

missing codepage or other error

In some cases useful info is found in syslog - try

dmesg | tail or so
Y TIOCOBETYET MOCMOTPETh B KOHEI] (haiijia CHCTEMHBIX COOOIICHUH.

Unable to identify CD-ROM format.
B ciyuae ycnemHoro MOHTHPOBaHUS OOBIYHO COOOMIAETCS, YTO KOMMAKT JUCK
MOHTHUpPYETCS (10 YMOJYAHHUIO) B PEKUME «TOJBKO JIJIsI YTEHUS.

mount: block device /dev/cdrom is write-protected, mounting read-only

-0 ATpuOyTHhI 10CTYyNA
JocTyn «TOJIBKO Il 4YTeHWs» (r0) WM Ha «UTEHUE U 3amuchy (Irw),

Paspemenue nim 3anpenieHne 3amycka mporpamm (noexec)ro

[Ipu 3amycke KoMaHAel mount 0e3 TapaMeTpoB BBIBOJUTCS  CIIHCOK
CMOHTHPOBAHHBIX (halIOBBIX CHCTEM:

/dev/md/5 on / type reiserfs (rw,noatime)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw,nosuid,nodev,noexec)

udev on /dev type tmpfs (rw,nosuid)

YroObpl 00JErYuTh MPOLEAYPY MOHTHUPOBAHMS, MOXHO BHECTH B (pailn
KoHpurypauuu /etc/fstab coorBeTcTByromue crpoku. I[IpumepHoe comepkumoe s
aTOTO (haiina:

# <fs> <mountpoint> <type> <opts> <dump/pass>

# NOTE: If your BOOT partition is ReiserFS, add the notail option to opts.

#/dev/BOOT /boot ext3 noauto,noatime 1 2
/dev/sda5 / reiserfs noatime 01
/dev/sdal none swap SW 00
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# NOTE: The next line is critical for boot!

proc /proc proc defaults 00

B nanpHelimem MoOXHO OyJeT yKas3bpiBaTh B KOMaHAE€ mount TOJBKO HMS
YCTPOWCTBA WM TOYKY MOHTHPOBAHMS — BCE JIOMOJHHUTEIBHBIC MapaMeTphl OyayT
Opatbcd U3 Qaiina KOHPUrypamuu.

Hpyroe HazHaueHus (aitia KoHDUTypallMi — aBTOMAaTUYECKOE€ MOHTHPOBAHUE
GalIoBBIX CHCTEM TMpU 3arpy3ke CHUCTeMbl. Ecimm He TpedyeTrcss MOHTHpPOBATh
onpenenéHuble (alIoBbIe CHUCTEMBI, TO JJIsi HUX B (ailyie KOHUTypalud HYKHO
yKazaTh napaMmeTp noauto.

6.23. [IpuHyauTEIbHOE 3aBEPIIIeHHEe CEaHCa MOJIb30BaATEIs

Jlist oTcneXuBaHUA BPEMEHU O€37eHCTBUS MOJIb30BATENsl U 3aBEPIICHHS CeaHca
ucrnosnb3yercst  ckpuntT  /usr/bin/gui-kick. Cuoenapuii  UMCHOJIB3YyeT  CHCTEMHYIO
nepeMeHHyro xprintidle, koTopasi moka3biBaeT Bpemsi Oe3A€HCTBHS MOJb30BaTENsl B
rpaduueckoM ceaHce B MWUIMCeKyHAaX. EcTh nBe rpanunsl "mpepynpexaeHue" u
"3aBepmieHue ceanca" Ilocie  mpeBbIlIEHWs  TpaHUIBl  'mpeaynpexacHue’,
MOJIB30BATENI0 Yepe3 cinyk0y notify-send dopmupyercs npeaynpexacHHe 0 CKOpOM
3aBEpIIEHUH CE€aHCa M BBIBOJAUTCS B TpadUYecKOM CEaHCE COOTBETCTBYIOIIEE
coobmienne. Ilocie mpeBBIIEHUST BTOPOTO 33JaHHOTO B CIICHAPUH MaKCHUMAJIBHOTO
3HAUEHUS BPEMEHHW O€37CHCTBUA, CIIEHApUN TMPUHYAUTEIBHO 3aBepiiaeT padboTy
rpaduueckoro ceaHca.

Jns orcnexuBaHus O€3IEHCTBUS IOIL30BATEISI HEOOXOAUMO MTOOABHTHL HOBOEC
3aJlaHue B IEMOH Cron:

# echo "* * * * * root /usr/bin/gui-kick" >> /etc/crontab

YcTaHOBUTH UWHTEpBal O€3[eHCTBUSA MOJb30BaTenss (B CEKYHAAaX) MOXKHO
npucBauBasi HoBoe 3HaueHue nepemenHoit TIMEOUT B ckpurnite /ust/bin/gui-kick.

3a 60 cexyHa J0 3aBEpIICHUS CECCHHM BBIBOAWTCS CHCTEMHOE YBEIOMIICHHE C
MPEAYNPEKICHUEM O TOM, YTO MO UCTEYCHUH | MUHYTHI 3aBEPIITUTCS CECCHS, U YTOOBI

ATOTO M30eXKaTh HEOOXOIWMO MPEANPUHATh Kakue-auoo AeiictBus. Eciu B TedueHue
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cienyromux 60 CeKyHI TOJIb30BaTellb MO-TIPEKHEMY HE MPEANPUHSIT HUKAKHUX

I[CﬁCTBI/II?I, CCCCHs ITOJIB30BATCIIA 3aBCPIIACTCA IIPUHY AUTCIIBHO.
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7. YnpaBJiieHue M0JIb30BaATEJIAMHU
7.1. O6mas ungopmauus

PEJl OC — MHOromnosib30BaTeiabCcKasi onepanydoHHas cucrteMa. Takke HUMEHOTCS
IPYIIbI MOJIB30BaTEIEH, OCHOBHOE MPEIHA3HAYECHUE KOTOPBIX - OOJIErYuTh yIpaBicHUE
OOJBIIMM KOJMYECTBOM TIOJIb30BaTENel, a Takke Oojiee TOYHO paclpeleinuTh IMpaBa
JIOCTYTAa K pa3IMuHbIM 00bEeKTaM cUcTeMbl. [1oap30BaTeNM U TPyMIbl BHYTPU CUCTEMBI
o0o3Havarotca uu@poBbiMu uaeHTupukaropamu - UID u GID, cooTBeTCTBEHHO.

[Tonb3oBaTEb MOKET BXOJAUTH B OJIHY WJIM HECKOJIbKO rpymil. [To ymomyanuio on
BXOJUT B TPYIITy, COBNAJAIOIIYIO ¢ €ro uMeHeM. UTOObI y3HaTh, B KaKue elle TPYyIIibl
BXOJIUT TI0JIb30BATENIb, BBEAUTE KOoMaHAy 1d, BBIBOJ €€ MOXET OBbITh MPUMEPHO
CJIE Ty IOLTUM:

uid=500(test) gid=500(test) rpynnbi=500(test),16(rpm)

Takast 3amuch o3Ha4yaeT, 4yTo MOJb30BarTelb test (mudpopoit uaeHTUGuKaTop 500)
BXOJUT B Ipynisl test u rpm. PasHbie rpynmbl MOTYT UMETh Pa3HbId YPOBEHb JOCTYIIA K
TEM WIM UHBIM KaTajoraM; 4eM B OOJibIllee KOJUYECTBO IPYIN BXOAMUT MOJIb30BATENb,
TeM 0O0JIbIIIE TIPAB OH UMEET B CUCTEME.

Buumanme: B cBs3u ¢ tem, uro B auctpuOytuBax PEJ[ OC O60oapIIMHCTBO
MPUBUJIETUPOBAHHBIX CUCTeMHBIX yTwiHT umeroT He SUID-, a SGID-6ut, Oyaste
MpelebHO BHHUMATEIbHBl U OCTOPOXHBI B IEpEHAa3HAYCHUM TPYNIOBBIX IpaB Ha

CUCTCMHBIC KaTaJIOT'!.
7.2. YTnaura passwd

YTunuta passwd mnoanepKuBaeT TpaAUIMOHHBIE omnuuu passwd U YTHINAT
shadow.
CuHTaKCcuc:

passwd [OTILHSL...] [MMSI TOJIL3OBATEJISA]

Bos3Mmoxxubie onuu:
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Onuust 3HayeHHe ONIHHN
-d, --delete Y nanute naposis il yKa3aHHOH 3alKCH.
-f, --force DopcUpoBaThH ONIEPALHIO.
-k, --keep-tokens COXpaHUuTh HEe YCTApEBIIKE MTAPOJIH.
-1, --lock brioknpoBath yka3zaHHYIO 3aIUCh.
--stdin [IpouynTaTh HOBBIE MAPOJIH U3 CTAHAAPTHOTO BBOJA.
-S, --status JlaTe oT4eT 0 cTaTyce maposisi B YyKa3aHHOU 3aluCcH
-u, --unlock Pa3010KkupoBaTh YKa3aHHYIO 3aIHCh.
-2, --help [TokazaTh CpaBKy ¥ BBIHTH.
--usage JlaTh KOPOTKYIO CIPaBKY IO UCIOJIb30BaAHUIO.
-V, --version Iloka3aTh BepcHIO MPOrpaMMbl ¥ BBIMTH.

Kox BeIxogma:

[Ipu ycnemrHom 3aBepuieHun passwd 3akaHuumBaeT paboTy ¢ KoaoM Bbixoja 0.

Kon Beixoma 1 o3HawaeT, 4To mpow3onuia ommoka. TEeKCTOBOE OMUCaHWE OIIMOKH

BBIBOJHNTCA HaA CTaHI[apTHBIfl ITIOTOK OIITHOOK.

7.3. JlodaBJIeHHUsI HOBOI'O I0JIb30BaTeJIsI

I[J'I}I I[O621BJI€HI/I}I HOBOI'O IIOJIB30BaTCJIA I/ICHOHL3YﬁT€ KOMaH/bI useradd wu

passwd. B mpuMmepe B KayecTBe MEPBOHAYAIBHO BBEICHHOIO TApOJisi yKa3aHa

MOCJIEIOBATEILHOCTh CUMBOJIOB «123», 3aTe€M BBEJICH HAJICKHBIM MapoJib:

[root@localhost root]# useradd testl

[root@localhost root]# passwd testl

Cmena napouisi 1J1s mojib3oBareJis testl

HoBblil mapoJib:

HEYJIAUHBIN APOJIb: CJIUIIIKOM kopoTkuii
HEYJAYHBII APOJIb: CJIMIIIKOM npocroii

IToBTOpPHTE BBOJ HOBOI'O IAPOJIA:

passwd: Bce TOKeHbI IPOBEPKH MOJIJITMHHOCTH YCIEIIHO OOHOBJIEHBI.

B PE3YJIbTATC OIMNCAHHBIX IlGﬁCTBHﬁ B CHCTEME MOSIBUJICA II0JIb30BaTelb testl ¢

HCKOTOPBIM I1aPOJICM. Ecnu mapoJib OKasaJjiCsd CJIMIIKOM ClIa0bIM C TOYKH 3pCHUA

CUCTEMBI, OHa 00 3TOM mpenynpenut (kak B mpuMmepe Bbimie). [lomb3oBaTens B

JaJbHEMIIIEM MOXKET MMOMEHATh CBOM MapoJib MPHU MOMOIIM KOMaH bl passwd - HO eciu
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OH TIOTIBITAETCS TIOCTABUTH CIAOBIN MapOjb, CUCTEMa OTKAXET eMy (B OTIMYHE OT 100t)
B U3MCHECHUHU.

B nuctpubytuBax OC g mpoBepkH maposie Ha cliabocTh HCIONb3YeTCs
Moxaysib PAM passwdqc.

[Iporpamma useradd wuMeeT MHOXKECTBO TMapamMeTpPOB, KOTOPbHIE MO3BOJISIOT
MEHSTh €€ MOBEJEHUE MO yMoia4yaHuto. Hampumep, MOXHO MPUHYIUTEIHHO YKa3aTh,
kakoi Oynet UID wim kakoii rpymnmne OyaeT NpUuHaIekKaTh MOJb30BaTENb.

CunTakcuc:

useradd [-u uapenTudgurarop [-o] [-i]] [-g rpynna] [-G rpynna[[,rpynna] . . .]]
[-d xaTagor] [-s shell] [-c kommenTapuii] [-m [-k skel dir]] [-f inactive] [-e expire]

[-p passgen] [-a coObITHE[, . . .]] per_ums

Ommu:
Onuus 3HaueHHe ONIUH
-u HaeHTH(UKATOD Wnentnukanmonnsii Homep mnomb3oBarenst (UID). Dtor HoMep MODKeH OBITh

HEOTpUIATEeIbHBIM IEJbIM YHcioM, He mpeBocxonamuM MAXUID, onpeneneHHBIH B
sys/param.h. [lo yMon4YaHWIO HMCHONB3YETCsl CIEAYIOUIMHA JOCTYNMHBIN (YHHKaJIbHBIA) HE
yerapeBmmuii UID, 6onpmmii 99. Ota onmwst HTHOPUPYETCS, €CIIH HOBOE PETHUCTPAIIMOHHOE
M3 OyZIeT aIMUHUCTPUPOBATHCS CETeBOM MHGOpManMoHHOU ciyx00it (NIS).

-0 Ota onuus mno3Boisier cayomuposats UID (cmenats ero He yHUKaIbHBIM). ITocKomnbky
3aIUTa CHCTEMBI B IEJIOM, a TakKe IeIOCTHOCTh KOHTPOJBHOTO XypHana (audit trail) m
ydeTHOH MH(popManmu (accounting information) B 4aCTHOCTH, 3aBUCHT OT OJJHO3HAYHOTO
cootBercTBUsl Kaxnoro UID ompeneneHHOMY JMIly, HWCIIONBb30BaTh 3Ty OIIMIO HE
pekoMeHayercst (4To0bl 00ecreunTh yUIeT SHCTBUIA 0Ib30BaTelei ).

-i [To3BouisieT uctosb30BaTh yerapeBuni uaentudukarop UID.

-g Tpymmna LlenovncIeH bl UACHTU(UKATOD WIM CHMBOJIBHOC HMsl CYLIECTBYIOLICH Ipymmbl. JTa
ONMIusl 3aJaeT OCHOBHYIO Tpymmy (primary group) uis HOBOTo mTojib3oBatensd. [lo
YMOJTYaHHIO MCHOJIB3YETCs CTaHJapTHas TPyIna, ykazaHHas B ¢aiine /etc/default/useradd.
DTa oMM UTHOPUPYETCS, €CIIH HOBOE PETHCTPALMOHHOE MMl OY/IeT aIMUHHUCTPUPOBATHCS
ceTeBoil nHbopManmoHHoM ciyxooi (NIS).

-G rpynmal[[,rpynmna] . . .] OmuH wWid HECKOJbKO JJIEMEHTOB B CIHCKE Uepe3 3alsITyl0, KaKIbld M3 KOTOPBIX
NpPEACTaBIsIeT CO0O  IETOYMCIICHHBIH  WAEGHTH(HUKATOp WJIM  CHMBOJBHOE  HMMs
CYIIECTBYIOLIEH IPYNIbl. DTOT CIIUCOK OMPEAENAeT NMPUHAUIC)KHOCTh K JOMOIHUTEIbHBIM
rpymmam  (supplementary  group membership) it moms3oBarens.  [loBropeHus
urHopupyrorcsi. KommdecTBo 37I€MEHTOB B CIIMCKE HE JIOJDKHO — IPEBOCXOIUTH
NGROUPS MAX- 1, mockombKy oOliee KOJMYECTBO JIONMOJHUTEIBHBIX TPYII JUIs
MOJb30BATEN IJIIOC OCHOBHAS Ipymnmna He AoikHo npeBocxoauts NGROUPS MAX. Ora
OIMSI WTHOPHUPYETCS, €CIM HOBOE PEruCTPAlMOHHOE HMMsi OylneT aJIMUHHUCTPHPOBATHCS
ceTeBoil nHbopManmoHHoM ciyxooi (NIS).

-d xaramnor Hauansaerii karanor (home directory) HOBoro mosip3oBatels. JimHa 3TOTO0 MO He JOKHA
npeBocxomuth 256 cumBonoB. [lo ymomuanmio ucnonesyercs HOMEDIR/per mms, tae
HOMEDIR - 6a30Bblii KaTalor mjis HadadbHLIX KaTaJOrOB HOBBIX I10Jh30BaTelici, a
per_HMs - PETUCTPAIIMOHHOE ML HOBOTO TTOJTH30BATEIS.

-s shell IlonHBIt MyTh K HporpaMMe, HCHOIB3yeMOH B KadyeCcTBE HAYaJIbHOTO KOMAaHJIHOIO
MHTEpIpeTaTopa Ui TOJIb30BaTeNsl cpa3y Hocie perucrpanud. JnuHa sTOrOo mons He
JOJDKHA TIPEBOCXOAUTH 256 cuMBOJI0B. [1o yMoIyaHuio 3T0 HOJe - MyCTOe, YTO 3aCTaBIsAeT
CHCTEMY MCIIOJIb30BaTh CTAHJAPTHBIH KOMaHIHBIA HHTEpIpeTarop /ust/bin/sh. B xauectBe
3HaueHus shell momkeH OBITh YKa3aH CYIIESCTBYIOIIHMMA BRITIOJHASMBINA (haii.
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Onuus

3Havyenue ONIUMA

-C KOMMEHTapuu

JIro6as texctoBas cTpoka. OOBIYHO, 3TO KPaTKOE ONHCAHHWE PETUCTPAIIMOHHOTO MMEHHU H
UCTIONB3YyeTCsl ceifuac Il yKaszaHWs (paMIJIMM M MMEHH PEaTbHOTO I0Jh30BaTeNs. JTa
WHPOPMALIUS XPAHUTCS B 3aIMCH TOIB30BaTels B (haiine /etc/passwd. [JnmHa 3TOTO MOIIS HE
JIOJDKHA MPEBOCXOAUTH 128 cUMBOJIOB.

-m

Co3naer HauaNbHBIM KaTalor HOBOIO MOJB30BATENs, €CIM OH elle He cymecTByeT. Ecnu
KaTaJor YK€ CyLIECTBYeT, 100aBIsIeMbIi M0JIb30BaTENb J0JDKEH UMETh MpaBa Ha JOCTYI K
yYKa3aHHOMY KaTajory.

-k skel dir

Kommpyer conmepkumoe kartanora skel dir B HagampHBIN KaTajxor HOBOTO MOJB30BATEII,

BMECTO COAEPKUMOTO CTaHAapTHOro '"ckemerHoro" kartamora, /etc/skel. Karamor skel dir
JIOJDKEH cymiecTBoBaTb. CTaHJapTHBIN "CKENETHBIM" KaTalor COAEPKUT CTaHJApTHHIE
(aiinbl, ompenensrome cpeay padoTHl IMOJb30BATeNsd. 3aJaHHBIH aAMHHHCTPATOPOM
katajor skel dir Moxxer copepaTh aHaJOTMYHBIE (alibl UM KaTajord, CO3JaHHBIC IS
OnpeJIeNIEHHON LIeTH.

-f inactive

MaxkcumanbHO AOIIyCTUMOE KOJNYCCTBO Z[Heﬁ MEXIY HCIIOJIb30BAHUAMU
PETUCTPALIMOHHOTO MMEHH, KOTrAa 3TO HMA CIIC HE 00BABIAETCS HEACHCTBUTEIBHBIM.
OOBIYHO B KQUeCTBE 3HAYCHUH HCIIOJIB3YIOTCSA MOJOXUTCIIBbHBIC TCJIbIC YHCJIA.

-e expire

Jata, HauMHAasE ¢ KOTOPOH pPErHCTPalliOHHOE UM OOJbILE HENb3s OyIeT HCIIOJb30BaTh;
mocie 3TOH JaThl HHUKAKOH II0Nb30BAaTENb HE CMOXET TMOJNYYUTh MOCTYH TMOA O3THUM
perucTpalMoHHbIM uMeHeM. (Drta onuus ymoOHAa OpPH  CO3JAHUM  BPEMEHHBIX
pEruCTpallMOHHBIX UMeH.) BBOAUTH 3HaueHne apryMeHTa expire (peacTaBIIsIomero coooi
Jary) MoxHO B Jto0oM ¢opmare (kpome Julian date). Hanpumep, moxuo BBectu 10/6/99
i October 6, 1999.

-p passgen

VYxazrpBaer, uto none FLAG B ¢aiine /etc/shadow momxHO OBITE YCTAaHOBIEHO B yKa3aHHOE
3HayeHue. K aTomy mosto obpamniaercst komanna passwd, 4ToObl ONpenesuTh, ACHCTBYET JIN
JUIsl TaHHOTO TOJIB30BaTeNlsl reHeparop maposeil. Ecnu onmust -p sBHO He 3ajaHa,
npoBepsietcs 3amuch FORCED PASS B ¢aiine /etc/default/useradd, uroOsr ompenenutsb
3Ha4eHHe JJIsl COOTBETCTRYIoIEro mois B /etc/shadow. Eciu 3anucu FORCED PASS et B
/etc/default/useradd, B cooTBeTCTBYIOMIIEM TIONIE 3amucH B /etc/shadow 3HaueHus He OyeT.
Ecnu 3nauenne FORCED PASS paBno 1, 3anucek B /etc/shadow monydaer 3naueHue 1.
Ecnu 3HaueHne passgen He ImycToe M He sBisieTcs meyatHsiM cuMBosioM ASCII, Beimaercs
IMAarHOCTHYECKOE COOOIIIEHHE.

-a coOBITHE

CIHCOK THIIOB WM KJIACCOB COOBITHI 4epe3 3aIsiTyro, o0pasyromux Macky ayanta (audit
mask) a1 mosnp3oBatens. Cpa3y Mocie YCTAaHOBKH CHCTEMBI CTaHAApPTHOH MAacku ayauTa
JUIS TIOJIb30BATENsl HET, HO €€ MOXKHO 3aaath B (aiiie /etc/default/useradd ¢ momoripto
koMaH bl defadm. DTy OMNIMIO MOKHO HCIOJIB30BATH, TOJNBKO €CIIM YCTAHOBIJICHBI YTHITUTHI
aymuta (Auditing Utilities).

per_ums

CTpoka I[CYaTHBIX CHMBOJIOB, 3aJalOlas PErHCTPAMOHHOEC HMS I HOBOTO
MoJIb30BaTeNsd. B Hell He MOIKHO OBITh ABOETOYHH (1) U CHMBOJIOB mepeBoia cTpoku (\n).
OHa TakKe He JT0JDKHA HAYMHATHCS C MMPOIMCHOM OYKBBI.

7.4. Moguduranus yxe MMEIOIINXCH MOJb30BaATEIbCKUX 3anucei

I[J'I?I MOI[I/I(l)I/IKaHI/II/I YKC MMCIOIMUXCA ITOJIb30BATCIIbCKHUX 3amnuceu IIPUMCHACTCA

yTrimTta usermod:

# usermod -G audio,rpm,test1 testl

Takass KOMaHJa U3MEHUT CIIUCOK T'PYIIIL, B KOTOPbIE BXOJIUT NOJIb30BaTENb testl -

tenepb 310 audio, rpm, testl.

# usermod -l test2 testl

Bynet npousBesieHa cMEHa UMEHM TOJIb30BaTeNs ¢ test] Ha test2.
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Komanaer usermod -L test2 m usermod -U test2 COOTBETCTBEHHO BPEMEHHO
OJIOKUPYIOT BO3MOKHOCTh BXOJla B CHCTEMY TOJIB30BaTeNO test2 U BO3BpaIllalOT BCe HA
CBOM MECTA.

N3MeHeHns1 BCTYISIT B CHJIy TOJIBKO MPU CIEAYIOIIEM BXOJI€ IOJB30BATENS B
CUCTEMY.

[Ipy HEMHTEPAKTHMBHOM CMEHE WIM 3aJaHUM IApOJEN Ui LEJOM TIPYIIIbI
MOJIb30BaTeNIe UCNONb3yHTe yTUIuTy chpasswd. Ha cranpmapTHbIil BXojd €il ciemyer

M0/IaBaTh CIUCOK, KaXAasi CTPOKa KOTOPOIro OyAET BBIMVISIETh KaK <UMS>:<Hapoib>.

7.5. Yaajienue nmoJib3oBaresjen

Jlnia ynanenus monb3oBateneit ucnonb3yiire userdel.

Komanpga

userdel test2

yAaTUT TOJb30BaTens test2 u3 cucrembl. Ecnu OyJeT NOMOTHUTENBHO 3a/JaH
napametp -d, To OyJeT YHMUYTOXXEH W JOMAIIHWA Karajor IMoJyib3oBarens. Hemp3s
yAaTUTh MOIH30BATENs, €CIIM B JAHHBII MOMEHT OH eIle paboTaeT B CUCTEME.

YTUnutel vigr U VIpW HCTOJIB3YIOTCA ISl PYYHOTO peJaKkTUpOBaHUs (HaiiyioB
/etc/passwd u /etc/group, B KOTOPBIX XpaHSATCS OCHOBHBIE 3aIlUCH O IMOJIL30BATENAX U
rpynmax B CHCTEME.

He pexkoMenmyeTcsi co3aBaTh MOJb30BaTeNel C paBaMu CBEPX HEOOXOIUMBIX.
[IpeamouyTuTeNnbHEE CO3AaTh CEPHIO HOBBIX TPYIIT M BKIIOYHATH B HUX TpeOyemoro
MOJIB30BaTeNsl. A Il J@aHHBIX TPYNI YCTAaHOBUTH COOTBETCTBYIOIIME IIpaBa Ha

oObekTax ¢ainoBoi cucremsl (yTuauThl chmod u chown).
7.6. I1apoJsiu noJib30BaTeJiei

/etc/passwd —  daiin, coaepkammii B TEKCTOBOM  ¢dopMaTe  CITHCOK

MOJIb30BATENBCKUX YUETHBIX 3aMMHUCel (aKKayHTOB).
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SBnsiercs mNeEpBBIM M OCHOBHBIM HMCTOYHMKOM HMH(OpPMAIMM O IpaBax
MOJIb30BATEIISI ONIEPAITMOHHON CUCTEMBI.

[IpyuHIMD:

login : password : UID : GID : GECOS : home : shell

Kaxnas cTtpoka (haiia omMchiBaeT OJIHOTO MOJB30BATENS M COAEPKUT CEMb
MOJIEN, Pa3ACNEHHBIX JBOCTOUNSIMU:

PErUCTPAIMOHHOE UMSI WJIW JIOTHH;

X€lll apoJIs;

UACHTU(UKATOP MOJIb30BATETIS;

UACHTU(GUKATOP TPYNIIBI [0 YMOIYAHUIO;

uH(popmanmonHoe noie GECOS;

HavyaJabHbIN (OH K€ IOMAIIHUI ) KaTajor;

peructparmonHas ooosouka, uinu shell.

OCHOBHBIM Ha3zHaueHueM /etc/passwd SBISIETCS CONOCTABICHHE JIOTMHA U
uneHtudukaropa nonb3oBatens (UID). M3HauanbHO mojie mapoiis colepikalio Xell
napojisi M HCMONb30Bajoch Juisl ayTeHTUGUKanuu. OJHAKO, B CBSI3U C POCTOM
BBIYMCIINTEIBHBIX MOLITHOCTENW MPOLECCOPOB MOSBUIACH CEPbE3HAs yIp03a IPUMEHEHHUS
mpocToro mnepedopa ansg B3noma napoiid. [loaTomy Bce maposnu ObUIM MEPEHECEHBI B
cnenuanbHble (aitnel, Takue kak /etc/shadow. Oty (aitnel HETOCTYNHBI ISl YTEHUS
OOBIYHBIM I0JIb30BaTEISIM. TaKkoi MOaX0/ Ha3bIBAETCS MEXAHU3MOM CKPBITHIX MApOJICH.

PeructpanrioHHble UMEHa JOJIKHBI ObITh YHUKAJIBHBIMH U MPEJCTaBIATH COOOM
CTPOKM HE JyiMHHee 32 CUMBOJOB (JIt0Oble, KPOME JBOETOUMS U CHMBOJA HOBOM
ctpoku). [lo cytu pnena, uMsi MOJNB30BATENsl — OTO €ro KOPOTKUM M JIETKO
3alIOMUHAEMbIH TICEBJAOHUM, KOTOPBIM HCHOJB3YETCA MPU BXOJE B CUCTEMY U YacTO
BKJIFOYAETCS B a/Ipeca JIEKTPOHHOM MOYTHI.

Unentudukarop nomp3osarens — 510 uuciao or 0 go 2°°-1. IMomw3oBaTens ¢
uneHTudukaropom 0 (0OBIYHO root) HA3BIBACTCS CYINEPIIOIB30BATEIIEM M UMEET MPaBO

Ha BBINIOJHEHHUE JIFOOBIX onepaunﬁ B CHCTCMC. HpI/IHHTO COrjlalICHUC O BBIACICHUU
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«cTienManbHbIMY ToNib3oBaTensiM  (bin, daemon), Ha3HaueHWE KOTOPBIX — TOJBKO
3aImyCK OIpeAeNIEHHBIX MPOrpaMM, MaleHbKUX uaeHTuPuKaTopoB (MeHbiie 100).

[Tomp30BaTENh MOXKET TPHHAMIEKATh K OJHOW WM HECKOJBKUM TpyIIam,
KOTOPbIE MCTOJB3YIOTCS IS 3aJlaHus MpaB 0oJjiee 4eM OJHOTO TOJb30BaTels Ha TOT
WJIU UHOM (aii.

Cnucok rpymn ¢ uX yyacTHUKaMH 3a7a€tcs B /etc/group. B ¢aiine xe /etc/passwd
yKa3bIBaeTCs UACHTU(PUKATOP TPYIIIBI IO YMOITYAHUIO.

Bcewm (aiinam, cozmaHHBIM MTOJIE30BATENEM MTOCIE PETUCTPALIMU B CUCTEME, OyIeT
aBTOMATHUYECKU MPUCBOCH STOT HOMEp TPYMIbl (MCKIIOYEHUE — €CIIM IS KaTalora, B
KOTOpOM co3niaércst ¢aiti, ycraHosjeH B npaBax out SGID, To Oyzaer npucBoeHa Takas
e TpyIIna, Kak y caMoro Karajuora).

/etc/group comepKUT 3amucu 000 BCeX rpymmax B cucteme. Kaxkgas ero crpoka
COJICPIKUT:

- CUMBOJIbHOE UMsI TPYIIITHI.

- [Tapons rpynnsl — ycrapeBliee mojie, ceiyac He ucnoiib3yercs. B HéM 00bI4HO
CTOUT «X».

- Unentuduxarop rpynmsl, unu GID.

- Ciucok UMEH yYaCTHUKOB, pa3/IeIEHHBIX 3aMSITHIMU.

IIpumep 3anucu:

bin:x:1:root,bin,daemon

3neck coobmraercs, uyto rpymnmna bin umeer GID=1, a BXxoaiT B He€ MOab30BaTEIN
root, bin u daemon.

GECOS

[Tone GECOS xpanuT BcnomoraTenbHyl0 HHQOpMAIKIO O MOJIb30BaTese (HOMEp
TenedoHa, aapec, MojHoe UM U Tak jgaiee). OHO He HMeeT YETKO OMNpeAeaEHHOro
CUHTaKCHUca.

Tem ne menee, nemoHn fingerd mpenmonaraer, 9YTo B HEM COAEPIKATCA CIACAYIOLINE
AJIIEMEHTHI, Pa3ACIEHHbIE 3aMATHIMU:

- [lonHOE MMH,
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- Anpec oduca wim TOMaIIHAKA aapec,

- PaGouwnii Tenedon,

- JNomamrauii TenedoH.

C momomipto yTuHThl chfn MOXXHO M3MEHSTH 3Ty MH(POPMAIIUIO, & C TTOMOIIBIO
finger — y3HaTh, HapUMeEp, MOJHOE UM JTFO0OTO MOJIL30BaTEN B CHCTEME (WUIH JTaKe
Ha JAPYrOM KOMIIBIOTEPE CETH).

IIpumep cTpoku ¢ 3anoiHeHHbIM nojiem GECOS:

tester:x:210:8:Edward Chernenko,Marx Street
10,4554391,5454221:/home/ed:/bin/bash

[locne BXoma B cCHUCTEMYy IIOJIb30BAaTeNIb OKA3bIBAETCS B CBOEM JIOMAIllHEM
karanore. Mcropuuecku CIOXHIOCH TaK, YTO JOMAIIHUAN KAaTaJoT TMOJIB30BATENS 100t
Ha3bIBAETCs /T00t, a OCTAIbHBIC UMEIOT BU /home/nuMs_1oIb30BaTeIIs.

Ecnm Ha MOMEHT BXOJ1a B CHCTEMY JOMAIITHHKA KaTajJoT OTCyTCTBYET, TO CUCTEMa
BBIAET cooOleHre o0 omuOKe U OTKAa3bIBAETCA JOMYCTUTh IMOJIB30BATENSI K
KOMaHJITHOM CTpoke. DTO MOXXHO HM3MEHUTh MOCPEACTBOM YCTAHOBKHM IapaMerpa
DEFAULT HOME B ¢aiine /etc/login.defs B 3Hauenue no.

Cnegyer OTMETHTb, 4YTO TIPU HCIIOJB30BAaHUU Tpaduyeckoro uHTepdeiica
MOJIb30BATENIb HE YBHJUT MPEAYNPEKACHUS WIA COOOIIEeHUs 00 oummoKe, HO MPOCTO
OyJleT BBIBEJICH U3 CUCTEMBI 0€30 BCAKUX OOBSICHEHUH (TaK KaK OKOHHBIN MEHEIKEp HE
CMOKET BBITIOJTHUTH 3aIMCh B HY>KHBIN KaTaJIoT, TAaKOH Kak ~/.gnome).

B none peructparmonHoit obonouku 3amaércs shell, To ectb uHTEpHperatop
KOMaHJIHOM CTpPOKH. 3/71€Ch MOKET OBITh yKa3aHa JIF00as mporpamMma, W I0JIb30BaTellb
MOXET caM BBIOMpATh i ceOsl HanboJiee MOAXOAAIIYIO MIPU MTOMOITM KoMaH bl chsh.
Tem HE MeHee HEKOTOpPhIE CHCTEMBI B IIEIIX OE30MaCHOCTH TpeOyIOT, YTOOBI
CYTIEpIIOJIb30BATENIb  SIBHO Pa3pelIwyl  HCIOJIb30BaTh MPWIOKEHHWE B  KauyecTBE
WHTEPIpETaTopa KOMAHAHOW CTpOKH. [IJIsi 3TOro MCHosib3yeTcsl CrelHalbHbIN (haii
/etc/shells, coneprkamuii CIMCOK «JIOMYCTUMBIX» 000JI0YEK.

VIpW - 3alycKaeT TEKCTOBBIA pEeIaKTOp, YKa3aHHBIA B TMEPEMEHHON Cpeibl

EDITOR (unm penmakTop MO YMOJYaHHMIO, OOBIYHO Vi), 3arpyXkasi B HEro KOIHUIO
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daiina /etc/passwd. [locne 3akpbITHs penakTopa IEPEHOCUT BPEMEHHYIO KOIHIO B CaM
daiin. He mo3Bossger JOBYyM  TOJIB30BATENISIM  BBIMOJHATH  PEIAKTUPOBAHUE
OJTHOBPEMEHHO.

B ¢aiine /etc/shadow xpansTcs xemm mapoiei Bcex IMOJIb30BaTENIe B CHCTEME.
[Tporeccsl cymeprnonb30BaTeNis MOTYT YHTAaTh €0 HaMpsMyl0, a JJs OCTaJbHBIX
co3gaHa crneuuaibHas OuOmuoreka PAM. OHa mnO3BOJIET HENPHUBUIETMPOBAHHBIM
MPWIOKEHUSIM CIIpalIuBaTh y HeE, MpaBWIBHBIM JIM Mapoyib BBEN MOJI30BATENb, U
noyiyyatb otTBeT. buOnuoreka PAM, kak mnpaBuio, IEHCTBYET C NPUBUIETUAMHU
BbI3BaBIIETO Iporecca. TakuM o0pa3oM, Xelll He MONAAAET «B UyKUE PYKID.

[Tapons mmdpyercs ¢ MD5-xemmpoBannem wuin blowfish-xemmupoBanrem
(berypt), MD5-xemu Bcer/ia 3anmuchiBatoTes mocie npedukca «$1$».

[lepen xemupoBaHHEM K Mapoi0 JOOABISAIOTCS ClIydyailHble CUMBOJBI — «salty
(comp, ot anri. add salt to something — caenarb 4To-1MO0 OOJIEE MHTEPECHBIM; B
PYCCKOSI3BIYHBIX MCTOYHMKAX MHOT/IA MCHOJB3YEeTCs TEPMHUH «3aTpaBKay). Salt Taxxe
MPUIKUCHIBACTCS K Hauyajdy MOJy4YeHHOro xemia. biaromaps salt Henmb3st mpu mpocTom
npocMoTpe (aiiia 0OHAPYKUTh MOIL30BATENCH C OIMHAKOBBIMU MAPOJISIMHU.

Kpome umenu (mepBoe mojie KaKI0¥ CTPOKHM) M xemia (BTopoe mosie) B (aiine
/etc/shadow Takke XpaHATCS:

- 1aTa MOCJIETHETO U3MEHEHUS MapoJls,

- yepe3 CKOJIbKO JTHEH MOKHO OyJIeT IOMEHSTh Napoib,

- yepe3 CKOJBKO JHEH mapoib ycTapeerT,

- 3a CKOJBKO JHEW OO0 TOro, Kak Mapoiib yCTapeeT, HauaTh HAMOMUHATh O
HE0OXOAMMOCTH CMEHBI Tapois,

- Yepe3 CKOJBKO IHEH TMocie TOro, Kak Mapoiib ycTapeeT, 3ablOKHPOBaTh
Y4€THYIO 3aIIUCh MOJIb30BaTEN,

- laTa, IpU JOCTHKEHUH KOTOPOU yUETHAS 3aITUCh OJIOKUpYETCH,

- 3ape3epBUPOBAHHOE TIOJIE.

JlaTel o003Ha"aroTCs Kak uynciio aHel ¢ 1 saBaps 1970 rona.
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OC nmnonpnepxuBaeT  yIOpaBJICHHE KAauyeCTBOM  HCIOJB3YEMBIX  TapoJei.
PaccMoTpuM HacTpoNKy pa3iMvHbIX MapaMEeTPOB UCIOJIb3YEMbIX Mapoei.

a) Bpems nefictBus maposst (0 UCTEUEHUW YKAa3aHHOTO BPEMEHU IOJIH30BATENb
JOJIKEH OyJ€T CMEHUTh NapoJb):

Heo6xonumo B xoHpurypamumonnom ¢aitne /etc/login.defs uamenuts napamerp
PASS MAX DAYS

OOparure BHUMaHKE, 4TO JaHHOE TpeOoBaHue OyaAeT paboTaTh TOJBKO /Jisi BHOBb
CO37aBaeMbIX TIOJb30BaTENIeH, JUIS YK€ CYIIECTBYIOIIMX HY)XHO HCIIOJIb30BaTh
KOMaH/Ty:

chage -M (days) (user)

0) Ecnu monp3oBaTento HEOOXOAUMO BBIIABATh MPEAYNPEKICHUE 32 HECKOJIBKO
JTHEH 10 OKOHYAHUSI CPOKa JEHCTBUS MapoJis, HEOOXOAUMO UCITOIH30BAThH TapaMeTp

PASS WARN AGE

B) [Ipenen yncia ucnosib3yeMbIX paHee mapose:

N3menuts B daiine /etc/pam.d/system-auth cienyrommii mapamerp:

password sufficient pam unix.so sha512 shadow nullok try first pass
use authtok remember=5

r) YCTaHOBUTHh MUHUMAJIBHYIO JUTHHY TAPOJIS:

# authconfig --passminlen=8 --update

1) YCTaHOBUTh MHHUMAJIBHOE YHCIIO CTPOYHBIX OYKB B HOBOM IapoJI€:

W3MEHUTH B KOH(DUTYypanmoHHOM (aitiie /etc/security/pwquality.conf mapametp

Ieredit =-1

€) YcTaHOBUTh MUHUMAJIBHOE YKCIIO 3arJIaBHBIX OYKB B HOBOM MapoJie:

W3MEHUTH B KOH(DUTYyparmoHHOM (aitiie /etc/security/pwquality.conf mapameTp

ucredit = -1

) Y CTaHOBUTh MUHUMAJIbHOE YHMCIIO TGP B HOBOM IapoJie:

W3MEHHUTH B KOH(GUTYpalnoHHOM (aiine /etc/security/pwquality.conf mapamerp

dcredit = -1

3) YCTaHOBUTH MUHUMAJILHOE YHCIIO CIIEIICUMBOJIOB B HOBOM apoJie:
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U3MEHHUTH B KOH(QUTYpalluOHHOM (aiine /etc/security/pwquality.conf mapamerp

ocredit = -1

JInst u3MEeHEeHHUsT CpoKa JIEUCTBUSI TApOJsi HEOOXOIUMO HWCIOJB30BATh YTUIIUTY
chage.

CHUHTAKCHUC

chage [-m mindays] [-M maxdays] [-d lastday] [-I inactive] [-E expiredate] [-
W warndays| user

chage -1 user

chage M3MeHsET KOJIMYECTBO JHEW MEXIY CMEHOM mapos U JaTOW MOCIEIHEro
u3MeHeHus napodist. Uadopmarus uemonp3yeTcs CHCTEMOH It OTIPEACIICHUS] BPEMEHH,
KOT/Ia TIONB30BaTeNlb JIOJDKEH CMEHUTh cBOM mapoiib. Komanma chage paspemena
TOJIBKO JIJIsl CYTIEPIIOIb30BaTENs, 32 UCKIIFOUEHUEM UCIIOJIb30BaHUS €€ C TapaMeTpoM -1,
KOTOPBIM MO3BOJISIET HENPUBUIIETUPOBAHHBIM TOJIH30BATEINISIM ONIPEACIIUTH BpEMS, KOT/1a
MCTEKAET UX Mapojb WIK YUETHAs 3aIUCh.

C mapaMeTpoM -m U3MEHsAETCs 3HaueHue mindays Ha MUHUMAaJIbHOE YHCIIO JHEH
MEeXIy CMeHOW maposs. 3HadeHue (0 B AToM mosie 0003HA4aeT, YTO MOJIb30BaTElb
MOKET U3MEHSATh CBOM MapoJib KOT/1a YTOHO.

C mapamerpoMm -M wu3MmeHsieTcs 3HaueHHe maxdays Ha MaKCUMallbHOE YHUCIIO
THEH, B TCYCHUH KOTOPBIX Maposhb emie aehcreuTeneH. Korna cymma maxdays u lastday
MEHbIIIE, YeM TEKYIIHH JIeHb, Y MOJIb30BaTeNisi OyJeT 3ampolleH HOBBIM Maposib 0
Hayajga paboThl B CUCTEME. JTa Omepalusi MOXKET MPEeABapAThCS MpeayNnpexacHUEM
(mapametp -W).

C mapametrpoM -d u3MmeHnsieTcsi 3HaueHue lastday Ha geHb, Koraa ObLT M3MEHEH
napojp mocienHuit pas (uucio gaHet ¢ 1 saBaps 1970). Jlata Takke MOXKET OBITH
ykazana B ¢popmate [ TTT-MM-/1/] (mnu ¢opmat, UCIIOJIB3yEMBIN B BallleM PETHOHE).

[Tapamerp -E wucnonb3yercss i 3agaHdsl aTbl, C KOTOPOM YyYE€THAs 3amucCh
MOJIb30BaTEINsI CTaHET HeaocTynHou. [lapameTp expiredate ects uncno aHe ¢ 1 sHBaps

1970. Hara taxxe moxeT ObITh ykazaHa B (opmare I'TTT-MM-/JJ1 (unu ¢opmar,
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UCTIOJIb3yeMblii B BamieMm peruoHe). [lomp3oBarenb, 4bs yueTHas 3amuch ObLIa
3a0JIOKMpOBaHa, JOJDKEH COOOIUTHL 00 ATOM aIMHUHHCTPATOpy JUIsS JajdbHeuIen
paboTHI B CUCTEME.

ITapametp -1 ucnonb3yercs s 3ajlaHusl KOJW4YecTBa AHEW "HEaKTUBHOCTHU', TO
€CThb JHEW, KOorja MOoJIb30BaTellb BOOOIE HE BXOAWI B CHUCTEMY, MOCJIE KOTOPHIX €r0
ydeTaHsi 3anmuch Oyner 3abmokupoBaHa. [lonmb3oBaTenb, ubs yuyeTHas 3amuch OblLia
3a0JI0KMpOBaHa, JOJDKEH COOOIIUThL 00 ATOM aIMHUHHUCTPATOpPy JUIS JajdbHEHIen
paboTsl B cucteMe. [TapameTp inactive eCTh KOJUYECTBO "HEAKTUBHBIX'" JIHEW. 3HaUCHUE
0 OTKJIIOYAET ATOT PEKHUM.

[TapameTtp -W ucnomnb3yercs I 3aJaHus YUCIIa THEH, C KOTOPBIX MOJIb30BATEIIIO
HAYHET BBIBOJUTHCS TPEIYNPEKICHUE 00 MCTEUEHWW CPOKa ACHCTBHUS €ro Mmapoisi u
HeoOxoauMocTu ero u3meHenus. [lapamerp warndays ecTh 4nCIO THEH O MCTEUEHUS
Cpoka JEUCTBUS TMapoyis, C KOTOPBIX TMOJB30BaTENl0 OylIeT  BbIAaBaThCs
peaynpeKICHHE.

Bce BhImenepeuncieHHbIe 3HAaUCHUST XPAHITCS B BUJIC JHEH, €CIIM UCTIOJIb3YyeTCs
CHUCTEMa TEHEBBIX IapOJIei, HO €CJIU HCIOJb3YETCS CUCTEMbl OOBIYHBIX Mapojei, TO
3HaueHUs Mpeodpa3yroTcs B Henenu. M3-3a 3Toro npeodpa3oBaHusi MOTYT MIPOUCXOAUTH
OIMMUOKHU OKPYTJICHUS.

Ecnmu mapamerpsr He ykasanbl, TO chage paboTaeT B MHTEPAaKTUBHOM PEKUME,
cooOIas ImoJIb30BaTelI0 TeKyIIKue 3HadeHus mojiei. Heobxomumo manmee nmubo BBeCTH
HOBOE 3HAUEHHE TMOJiA, JUOO OCTaBUTh €ro Kak eCTh. TeKylllee 3HAaYeHUEe IO

MOKa3bIBaeTCs B CKOOKaX [ |.
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8. HacTpoiika ceTn

Hacrpoiika cetu B PEJ] OC mpousBoguTcs ¢ momomibio mporpammbl Network
Manager. Hactpoiika cereBoro agantepa TpeOyeT nmpuBuieruii aamuauctparopa PEJ]
OC. [Ins py4yHOH HACTPOWKH CETEBOrO ajanrtepa HEoOXOAUMO B Trpaduueckom
untepdeiice padouero crona PEJl OC B cucremHoi nanenu, B MeHi0 «CucTeMay, B

noameHto «IlapameTpsd» 3amycTuTh yTHIUTY «CeTeBble coeAMHEHUsD (PUCYHOK 8.1).

=. Mpunoxenna Mepexon [NetecEN B (BN ‘ v )]

L_j NapameTpbl » 45 IcedTea-Web Control Panel

‘\ AOMWHWCTPUPOBAHMWE » 15 IcedTea-Web Policy Editor
F:nr-cmorep % LUeHTp ynpaeneHna @J Open)DK 8 Policy Tool 1.8.0.144-0.b01.el7.x8€
I:I' Cnpaeka .L:ﬁ BHEWHWA B
-m. @ O cpepge MATE u Bcnneleaoume yeeqoMneHna
JoMalWHaAsA nafka ﬂ 3abnoKWpoBaTE 3KpaH BcnoMoraTensHbIe TEXHONOM MK
< m 3aBepliNTE CEAHC NONL30BATENA iVanov... E 3anycKaeMele NPUNCKEHWA

L ¥ BLKMOYMTE... (Ck 3ByK

= Knaguatypa
KopzuHa =

. -

KOMBWUHALMW KNABWLL KNABWATYPbI

,.l .
D w _ C} Mbilb
c ' ‘8 Gﬁa 0bo MHe

L H OkHa

& | Ocebe

Q I'Ipenn OHTHUTENBEHBIE NMPUNOMKEHWA

[;J CeTepasn npokcu-cinyxba

—
™ CeTeBble COBAWHEHWA

Pucynok 8.1 — 3anmyck yTHJINTBI HACTPOMKH CETEBBIX COETUHEHUIN

B OTKPBIBIIEMCS OKHEC YTHUJIMTLBI «CeteBbie COCOHUHCHMU A HCO6XOI[I/IMO BBIJICIUTDH

HYKHBIN CETEBOM ajlanTep U HaXKaTh KHONKY «3MeHUTh» (pUCyHOK 8.2).
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(] CeTeBble coeMHEHNA

Wma MocnepHee NCNonb30BaHKue ¥ NobaBnThb

w Ethernet
enp0s3 2 MWHYTEI Ha3an | AUEREET N

WN3MeHWTe BoibpaHHoOe coegMHeHWe

3aKpeITh

Pucynok 8.2 — I3MeHeHue ceTeBoro aganrepa
B oTkpeiBIIEMCS OKHE CBOWCTB CETEBOTO ajantepa (pUCyHOK 8.3) MOXKHO
YCTAaHOBUTb  CBOWMCTBA  aBTOMATHYECKOro  mnoakiatoueHus -  «llopxmrodarscs
aBTOMaTH4eCKU» U «JlocTynmHO BCeM moJib30BaressiM» Bo BkIanke «llapamerpsr [Pv4y

3a/1aTb BPYYHYIO 3aJlaHHUsA MCTPUKM CCTCBOI'O IMOAKIKOYCHUA HAXAB  KHOIIKY

«J100aBUTHY.

WzmeHnenne enp0s3

HazBaHuWe coeqUHEHNA:
OcHoBHOe Ethernet BezonacHocTe 802.1x DCB MNMpokcw MapameTpsl IPv4 NMapamMeTpel IPV6
MeToa: = AsTomaTwdeckuin (DHCP) -

Additional static addresses

Appec Macka ceTH Linioz

GLEEE G
Yoanute
HononHWTesbHele cepeepel DNS:
[onoNHWTENBHEIE MOWMCKOBLIE JOMEHI:
ID knweHTa DHCP:
queﬁOBaTb agpecauwio IPvd onsa 3Toro coegMHeH s
MaplpyThl...
OTMEHNTE 4;{7 COXpaHuTb

Pucynok 8.3 — MI3MeHeHue CBOMCTB CETEBOr0 ajanTepa

Z[J'I?I IMOATBCPKACHUA W3MEHEHUM HGO6XO,Z[I/IMO HaXXaTb KHOIIKY «HpI/IMCHI/ITB. S
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J171st HACTPOIKU CEeTH B KOHCOJIM HYKHO YCTaHOBUTH MakeT net-tools.

I[J'DI IMPOCMOTpPa CCTCBBIX HACTPOCK HYKHO BBCCTHU KOMAHAY:

ifconfig

WNnu Bocmop30BaThCcss KOMaHI0M ip ¢ mapameTpoM addr:

ip addr

TyT MOXHO yBUIETh TapaMETPhI U HA3BAaHUE CETEBON KapThI.

JlomycTiM HEOOXOAMMO CMEHUTh WM YCTaHOBUTH ip azapec. [lms atoro
nepexoauM B JUpPEKTOpHuio /etc/sysconfig/network-scripts ©u  oTKpbiBaeM Ha
penaktupoBanue (Qaitn ycrpoiicTBa. IDTOT (hallm HMMEEeT MPUMEPHO CIEIyIolee
coJiep>KaHue:

cat ifcfg-en016777736

TYPE=Ethernet

BOOTPROTO=dhcp

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=no

IPV6_ AUTOCONF=yes

IPV6_DEFROUTE=yes

IPV6_PEERDNS=yes

IPV6 PEERROUTES=yes

IPV6_FAILURE FATAL=no

NAME=eno16777736

UUID=dc1636be-5281-4a07-8681-fcdc8b161c8c

DEVICE=enol16777736

ONBOOT=no

PEERDNS=yes

PEERROUTES=yes
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Jnst ycranoBku cratuyeckoro [P aapeca Ham HeoOXoauMo Ha CTPOYKE
BOOTPROTO ycranoBute BOOTPROTO=none

U JIONNACATH:

VYkazate JJHC:

DNSI1=8.8.8.8

VYka3zars [P:

IPADDRO0=172.16.0.30

YKa3Th HY)KHYIO MackKy:

PREFIX0=24

N nu1ro3 1o yMOI4aHUIO:

GATEWAY0=172.16.0.1

W 4Tobpl y HAC ceTeBas KapTa akTUBHpoBaiack npu 3amycke OC, HeoOxoaumMo B
stoM (aitne Haiitu napamerp ONBOOT u ycTaHOBUTH €My yes.

JI1st HeMeIIEHHOT0 NPUMEHEHUSI U3MEHEHH Iepe3ayCTUM CETh:

/etc/init.d/network restart

IIpeanonoxum, 4TO ceTeBas Kapra HaCTpOoeHa Ha crathudeckuu IP, a BbI XoTUTE
nonyyath Hactpoiiku mo DHCP. Ilepexonum B manky /etc/sysconfig/network-scripts u
OTKphIBaeTe (haily Ha peAaKTUPOBAHKME C Ha3BaHWEM Balllel ceTeBoi kapToil. Haxomum
taM u ygpamsem napametpsl DNS, IPADDR, PREFIX, GATEWAY a B napamertpe
BOOTPROTO yxka3siBaem 3nauenue «dhcpy.

B (aiin HacTpoliku ceTeBoil KapThl MOXKHO 100aBUTH cToiibko DNS cepBepos,
CKOJIbKO TpeOyeTcs. Hanpumep:

DNSI1=172.16.0.1

DNS2=8.8.8.8

DNS3=8.8.4.4

[TpoBepuTh HUTIO3 IO YMOJTYAHUIO YCTAHOBIICHHBIN B CUCTEME:

netstat -nr

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
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0.0.0.0 172.16.0.1 0.0.0.0 UG 0 0 0 eno16777736

172.16.0.0 0.0.0.0 255.255.255.0 U 0 0 0 eno16777736

Ctpoxka ¢ Destination 0.0.0.0 onpenensier agpec nuto3a. Ecnu y Bac ee HeT, 60
B mone (Gateway yCTAaHOBJIEH HEBEPHBIM MIIIO3, TO MOXHO JTO HU3MEHHTD.
YcTanaBnMBaeM IUTI03 TO-YMOTYaHHIO!

route add default gw 172.16.0.1

Ecnu Bbl HE CMEHWIN NPU YCTAHOBKE UM CEpBEpa WIIU Bbl XOTUTE €r0 U3MEHUTD,
TO CAENAaTh 3TO MOXKHO CIEAYIOIUM o0pa3oM. [[ist Hadyana mpoBepuM, Kakoi hostname

Yy Hac YCTaHOBJICH:

hostname
JlomycTiM MBI XOTUM W3MEHUTh WM. server.work, mayis 3Toro HeoOXoauMo
oTpenaktupoBaTh ¢aii /etc/hostname.

Jnst cmensl hostname niepesarpyska He TpeOyeTcsl.

[Tocne Toro, kak TCP-nakets! Obutn niepenansl OC, cpeau apyrux AeHCTBUM, HX
oOpabarbiBatoT aBa ¢aiina - /etc/hosts.allow u /etc/hosts.deny. Otu nBa aitna
paboTaloT TaK ke KaKk W CTaHJapTHhIE MpaBuia OpanaMayspa. [lepBoHayaibHO NEMOH
tcpd oOpabatbiBaeT MakeThl MPOMyCKas MX yepe3 coaep:kumoe daitna hosts.allow, a
3arem uepe3 (aiin hosts.deny.

Cunrtakcuc >Tux (paiios:

cay:xkoa: IP-aapec niam umMs xocra

Tak, Hanpumep, ecnu HEOOXOIUMO OJIOKHPOBATH BCE SMEp-MAKEThI, UAYIIUE OT
test.ru, HeoOxoauMo BBecTH B ¢aiin hosts.deny ciienyromnyto cTpoUKy:

smtp: test.ru

Mpb1 MOKeM TakXke yKa3aThb BMECTO MMEHHU XxocTa M ero [P-agpec (mydine Bcero
buznueckui):

smtp: 192.168.1.10
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nmn

MOoXHO HUCIOJIb30BaTh 3HAK B CTpOKe ajpeca, Juisi oOo3HadeHus: cetu. K
MIpUMeEpY, €CIIM MBI XOTHM pa3pelnTh A0cTyIl 1o http u3 Bceit cetn 192.168.10.0/24, to
MBI JIOJDKHBI HanucaTh B hosts.allow ciemytromee:

http: 192.168.10.

Taxxke MBI MOKEM HCIOJIB30BaTh ATOT 3HAK, €CIIM XOTUM Pa3pelIuTh JOCTYM K
KaKoM-11M00 ciyk0e BCeM KOMIIBIOTEpaM Hallero JOMeHa, yka3zaB B hosts.allow

cleayrolee:

http: .test.ru
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9. Cyxe0HbIE IPOTrPaMMbI
9.1. Cay:xk0a xinetd

Cnyx0a xinetd 3amyckaer MpoIecChl, KOTOpbIE MPETOCTABISIOT Pa3IUYHbIC
cepBuchl cetu HuTepHer. B oTianume OT cepBHCOB, KOTOpPbIE CTapTyIOT BO BpeMs
MHUIHAIN3AIAA CHCTEMBI U MPEObIBAIOT B 0€37eHCTBUHM B OKHMJIAHMH 3aIlpOCOB, Xinetd
MpEeCTaBIsIeT CO0OM TOMBKO OAMH MPOIECC, CIYIIAOIIMKA Ha BCEX MOPTaX CEPBHUCOB,
nepedrcieHHbiX B (aine koHdurypauuu xinetd.conf. Korga mpuxoaut 3ampoc xinetd
3aIycKaeT COOTBeTCTBYMoImU cepBep. [lo mpuumne Takoil paboThl Xinetd Ha3bIBalOT
el1e CyTmep-cepBEepPOM.

CepBuchl, TMepevyHCIeHHbIe B KOHUTyparmoHHOM (aitne xinetd MOXHO
pasnenuTh Ha Be rpynmbl. CepBUCH U3 MEPBOM IpyIIibl Ha3biBatOTCs multi-threaded, u
Ha KaXIblii HOBBIM 3ampoC 3aIlyCKAaeTCs HOBBIM CEpBEPHBIM mpouecc. g Takux
cepBUCOB Xinetd MpomoiKaeT CiyliaTh CETh Ha COOTBETCTBYIOIIEM IMOPTY, OXKHIAs
HOBBIX 3aIIPOCOB U TOTOBBIN MOPOANUTH HOBBIN TIpoIiecC. B Ipyryro rpymnmy BKIIOYAIOTCA
CEpPBHUCHI, CIIy>)KObI KOTOPBIX B COCTOSIHUM 00pabaThiBaTh HOBBIE COCAMHEHHUA. Takue
cepBuchbl HasbiBatoTcs single-threaded, m xinetd mnpekpamaer 00pabOTKYy HOBBIX
3aIpoCcoB JI0 TeX MOp, MOKa CEPBEPHBII MPOIlecC He 3aBEPIIUT CBOIO padoTy. CepBHCH B
aTOM rpyre oobryHO datagram-based.

Wtak, mpuyuHO#l CyIIECTBOBAHMS Cymep-cepBepa sBisAeTca (akT COXpaHEHUs
CHUCTEMHBIX PECYpPCOB 3a CUET HE 3aIllyCKa MHOKECTBA CEPBEPHBIX MPOILIECCOB, KOTOPHIE,
BO3MOXXHO, OyayT Oe3aeiicTBOBaTh OOJBIIYID YacTh CBOEW >ku3HH. I[lOJHOCTBIO
COOTBETCTBYS Ha3HAUEHUIO 3aIlyCKaTh TpeOyeMble cepBHUCHI, Xinetd OCyIlIecTBIsET TaKk
e (YHKIUM KOHTPOJIA JOCTyma M perucrpanmuu coOsituil. Kpome toro xinetd ne
OTpaHUYEH CEepBUCAMHU, NIEpeUHCIeHHbIMU B (aiiie /etc/services. M0OkKHO UCIOIB30BaTh

xinetd juist 3amycKa CEpBUCOB CHEIMAIBHOTO Ha3HAYCHHUSL.

9.1.1. ITapameTpsl

Ilapamertp Onucanue napamMerpa

-d AXTHBHpPYET PEXUM OTJIaJKH. ITOT MapamMeTp BHIBOJUT MHOTO OTJIaJ04HON MHQOpPMAIMH U
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IMapamerp

Onucanue napamerpa

TO3BOJISICT OTJIaIUTh paboTy xinetd.

-syslog syslog_facility

OTOT mapamMerp paspeliaeT perucTpanuio CoOBITHH, ucnonb3ys syslog. CooOmeHwus,
MPOU3BOIUMBIE CITyXk00# Xinetd, permcTpupyrorcs, HcImons3ys omHy u3 syslog facility.
IonnepxxuBatorcs cienyromme facility: daemon, auth, user, local[0-7] Drta ommus He
JICHCTBYET, €CIM aKTUBUPOBAaH DPEXHUM OTJIAJAKH, TaK KaK IPH OTJAJKE BCE COOOLICHUS
MOCBUIAIOTCS. HA KOHCOJIb.

-filelog logfile

[MpousBoxumble xinetd cooOlieHHs MOMEIIAIOTCS B yKa3aHHbIH Qai. HoBble cooOuieHus
Bcerna J00aBIIOTCS K CYHIECTBYIOIIMM. Ecim (ailn He CymiecTByeT, TO OH CO31aeTCs.
Omnnis He NEHCTBYET B PEXKHME OTJIAJKH.

-f config file

Omnpenensier nonoxkenne ¢aitna kondurypanmm  xinetd. Ilo ymomvaHuo - 3TO
/etc/xinetd.conf.

-pid

Unentudpukarop mpouecca (PID) BBIBOoAWMTCS Ha YCTPOWCTBO CTaHAapTHOH ommbOku. He
JIeIICTBYET B peXXHMME OTIAIKH.

-loop rate

DTOT mapaMeTp yCTaHaBIMBAaET OTPaHMUEHUE CKOPOCTH 3aIlyCKaHUs CEPBEPOB, YKa3bIBACTCA
YHCIIO 3aITyCKaeMBIX CEPBEPOB B CeKyHIy. [Ipy mpeBbImeHNH yKa3aHHOTO 3HAYEHHS 3aITyCcK
HOBBIX TPOIIECCOB OJIOKUPYETCS, U CEPBUC CTAHOBUTCS BPEMEHHO HEIOCTYITHBIM. 3HAYCHHE
9TOTO ITapaMeTpa ONPEeIIIeTCS MPON3BOINTEIFHOCTRIO KoMIbIoTepa. [To ymomrganuto - 10.

-reuse

Ecmu ykazam stor mapamerp, To xinetd ycranaBimBaer SO _REUSEADDR mns cokera,
HCTONB3YyEMOIO CEPBUCOM. OTO IO3BOJIIET HUCIONb30BaTh aApec, MAaxe €CIU aKTUBHBI
IIPOrpaMMBbl, KOTOPBIE YK€ €ro UCIOJB3YIOT. DTO MOMKET CIyYHTbCS, KOTJa HpeAbLaylas
korusi xinetd mbITaeTcs 3amyCTHTh CepBep, KOTOPBHIA Yxe BblnosHsercs. [lapamerp He
addexruser ¢ RPC cepsucamu.

-limit proc_limit

DTOT mapaMerp YCTAHABIMBACT IPEAEN Ha YHCIO OJHOBPEMEHHO BBITOJIHSIOIIMXCS
MPOIIECCOB, 3alyIIEHHBIX CiykOoit xinetd. Ucmomp3oBaHme mapaMeTpa IO3BOJISET
MIPEIOTBPATHUTD TIEPENOTHEHHE TAOIHIIBI IPOIIECCOB.

-logprocs limit

[MapameTp YyCTaHABIWBA€T MAaKCHMajdbHOE 3HAYEHHE OJHOBPEMEHHO  BBIMOIHAEMBIX
MPOIIECCOB, 3aMYIICHHBIX IO 3aIPOCy YAAJICHHOTO userid.

-shutdownprocs limit

[TapameTp ycraHaBIMBaeT IMpPEAEIBHOE YUCIO OJHOBPEMEHHO BBINOJIHSIOUINXCS CEPBEPOB
cepsuca shutdown (concurrently running servers for service shutdown)

-cc interval

[TapameTp 3amaeT MpPOMEXYTOK BPEMEHM B CEKyHIaX, 4epe3 KOTOphIi Xxinetd mpomsBoguT
TICPHOANYECKYIO TIPOBEPKY BHYTPEHHEH IIEITOCTHOCTH.

[TapameTtpsl syslog u filelog B3aumHo ucknrovaroniye. Eciam HUUero He ykasaHo,

TO TI0O YMOJYaHHMIO HcToyb3yercs syslog daemon facility. He mytaiite cooOGmieHus

xinetd ¢ COOOIIEHUSIMU, OTHOCAUIUMHUCA K (QYHKIUSAM pErucTpauuud COOBITHH.

[Tocneanue *KypHaIUPYIOTCS, TOJIBKO €CIIN ATO YKa3aHO B (paiiyie KOHPUrypanuu.

9.1.2. Yopasnenue xinetd

Cnyx0a xinetd BBIMOTHSET ONpENCTCHHBIE JCUCTBUS TPU  TOJTYYCHUH

OIIPCACIICHHBIX CHUI'HAJIOB. I[GIZCTBH?I, ACCONMHUPOBAHHBIC C COOTBCTCTBYIOIIMMH

CUTHAJIaMH, MOTyT OBITb IepeonpeeneHbl nyTeM peaaktupoBanus configh u

MOCEAYIOIIEN KOMITWISLIUY.

SIGUSR1
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Boei3piBaeT MKy —NHepekoH(urypamuioo. OJTO  O03HayaeT, uro Xxinetd
nepeunThiBaeT (ailn KOHQUTYpAITUH U MTOICTPANBACTCS 10T N3MECHEHUS.

SIGUSR2

Bb13piBaeT kKecTKyro mHepeKoH(Urypamuio. DTO 3HAUYUT TO XKE caMoe, YTO U
«MATKasg IepeKoH(Uryparus», 3a UCKIIOYESHHEM TOTO, YTO BCE CEPBEPHI JIJIsl CEPBUCOB,
KOTOpBIE CTaJdl HEIOCTYIHBI, NPUHYIUTEIbHO 3aBepiiatorca. KoHTpods pocTyma
3aHOBO BBITIOJIHSACTCS IS BBITIOJNHSIONIUXCS CEPBEPHBIX IMPOIIECCOB IMyTEM IMPOBEPKU
yAaIeHHOTO XOCTa, BPEMEHH JOCTYIa M KOJIMYECTBA BBITIOIHSIONMUXCSA cepBepoB. Eciu
YHUCIIO BBIMOJHIIONIMXCSA MPOIECCOB MPEBBIIAET 33JaHHOE, MPOU3BOJIBHBIM 00pa3oM
BBIOpaHHBIE MPOIIECCHl «yOWMBAIOTCS», YTOOBI YHCIIO OCTaBIIUXCS YIOBIETBOPSIIO
noctaBieHHOMYy ycnoBuio. Taxoke, ecnu ¢umar INTERCEPT Opin cOpomieH wiu
YCTaHOBJIEH, BCE CEpBEpbl, OOECHEeUMBAOIINE 3TOT CEPBHUC, 3aBepuaroTcsi. Bee 3To
BBITIOJHSIETCS 7Sl TOTO, YTOOBI TOCJE JKECTKOM peKOH(UTrypanuu HE OCTajloCh HU
OJIHOTO palboTarollero mpolecca, oO0padaThIBAIOIIETO 3alpoCchl € aJApecoB, HE

COOTBCTCTBYHOIIUX KPUTCPUAM KOHTPOJIA JOCTYIIA.

SIGQUIT IIPUBOJMT K 3aBEPILIECHUIO ITPOTPAMMBL.

SIGTERM 3aBEPIIACT BCE BBINOJHAIOIIUECS CEPBEPHI NEpE] 3aBEPLICHUEM
xinetd.

SIGHUP OpPUBOJUT K TEHepaluu JaMIla BHYTPEHHEro COCTOsHUA (1O
yMoadanuro (ain gamma /tmp/xinetd.dump).

SIGIOT BBI3bIBAET MPOBEPKY BHYTPEHHEH LETOCTHOCTH, YTOOBI MPOBEPUTH,
YTO  CTPYKTYpbl  JIaHHBIX, HCHOJb3yEMbIE  MPOTPAMMOM, HE
noBpexaenbl. Ilocie 3aBeprieHus: npoBepku Xinetd reHepupyet
COOOIIIEHUE O PE3YIbTATE MPOBEPKH.

[Ipu pexkoHdurypamuu nor-haityibl 3aKphIBAIOTCS U BHOBb OTKPBIBAIOTCA. JTO

MO3BOJBICT YAAIATH CTAPBIC JIOT'H.

9.1.3. ®aitel

/etc/xinetd.conf

CTaHJAPTHBIN KOH(DUTYpaAIMOHHBIN (Al
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/var/run/xinetd.dump

CTaHJAPTHBIN (aiii gamra.

9.2. Crontab

Crontab - TaOnuibl, ynpapisone padoToil ciaykObl cron. Dailyl comepK uT
MHCTPYKIMU CIIy’)KObl cron B oOwmel ¢opme: 3amyckaTh yKa3aHHYH0 KOMaHAy B
3aJlaHHOE BpeMss W B 3aJaHHble JgHU. Ha xommnbpiorepe OOBIYHO HMEIOTCS
oOuiecucTeMHbIi ¢aiin (/etc/crontab), u uHAMBUAYaIbHBIE Qailnibl (/var/cron/tabs/<umsi-
MOJIB30BATENS>) MJIsl TIOJIb30BATENe cucTeMbl. TakuM 00pa3oM, KOMaHIbl B aiiie
OyIyT BBINOJHATHCS C MpaBaMU ATUX TOJb30BaTeNIel WU, B CiIy4yae OOLIECUCTEMHOTO
daitna, ¢ mpaBamMu TOJB30BAaTeNs yKa3aHHOTO B KOMAaHIHOW CTPOKE MpU 3aIlyCKe
cnykObl. Y ciayxk0 Uucp m News o0OBIYHO €CTh CBOM COOCTBEHHBIE crontab,
YCTpaHSIOUIME HEOOXOIMMOCTh B IBHOM 3aITyCKe SU B paMKaxX KOMaH/ bl Cron.

XOTs cron Mo CyTH ABJISIETCSI OOBIKHOBEHHBIM TEKCTOBBIM (DAiiJIoM, OH HE JTOJIKEH
PEAAKTUPOBATHCS OOBIYHBIMHU CpeACTBaMU. Jsi co3laHus, U3MEHEHHS U yJaJeHUs
CJIeTyeT UCTOJb30BAThCS CHEIUANbHYIO YTUIHUTY, crontab.

[lycThie CTpOKH, Beayliue MpoOeiabl U CHUMBOJIBI TAOYJSIIMH WUTHOPUPYIOTCS.
Crpoku, HaumHarommecs ¢ cuMmBoia ('#'), cudTalOTCs KOMMEHTapUsIMU W
UTHOPUPYIOTCS. 3aMEThTE, YTO KOMMEHTApPUH HE JTOMYCKAIOTCA B TEX K€ CTPOKaX, I'Je
PacmoioKeHbl KOMAaH/IBI Cron, Tak Kak OHU OyayT pacro3HaHbl Kak 4acTu KoMaHbl. [1o
ATOM K€ MPUYMHE KOMMEHTApUU HE Pa3pellieHbl B CTPOKaX, 3aJal0IIUX NEpPEeMEHHbIE
Cpelibl.

Crpoka-aupeKkTHBa MpeAcTaBiseT co0oil b0 3alaHue TMEePEMEHHON Cpejbl,
100 KOMaHJy cron.

3agaHue NepeMEeHHON Cpeibl:

MosxxHo omnpenensiTe cpeny (HaOOp TMEPEMEHHBIX Cpellbl), B KOTOpOH Oyner

BBITIOTHATHCS KOMaHJa. 3aJlaHue MEPEMEHHOUM Cpe/lbl OCYLIECTBIACTCS B CIEAYyIOUIEH

dhopwme:
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UMH_TIePeMEHHON = 3HaYeHue,

rjie IpoOebl BOKPYT 3HaKa paBeHCTBA ('=' ) He 00s3aTeIbHBI, U JIFOObIE TTPOOEIIBI
Mmocjie 3Ha4YeHHWsT OyJayT WCIOJIb30BaHBI KAaK 4YacTh 3HAUYCHHUS IEPEMEHHOU
uMs_tiepeMeHHoM . CTpoka 3HaueHUE MOXET OBITh 3aKTI0YeHA B KaBBIYKU (OJUHAPHBIC
WJIM IBOMHBIE) JIJIST BOBMOXXHOCTH COXPaHEHHUS MPOOETIOB B HaYaJle U KOHIIE.

Heckonbko MEepeMEeHHBIX Cpeabl YCTAaHABIWUBAIOTCS aBTOMATHYECKH CITYKOOU
cron. SHELL ycranaBnmuBaercst B /bin/sh a LOGNAME u HOME onpeaensitorcst mo
Gaiiny /etc/passwd (B COOTBETCTBUM C BlajeiblieM crontab). 3HaueHUs] MEPEMEHHBIX

HOME u SHELL mosHO niepeornpeaenutb TupeKTuBaMu crontab.

B nmomomnenne k LOGNAME, HOME u SHELL cron MoXeT HCIONIL30BaTh
nepemennyio MAILTO B cnyuasx, eciu B JaHHOM crontab Obula yka3aHa OTIpaBKa
noutsl. Eciu MAILTO onpenenena (v He mycTa), SJIEKTPOHHAS MMOYTa OTIPABIISIETCS
YKa3aHHOMY B IepeMeHHou noisb3oBaTento. Eciu MAILTO onpenenena, HO mycras,
(MAILTO = '), snexkTpoHHas modrta OTHpaBIAThCS He Oyner. B mpoTtuBHOM ciydae,
1ouTa MoChUIaeTCs BIAJENbIly crontab. OTa nmepeMeHHas Moje3Ha MpH 3arycKe KOMaH/I
OT IICEBIOIMOJIb30BATEIIEH, U1l KOTOPBIX HE ONPEAEIICHBI IOYTOBBIE apeca B CUCTEME.

Komannsr cron:

dopmMar KOMaHJ Cron aHaJOTWYEH CTaHAApTy V7 U SABISIETCA COBMECTUMBIM C
HuM. CymiecTByeT /JBe KOH(QUIypaluu cron: CHUCTEMHass U IOJb30BaTENIbCKasl.
O6mecucreMHasi HacTpoiika crontab paboTaeT 0e3yCIOBHO JJisi BCEX TMOJIb3oBaTee
PEJ] OC. Ilonp30BaTenbCckass HACTPOMKA SIBISAETCS JOMOJIHUTEIBHON U BBINOJHAETCS B
CECCHUX IMOJIb30BaTENEH.

Kaxngass croka B CHUCTEMHOM KOH(Urypanuu cron, pacroJOXEHHON B
Karajore /etc COCTOUT U3 IIECTU MOJIeH U KOMaH/IbL:

MHHYTA YaC¢ YMCJI0 MecsIl IeHb_He/leJIH M0JIb30BaTeJlb KOMaH/Ia

Kaxnast cTpoka B MOJIb30BaTENbCKONM KOH(PHUTYpalliu Cron, pacroyioKeHHOH B
JIOMAIIHEM KaTaJore MoJIb30BaTellsl COCTOUT U3 IIATH IOJIEH U KOMaHbI:

MHHYTa 9acC Y1CJI0 Mecsll A€CHb_HEAC/IN KOMaH/Ia
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[Tonst otmensitoTcs Opyr OT JApyra mpodOeraMyud WM CHUMBOJAMHU TaOYJISIIUU.

KOMaHIIa MOKET COCTOSITh U3 HECKOJILKUX ITOJICH. I[OHYCTI/IMBIG 3HAYCHUS MOJICH:

Ilose JlonycTumble 3HaYeHUSA
MUHYTa * um 0-59
gac * mn 0-23
YHCIIO *mmm 1-31
MECSI] * 1-12 nm ums mecsna (CM. HIDKE)
TEHb-HEIETN *0-7 mm uMst 1H (BOCKpeceHbe - 310 0 u 7)
[10JIb30BaTEIIh MMl CYIIIECTBYIOIIETO MOJIb30BaTEIIS
KOMaH1a CTpOKa

JlomycTMoO yKa3aHWe HECKOJbKHMX 3HAYeHHMM (M JMAIa30HOB Yepe3 THUPE) uepe3
3anaTyto. [Ipumepsr: '

'1,2,5,9" "0-4, 8-12".

Junamna3oH yka3pIBaeTCsl KaK JBa YKCJIA, pa3/ielICHHbIX JepucoM. YKa3blBaeMble
yycia BKJIIOYAIOTCS B Auanas3oH. Hanmpumep, 3Hadenuwe mnoisia 4dac 8-11 mpuBenér k
BBITTOJTHEHHUIO KOMaHIbI B 8, 9, 10 u 11 gacos.

[Ipu ykazaHuu auanasoHa MOXHO MPOIYCKaTh HEKOTOPHIE €ro 3HAYCHUS, YKa3aB
mar B ¢opme / unucio Hampumep: "0-23/2" myist mosst yac 03HA4YaeT 3amyCK KOMAaHJbI
yepe3 naBa yaca (mo  crammapry V7  mpunuioch  Obl  yKa3bIBaTh
"0,2,4,6,8,10,12,14,16,18,20,22"). Ilar MO0XXHO yKa3bIBaTh TaKKE IOCJIE 3BE3NOUKHU:
"Ka)KIpIe /1Ba yaca' COOTBETCTBYET 3HaUeHUIO "*/2".

3Bé3nouka ('*') 0e3 1mara COOTBETCTBYET MOJIHOMY IMANa30HY 3HAUYEHUH.

Jns 3amaHust moJied Mecsl W JIEHb HENENIM MOXHO HCMOJIb30BaTh HMMEHA.
VYka3piBaiiTe nepBbie TpU OyKBBI HY>KHOTO JIHS WJIM MECSIla HA aHTJIUHCKOM, PErucTp
OyKB HE UMEET 3HaueHus. J[Mana3oHbl UM CIUCKU UMEH HE Pa3pEIlCHBI.

[Tone komanaa (OCTaTOK CTPOKH) OIpPENENseT 3allyCKaeMyl IO PacHUCaHHIO
KoMaHAy. Bcs ocraBiiasicss 4acTh CTPOKHM JO CUMBOJIA MEPEBOJA CTPOKH WIM CUMBOJA
%, Oyner BbINOJHEH BBI30OB /bin/sh unu napyroit o0OJOUYKH, OMPEACICHHOW B
nepemenHort SHELL B crontab 3max mpomenta (‘%' ) B komanae (ecium OH HE

AKpaHUpOBaH oOpaTHOM Kocod dyeptoir (\' ) ) OymeT COOTBETCTBOBaTh CHUMBOJIY
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MepeBo/ia CTPOKU U BCE JaHHBIC MOCie MepBoro '%' OyayT MOCIaHbI JJIT KOMaH/Abl Ha
CTaHJApTHBIN BBOJ.

Cny>x0a cron 3amycKaeT KOMaH/Ibl KOTJa 3HAYCHUS MOJIeH MUHYTa, 9ac, MECSI] U
XOTs OBl OJTHO W3 TIOJICH YHCIIO U JICHb HEJENH, COBIAJAIOT ¢ TEKYIIMM BpEMEHEM (CM.
3ameyanue Hmke). Ciyx0a cron cBepsieT TUPEKTUBHI C TEKYIIUM BpPEMEHEM pa3 B
MUHYTY.

3ameuyaHue: J€Hb BBINIOJHEHUS KOMaHAbl MOXET ObITh 3a/laH B JIBYX MOJIAX -
yuciao U JAeHb Hedenu. Eciu oba mons ompenaenieHsl (T.e. HE paBHBI *), TO KOMaHJa
Oyner 3amyIieHa, Korja Jiro0oe IMoJie COBMAAET ¢ TEeKyIIuM BpemeHeM. Hampumep,
3aIKCh:

3041,15*5

NpUBEAET K BBIMOJHEHUH KoMmaHabl B 4:30 1O TOJNYHOUM TMIEPBOTO U
MATHAAIATOTO YUCIIA KaX0TO MECsIIa, TUTFOC B KAXIYI0 MATHUILY.

BmecTto mnepBbIX MSITH MOJEW JOMYCTUMO YKa3aHUE OJHOTO U3 BOCBMHU

CIICIIUAJIBHBIX TPUITCPOB:

Ctpoka 3nauenue
(@reboot BEITOTHUTH KOMAHAY OJIMH pas, IIpH 3amycke cron(8).
IBoimonHATh kKoMaHay kaxaoe 1 suBaps, "0 0 11
(@yearly e Y P
@annually (oxBUBaJIEHTHO @yearly).
monthl IBEITTOIHATH KOMAaHAY B Hadajge Kaxxaoro mecsuma, "0 0 1 * *"
Yy Y
weekl IBBIIOJIHATE KOMAaHAY Kaxk10€ BockpeceHne, "0 0 * * 0"
y Y p
(@daily IBEITOSTHSTE KOMaH/y B OJHOYB, "0 0 * * *',
(@midnight (oxBHBasIeHTHO @daily).
@hourly IBBITIOJTHATH KOMaHIy pa3 B yac, "0 * * * *"

9.3. ITo/1HOKPAHHBIH PeJAKTOP Vi

Penaktop vi - yHHBEpCabHBIN MOTHOIKPAHHBIA TEKCTOBBIN PEIAKTOP.
Nmeronuecss Ha MHOTMX THUIAX TEPMHUHAIOB (PYHKIMOHAIBHBIC KIIABUIIU
MMPAKTUYECKA HE HCHOJB3YIOTCS. Ecnu kiaBuarypa TEpMHHAIa HUMEET CTPEIOYHbBIC

KJIaBHUIIW, TO OHX UCIIOJIB3YIOTCS, HO B OTPaAaHUYCHHOM KOHTCKCTC.
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9.3.1. PexxuMsbl paboThI perakTopa
9.3.1.1. Beoo mexcma

B aTOoM pexxuMme Bce, 94TO HabuMpaeTcs Ha KIaBHAType OTOOpakaeTcs Ha dKpaHe
TEpMHHAJIA U 3aIIOMUHAETCS B Oydepe pemrakTopa.

B nanHOM pekrMe HET BO3MOYKHOCTH OCYIIECTBIISTH ONEpaIluy peaaKTHPOBaHUS
TEKCTa, 3a WCKIIOYCHUEM CTHUPAHUS MOCICAHET0 HAaOpaHHOTO CHUMBOJA (C MTOMOIIBIO

koMmOuHaruu kiapum < Control-H>).
9.3.1.2. Komanouwiii pexcum

B sTomM pexxume CHMBOJIBI KJIABHATYPhI BBITIOJIHSAIOT CHENHAIbHbIE (YHKIIUN
(mepemMelniieHre Kypcopa, CTUpaHHE YacTe TeKcTa, M T. [.), TO €CTh (YHKIHH
PEAAKTUPOBAHMSL.

B nannom pexxrMe HaOupaemMbie KOMAaH/IbI He 0TOOPAKAIOTCS HA IKPaHe.
9.3.1.3. Pesicum KOManOHOU cmpoKu

Pexxym KOMaHIHOW CTPOKM TO3BOJISIET MPOU3BOAUTH OoJiee TiIo0albHbIe
ofepalyyd C TEKCTOM: 3alUChIBaTh OTPEIAKTUPOBAHHBIA TEKCT B (haill, CUUTHIBATH
HOBBIM (aiii, BBIXOJUTH W3 Vi, MPOU3BOJUTH HACTPONKY peIaKTopa, MOUCK IO
mabJIoHy, a TaK)Ke OCYIIECTBIISATh HEKOTOPbIe GYHKIIUN PEIAKTUPOBAHMSL.

KoMannbel oroOpaxaroTcs B HIDKHEM 4YacTH JKpaHa (B KOMAaHIHOW CTpOKE

penakropa).
9.3.2. BBoj TekcTa

< Return> - co3maeT MyCTyr0 CTPOKY U IEPEBOAUT KypCOp B €€ HAYAJIO;

< Control-H> - yHuU4TOXaeT MoCJeIHUI BBEACHHBII CUMBOJI (3TO JACHCTBHE HE
O0TOOpa’kaeTcs Ha SKpaHe J0 BbIX0JIa B KOMAH]IHBIN pPeXKUM);

< Control-[> wnnu knaBuma < Esc> - nepeBoJsT peIakTop B KOMaHIHBIN pPEeKUM.

B pexxuMe BBOJIa TEKCTa CTPEJIOYHAs KJIaBUATypa He padoTaer.
9.3.3. KomaH bl

1 - mepexo/1 B pe’kuM Habopa METOI0M BCTaBKU MEPE]] TEKYIIUM CUMBOJIOM;
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a - epexo/] B PeKUM Ha0Opa METOJIOM BCTaBKH 32 TEKYIIUM CHUMBOJIOM;

R - mepexon B pexxuM Habopa TEKCTa METOJOM HaOWBKHU.
9.3.4. Ilepemenienue Kypcopa

h, j, k, 1 - Ha omuH cMMBOJ (OJJHY CTPOKY), KaK MTOKa3aHO CTPEIIKaMHU;

A i O - B HAYano TEKyIEeW CTPOKHY;

$ - B KOHeIl TeKyIIeH CTPOKH;

W - Ha CJIOBO BITPaBo;

b - Ha CJIOBO BJIEBO;

} - Ha maparpad Bmepen (maparpad - 3TO OJIOK TEKCTa, OTIACICHHBIA IyCTOMN
CTPOKOM);

{ - Ha maparpad Hazanm;

[[ - B HaUaJIO TEKCTA;

]] - B KOHeI1 TEeKCTA.

KHomnku cTpeouHo KIaBUaTyphl TAKAKE MO3BOJISIOT MEPEMEIATHCS IO TEKCTY.
9.3.5. PenaktupoBaHue

dd - ctupanue Tekyuiei cTpoku;

d<aBmxeHHe Kypcopa™> - CTUpaHHUE OT TEKYIIETO MOJIOKEHHUS Kypcopa 0 HOBOTO,
3a1aBa€MOr0 CHMBOJIOM I€peMEIIeHHs] Kypcopa. HakaTue KHOIOK CTpEIOoYHOU
KJIABUATYpPbl He SBJISAETCH JBI)KEHHEM Kypcopa M HE MOXKET MCIIOJIb30BaThCS B
KOMOWHUPOBaHHBIX KOMaH/IaX;

J - cnusgHMe TeKyILIEN CTPOKU CO CIEIYIOLIEH;

U - OTMEHA NOCJIeJHEH KOMaH/Ibl;

. - TOBTOP MOCIIETHEW KOMaH/bI;

: - IEPEXO0/I B PEXKUM KOMaHTHOH CTPOKH.
9.3.6. KomanHas ctpoka

:q Wi :q! - BBIXOJ U3 pefaKkTopa 0e3 COXpaHeHUsI U3MEHEHUH;

:X - BBIXOJ U3 PEAAKTOpa C 3alKchio, eciau (ait 6pu1 MOAU(PHUIIMPOBaH;
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w wm w filename wim w! filename - 3amuch ¢aiina U Bo3BpalieHHE B
KOMAaH/IHBIN PeXIM;

:e filename wnnu :e! filename - 3arpyska ¢aiina filename;

:r filename - mo6aBUTH copepKMMOE yKazaHHOTO (ailla K pegaKTUPyeMoMy
cpasy 3a TEKyLIEW CTPOKOM;

:set nu - BKIIIOYUTHh HYMEPAIIUIO CTPOK;

:set nonu - OTKJIFOYUTH HYMEpaIHio CTPOK;

:lcommand - BemmosHuTh koManty UNIX He nokuaast penakropa;

:/word - BBIIOJTHUTH TTIOUCK CI0Ba wWord B TEKCTE;

:/ - HOBTOPUTH MOUCK cJI0Ba word J1ajiee mo TEeKCTy.
9.3.7. broku, 6ydepsl, okHa penaktupoBanus. [loBTopurenn
9.3.7.1. [losmopumenu

KoMangaM u JABMKEHMSIM Kypcopa MOXKHO JaBaThb MOBTOpPUTENH (YHcCIia),
HaIrpuMmep

2w - IIepeABUHYTh KypCOp Ha J[Ba CII0BA BIIEPE]

101 - nepenBUHYTH Kypcop Ha JAECSITh CUMBOJIOB BIPABO

d10l - cTepeTh AeCATH CUMBOJIOB CIIpaBa OT Kypcopa

2d10lI - crepets 1BaaaTh CUMBOJIOB CIIpaBa OT Kypcopa

5] - cATh MATH NOCNERYIOMMUX CTPOK B OJTHY

4. - TOBTOPUTH MOCJIEAHIO BBEACHHYIO KOMaHIy YEThIpPE pa3a

9.3.7.2. Byghepwi vi

Penaktop umeer tpu thna Oydepos: 6ydep ctupanusa (0-9), HeMMEeHOBaHHBII
Oydep u umenoBanHblie Oydepsl (a-z).

B Oydepsl cTupanusi aBTOMaTHYECKH 3aHOCATCS CTUpPaeMbIe dJieMeHThI. B Oydepe
0 xpaHUTCS MOCNEAHUIN CTEPTHIH 3JIeMeHT, B Oydepe 1 - npeanocneHui u 1. 1.

3anectu B Oydep:

VY - 3aHECTHU TEKYIIYI0 CTPOKY B HEMMEHOBaHHBIN Oy(dep;
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YABUKEHUE Kypcopa - 3aHECTH yKa3aHHBIA JBM)KEHHEM Kypcopa OJOK TeKCcTa B
HEUMEHOBaHHBIN Oydep.

"ayy - 3aHECTH TEKYIyI0 CTPOKY B UIMEHOBaHHBIN Oydep a;

"Ayy - 100aBUTH TEKYIIYIO CTPOKY K COAEP>KUMOMY UMEHOBAaHHOTO Oydepa a;

"by10j - 3anecTu nocienyromue 10 cTpok B UMEHOBaHHBIN Oydep b.

BceraButs u3 Oydepa:

P - BCTaBUTh B TEKYIIYIO MO3UIIMIO COIEPKUMOE HEeMMEeHOBaHHOTO Oydepa;

"ap - BCTaBUTh B TEKYIIYIO MO3UIHIO COJICPKUMOE UMEHOBAaHHOTO Oydepa a;

"1p - BCTAaBUTH B TEKYIIYIO MO3UIIUIO COJIEp)KUMOe Oydepa ctupanus 1;

9.3.7.3. MHnozookonHnoe pedaxmuposaHue

PenaktupoBaTh cpa3zy HECKOJHKO (DAiJIOB MOKHO JTMOO TMOJB3YSACHh KOMaHIHOU
penaktopa :e filename, mubo yka3aB Bce HeoOxoaumbie (ailibl B KOMaHJAHOU CTPOKE
npu BbI30Be pemaktopa (Hampumep: vi filel file2 file3). B mocnegnem ciyuae Bbl
JIBUTAETECh IO CIUCKY (PailyioB ¢ TOMOIIBI0O KOMaHI:

‘N - IEPEXo]IUM K clieqyroniemMy (ailiry B criucke;

:T€W - BO3BpaIllaeMcs K peakTUPOBAaHUIO NIEPBOro (haiiia B CIIUCKE.

NmeHnoBanHble Oy(depbl COXpaHSIOT CBOE COJIEPKUMOE TMpU TMEepexoie K

PETAKTUPOBAHMIO ApyToro (aiina.

9.3.8. OTKpbITH/CO3aTh (haiin

vi mamapapa.txt - OTKpbITb OJAMH (Pailil.

vi mama.txt papa.txt - oTKpbITh (paitn mama.txt, mocijie BbIX0/1a U3 HETO OTKPHIThH
daiin papa.txt.

®aiinn OTKpHIBAETCS B KOMAHIHOM PEXUME C MOMOIIBI0 KOMaHABI Vi. 371eCh MbI
MOKEM TPOCMOTPETh (aiijl, IEPEMECTUTHCS IO €r0 COACPKUMOMY, CTEPETh TEKCT, HO

BHCCTH M3MCHCHUA UJIM BBCCTU TCKCT B 9TOM PCIKUMCE HCJIL34.
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Coznanue (aiisia TpOUCXOIUT TIPH MOMOIIM TOH ke komaHabl. Co3znanue (aiina

IMPOUCXOJUT B MOMCHT COXPAaHCHUA.

JIJis OTKPBITHA WK CO3JaHusI HOBOTO (hailia B KOMaHAHOM pEXHME HEOOXOAMMO

BBIIIOJIHUTH KOMAaHY:

-e filename

[lepen 3TUM HY>XHO COXPAaHUTh MPEABIAYINNA (DAl

‘W - coxpaHsieT ¢aiil ¢ CyHIeCTBYIOIIMM HMEHEM WU

«CoXpaHUTh Kak».

:sav  filename -

9.3.9. JlononHUTEIbHBIE OMIINHU

JlomoHUTENbHBIE BO3MOXHOCTH PEIAKTOPA:

Komannga

Onncanne KOMaHAbI

G TepeiT B KOHeIT (aiina

<number>G MePEUTH Ha KOHKPETHYIO CTPOKY <number>

:<number> repeiti Ha <number> CTPOK BIIEpex

:set nu[mber] 0TOOpa3uTh cIeBa HyMEpAaLHIo CTpoK (* nonu[mber] - cpaTaTh HyMEpaIHio)
:set wrap HEepeHOCUTb JJIMHHbIE CTPOKH (:set nowrap - He IIepeHOCHUTD)

:syntax on/off

BKJIFOYHTE/BBIKJIIOYATH IMNOJCBETKY CUHTAKCHUCA

:colorscheme <name>

3a]aTh LBETOBYIO TeMy (rae <name> - umsi Tembl, TAB paboraer kak aBTO-
JIOTIOJTHEHHUE)

/Mama MIOUCK TeKcTa "Mama" B Qaiiie
n IIOBTOPHTH ITOUCK
:h wm :help CITMCOK BO3MOXKHOM MoMonTH (:viusage, :exusage)

:set fileformat=dos :set fileformat=unix

TIPUBECTH KOHIIBI CTPOK B (haiisie K BUAY dos MK uniX, COOTBETCTBEHHO

:set ts=4

3a1aTh pa3Mep Tadymsimu B 4 npobena

9.4. Penakrop VIM

9.4.1. PexxuMsbl paboThI

B ViM cymiectBytoT 3 pexuma paboThI:

OcHOBHOI - ITpeHa3HAayYEH AJIs IpocMoTpa (ailyia, BBOAAa KOMaH/ U IEPEX0AA U3

HEro B Jpyrue pexumbl. M3 r000ro pexruma B KOMaHIHBIA MOXKHO TOHACTh IIO
Haxatun <ESC>. Ilpum HaxaTMu KIABHUIIU «:» CTAHOBUTCS JOCTYIIHA KOMAaHJIHAs
ctpoka ViM, B KOTOpOHW MOYKHO BBOJHTH KOMaHJbl. OCHOBHBIC KOMaHJbI - KOMaH/a
Bbixoga quit (ViM moHMMaeT cOKpalieHusi, I03TOMY MOXHO JaBaTh KOMaHJIy OJHOU

OYKBOM «(»), KOMaHJla COXpaHEHHsI write (WM «W»), MapaMeTpOM KOTOPOMl MOKET
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ObITh MMS (pailia U BBI3OB CIpPaBKHU MO, o4eBUAHO, help (wmm «hy»). Ha ocramphbie
KJIABUIIKM (M HUX TMOCIEAOBATEIbHOCTH) MOXHO TPUCBOUTH JII0OOE AeHCTBHE, OO
WCITOJIB30BATh 3HAYEHUS 110 YMOJTYAHHIO.

BusyanbHblii — TpenHa3Ha4YeH, B TEPBYIO OdYepeb, JUIsl BbLAeNIeHUS OJIOKOB
TekcTa. JlJis 3amOMHMHAHUS TpeAsiararoTcsl 3 BapHaHTa IMepexofa B OTOT PEXKUM —
KJIABHUILIEH «V» JUIsl HOCUMBOJIBHOTO BbIOOpa, <Shift>+v mng nmoctpounoro u <Ctrl>+v
st 6;ouHoro. B HopmanbHOM pexkuMe (IpU Mepexojie M0 «V») MOXKHO ONepUupoBaTh
CJICAYIOIIMMU CYIIHOCTSMHU: CIIOBO («W»), peioxkeHue («s»), maparpad («p») u 010k
(«b»). Brigenenue mpu 3TOM HaYMHATH C MO3UIMU Kypcopa («a»), WIH e C Hadajia
omoka («i»). Hampumep, BblgeneHue Tekyllero Oj0oka (ydacTka, OTpaHHUYEHHOTO
MapHBIMA  DJIEMEHTAMH) MOHO TPOU3BECTH cleaytommuMm obpazom <Esc>vib.
KomnupoBanue B Oy(dep BBIIETEHHOTO TEKCTa OCYIIECTBISETCS MO «Y», BBIPE3aHUE T10
«d», a BCTaBKa COOTBETCTBEHHO «P».

Pe:xxum peqakTHPOBAHMS - TIEPEXO B PEKUM PEAAKTUPOBAHUS OCYIIECTBIISCTCS

Ha)kaTHeM KJIaBUIIM <Ins>.

9.4.2. OCHOBHBIE BO3MOKHOCTH

Bce BoO3MOXHOCTH U KOMaHIbl PCaAaKTOpa ViM MNEPCUYNUCIINTL BCCbMa
3aTPYAHUTCIILHO. Hepe‘-II/ICJIeHHBIC HMKC KOMAaH/bl BBOJ/TCSA B OCHOBHOM PCKHNMC
(eCJII/I HET CIICOHAaJIBHOI'O YTO'-IHCHI/U{). Bce onu umerot KOMaHJIHOCTPOYHBIC aHAJIOTHU U

MOTYT OBITh JIETKO TEPEOTIPEICICHBI MTOIH30BATEIISIMHU.
9.4.2.1. I[lepexoowi

Jlnst mepexo/ia Ha CTPOKY C HOMEPOM Nh Bocmojib3yiTech komannon G. Tak, s
nepexona K Hauvany Tekcta HaOepute 0G, mnsa corod crpoku 100G, a mma KoHna
nokymenta - $G. s mepexoma Ha n CHMBOJIOB B HYXXKHYIO BaM CTOPOHY MOXETE
MCIIOJIb30BaTh KJIABUIIM CO cTpeikaMu. To ecth ais nepexoqa Ha 1000 cuMBOJIOB BHU3

Habepute 1000 1 HaOXXMUTE CTPENIKY BHUS3.
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s mepemernieHus 1Mo TEKCTY UCIOoab3yhTe ciaeayrone koMmauael: "(", ")" mms
nepeMenieHus no npeanoxenusm, "{", "}" s maparpados, "[[", "]]" misa dynkuumi, "%"

nmn

- Tepexoa K TapHOW CKOOKe, - K mOpenbiaymiemy nosoxenuto, a "<CTRL>-O,

<CTRL>-I" - cOOTBETCTBEHHO Ha3a]] U BIIEPE]l [0 UCTOPUU IIEPEXOIOB.
9.4.2.2. Memxku

Hcnons3ytoTcs afis OTMETKA MO3UIUM “METKa, TA€ METKON SBISIETCS Jt00ast
OykBa) ® OBICTpOrO K HeW mepexoma (MeTka). MeETKH HIDKHErO perucrpa
JEHCTBUTENBHBI B MpEJeax AaHHOTO (aiiina, METKH K€ BEPXHETro perucTpa JAeUCTBYIOT

BO BCEX OTKPBITHIX (haiimax. CIMCOK BCEX METOK MOXKHO MOJy4YUTh KOMaH10M marks.
9.4.2.3. Pecucmpuwi

B pepakTope IOCTYNIHO MHOKECTBO HMMEHOBAaHHBIX PETHCTPOB (XPaHWIIMILL
naHHbBIX, OydepoB). Peructp otmeuaercs ""Oykma'. K Hemy mNpuUMEHUMBI BcCe
CTaHJapTHBIE JEHUCTBUS - KOmMpoBaHue B Hero ("'MeTkay), Bbipe3aHue (''mera™), u
BCTaBKka M3 Hero ("'MeTkap, MOJKET€ BMECTO p HCHOJIb30BaTh [p,|p AJIA BCTaBKHU
COOTBETCTBEHHO IEpell, WK Toclie Kypcopa). B pexxuMe penaktupoBaHus BCTaBKa U3
peructpa ocymectpisiercs o "<Ctr[>+R mertka". [lns no0aBiieHUs] JaHHBIX B PETUCTP
UCITOJIB3YWTE 3arJIaBHYIO METKY.

Taxxe Bbl MOXETE TUCaTh B PETUCTP, BOCIOIb30BABIINCH KOMAHION *"MeTKa" U
3apepmass 3armuch 1o "q". Takum 00pa3oMm, BBl COXpaHSIETE MAaKpOC, BBITOJTHHUTH
KOTOPBIN MOKHO TI0 "(@MeTka".

Peructpsr ¢ merkamu "*" um "+" coBmagator ¢ X-Window clipboards, "%"
COOTBETCTBYET peaaktupyemomy ¢ainy. [ns npocMoTpa CcOOEp:KHUMOro BCEX

PErUCTPOB BOCHOJB3YWTECh KOMaHJOM :registers, nmbo :reg MeTkalmerkal... s

MIPOCMOTPA HEKOTOPHIX.
9.4.2.4. @onowi

[TpenHazHayeHsbl sl COKPHITHS HE HY’KHBIX B JJaHHBII MOMEHT JIaHHBIX, 1a0bl T€
HE OTBJEKAIM BHUMaHWs. Hampumep, koma moamporpaMMsl ¢ KOTOPOW Bbl B JTAHHBIN

MOMEHT He pabotaere. [lo ymonuanuio QoJapl aKTUBUPOBAHBI B PEKUME HX PYUHOU
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pacctaHoBKU. Eciii Bbl XOTHTE MX aBTOAKTHMBALMK MO OTHOUICHHIO K TaOyJSLMU, TO
nob6aBpTe B KOH(GUT cTpoky set foldmethod=indent. Bce xomanapl st paboThl ¢
dongamu HaumHatotcs ¢ "z". OTkpbITHE POJAa MPOU3BOIUTCS, HAIPUMED, N0 ZO (WU

CTpEJIKE BIIPABO) HAa HEM, 3aKpbITHE KoJ1a B (hOJIJI - 11O ZC.
9.4.2.5. Ceccuu

[Ipn BemeHWW TPYIIBI TMPOEKTOB HEPEIKO JKEIATeIIbHO COXPAaHUTh TEKYIIee
COCTOSIHME M HACTPOWKHU PEAAKTOpa, YTOOBI B JaJIbHEHIIIEM MPOJOIIAKUTH paboTy € TOTO
ke w™ecta. Jlmg 3TOro W TpemHa3HA4YeHBl CECCHHM, YTO CO3JAOTCA KOMaHIOM
:mksession /path/to/Session.vim, a YUTAIOTCS MIPOCTOM KOMaH0!
:so /path/to/Session.vim. ['opa3fo vaiie, BmpoyeM, BO3HUKAET HYXK/Ja B COXpPAHEHUHU HE
BCEU CECCHH, HO TOJBKO TEKYIIET0 KOHTEKCTa (B YTO BXOIUT, HANPUMEP, MOJIOKCHHE
Kypcopa B KOjJie, TEKyIllasg pacCTaHOBKa ()OJIIOB MU MHOTO JIPYroe, O 4eM YUTalTe B
JOKyMEHTAIMK). DTO JNEUCTBUE BBINOJHSAECT KoMmaHaa :mkview, ureHue - :loadview.
Odenp ym00HO cenaTh COXPAaHCHUE M YTCHHE KOHTEKCTa aBTOMATHYCCKUM TIPH HaJale
M OKOHYAHUHU pelNaKTHpoBaHUA (ailia. IT0 MOXKET OBbITh pPEaTu30BaHO CIEAYIOIINM
KOJIOM (TIpUMEHsIeTCs [Tl BceX (hailyioB, UMEIOIIUX TOUKY B UMEHH):

au BufWinLeave *.* mkview au BufWinEnter *.* silent loadview
9.4.2.6. llouck u 3amena

[Touck ocymectBiusiercss koMangamu /" s moucka (MO peryisspHOMY
BBIPOKEHMIO) Brepen, a "?" B oOpaTHOM HampaBieHUHU. [ MpoIODKEeHUs IMOoucKa
ucnosib3yrre "n", a nua npouwioro Bapuanta "N". I moucka cioBa MOJ KypcopoM
UCIOJIB3YIOTCSL COOTBETCTBEHHO "#" 1 "*".

Jnst moucka ¢ 3aMeHoi ucnonb3yite s TO/m uto/gic, rae "%" o3HayaeT padboTy
CO BCEM TEKCTOM (a HE C TeKylleu cTpokoi), "g" - rinobanbHas 3aMeHa (a HE TepBoe

n.n

UTHOPUPOBAHUE pErucTpa, a '"c" - MOATBEPKICHUE KaXKIOTO

nn
1

COBITQJICHUE),

JICUCTBUS.
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9.4.2.7. AéemooonoHeHue

HpOI/IBBO,ZII/ITCH o COoACPKUMOMY HAaHHOI'O Q)aﬁna, d TaKXC YKA3aHHBIX B

nepeMeHHoil dictionary 1Mo Ha)kaTuio KiaBuil .

9.4.2.8. Ommena

n.n

u'" 1711 OTMEHBI U "' CMEHA pErucTpa.

nn
~

JUISL  BBIJICJIEHHOTO y4acTka (wiu OykBbl 1oa  Kypcopom). "U"

", n

MNMPpUHYAUTCIBbHO YCTAHOBUTD BerHI/Iﬁ perucTp, 4 U, COOTBCTCTBCHHO, HWKHUU.

9.4.2.9. [loemopump

nmn

9.4.3. Konduryparmms

OCHOBHBIM KOH(PUTYpariMOHHBIM ~ (alijioM SBIsSETCA ~/.vimrc. AKTHBAIUs
pycckoro mpudra B GUI-pexxume, maoc BbBIOOp TeMbI I O000MX PEXKUMOB
OCYIIECTBISETCS, HAPUMED, CICTYIOINUM KOAOM:

if has("gui_running")

colorscheme candy

set guifont=-cronyx-courier-medium-r-normal-*-*-120-*-*-m-*-koi8-r endif

if thas("gui_running") colorscheme elflord endif

[lepeuenp HanboIEE HCIOIB3YEMBIX «TOPSYNX» KIABUILIU:

"Berxon mo F10 nmap <F10> :q<CR>imap <F10> <ESC>:q<CR>

"Coxpanenue no F2

nmap <F2> :w<CR>

imap <F2> <ESC>:w<CR>i<Right>

"Komnmsinust mo F9

nmap <F9> :make<CR>

imap <F9> <ESC>:make<CR>
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