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1 ONMUCAHWUE NPOAOYKTA U EFTO XAPAKTEPUCTUK

Mnatpopma  AoKymeHToObOpOTa  nNpegHasHayeHa  A4NA  ynpas/ieHuA
AOKYMEHTAMU N APYTUMM TUNAMKM KOHTEHTA, UX XpaHeHMs U 06paboTKku B macwTabax
npeanpuatna (aHrn. Enterprise content management, ECM, ECM-nnatdopma).
Mnatdopma noaaep*KMBaeT eAnHbIA KUHEHHbIA UMKA MHPOPMaALUM Pa3INYHOIO
TMNa n ¢opmata. lnatpopma COOTBETCTBYET MPUHATBIM B MWUPOBOM MpPaKTUKeE
NPOMbILNEHHbIM CTaHAAPTAM KayecTBa, HageXHOCTN n 6esonacHoCTK.

TexHU4yeckme NpemmyLLecTBa peLleHns:

— KpoccnnatpopmMeHHOCTb: naatpopma mMoxKeT GYHKUMOHMPOBATb Ha NtoboM
OC cemerictea Windows uam Linux, noanepuBatolen YCTaHOBKY Tpebyembix
NPOrpaMMHbIX KOMMNOHEHTOB;

— NOCTPOEHa Ha OcHoBe 6a30BOM NnaTPopPMbl, K KOTOPOM pa3pabaTbiBatOTCS
HeobxoaMMmble AONONHUTE/IbHbIE MOAYAN;

— MNOJIHOE COOTBETCTBUNE HYXKOAAM NPEANPUATUA,

— NPOCTOTa OCBOEHMA U UCMONb30BaHMA Baarogapa NOHATHOMY WHTepdelicy,
MOMIHOCTbIO  COOTBETCTBYIOLWLEMY Bcem TpeboBaHMAM, nNpeabaBAAemMbIM K
COBpPEMEHHOMY NporpaMmHOMy obecneyeHuo;

— MOJZIHAA NOKanN3auUuunAa,

- BSaMN\Oﬂ,eI‘/’ICTBMe co CBO6OLI,HO pacnpocTpaHAEMbIMH OCI)VICHbIMM
NMPUNOXKEHUAMMN,

— MUHMManNbHble TpeboBaHMA K COCTaBYy anmnapaTHbIX CPeACTB, HA KOTOPbIX
dyHKUMOHMpyeT ECM;

— BbICOKOE bObICTPOAENCTBME;

— He TpebyeT HaNMuMAa KaKoro-1Mb6o A[O0NONHUTENbHOTO MNPONPUETAPHOro
NPOrpaMMHOro UaK annapaTHoro obecneyeHus;

— ECM noctpoeHa Ha ocHoBe CBOBOAHOro MpPorpammHOro obecneyeHus c
OTKPbITbIM KOAOM M UCNO/b3yeT CBOBOAHO pacnpocTpaHaemble 6UbAnoTERMN.
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OpraHn3auMoHHbIe NPEVMMYLLLECTBA PELUEHMA:

— HenpepbiBHaa W BbiCOKOKayecTBeHHas on-line un off-line nogaeprkka,
BK/IHOYAA FOPAYYIO IMHUIO.

— MocTaHOBKa pa3paboToK HeobxoAUMbIX KAMEHTaM M/Man napTHepam
bYHKUMIA B NNaH pa3sBUTUA NPOAYKTA.

— Mpo3payHan 1 rmbKas NOAUTUKA TNLEH3MPOBAHMA.
— CepTMdMUMPOBAHHOCTb NPOAYKTOB

— MNpepoctaBneHne noTpebuTenam cBeaeHUn o0 NPaBUIbHOM UCMO/Ib30BaHUK
byHKUMI 6e3onacHOCTU cepTUOULMPOBAHHOIO NPOAYKTA M MOMOLLb B aTTecTaumu
06bEKTOB MHDOPMATM3ALUKN NAPTHEPOB Ha TeppuTopUn PO.
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2 BE3OMACHOCTb

Mnatpopma obecneumBaer  Tpebyembin YPOBEHb 6e3onacHocTy,
npeabaBAAEeMbIit K CMCTEMaM TaKOro poja, B COOTBETCTBMW C HOPMATMBHbIMMU
AokymeHTammn ®CTIK Poccun, peannsya cnegytowme GpyHKUMM 6€30NacHOCTU:

— naeHTuduKauma u ayteHTMOMKaumA nonb3osatenen (B Tom uucne ¢
noaaepKkoit MHepacTpyKTypbl PKI cornacHo ctanaapTy X.509);

— perncrpaumna cobbiTnin MHGOPMaLUMOHHOM Be3onacHOCTH;
— OUCKPEUMOHHOE ynpas/ieHne A0CTYMNOM;

— MaHZaTHOE ynpaB/ieHMe AO0CTYNOM Peasin3oBaHHOE B CTPYKTYPE 3aMpocoB K
6a3am AaHHbIX;

— NoAAeprKKa PONEBON MOAENWN YNPABAEHUA AOCTYNOM;

— yaobHble  aAMWHWUCTPATUBHbIE MHCTPYMEHTbl  AnAa  ynpas/ieHun
nHGopMaLMoHHON Be30MacHOCTbIO.

KomnneKkc peannsoBaHHbIX B naatpopme GyHKUMA Be3onacHOCTU no3BonsaeT

NPUMEHATb AaHHbIW NPOAYKT:

— AN NOCTPOEHUA AaBTOMATU3MPOBAHHbIX CUCTEM 06PabOTKM NepcoHabHbIX
AaHHbiX (MNAH) B cooTBeTcTBUMM C TpeboBaHuAMKM npukasa PCTIK Poccum ot 18
deBpans 2013 r. Ne 21 «O6 yrBepkaeHumn CoctaBa M cogeprKaHnA opraHM3aLMOHHbIX
N TEXHUYECKNX Mep no obecneveHnto 6e30MaCHOCTU NePCOHaNbHbIX AAHHbIX NPU UX
06paboTke B MHPOPMALMOHHDBIX CUCTEMAX MEPCOHA/bHbLIX AaHHbIX» A0 1 ypOBHA
3aWMNLEHHOCTU NePCOHAsIbHbIX AAHHbIX BKAOYUTENBHO;

— ANA NPUMEHEHUA B TOCYAAPCTBEHHbIX MHOOPMAUMOHHBLIX CUCTEMAX B
cooTBeTcTBMU ¢ TpeboBaHMaMM npuKasa PCTIK Poccum ot 11 dpeBpana 2013 r. Ne 17
«06 ytBepxaeHnn TpeboBaHuit 0 3awmte WHPOPMAUUM, HE COCTaBAAIOLLEN
rocy4apCTBEHHYIO TalHy, COAEepXKallemca B roCygapCcTBEHHbIX WMHPOPMALMOHHBIX
cuctemax» Ao 1 Knacca 3aWmuweHHOCTU BKAKYNTENBHO.
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Mnatpopma cooTBeTCTBYET TPEOOBAHMAM PYKOBOAALLErO AOKYMEHTA «3awmTa
OT HECAHKUMOHWPOBAHHOrO AocTtyna K wuHPopmaumu. Yactb 1. nporpammHoe
obecneyeHune cpeacTs 3aWwmMTbl MHPOPpMaunmn. Knaccndmkauma no ypoBHIO KOHTPOAA
OTCYTCTBMA HEeAEKNapUPOBaHHbIX BO3MOXKHOCTeN» (FfocTtexkommuccma Poccumn, 1999)

Nno 4 ypOBHIO KOHTPO/IA.

B paHHbIM MoOmeHT nnatpopma AoKymeHToobopoTa «Pep [Mnatdopma
[oKymeHTOObOpOTa» rotoBa K CePTUPUKALMOHHLIM WUCMAbITAHUAM B CUCTEME

ceptudpukaumm ®CTIK Poccum.
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— «PEA ApxuB» - ObecneymBaeT HaAeXKHOE XPaHEHUE INEKTPOHHbIX
[OKYMEHTOB;
— «PEQ Cybbekt» - ABTOMATM3aUMA aAMWHUCTPATMBHLIX pPErlaMEHTOB

rocyaapCTBEHHbIX U MYHULMNANbHbBIX YCAYT U GYHKUMUI;

— «PEQ LWno3» - OpraHMsaums MeXBeJOMCTBEHHOrO B3aMMOAENCTBMA U
npeaocTaB/IEHNA YCAYT B 3/1I€KTPOHHOM BUAE;

— «PEA Wnto3-OK» - AAMUHUCTPUPOBAHME [O0XOA0B M B3aMMOAENCTBUE C
depepanbHbim KasHayenctsom B pamkax FTMC TN,

— «PEQ, O6yyeHue» - OpraHusauma AUCTaHUMOHHOrO obyyeHuna Ans
NOAroTOBKM KaZpOBOro cocTaBa K paboTe ¢ NporpaMMHbIMKU NPOAYKTaMU;

— «PE, KabuHet» - 3alWMUEHHbIA OOMEH [OKYMEHTaMM C BHELWHWMMU
KOHTpareHTamu yepes cetb MHTEpHET.
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4 ONUCAHUE ®YHKUWOHA/IbHOW N TEXHUYECKOM APXUTEKTYPbI

TN AUC peanunsyeTt cnegytoume KaroyeBble KOMMNOHEHTbI:
— ynpasneHne AOKYMeHTaMU;
— ynpasnieHue (3axBaT, NnpeobpasoBaHne) ByMarKHbIMU LOKYMEHTAMMU;

— ynpaB/ieHne NoTokammn paboT — nogaepKa busHec-npoueccos, Nnepeaaya
KOHTEHTa MO MaplUipyTam, HasHayeHue paboumx 3aday M COCTOSHUW, co3aaHue
YKYpHanoB ayauTa;

— AOKYMEHT-OPUEHTUPOBAHHOE Bsammop,eﬁcname — COBMeECTHOE
MCNOJZIb30BaHNE OOKYMEHTOB MOJZib30OBaTENAMN U NOAAEPHKKA MHOXEeCTBEHHOIO
AO0CTyna 1 ynpasaeHna JOKyMeHTaMU,;

- Sd)d)EKTVIBHO OpraHnM3oBaHHaA CUCTEMA MOUCKA AOKYMEHTOB,

— pa3BuUTan cUCTeEMa OTYETHOCTM MO Pas/IUYHbIM CTaTycaM M aTpubyTtam
[IOKYMEHTOB, NO3BONAIOWANA KOHTPO/IMPOBATL ABUKEHNE JOKYMEHTOB MO NpPOLLeccam
[IOKYMEHTO060pOTa U MPUHUMATb YNpPaBAeHYECKUe pelleHuns.

Mnatdopma npepctaBnaer cobom cUCTEMY, NMOCTPOEHHYIO MO APXUTEKType
KnueHT-cepsep. Mpu 3TOmM npegnosiaraetca BbIMNOJIHEHWME HEKOTOPbIX 6u3Hec-
npoueayp Ha CepBepHOM CTOpoHe C ycTaHoBneHHbiMn CYB/[, «Pepn ba3a [daHHbIx»,

cepsepom npunoxeHnin Apache Tomcat n JRE.

[nA 3anycka TOACTOro KAneHTa Heobxoamma yctaHoBKa Java-mawmHbl (JRE).
OnAa TOHKOro KAMEeHTa [A0CTaTOYHO Aboro cosBpemeHHoro Beb-bpaysepa ¢

noaaeprkomn JavaScript.
Mnatdopma peanmsoBaHa NOMHOCTbIO HA A3bIKe Java.

[Ona obecneyeHma GyHKLMIN 31EKTPOHHOIO A4OKYMeHTO0H60pOTa NPOrpaMMHOro
KOMMNMEKCa Ha KAMEHTCKON paboyen CTaHUMM [O0MKEH YCTaHaBAMBATbCA NaKeT

oducHbIx npunoxeHnin OpenOffice B cTaHaapTHOM KOHPUTYypaLmu.

CYbA n ECM-nnatdopma ABAAOTCA KpoccnaaTGOpPMEHHbBIMU NPUTOKEHUAMM.
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Cpega OYHKUMOHMPOBaAHMA nnatdopmbl AOKYMEHToobopoTa 3aBMCUMT OT
BaPWaHTOB MCMO/1b30BaHWNA NPOTPAMMHbIX KOMMOHEHTOB NNaTGOPMbI U MOXKET BbITb
yCTaHOB/NIEHAa HAa OAHOM KomnbtoTepe (PUCYHKKU 3, 4) UAK B KOHPUTYpaLUM KAUEHT-

cepsep (pUCyHKM 5, 6).

ECM-nnatdopma MOXKeT MCMONb30BaATLCA B ABYX BapMaHTaXx: java-npuaoKeHne
(MM TaK Ha3biBaeMbI KTONCTbIN KAUEHTY) U BED-KANEHT (KTOHKUIA KAMeHT»). Java-
npuUNoXKeHne n Beb-knmMeHT — 3To eanHaa ECM-nnatdopma c ogMHaKoBbiM Habopom
61banoTeK 1 0bWMM KogoM. PasgeneHme Ha «TONCTbINY U BED-KAMEHT NPOUCXOANT
nytem peanusaumm obuwero nporpamMmMHoro uHTepdeinca Ha YypoBHe Aapa.
OTAenbHbIX 6UBANOTEK ANA YKA3aHHbIX BaPUAHTOB MCNO/Ib30BAHUA NAAaTGOPMbI NpU
cbopKe He popmumpyeTca. Mpur 3TOM KTONCTbIAY KANEHT GOPMUPYETCA N3 KOMMNOHEHT
«0bpaboTumkm cobbiTnin» 1 Java Swing nHTepdeica, a Beb-knmeHT dopmupyetca n3
KOMMNOHEHT «0bpaboTumkm cobbiTuin», Vaadin-cepBepa wn uHTepdenca Vaadin-

KNneHTa B Beb-6pay3epe.

Java Swing
<P
Cyb/[,
<«
«Pep basa O6paboTumnku
JaHHbIX» cobbrmui | Vaadin
Vaadin KNINEeHT
<4+—P . (Beb-
pBep >
bpaysep)
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B KauecTBe XpaHMAMWA YYETHbIX 3anucen MOJib30oBaTe/leM U MUCTOYHMKA
nHbopmaunm o ¢akTopax ayTeHTUOMKAuMM W aBTopu3aumn ana nnatdopmbl

AOKYMeHTO060pOTa MOTYT BbICTYNaTh:

— 6a3a pgaHHbIx 6e3omacHOCTM Ha cepBepe. OHa XpPaHUT YYETHble AaHHble
nonbzosatenen CYB[ n nx nonntnkn 6esonacHoctu. MNpAambie NOAKNOYEHMA K 3TOM
b4 cpeactBamu CYB[, 3anpeleHbl Ans HENPUBUAETMPOBAHHbLIX MNOAb30BaTeNEN
CYbA.

— pacnpeaeneHHas cnyxkba cuctemHoro Katasnora openldap. Cxema gaHHbIX U
CTPYKTYpa CUCTEMHOro KaTanora QAo/iKHa obecneumBaTb XpaHeHuMe ¢GaKTopoB
ayTeHTUPUKALNM M aBTOPU3ALIMM YUETHBIX 3anNncen Nonb3oBaTenei.

PucyHoKk 3. BapuaHT ¢QYHKUMOHMPOBAHMA NNaTPOpMbl Ha cepBepe npwu

Ncnonb3oBaHMK Beb-nHTepdelica

CK3W KpuntolMPO CSP

OnepauMoHHasA cuctema

Cepsep




1
BPEOCOPT

PucyHOK 4. Bap1aHT pYHKUMOHUPOBAHMA CeEPBEPA U KNMEHTCKOIO NPUIOKEHUA
Ha cepBepe

epaLMoHHanA cucTema

PucyHoK 5. BapuaHT ¢dyHKUMOHMpPOBaAHUA NiaTGOPMbl MPU UCNOJIb30BaAHUM
Beb-uHTepderica nnatdopmbl C KIMEHTCKON paboyen cTaHUUK

paLMOHHas cucTeMa OnepauyMoHHasa cucrema

TOHKMIA KNMEHT




PEOCO®T

PucyHoK 6. BapmaHT YHKUMOHMPOBAHMA Nnatdopmbl NpU UCNONb30BaHUMU

KZIMEHTCKOTO NPUNOXKEHUA C K/INEHTCKOM pa6oqeﬁ CTaHUMNH

p

@

© CK3W KpuntolPO CSP

Onepauuouuaﬂ CUcTema

~

(

Java Runtime Environment

CepBep

CK3W KpuntollF

OnepauuoHHaa cuctema
\- g J
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5 ONMUCAHUE NPOU3BOACTBEHHOIO UUK/IA C YKASAHUEM
MCNOZIb3YEMbIX CPEACTB
dnemeHTamMuM NPOU3BOACTBEHHOIO UMKAA naaTtopmbl AOKYymeHTOObopoTa

ABNAOTCA:
— UCXOAHbIN Kog, nporpammHoro obecneveHus;

— NPOEKTHasA AOKYMeHTAUMA (NOACHUTENbHbIE 3aMMUCKN, YACTHble TEXHUYECKME
3afaHnA, BEAOMOCTU, MPOrpaMMbl UCMbITaHWIM, NOCTaHOBKM 3a4a4, yHKUMOHANbHAA
cneunduKauma, NPOEKT BEPXHETO YPOBHS);

— TecToBan AOKYMeHTauus;
— AOKYMEHTauuA yrnpas/ieHnsa KOHPUrypaumen;
— PYKOBOACTBO NO/b30BaTENSA;

— PYKOBOACTBO aAMUHUCTPATOPA.

CbopKa nporpaMmHOro Koga nnatpopmbl AOKYMEHTOOH60pOTa NPoOn3BOAMUTCA
Ha CneuvanbHO BbIAENEHHOM BMPTya/sibHOM cepBepe. [JocCTyn K BUPTya/ibHOMY
cbopoyHOMy cepBepy MMEIOT TO/IbKO onpeaenieHHble nua, B Kpyr obAasaHHOCTEMN
KOTOpbIX BXOAMT paboTa co cH6OpKOM MPOrpaMMHOrO KoAa WM WHble 3aJadyu no

KOHTPO/1O 32 paboToi Haa pa3paboTkon Koaa NaaThopMmbl.

PeweHne o HeobxoAMMOCTM COOPKM NPOrpamMmHOro Koga MpPUHUMAET
pyKoBOAMTENb OTAena pa3paboTKM Moc/ne COOTBETCTBYIOWEN MNPOBEPKU U

TEeCTUPOBaHUA BCEX KOMIMOHEHTOB I'U'IaTd)OprI.

Kaxkpaa cbopka nnaTpopmbl AOKYMEHTOO6OpOoTa WMMEET YHMKaNbHbIN

NAeHTUPUKaTOpP, COCTOALWMI U3 HOMEpPA BEPCUN U HOMEpPA COOPKN.

[na KOHTpoONs BepcUi NpUMEHseTcA NPOrpaMMHbIA NPoayKT Subversion —
LEHTPaNIN30BaHHAA CMCTEMA, NO3BOJIAIOLLAA XPAaHUTb AaHHbIE MCXOAHOro Koaa B
eOUHOM XpaHunuwie. BeTBneHWe ABAAETCA BaXKHbIM acnekTom paboTbl cuctem
yrnpaB/eHMA BEPCUAMMU, MOCKONbKY TUMUUYHbIE NPUEMBI yNpaBaeHUsa Bepcuamm (no

KpaiHen mepe, Npu pa3paboTke nporpammHoro obecneyeHusa) noapasymesaroT

12
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NCNoNb30BaHME BETBEW. NMpnmeHAaemasa cuctema Subversion o6nap,aeT Pa3BUTbIMUA

BO3MOXHOCTAMU ANA BETBNEHUA U CTINAHNA.

TunuyHaa  uTepauua  paboyero  uyukna  gopabotkM  naatdopmbl

[OKYMeHTO060pOTa BK/IOYAET C/ieAytoLLne 3Tanbl:
— 0bHOBNEHME paboyelt KoNum N3 XPaHUINLLA N ee CO34aHUE;

— n3MmeHeHue pabouelnt Konuu. U3meHeHua pupekTopuit U nHGopmauum o
dannax npomussogmTca cpeactBamu Subversion, B M3MeHeHUU Xe (COAepKMMOrO)
danmnoB Subversion HWMKAK He 334eUCTBOBAH — WM3MEHEHMA NPOU3BOAATCA
nporpammamu, npegHasHa4YeHHbIMM ANA 3TOro (TeKCToBble peaaKTopbl, cpeacTBa
pa3paboTkM M T. N.):

eHOBble (ewe He 3adUKCUPOBAHHbIE B XpaHuauwe) d¢annbl wu
AVNPEKTOPUN HYXKHO A06aBUTb, TO eCTb NepeaaTtb Noa ynpasieHne BEPCUsMU;

eecan dain UNN OUPEKTOPUIO B paboyelrt KOMUU HYXKHO YyAanuTb,
nepenMmeHoBaTb, NePeMeCcTUTb UM CKONMPOBATb, HEOBXOAMMO MCNONb30BaTb

cpeactsa Subversion;

® MPOCMOTP COCTOAHMA paboyelr KonuM W NOKaNbHbIX (eweé He
3aPMKCUPOBAHHbIX) USMEHEHUN;

e 1tobble NOKaNbHble UaImeHeHmda, ecsim OHU NPU3HaHbI Heyaa4YHbIMU,

MOXHO OTKaTUTb.

— npu H€O6XOAMMOCTM — AononHunTenbHoOE O6HOBI'I€HVIe, AanAa nonyyvyeHuA
M3M€HeHVIl\;1, 3a¢VIKCVIF)OBaHHbIX B XpaHuUAnue ApyriuMmn noab3oBatenamm n CaANAaHNA
3TUX N3MEHEHUM CO cBOMMN,

— dpuKcayma cBOMX U3MEHEHUI (M/UNK pe3ynbTaToB CANAHMA) B XpaHUAULLE.
Obuwme cTagnm TEXHONOMMYECKOro NpoLLecca NpoM3BoACTBa NPOAYKLUN:

—BXOAHOVI KOHTPOJ/Ib KOMMNEKTYOLWNUX 3S1emMeHTOB, MWUCNOoJZib3yemMblX ANnA

NPOAYKLMUN.

13
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— 3anncb Ha ONTUYECKUI HOCUTENb MPOAYKLMN.
— KoHTponb KayecTBa 3anmMcK Ha KOMNAKT-AMUCKE.

— KOHTpO/Ib COOTBETCTBMA 3anMMCaHHOro 06pasua NpPoAyKUMM 3TaSIOHHOMY
(npoweawemy cepTUUKALMOHHbBIE UCMbITAHUSA).

— 3anosiHeHMe popMynApa, MapKMPOBKA M YMaKOBKa.

— HanoxeHne 3NeKTPOHHOM MOAMNUCU AaKKPEAUTOBAHHOTO yAOCTOBEPSAIOLLErO
LEeHTpa Npou3BOAMTENA  HA  3NEeKTPOHHbIM  ¢ain  3TaNoHHOro  obpasa
ANCTPUOYTUBHOIO KOMMNNEKTA NPOAYKTA.

— MybanMKauma noAnuCaHHbIX 3NeKTPOHHOM noanucbio ¢annos obpasos
ANCTPUOYTUBHOIO KOMMNIEKTA B PENO3UTOPUI NpOoM3BOAUTENA.

MpumeyaHune: Tpu  HECOOTBETCTBMM  KayecTBa WAM  HECOOTBETCTBMM
3TaNOHHOMY 06pasuy npoaykuus 6pakyetcA U M3bIMaeTcA M3 NOCTaBKU

notpebutento.
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